Schneider
9 Electric

SAGE Monthly Security / Firmware Update Notice

Post Date: 10/31/2023

Summary of security related changes for October 2023.
Vulnerability Update:

e None
Operational Update:

e DNPM: Fixed test for correctly formed DNP3 application headers when received from
outstation. Test caused incorrect reject of application header in data responses.

e  GUI: Improved error detection in malloc and calloc calls to prevent GUI task from crashing due
to bad pointers.

Cybersecurity Update:

e None

For questions or more information contact Schneider Electric at USEnergyTS@se.com



