Schneider

SAGE Monthly Security / Firmware Update Notice

Post Date: 11/30/2020

Security Fix Summary:
No security fixes in firmware release(s) for November 2020.
Security Enhancement Summary:

The FTP Push Application in the newly released C3414-500-S02K5 firmware release
does now include the option to use SFTP to transfer event files to a centralized server (as
opposed to FTP in the previous release). If you are using FTP Push with the FTP protocol, we
recommend using SFTP for added security. If not using the FTP Push application to send event
files or log files to a centralized server, no action is needed.

To switch to SFTP, simply update the RTU configuration for your FTP Push Records as

shown below:

FTP PUSH Record Configuration

Push Record Name : Push_Record 1

File Transfer Type SFTP v
Destination |IP Address FTP
Destination Port

Destination Username | admin
Destination Password [raneeens ﬂ

For questions or more information contact Schneider Electric at sagertu_support@schneider-electric.com
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