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1.1

1.2

CHAPTER 1

Introduction

This user manual describes the software operation and features of the Telvent SAGE Remote
Terminal Units (RTU).

SAGE Remote Terminal Units are designed to satisfy a wide range of Supervisory Control
and Data Acquisition (SCADA) application requirements in harsh environmental conditions.

The SAGE Graphical User Interface guides the user through setup and operation while
expanding the rich functionality you have come to expect from Telvent RTUs.

Legend

In this manual, the following designations apply:

SAGE 1X10 refers to SAGE 1210, SAGE 1310 and SAGE 1410 collectively.
SAGE 1X30 refers to SAGE 1230, SAGE 1330 and SAGE 1430 collectively.
SAGE 1X50 refers to SAGE 1250, SAGE 1350 and SAGE 1450 collectively.
SAGE 2X00 refers to SAGE 2200, SAGE 2300 and SAGE 2400 collectively.

SAGE 3030X refers to SAGE 3030 and SAGE 3030Magnum collectively.

Features

The SAGE RTU uses the latest electronic technology for reliability, speed and maintainability.
It is intended for use in a variety of SCADA applications requiring maximum configuration
flexibility. The design includes several state-of-the-art functional capabilities. For example,
the AC Input (ACI) option provides an advanced transducer-less AC analog input capability.

The SAGE RTU has the following new features:

e Easy-to-use Graphical User Interface (GUI) via Microsoft Internet Explorer

e Embedded web server

e Built-in Ethernet with TCP/IP

e File Transfer Protocol (FTP)

e May be configured either locally or remotely

¢ Point naming (no more counting point numbers to find your point of interest!)
¢ Point mapping with simple click and drop

e Data concentration — adds data from multiple IEDs to one database for fast polling
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1.3

1.4

Protocol conversion — convert multiple protocols to a standard protocol

Built on a widely adopted Real-Time Operating system (RTOS)

Employs standard PC/104 bus interface for CPU and Communication upgrades

Relay Ladder Logic capability that supports all five IEC 61131-3 Languages

Graphical User Interface (GUI)

The SAGE RTU is easily configured using the standard web browser, Internet Explorer
version 6.0 or later. The physical connection may be made in one of four ways:

Ethernet connection using an Ethernet crossover cable directly to the RTU

Ethernet connection to a network, locally or remotely

PPP connection using a null-modem cable to the UIF port

Console — this method commonly used to read and/or change IP address

The GUI is designed around the classical client/server model. A web browser is all you need
for your client (PC) and you can browse any RTU product or any version of that product that
supports our web interface. All configuration data is stored on the RTU in the form of
Extensible Markup Language (XML). XML data is served up to the browser within HTML
pages or transformed into HTML via Extensible Stylesheet Language (XSL). In either case
data is presented to the user in an intuitive format using common design elements like
forms, Radio Buttons, Spin Boxes, Alert Boxes, etc. for much of the data entry.

The GUI supports File Transfer Protocol (FTP) to transfer files to/from the RTU and the client.
The file types include RTU applications, Web pages, Configuration files, and the operating
system. In short, every file within one RTU can be transferred to another RTU or parts of the
RTU file system can be upgraded as needed. This provides a powerful means of performing
firmware upgrades or configuration changes.

General Operational Considerations

Note: See the Administration chapter for initial user name and password.

Note: With the release of firmware CO and later, the initial TCP/IP address is now
172.18.150.50.

Note: For the latest manual, please see the appendix Accessing the Customer
Website.

Point Mapping

The RTUs of today must interface to a wide Varity of I/0O and industry standard IEDs. This
creates within the RTU a large database of points that have been acquired by the RTU that
must be transferred to one or more master stations.

The GUI supports an intuitive drag and drop point mapping scheme. Each point within the
RTU is named and scaled with user definable names and values. Scaling is used for local
data display as well as protocol count scaling for conversion of data from one protocol to
another.
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1.5

1.6

Communications

The SAGE RTU supports a large suite of communication protocols over many different types
of communications media. Ethernet and RS232 come as standard hardware. However,
installation of media converters allow for just about any physical communications media to
be supported.

The UIF is a dedicated RS-232 port that supports a connection to the operating system using
a terminal emulation program. It is used to configure the customer RTU IP and to change to
safe mode operation. Diagnostic functions may also be performed using this port.

A second RS-232 port is available that supports the Point to Point Protocol (PPP). This port
can perform all GUI functions, but at a 38.4kb.

Both ports can be used concurrently with the other serial and Ethernet ports.

All Telvent RTU products support multiple RTU and IED protocols. This allows for data to be
mapped from IEDs to multiple masters via different RTU protocols. Example: If you were
replacing your current master station software that talks Series V protocol with a system
that supports DNP your RTU could talk to both the old master and the new master at the
same time. This provides an excellent means of replacing legacy RTU/MTU equipment
without interruption to data acquisition.

An emerging need for RTU products is SCADA protocols to communicate over Ethernet all
the way down to the RTU. The SAGE RTU supports DNP over Ethernet.

Relay Ladder Logic (RLL)

The SAGE RTU supports a RLL Runtime Target that accepts applications that can be
developed using any one of the five IEC 61131-3 languages plus flow Charting. Programs
are developed on an application workbench that runs only on the client. Fully
developed/debugged programs can be downloaded into the SAGE RTU and activated for
execution.

RLL applications have access to all the data within the RTU and make use of the powerful
mapping capabilities of the GUI. Output data from RLL applications can be viewed in real
time data displays.
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2.11

2.1.2

2.1.3

CHAPTER 2

Configuration

This chapter tells you how to configure the RTU. Other chapters cover Data Display,
Command, Upload/Download, and Administration. See the appendices for hardware User
Interface connections.

A good user interface should be intuitive and easy to learn. This does not mean that no
instruction is required, but that it is minimal and that users can "pick it up" quickly and
easily. First-time users might not understand how to operate a scroll bar, or our drag and
drop point mapping, but once it is explained they generally find it easy.

Client Server Application Principles

The client (your PC) can run many different types of applications. Usually the application
program and all its data reside on your PC. In a Client Server application the relationship is
somewhat different. All the unique features and specialized data can be stored on the
remote system allowing the user to browse that data in a manner specific to that system.
The GUI Interface is a Client Server application.

A thin client and a client server system avoid the version problems encountered when you
have a thick Windows based application. Your browser will be able to talk to RTUs shipped
today and years from now because all the content and configuration data will be stored on
the RTU.

Client's Web Browser

The GUI Interface was designed to function with Microsoft Internet Explorer 6.0™ or
greater.

GUI Connection via Ethernet

In this case, your PC would use its network card to connect to RTUs that are connected
either to your local Intranet or your PC could connect to your RTU via a crossover cable
connected directly to your RTU. The latter would be the typical means of connection to
field devices for installations without Ethernet all the way down to the RTU.

Please refer to the appendices for GUI Connection via Ethernet port.
GUI Connection via PPP

The RS232 User interface port is connected to the CPU card with one of two pigtail serial
lines; either the Console connection or the PPP connection may be used. The Console pigtail
is typically used only to view and modify the IP address of the Ethernet port. Once
modified, the Ethernet port can be used for local and remote interfacing. If the PPP pigtail
is used, the RTUs GUI is available at 38,400 baud.
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2.2
2.2.1

TELVENT SAGE 2300

Warning: This computer program is protected by copyright law and international treaties. Unautharized reproduction or distribution of
thiz program or any portion of it, may result in severe ciwil and criminal penalties; and will be prosecuted to the maximum extent

Please refer to the appendices for GUI Connection via PPP ports.

Login
GUI Navigation Concepts

Launch Internet Explorer and type in the I.P. address of your RTU. The first screen that you
encounter is the Login screen (see Figure 2-1). Enter your Username and Password.

Note: Username and Password and all security issues are explained in Chapter 6
Administration.

This screen will have the name of the substation RTU above the Username field. There is
also a scratch pad to leave a message for the next user. The scratch pad is a scrollable box
for larger messages (up to 500 characters).

The following is an example of how to use the scratch pad. Before you click Login, check
the “Enable Post Message” box, as shown.

Figure 2-1 Login Screen

C1 Update

Username: |Admin

Password: eeess I

Enable Post Message. [

1 Releasze ~
C3413-500-001C1
19-Jul-2005 _ Bt

possible under the |an.
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This action will bring you to the screen shown below. Type in your message, as shown
below, then click “Post Message.” At this point, you can click Continue to continue to
Login, or you can click Logout, if your only purpose was to post a message.

Figure 2-2 Posting a Message

TELVENT SAGE 2300

C1 Update

Username: |
Password: | [ Continue
Enable Fost Message.

Thiz iz a new message

[Il:ugl:uut] [ Fost Message

Wiarning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
thiz pragram or any parion of it, may result in severe civil and criminal penalties; and will be prosecuted to the maximum extent
possible under the [ 3w,

The following screen shows the result of clicking Logout. You first get a warning that you
are about to logout..

Figure 2-3 Logging Out After Posting a Message

Microsoft Internet Explorer, E'

\:{/ Are you sure you wank ko logouk
[ oK | [ Cancel
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Proprietary and Confidential to Telvent



2-4 config@WEB Software Users Guide Chapter 2 — Configuration

After you logout, the new message is displayed, as shown.

Figure 2-4 Logging Out After Posting a Message

TELVENT SAGE 2300

C1 Update

Username: | |
Password: | " | Login |
Enable Post Message. [

Thiz iz a new message

Wiarning: This computer program is protected by copyright law and international treaties. Unauthaorized reproduction or distribution of
this program or any porion of it, may result in sevare civil and criminal penalties; and will be prosecuted to the maximum extant
possible under the [aw.
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Configuration | Data Display Command |UprownIoad| Admin

Once you continue beyond the login screen, the next screen to appear depends upon your
login privileges. In the example below, the configuration screen is shown. At the top of the
configuration diagram you will find five tabs that allow you to jump between the
Configuration page, Data Display page, Command page, Up/Download page, and Admin
page. Grayed-out tabs indicate “no privilege” for that particular function. The example
shown is for Admin privileges (meaning, no restrictions). In the event that some restrictions
are in effect, the screen will default to the next unrestricted tab that is allowed, working
from left to right.

The block diagrams as shown on the Configuration, Data Display, and Command pages are
almost the same. However, the navigation will differ depending on which diagram you are
on. Example: You can configure cards on the SF Bus from the Configuration diagram but to
display live data you would navigate to the Data Display tab and then to the SF Bus tab to
view live data from cards on the SF Bus.

In this and the following chapters you will find specific information devoted to each tab.

Figure 2-5 Typical SAGE 1X10 First Page

D2 Update

Al REF (Option)

Serial Comm

Applications Ethernet Comm

SAGE1-SFT-00001
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Figure 2-6 Typical SAGE 1X30 First Page
Configuration | Data Display Command | Up/Download | Admin

D2 Update

Al REF (Option)

Serial Comm

Applications Ethernet Comm

Figure 2-7 Typical SAGE 1X50 First Page
Configuration | Data Display | Command | Up/Download | Admin

Config@WEB

AC Analog Inputs

Serial Caormm

Applications Ethernet Camm Coaontrol
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Figure 2-8 Typical SAGE 2X00 First Page
Configuration | Data Display | Command | Up/Download Admin

Config@WEB

Heferences

Serial Comm

Applications Ethernet Camm

Figure 2-9 Typical SAGE 3030X First Page

Configuration | Data Display Command |UprownIoad| Admin

D2 Update

Al REF (Option)

Serial Comm

Applications Ethernet Comm
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Immediately after a successful login, you will see the Configuration screen (if the login is an
unrestricted Admin login) as shown in Figure 2-10. On certain Configuration Screens you
will see Hardware 1/0 Points to configure to the right of the CPU Block. Note that IED points
are part of the Serial Comm configuration. Master ports are also part of the Serial Comm
configuration. Configure all points, hardware & IED, then configure the Master ports.
Simply place your cursor over the desired block and left-click to activate the function.

Figure 2-10 Configuration Screen

Configuration | Data Display | Command |UpIDDwnI¢ad Admin

Config@WEB

Hardware
I/O Points

IED Points
(if any) &
Master ports

Ethernet may be configured
for all supported protocols
based on virtual sockets. I.E.,
Ethernet/TCP/IP may be the
only connection you'll ever
need.

Analog Outputs
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2.3

Multiple Window Technique

As you investigate the other tabs (Display, for instance, explained in the next chapter), you
will find that having simultaneous multiple views into config@WEB is very useful. This is
easy to do, no matter which version of IE you are using. Simply press Control N (New
Window command) to bring up multiple instances of your session. Each window is
separately navigable. See the following example.

Figure 2-11 Multiple Views with Control N

/= RTU Configuration - Windows Internet Explorer EEJE‘ {© RTU Display Data - Windows Internet Explorer QEJE‘
@ 4 v B httpi/172.18.150.51Fsfconfiglconfig htm v 4| X P~ Q ¥ | €] http:i{172.18.150.51/FsidisplayiDisplay.htm a IR IR P~
Fle Edt Wew Favortss Tooks Help Fle Edt Yew Favortes Took Help
Google |G+ vicods @ B~ ¥ bookmarkse DRk, 3 () Settings= Google |G+ v oo D By~ ¥% bookmarksy Famefiank, 3> (0 settings
w | @RU Corfigurstion (| B - B - v [Errage - EFTeck - W | @rTU Display Data | | v B @ v heage - GFTook -

i = -~

Configuration Data Display | Command | Up/Download | Admin Configuration | Data Display Command | Up/Download | Admin

CC_B4 Beta Update CC_B4 Beta Update
Applications —m Applications Ethernet Comm —_
Analog Outputs Analog Outputs
R =

< > < >
Done @ Internet #100% - Done & Internst #100% v

Notice that this technique does not require multiple logins, which can present other issues.
Multiple logins are limited to five, after which another login is impossible. If the windows
opened with multiple logins are simply dismissed, the five logins will tie up the RTU until

the sessions time out.

Multiple views using Control N (as shown above), rather than multiple logins, is a much
better technique. If you reset or log out from one of the views, the other windows will be

inactive and should be dismissed.

2.4 Navigation Shortcuts

Navigation shortcuts are now included on all screens below the tab level. No matter how
far down you drill, you can always return to the top level, or any intermediate level. An

example is shown below.

Config == Serial Comm Setup >> Port 2 :

DNPM IED List == DNPM_IED_1 Config
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Baseline

Document Version 1.1

Proprietary and Confidential to Telvent



2-10

config@WEB Software Users Guide

Chapter 2 — Configuration

2.5

RTU Information

RTU Name
Part Number

VaWorks Ver
GUI Version

ID Code

Serial Num

CPU Configuration

From the Configuration screen, click the CPU block. You will get a screen similar to that
shown in Figure 2-12. With the possible exception of adjusting the real-time clock, the CPU
configuration may not ever have to be touched again.

Config@WEB
C3414-500-001E0_BO

Application Name C3414-500-001E0_BO. out

C3414-500-996E0
C3414-300-001E0_BO.gui

DNP Profile

Mfg. Hardware Ver |ChangeMe

ChangeMe
ChangeMe

Prod Name & Model SAGE 2400

Figure 2-12 CPU Configuration
CPU Configuration

Crash Recovery Configuration

Number of Restaris 3
Time between Restarts 90

Global Freeze Configuration ERER )
Edit

ACI Configuration

ACI Type O ACl @ FNMR

Time Server

RTU Time Configuration

Primary/Secondary  Edit

RTU Time & Date 03/25/2010 13:36:12 Edit

RTU Time & Date X

Date mm/ddiyyyy B 4= U
2010

Time  hhimmss 13 |36 [ |12

Ethernet Adapter Configuration

PPP Port * PPP Port

|.P. Address 90.0.0.50
Ethemet Port 0

|.P. Address 17218.150.51

Subnet Mask 255.255.2438.0

Default Gateway 1721811

Target Name Telvent

Seconday Port (J2) Ethernet Port 1

|.P. Address

Subnet Mask

Default Gateway

Note: Ethernet Adapter Configuration may have one or two ports depending on the CPU card used.
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2.5.1 RTU Information

The following fields in bold are meant for you, the user, to fill in (or accept the default):

RTU Name Enter the name of this RTU
Part Number Firmware Part Number assigned by Telvent (Var 242 -
Device Mfg software ver — see below)

Application Name File name of the firmware

VxWorks Ver VxWorks Version number assigned by Telvent

GUI Version Version number assigned by Telvent

Mfg. Hardware Ver User define information These fields may be used to

ID Code User define information bring back any information

Serial Num User define information the user needs, like
coordinates for GIS. etc.

Support for DNP Object 0 was added for Level 1 and Level 2 compliance. The following
information can now be returned to the DNPR Master by the Object 0 var X

request.
CPU Configuration
RTU Information Crash Recovery Configuration Ethernet Adapter Configuration
RTU Name Config @WEB Mumber of Restarts 3
Part Number C3414-500-001E0_BO PPP Port* PPP Port
s Ll Time between Restarts 90
Application Name C3414-500-001E0_B0.out 1P RIS LOODEL
Vxworks Ver  C3414-500-996E0 Global Freeze Configuration : ;
GUIVersion  C3414-500-001E0_B0.gui = [FITTEIR (P ) EthemetPort 0
|.P. Address 172.18.150.51
DNP Profile
ACI Configuration Subnet Mask 2552552430
Mfg. Hardware Ver |ChangeMe ACI Type O ACI  ® EMR Default Gateway 1721811
iz ChangeMe Target Name Telvent
Serial Num ChangeMe
Prod Name & Model SAGE 2400 Seconday Port (J2) EthemetPort 1
RTU Time Configuration M. AoEs
Time Server Primary/Secondary  Edit Subnet Mask
RTU Time & Date 03/25/2010 13:43-42 Eol P T ) | Dot Gateniay
Source Time Base Frequency TimeOut

Primary Real Time Clock v || Sec v 15 30

Secondary None vl Sec ¥ |15 30

Local Time Offset from Universal Time Coordinated 0

Daylight Saving Time Enabled [Oho  [© ves

IRIG-B Signal Format MNone v

Set

Battery Backup Configuration

Fiber Port C tiol

Primary PWR Fail 12.0 |vDC iber Port Configuration

ECHO Data ®No OYes

Battery PWR Fail 11.2  |vDC Long Cable ONo Oves
Battery Disconnect 10.8  |vVDC

SAGE 1X50 only

SAGE 1X10 only

Note: SAGE 1X10 and 1X50 have additional CPU Configuration.
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2.5.2

RTU Time Configuration

Time Server

RTU Time & Date

Click on the Edit link. For each Source, enter the Time
Base (Sec, Min, Hrs), and the Frequency you want the RTU
to request time syncs, and the 7/meOutyou want before
the RTU stops requesting syncs from an unresponsive
Source. After the TimeOut, the RTU will request time
syncs from the Secondary Source. If the Secondary Source
fails to provide times syncs, the RTU will not be synced.

Note: If you assign and configure both a primary and a
secondary time source, the RTU will fail over to the
secondary source if the primary source fails.

Note: Time sources must be configured before they
become available in the drop-down list (for instance,
time serve from a protocol, GPS available, IRIG-B), except
for Real Time Clock, which is inherently available in the
RTU.

Click on the Edit link. Enter time and date as indicated
for the RTU real-time clock. The entered values will take
effect when you click on Set. Click X to cancel.

The RTU Time and Date are always entered in local time
regardless of the settings for Local and UTC time in the
section following.

Note: You must set the real-time clock to the correct date for proper operation (i.e.,

to prevent crashes).

Note: The coordination between UTC and local time is a feature that may be
ignored. If you want your RTU to act as it always has in regard to time syncs, set
Local Time Offset from Universal Time Coordinated to 0, Daylight Saving Time
Enabled to No, and IRIG-B Signal Format to None.

Local Time Offset from Universal Time Coordinated  If you use UTC for time

syncs, and you want to use local time-stamps within the
RTU, or to pass local time coordinated with UTC to an
IED, you must enter an offset of your local time from
UTC.

Values to enter for the hourly Local Time Offset follow:

Atlantic Time zone = -4.
Eastern Time Zone = -5
Central Time Zone = -6
Mountain Time Zone = -7
Pacific Time Zone = -8
Alaska Time Zone =-9

Other offsets can be determined by examination of the
time zone settings on your PC. If the local time is correct
on your PC, the UTC offset is in the configuration of the
time zone.
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Date and Time Properties |

Date & Time  Time Zone |

¥ Automatically adjust clock For daylight saving changes

QI Zancel Gl

The offset to use is the numeric part of the “(GMT-
06:00)" displayed with the description of the time zone.
Include the “-" (minus sign) if it is displayed.

Daylight Saving Time Enabled  Click Yes if you want your local time to account
for Daylight Saving Time. If this feature is enabled, one
hour will be subtracted from the local time used in the
RTU. Daylight Saving Time is defined (as this document is
written) as beginning on the 2nd Sunday in March at
2:00AM, ending on the 1st Sunday in November at
02:00AM. Time at the beginning goes from
1:59:59:999AM Standard Time to 3:00AM Daylight Time.
Time at the ending goes from 1:59:59:999AM Daylight
Time to 1:00:00:000AM Standard Time. Note that the
one hour of identical numeric Standard and Daylight
Time at the end of Daylight Saving Time is
indistinguishable in RTU communications protocols that
use the Local time feature.

IRIG-B Signal Format Note: IRIG-B function is standard on SAGE 3030X and is
available as an option on the other RTU models.

Select from the drop-down list from the following:

None — no C3831 IRIG-B card attached to the PC/104
bus

Local — C3831 IRIG-B signal is Local Time

UTC - C3831 IRIG-B signal is Universal Time
Coordinated

The IRIG-B signal can be provided to the RTU or driven as
an output by the RTU depending on the configuration of
the IRIG-B signal.
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If the IRIG-B signal is used as a Time Server, the IRIG-B
signal is used as an input and an IRIG-B source must be
connected to the IRIG BNC connector.

Otherwise, the IRIG-B signal will be an output unless
configured as none.

It is suggested that you configure the Time Services, set
the RTU Time & Date and then reset the RTU and then
complete the configuration of the RTU.

If you use the Local/UTC function of the RTU, the clock of
the RTU is always set in UTC. Bootup/Reset times on the
console and timetags on files stored on the Compact
Flash will be displayed in UTC.

2.5.3 Battery Backup Configuration (SAGE 1X50 only)

Primary PWR Fail The voltage at which the Primary Power is considered to
be failed (12.0 volts is the default), forcing automatic
switch-over to Battery. This event is available as a status
Source Point (under AC Analog Inputs), which can be
mapped to the Master.

Battery PWR Fail The voltage at which the Battery will be considered failed
(11.2 volts is the default). This event is available as a
status Source Point (under AC Analog Inputs), which can
be mapped to the Master.

Battery Disconnect The voltage at which the Battery is disconnected (10.8
volts is the default). The disconnect prevents the battery
from completely discharging.

Note: Once the battery is disconnected, the Primary Power must be restored before
the RTU will reconnect the battery.

254 Fiber Port Configuration (SAGE 1X10 only)

ECHO Data Press No if this RTU is the master on a fiber optic loop or
the only slave on a fiber optic connection. Press Yes if
this RTU is a slave on a fiber optic loop. Default is No.

Long Cable Press No if this RTU is driving the fiber optic transmitter
less than 1 mile. Press Yes if this RTU is transmitting to a
device located more than 1 mile away. Default is No.

2.5.5 Crash Recovery Configuration

(See the appendices for detailed information)

Crash Recovery is a state of the RTU that allows you to back out of a bad configuration
gracefully. The recovery process is based on the premise that you can have a way to boot
VxWorks without running any applications. This allows you to reconfigure the RTU without
actually having to run the last configuration.

Number of Restarts The number of restarts before the RTU starts VxWorks
without applications (for troubleshooting purposes).
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2.5.6

2.5.7

Works best under normal conditions if the user accepts
the default value.

Time between Restarts  If crash happens in shorter time, it is logged as a restart.
Works best under normal conditions if the user accepts
the default value.

Example: If the RTU crashes within 90 seconds after the beginning of bootup, that counts as
one restart. If this happens three times in a row, the RTU goes into Crash Recovery mode.

Notice that the default Time between Restarts is 90 seconds. Because the RTU takes about
60 seconds to reboot, 30 seconds is allowed for a crash. If you have reason to believe that
the configuration problem takes longer to crash the RTU, enter a longer Time between
Restarts.

Ethernet Adapter Configuration

PPP Port Address Address assigned by Telvent. See Appendix E.

Primary Port Name of the primary Ethernet port

I.P. Address Primary I.P. Address of this RTU

Subnet Mask Primary Subnet Mask of this RTU

Default Gateway I.P. Address of the device connected to multiple physical

TCP/IP networks capable of routing or delivering IP
packets between them. A gateway translates between
different transport protocols or data formats (for
example, IPX and IP) and is generally added to a network
primarily for its translation ability.

Target Name Network server name of the RTU (the network server that
resolves this name to the I.P. address is the DNS server)

Secondary Port Name of the secondary Ethernet port

I.P. Address Secondary I.P. Address of this RTU

Subnet Mask Secondary Subnet Mask of this RTU

Default Gateway I.P. Address of the secondary default gateway. This

default gateway should not be set unless you are
utilizing two networks in which case the secondary
default gateway must be different from the primary.

Global Freeze Configuration

The Global Freeze application gives every port (meaning every master) the ability to read
the exact same accumulator values as every other port for any given instant of time.
Additionally, the ports may be set so that any master can initiate the freeze. There is a
configurable lockout period whenever a freeze is initiated. The driving idea behind the
Global Freeze function is synchronization of power data between ports.

Lockout Period (1-3600) After any freeze that takes place which is triggered by
any one of the options mentioned below there will be a
period where any other freeze that is sent to the remote
during this period will be ignored. This time period is in
seconds and is entered by the user and is known as a
'lock-out period'. This value should not be greater than
the freeze interval if the RTU clock is enabled. The
default is 60 seconds.

Freeze triggers Any combination of the five options listed can be
selected:
SAGE1-SFT-00001 Baseline Document Version 1.1
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Enable Freeze on Startup
Enable Freeze by Port

Enable Freeze by Status point
Enable Freeze by RTU clock
Enable Freeze After the Hour

The freeze triggers are further explained below.

Enable Freeze on Startup — Upon a RTU startup the Global Freeze task will
immediately send a freeze.

Enable Freeze by Port Select the port(s) that can read and initiate the
Global Freeze. Ports may be selected to participate in
the Global Freeze but not initiate a freeze by simply
selecting 'Read' for the particular port. If you want
the port to be a freeze initiator, the 'Trigger' option
should be selected. Only those ports that are
configured which have protocols that are capable of
sending a freeze will be in the choice list.

Enable Freeze by Status Point — Select a status point (hardware or software)
that can initiate the freeze. The global freeze occurs
on a 'CLOSE' on the selected point.

Enable Freeze by RTU clock — By enabling this option the user must enter the
freeze interval and the freeze delay in seconds.
Freeze Interval (1 — 3600)

The user has the option to do freezes based on an
interval by setting the number of seconds between
freezes. For example, 900 to freeze every 15 minutes
based on top of the hour; 3600 to freeze every hour
on the hour. Default is 3600.

Freeze Delay (0 — [1 minus the Freeze Interval])

The freeze delay can be used as an alternative or
'backup' freeze in the case where the master station
or status point fails to send the freeze. The delay
time must be less than the freeze interval. Based on
the delay, the RTU clock freeze initiates at the
specified time but will execute only after the delay
period has expired. If another freeze trigger is sent
by a port or by the COS point during the delay
period, it will cancel the RTU clock freeze and
immediately execute the global freeze. Default is 0.

Enable Freeze After the Hour — By enabling this option the user must enter the
seconds after the hour and the interval within the
hour when the freeze is to occur.

Seconds After Hour (0 — 3599)

The user has the option to cause a global
accumulator freeze a specified number of seconds
after the hour. Default is 0.

Interval Within Hour (sec) (0 — 3600)

The user has the option to freeze at subsequent
intervals, in seconds, afterwards Default is 0.

Global Freeze Notes:

1. If the RTU clock is enabled then the Freeze Delay plus the Lockout Period must be
less than the freeze interval (Freeze Delay + Lockout Period < Freeze Interval).

2. If none of the options are selected the Global Freeze task will suspend.

General Note: No configuration changes take effect until the RTU is reset.
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2.5.7.1 Global Freeze Status Points

There are two internal status points associated with Global Freeze. They exist only if Global
Freeze has been configured. The example below shows how the points might be mapped to

a Master.
Figure 2-13 Global Freeze Status Points Mapping
DHPR Binary Input Point Mapping

Port #:1 Fort Mame [ Port 1
o | oevcoName | pomame | e~ | | Sowceroms

4 Harcdware Ll DI PN _S LIYes IO | A Glohal Freeze v

3 Hardhwrare C1 DI_PNT_4 Oves ®No SPARE

4 Hardware DI DI_PNT_ S COives @ Ro Select Al points

5 Hardware DI DL_PHT_6 Oves | ®MNo Ghl Frz Lockout

B Hardware DI DI_FMNT_7 Oves @ No kst

7 Hardhware D1 DI_PHT_& Oves &No

g Hardhware D1 DI_FHT_2 Oves &No

] Harduwsare DI OI_PNT_10 Oves @ HNo

10 Hardusare DI DI_PMNT_11 Oves ®HNo

11 Hardhware DI DI_PNT_12 Oves ENo

12 Hardware DI DI_PMNT_13 Oves @ No

13 Hardware O DI_PNT_14 Oves @Mo

14 Global Freeze Gl Frz Lockout Oves ®No

14 Global Freeze Glbl Frz Event Cives @No [ o

[ Cancel | [ Submit |

Glbl Frz Lockout

The "Glbl Frz Lockout" closes when the freeze occurs and opens when the defined
lockout period expires.

Glbl Frz Event

The "Glbl Frz Event" closes when the freeze occurs and opens approximately 500
milliseconds later. This point can be mapped to an alarm point to provide a contact
closure at the RTU to enable other substation devices to receive a pulse when the
freeze occurs. The closure time is fixed.

Figure 2-14 Mapping Global Freeze Status Points to Alarms
Alarm Output Point Mapping

o | oewoame | pommame | men | | somcerams |

1 Global Freeze iGlbl Frz Lockout Cives @ ho Global Freeze .’
2 Global Freeze Gkl Frz Event COives @ Ro SRARE
Select Al points
Glbl Frz Lockout
Gkl Frz Event

[ cancel | [ submit |
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2.5.8 ACl Type
Use the radio button to choose either ACl or FMR. Please see section “2.12.1 ACI Type” on
page 2-36 for further information.
Navigation
Click the Submit button to accept the changes or the Cancel button to cancel changes.
Please note: No configuration changes take effect until the RTU is reset.
2.5.9 Internal Status Points
The firmware automatically generates internal status points that are useful for monitoring
important functions within the RTU. The Internal Status Points appear as source points for
mapping, as shown in the example below.
Note: Internal status points are visible only when mapped to a master or any other
function that is capable of mapping points. The example below happens to be a
slave protocol.
Figure 2-15 Mapping Internal Status Points
DNPR Binary Input Point Mapping
Port #:1 Port Name : Port 1
Point | Device Name | Point Name | Invert = | | Source Points
0 Internal Status PRM TIME SRC FAIL OYes ®No v
1 Internal Status SEC TIME SRC FAIL OYes @no | [Search--
2 SPARE
Internal Status RUN Oves ©No Select All points
£ Internal Status TIME SRC FAILL CYes @No PRM TIME SRC FAIL
4 Internal Status IED FAIL OYes ®No SEC TIME SRC FAIL
= Internal Status LOCAL OYes @ MNo RUN
TIME SRC FAIL
z Internal Status LOGGED IN CYes @No IED FALL
7 Internal Status CONFIG CHG OvYes @No LOCAL
& Internal Status RLL RUN OYes G No LOGGED IN
a CONFIG CHG
Internal Status ETHERNET LINK Oves @No RLL RUN
ETHERMET LINK

Note: See the Data Display chapter for the results of this configuration.

PRM TIME SRC FAIL

Indicates the health of the Primary Time Source. Close means the primary time source has
failed. Open means the primary time source is operational.

SEC TIME SRC FAIL

Indicates the health of the Secondary Time Source. Close means the secondary time source
has failed. Open means the secondary time source is operational.
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2.6

RUN

Indicates whether or not the CPU is running. In Display mode, look for the signature
"heartbeat”; that is, a one-second change of status similar to the blink-rate of the
Power/Run LED on the CPU card (although they won't necessarily be in sync). Normally
blinking.

TIME SRC FAIL

Indicates the health of either Time Source. If two time sources are configured (primary and
secondary), Close means one of the time sources has failed. Open means both sources are
operational.

IED FAIL

Indicates the status of the IED. Close means an IED (or communications with it) has failed.
Open means the IED is operational. Normally Open.

LOCAL

Indicates the status of the Remote/Local switch. Close means the switch is in the Local
position (no power to controls). Open means the switch is in the Remote position (controls
have power). Normally Open.

LOGGED IN

Indicates whether or not someone is logged into the device. Close means that one or more
persons are logged in. Open means that no one is logged in.

CONFIG CHG

Indicates whether or not the configuration has been changed since the last reset. Closed
means there has been a configuration change since the last reset. Open means there has
been no configuration change since the last reset. Normally Open.

RLL RUN

Indicates whether or not an RLL program is running. Closed means there is an RLL (ISaGRAF)
program running in the RTU. Open means there is no RLL program running.

ETHERNET LINK

Indicates whether or not there is a valid Ethernet link circuit connected to the Ethernet
connector. Closed means there is a valid Ethernet connection to the RTU. Open means
there is not.

Note: If the optional C3463 Switched Ethernet PC/104 card is installed, the Ethernet
Link indication will always show a valid Ethernet connection.

Naming Points

As mentioned previously, and as described throughout this manual, you may name source
points as you configure them. There is a forty five character limit to the name of a point.
The interface will not allow you to input more than forty five characters. However, some
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customers have created macros of various types in which the macro automatically reads a
column of a spreadsheet and places those names into the appropriate XML file. The
problem with this technique is that the XML file doesn’t have a character limit on the name
or a filter for the type of character. The problem will show up when the RTU tries to run a

long character-count name, or an inappropriate special character.

The following characters (shown below) may be used when typing into the GUI, but will
present problems when placed directly into the XML file. When the character is typed into
the GUI, it is replaced by the string on the right in the table. The string is retranslated into
the original character for display. If any of these special characters are entered directly into
the XML file, the program will use them just as they are and will cause problem:s.

Figure 2-16 Special Characters

Special Character Name Replaced by
& Ampersand &amp;
< Less Than &lt;
> Greater Than &at;
" Double Quote &quot;
! Apostrophe &apos;

Warning: The lesson is that, if you write a macro to place point names in an XML
file, be sure you limit names to forty five characters and that you replace special

characters with the "Replace by" string listed above.
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2.7 Copying Multiple Point Names From a Spreadsheet

Point names may be copied from an Excel column of names as shown below. Select and
copy the range to your clipboard.

Note: Not all configurations or protocols support this feature.

Figure 2-17 Spreadsheet Column of Point Names

Paint Mame De
CDMM=SI'S FEE
STSET IeE
TLY da] L :
TLE-a copy ;

TLAZY Paste
TLH Paste Special. ..

TLE Insert Copied Cells...
TL Delete, ..

1 tE Clear Conkents

TLE Insert Comment

-
TLEEr Eormat Cells...
TLH Pick Frarn Drop-down List. ..
TLH Create List...

TLA | Hyperlink...

TLA 4 LookUp...

TLED=ZS FEL
TLEC 26 FEE
S04 FEE
0B FEE
S0CT FEE
SiOA FEE
SOB2 FEE
SiC2 _FEE

SAGE1-SFT-00001 Baseline Document Version 1.1

Proprietary and Confidential to Telvent



2-22 config@WEB Software Users Guide Chapter 2 — Configuration

Then paste into the point name source (such as IED point names) as shown below.

Figure 2-18 Pasting Point Names Into Hardware Status Source Names

DNPM Status Configuration

Pot # 3 Part Mame : Part 3
IED# :1 IED Mame : DNPM_IED_1

Fage 1of2 G:_-.Tc.l:l Mext ==
o | wme | mpom

* ] I |
Flce arr oo e e
where you wish

2 |IED—STS Z names to starts, | |2 |
3 |IED_STS3 \thenrightclick ) |3 |
4  |IED_STS4 | [4 |
5 |IED_5TSS IE |
6 |IED_STS6 I[6 |
7 |IED_STS7 [z |
8 |IED_STS8 |[s |
9 |IED_STSQ [o |
10 |IED_STS 10 [ [10 |
11 |IED_STS 11 [ [11 |
12 |IED_STS 12 |12 |
13 |IED_STS 13 |[12 |
14 |IED_STS 14 (14 |

[ cancel | [ Submit |

Click on Allow Access to paste the names into the Configuration.

Note 2: This feature is not widely implemented. If you don't see the "Paste"
message as shown above, then the particular screen has not been upgraded yet.

Figure 2-19 Dialog Message

Internet Explorer b__<|

ri@ Do you want to allow this webpage to access your
?. Clipboard?

If wou allows this, the webpage can access the Clipboard
and read information that you've cuk or copied recently,

Allow access ] | Don't allow |
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Figure 2-20 Results of Paste

DNPM Status Configuration

Port # 3 Faort Mame : Port 3
ED# :1 IED Mame : DMPM_IED 1

Fage 10of 2 GUTUI:I Mext ==
Pom |  tame | morom

1 |[comm_sTs -1 |
0 |STSET |0 |
1 |TLED11 B! |
2 | TLED1Z IE |
3 |TLED13 3 |
4 | TLED14 | |4 |
5 |TLED1S E |
6 |TLED16 I |
7 | TLED17 K |
8 |TLED18 E |
9 |TLED19 E |
10 | TLED20 | |10 |
11 |TLED21 |11 |
12 |TLEDZ22 |12 |
13 |TLED23 |13 |
14 |TLED24 | 14 |

[ Cancel | [ Submit |

Notice that the Paste operation will encompass as many pages as required to accommodate
the number of names you have selected, as long as you've assigned enough point names.
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Figure 2-21 Second Page
DNPM Status Configuration

Port # 3 Port Mame : Port 3
IED# :1 IED Mame : DMPM_IED_1
== Previous Page 2 of 2 CoTo
(Pont|  Mame | IEDPoint |
15 TLEDZ25 15
16 TLEDZ6 16
17 S0A1 17
13 S0B1 18
19 S0c1 19
20 S0A2 20
21 S0B2 21
22 a0cz2 22
| Cancel | [ Submit |

Note 1: This technique for pasting names works with columns of names from other
application sources besides a spreadsheet, such as Notepad.

2.8 References Configuration

The References Configuration screen allows you to name the references or accept the
default names. You may also set the temperature units (°F or °C) and correct the
temperature reading (enter the current correct temperature at the RTU). See Figure 2-22.
Click Submit when you are satisfied with the configuration, or Cancel to back out of the
function without saving.

Figure 2-22 References Configuration

References Configuration

1 |bb_gnd_ref
2 |bb_+5.0v_REF
3 [bb_+4 5% _ref
4 lbb_-4.5v_ref
5 Ibb_temp_ref F - IT
6 bb_dc_in
Cancel | Submitl
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The following table defines the EGU Min and EGU Max values for the references.

Note: The SAGE 2000 baseboard sets the type for the bb_+5.0V_REF, temperature
reference, and DC Input voltage to be unipolar. However, for flexibility, the default
for the points when mapping to a master is bipolar. There are two ways to handle
this: 1) Change the C Min and C Max in the RTU to be unipolar for those references
(for instance, for Series V protocol, 0 to 2000 counts instead of -2000 to 2000 counts.
2) Change the master station analog scaling for these two points to use the -2000 to

2000 count range.

Table 2-1 SAGE 2X00 Reference Points

Ref # Reference Reference Type EGU Min | EGU Max EGU
Name
1 Ground bb_gnd_ref Bipolar -5 +5 VDC
2 Full Scale bb_+5.0V_REF | Unipolar 0 +5 VDC
3 Positive bb_+4.5V_ref Bipolar -5 +5 VDC
4 Negative bb_-4.5V_ref Bipolar -5 +5 VDC
5 Temperature bb_temp_ref Unipolar -58 +842 DEGF
5 Temperature bb_temp_ref Unipolar -50 +450 DEG C
6 DC Input bb_dc_in Unipolar 0 +39 VDC
Table 2-2 SAGE 1X50 Reference Points
Ref # Reference Reference Type EGU Min | EGU Max EGU
Name
1 Ground bb_gnd_ref Bipolar -3 +3 VDC
2 Positive 2.5 bb_+2.5V_ref Bipolar -3 +3 VDC
3 Negative 2.5 bb_-2.5V_ref Bipolar -3 +3 VDC
4 Temperature bb_temp_ref Bipolar -58 +185 DEGF
4 Temperature bb_temp_ref Bipolar -50 +85 DEG C
5 Battery Power | bb_bat_in_ref | Bipolar -33 +33 VDC
6 Primary Power | bb_pwr_in_ref | Bipolar -33 +33 VDC
Table 2-3 3830 Reference Points
Ref # Reference Reference Type EGU Min | EGU Max EGU
Name
1 Ground bb_gnd_ref Bipolar -5 +5 VDC
2 Full Scale bb_+5.0V_ref Unipolar -5 +5 VDC
3 Positive bb_+4.5V_ref Bipolar -5 +5 VDC
4 Negative bb_-4.5V_ref Bipolar -5 +5 VDC
5 Temperature bb_temp_ref Bipolar -58 +185 DEGF
5 Temperature bb_temp_ref Bipolar -50 +85 DEG C
6 C3830 Ground | C3830_gnd_ref | Bipolar -5 +5 VDC
7 C3830 Ground | C3830_gnd_ref | Bipolar -5 +5 VDC
8 C3830 Aux C3830_aux_in Bipolar -5 +5 VDC
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2.9 Analog Inputs Configuration

Click on the Analog Inputs button to enter the total number of DC hardware analog points.
See Figure 2-23. Click Continue to configure the points, or Cancel to back out of the
function without saving.

Figure 2-23 Analog Inputs Configuration
Configuration | Data Display | Command | Up/Download Admin

Config@WEB

Mumber of points | 8

Serial Comm

Applications Ethernet Comm

[ Cancel ” Continue »»

S

Alarim
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The Analog Configuration screen (Figure 2-24) allows you to name each analog point, select
the type of input from a drop-down menu, and set the engineering scaling.

You are not required to set the EGU Min and EGU Max because these values are used only
on the RTU Data Display (the Engineering Unit values are not sent to the Master). However,
for troubleshooting purposes, it is good practice to set the EGU Min and EGU Max to the
same values used on the Master station.

Click Submit when you are satisfied with the configuration, or Cancel to back out of the
function without saving.

Enter specific page
number to go to that

Figure 2-24 Analog Configuration
Analog Configuration

= = Previous Page Page 2 of 15 GaoTo | El Mext pagess = -
Navigate to g P ER 7 Navigate to
previous 16 - next 16 points
points 17 aMNALOG 17
12
19 Click on Header to Click on Header to
Change All Change All
720 Change all Chanige Al
Physical point
value | Set
numbers 21 e —I
- and/or change and/or change
individual values individual values
23
24 |+;r o I I N I v
25 and/or select from [+-5v =] |5 I5
drop-down menu to Cancel to
26 +f-3 T |5 N
change individual I ! =l I I discard
27 values |+-5v =] | = 5 changes
Change names / +-5v x| |5 [5 7
as needed or
accept defaults [aMaLOG 29 B :: é{rﬂﬁ 5 Is | Sﬁbmit . SgVe
changes an
4 EIII A, N
—40 | JANALOG 30 KRR [= [5 30 bak to
31 JaMALOG 31 o 1|-|-|,.'J., 5 previous page
32 aMALOG 32 2 |5 5

Can{el | Subrmit |

Please note: No configuration changes take effect until the RTU is reset.
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2.10

Configuration | Data Display | Command |UpIDDwnload Admin

Digital Inputs Configuration

Click Digital Inputs button to enter the total number of hardware digital points.

Figure 2-25 Configure Digital Inputs

Config@WEB

Serial Comim W
Applications Ethernet Camm —ﬂ Point Configuration

Counts per cycle |1 0w

_ﬁNmnber of points |16
—w [ Cancel ” Continue > »

Counts per cycle

If some DI points will be configured as accumulator points, select either 1 or 2 counts per
cycle for accumulators from the dropdown menu. The number of counts is calculated by
rising and falling edges as follows:

Counts per cycle = 1

Form A: 1 is added to the accumulator on the debounced rising edge (closed state)
of the digital input point assigned to the accumulator point.

Form C: 1 is added to the accumulator when the debounced transitions on the two
digital input points assigned to the accumulator point have been received and
validated, 0(Open) 1(Closed) state to 10 state to 01 state adds 1 count.

Counts per cycle = 2

Form A: 1 is added to the accumulator for each debounced rising or falling edge of
the digital input point assigned to the accumulator point.

Form C: 2 is added to the accumulator when the debounced transitions on the two
digital input points assigned to the accumulator point have been received and
validated, 01 state adds 1 count and 10 state adds 1 count.
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Number of points

Enter the total number of DI points. This includes both status points and accumulator
points.

Click Continue to configure the points, or Cancel to back out of the function without saving.
On the Digital Input Configuration screen, type in a name for each point or accept the

default names. Select whether the point is to be Spare, Status, Form A Accumulator, or
Form C Accumulator.

Note: When selecting a digital input point to be a Form C accumulator, the digital
input point immediately following must first be set to Spare. When defining a point
to be Form C, the next point will be grayed out and not allow further entry.

Click Submit when you are satisfied with the configuration, or Cancel to back out of the
function without saving.

Figure 2-26 Digital Input Configuration
Digital Input Configuration

Iext page ==

1 [poor " Spare & Status € Form &4 ¢ Form C
2 IDI_PNT_E " Spare @ Status © Form A © Form C
3 |DLPNT_3 " Spare & Status © Form &4 ¢ Form C
4 |DI_PNT_4 ¢ Spare & Status © Form A ¢ Form C
5 |DIPNTS " Spare & Status € Form &4 ¢ Form C
f IDI_PNT_E " Spare @ Status © Form A © Form C
7 |DIPNT_? " Spare & Status © Form &4 ¢ Form C
8 |DI_PNT_B " Spare ® Status © Form & © Form C
9 |DI_PNT_9 " Spare @ Statuz € Form A ¢ Form C
10 [DI_PNT_10 © Spare @ Status © Form & € Form C
11 [DI_PNT_1 © Spare @ Statis © Form & € Form C
12 |DILPNT_12  Spare & Status © Form & © Form C
13 |DILPNT_13  Spare & Status © Form A © Form C
14 [DI_PNT_14 © Spare @ Status © Form & € Form C
15 |DI_PNT_15 © Spare @ Statis © Form & € Form C
16 |DI_PNT_16  Spare & Status © Form & © Form C
Cancel Submit
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Navigation
Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you which
page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click Next>> to go to the next 16 points, if applicable.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
2.11 Control Configuration

Configuration | Data Display | Command |UpIDDwnload Admin

Click on Control button, then type in the number of control points. Select either SBO, Skip
BB SBO, or BB DO (BB means baseboard). Skipping baseboard SBOs would be a good option
if the baseboard SBOs were not suitable for the application. Baseboard SBOs must be
skipped to use the full compliment of 128 SBO XTs. Only 124 SBOs may be configured if the
baseboard SBOs are not skipped.

Note: If you intend to use SFB DOs without using BB DOs, or BB SBOs, be sure to
check “Skip BB SBO".

Note: The SBO options do not apply to the SAGE 1X50 or the SAGE 3030X. You can
only enter the number of control points ,then Cancel or Continue

Click Continue to configure the points or Cancel to back out of the function without saving.

Figure 2-27 Control Configuration

Config@WEB

References

Serial Camm Digital Inputs

Applications Etharnet Comm

Control Configuration

@ RO O Skip BB SEO O BE DO
Mumber of points |60

[ Cancel ] [ Continue » »

—

Enter the name of the SBO point and the Execute Time for each SBO, or accept the defaults.
You may click on the header Execute Time to set a time for all SBOs. You may also change
the individual Execute Time for selected SBOs. The Execute Time entered will be used as the
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default when operating controls through the UIF and also for protocols that do not have
the ability to send the control execute time in an MTU-to-RTU message.

Click Submit when you are satisfied with the configuration, or Cancel to back out of the
function without saving.

Figure 2-28 SBO Configuration
SBO Configuration

Fage 1 of 4 GoTol— El IMext Page ==

Execute Time

1 |SBO 1 [100 _
‘ ISBO . IEDD %ck on Header to
3 |SEICI 3 |3|:||:| Change All _
4 [5B04 [400 QE'&'" -
0 |5BO5 500 | and/or change
6 |SBOE [500 individual values
/ 5807 [500 //
g |S80 8 500 Z s
: |SE0 9 500 (ms)
10 |sBO 10 500 sy
11 |SBO 11 500 (ms)
12 [sBO 12 500 (mg)
13 [SBO 13 500 (s
14 [SBO 14 500 (me)
15 |SBO 18 500 (ms)
16 |SBO 16 500 (mg)
Cancel | Submit |
Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you which
page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click Next>> to go to the next 16 points, if applicable.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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If the BB DO radio button selection is made, the relays on the baseboard will operate as
general purpose digital outputs and the screen shown in Figure 2-29 will come up when the
continue button is depressed.

Figure 2-29 DO BB Configuration
DO BB Configuration

[DO_PHT 1 [500 ¢ms)

1

2 [bo_PnT 2 [Goo ¢msy

3 [bo_PhT 3 [Goo ¢msy

4 [bo_PHT 4 [500 fms)

5 [bo_PHT 5 [500 ¢msy

6 [Do_PHT B 500 (s}

7 [Do_PHT 7 500 (ms)

a [bo_PuT 8 [500 ¢msy

Cancel | Subrnit |

Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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2.12 SF Bus Configuration (SAGE 2X00 Only)

Click on SF Bus button to configure the Special Function Bus (SFB), as shown in Figure 2-30.
Configuring the SFB is required for ACI cards, TMSSOE cards, some Analog Output cards,
High Speed Pulse Counter Input cards, and Digital Output cards.

Figure 2-30 Configuring Special Function Bus

Configuration | Data Display | Command |UpIDDwnI¢ad Admin

Config@WEB

References

Setial Comm

Applications Ethernet Comm
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Select from the drop-down menu the SFB Card Types cabled to the SFB. Start at the RTU
and follow the ribbon cable to the last XT on the cable chain. See Figure 2-31.

This data is required for correct operation of the RTU because the XTs placed on the SFB are
position dependent. If a designated SFB XT fails, operation of that type of data is disabled,
rather than operating the wrong digital output or reporting the status of an input
incorrectly.

Note: The ACI notation for the SFB refers to the AC Analog inputs. Additional ACI
theory information is to be found in the manual:
C3244 AC Analog Input Option, Manual Number C3244-AAA-00011.

As an example of how the SFB might be configured with two 1MSSOE cards and two ACI
cards, begin with Figure 2-31.

Figure 2-31 Example SFB Configuration

Special Function Bus Card configuration

SFB Card Location SFB Card type Configure each XT Copy to Card

Select 1 [IMSSOE =] ConfiewesFEXT#0 [ | Copy
Select 2 EERS =] configwesFBxTHL [ Copy
Select 3 | ACH x| confipwesFExTAI [ Copy
Select 4 | ACH =]  CoofigwesFRxTE [ Copy
=elect 5 |N|:|ne j - I_ Copy
select & |N|:|ne j - I_ Copy
melect 7 |N|:|ne =l - I_ Copy
select 8 |N|:|ne j = I_ Copy

Back
Navigation

Click the Back button to go back to the Configuration screen.

Please note: No configuration changes take effect until the RTU is reset.

After you select the SFB Card Type, "Configure SFB XT#" will appear under "Configure each
XT". The underlined blue legend means it is a clickable link. Click on the link to configure
the TMSSOE card.
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Note: If the configuration for a particular card is nearly the same for the next card
of the same type, you can save some time by copying the configuration as shown in
Figure 2-32.

Figure 2-32 Copying an SFB Configuration

Special Function Bus Card configuration

SFB Card Location SFB Card type | Confizure each T Copy to Card

Select 1 | 1MSS0E =] ConfiewesFBxTEQ 2 Copy
select 2 INDne j“" - I_ Copmy
Select 3 |H|:|ne =l - I_ Copy
select 4 |N|:|ne j - I_ Copmy
select 5 |N|:|ne j - I_ Copy
=elect 6 |N|:|ne j - I_ Copy
select 7 INDne j - I_ Copmy
select 8 |N|:|ne =l - I_ Copy

Back
Navigation

Click the Back button to go back to the Configuration screen.

Please note: No configuration changes take effect until the RTU is reset.
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2.12.1 ACI Type (SAGE 2X00 and SAGE 1X50 Only)

Warning: The applications Energy Calculation, Timing, and the ACI function all use
the same BB ram memory space; therefore only one of these applications may be
run at any given time.

From the CPU Configuration screen, you have a choice of two types of AC Analog Inputs:
Either ACI or FMR. See the following sections for an explanation of each type.

2.12.2 FMR Type AC Analog Inputs Configuration

From the CPU Configuration screen, click the radio button for FMR.

Figure 2-33 Choosing Between FMR or ACI

CPU Configuration

RTU Information Crash Recovery Configuration Ethemnet Adapter Configuration

RTU Mame Config@WEB Mumber of Restarts 3 i Sy
ort * o]
Part Number C3414-500-001E0_BO Time between Restaris 90
Application Name C3414-500-001E0_B0.out |P. Address 90.0.0.50
ViWorks Ver C3414-500-996E0 X :
Global Freeze Configuration : ;
GUI Version C3414-500-001E0_BO.gui Primary Port (J3) Ethernet Port0
|.P. Address 172.18.150.51
DNP Profile
ACI Configuration Subnet Mask 2552552450
R ChangeMe ACiType O A6l ® FWR Default Gateway 1721811
Dgeis ChangeMe Target Name Telvent
Serial Num ChangeMe
Prod Name & Model SAGE 2400 Seconday Port (J2) Ethernet Port 1
RTU Time Configuration |.P_ Address 172.18.150.151
Time Server Primary/Secondary  Edit BLETE ER 25525500
RTU Time & Date 05/11/2010 10:33:45 Edit J%efault Gateway
ACI Type

Navigation

Click the Submit button to accept the changes or the Cancel button to cancel changes.

Please note: No configuration changes take effect until the RTU is reset.
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The ACI Card Configuration screen is used to configure a database record for the ACI
subsystem. This menu allows you to enter information about the circuit that you are

monitoring and the data to be returned via the ACI subsystem.

Figure 2-34 FMR Type ACI Card Setup
ACT Card Configuration

ACT Card Setup
|ACI on BUS 0

IEnabIed 'I

Card Marne
Zard iz Currently

SaC
LINDSEY

Event Detection Parameters

Phase Current Thresheld IW Esvent montoring " Tes & MNo
Meutral Current Threshold IW Eeport sagiewells " Yes & o
WVoltage swell Threshaold W Eepotrt cutages " Yes & No
Woltage sag Threshold M Tse woltages i outage ¢ Yes & Mo

100 Validation time [ (eycles)

I1EI.EI

Current outage Threshaold

Woltage outage Threshold

Cancel | Subimit

sensor Type Edit Sensor Data SOUARE D
Metering Type EditACI Data. | )
Notninal EGU for Current  [600.0 ~—

MNominal EGT for Voltage [72000

Low Current Cutoff Pount |1

Low Voltage Cutoff Point |1

Demand Scale Factor

Card Name

Drop-down
menus

Type in a card name or accept the default. This entry usually corresponds to the circuit or
the device the ACI card is monitoring. The card name corresponds to the source point name

in the data mapping routine.

Card is Currently (Enabled, Disabled)

This field must be set to Enabled before the ACI will perform any analog measurements.

Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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Sensor Type

From the drop-down menu, select the Input type from 69V_PT, 120V_PT, S&C, LINDSEY, or

SQUARE_D, as shown in Figure 2-35. For each sensor type you may click the

Edit 5ensorData | button to edit sensor data as required. The configuration required

by hitting this button is further described in section 2.12.4.

Figure 2-35 FMR Type ACI Card Configuration — Sensor Type
ACT Card Confisuration

ACT Card Setup

Card Name AClon BUS

Card 15 Currently Enabled +

sensor Type 120V_FT % [ Edit Sensor Data ]
IMetering Type BIV_PT | EditACIData |
Notminal EGU for Current S&C

Nominal EGU for Voliage | s0uane Drop-down

Low Current Cutoff P oint 1 AE S Sensor Types

Low Woltage Cutoff Poimnt 1 0 FS

Demand Scale Factor Kiln  »

FPhasze Current Threshold G000 Event momtoring O ¥es & Ha
Meutral Current Threshold (1000 Eeport zagfewells O Fes ®1Ma
Woltage swell Threshold 7RED.D  |Eepott cutages O ¥ez: @ No
Woltage sag Threshold BE40.0  |Use voltages in outage (O Yes O Mo
Current cutage Threshold 10.0 Validation tine 1 (cycles)
W oltage outage Threshold 0.0

[ Cancel H Subrnit ]

Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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Metering Type

From the drop-down menu, select 3 for 3 element metering, 2.5 for 2 1/2 element metering,
and 2 for 2 element metering. The calculated values for the different metering types are
shown in Table 2-4, Table 2-5, and Table 2-6. Please refer to the C3244 ACI Analog Input
Option manual (C3244-AAA-00011) for termination requirements.

Table 2-4 Calculated Values for 3-Element Metering

Phase and Total Watts

Phase and Total VARs

Phase and Total PF

Phase and Total VA

Phase frequency, voltage derived

Phase RMS Current

Phase RMS Voltage

Harmonic content (2nd through 7th) of ABC voltage and ABC
current

RMS Neutral current

Table 2-5 Calculated Values for 2 1/2-Element Metering

Phase and Total Watts

Phase and Total VARs

Phase A & C and Total PF

Phase A & C and Total VA

Phase A and C frequency, voltage derived

Phase RMS current

Phase A and C RMS voltage

Harmonic Content (2nd through 7th) of A&C voltage and ABC
current

RMS Neutral current

Table 2-6 Calculated Values for 2-Element Metering

Total Watts

Total VARs

Total PF

Total VA

Phase AB and BC frequency, voltage derived

Phase A and C RMS current

Harmonic Content (2nd through 7th) of AB & BC volts and A & C current

Nominal EGU for Current

Enter the 100% nominal value for the current. This value is used to scale analog data for
display and calculation of other analog data. See Table 2-7. The RTU will report 150% of
this parameter to the master allowing measurement and reporting of 50% over-range. For
example, if it is set to 600 amps, the maximum reported value would be 900 amps.

Nominal EGU for Voltage

Enter the 100% nominal value for the voltage. For 3 and 2 1/2 element metering, this value
must be line-to-neutral voltage. For 2 element metering, this value is line-to-line voltage,

This value is used to scale analog data for display and calculation of other analog data. See
Table 2-7. The RTU will report 125% of this parameter to the master allowing measurement
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and reporting of 25% over-range. For example, if it is set to 7200 volts, the maximum
reportable value will be 9000 volts.

Note: Remember, the voltages you enter for 3-element and 2 1/2-element metering
are measured from line to neutral. Voltages for 2-element metering are measured
line to line.

Table 2-7 Current & Voltage Scaling for Page 1

Calculated Type Scaling EGU EGU Multiplier | Engineering
Source Min Max Unit (EV)
Current Unipolar AC Analog 0.0 X Amps
Voltage Configuration 0.0 X Volts

Note: X designates operator-entered values.

Low Current Cutoff Point

Enter the percentage of the full-scale value for the ACI subsystem to utilize in determining a
low current. Current readings below this threshold will be treated as 0 when computing
power and harmonics. For example, if it is set at 1% and nominal feeder current is 600
amps, the ACI subsystem will consider any current below 6 amps as zero and will not waste
time computing power and harmonics because it may be meaningless.

Low Voltage Cutoff Point

Enter the percentage of the full-scale value for the ACI subsystem to utilize in determining a
low voltage. Voltage readings below this threshold will be treated as 0 when computing
power and harmonics.

Demand Scale Factor

From the drop-down menu, select Unity, Kilo or Mega for scaling Watts, VARs, VA, Watt-
hours and VAR-hours. This field selects the units for scaling real and reactive power and
accumulated real and reactive power.

Unity - Watts, VARs, VA, Wh, VARh

Kilo - kW, kVAR, kVA, kWh, kVARh
Mega - MW, MVAR, MVA, MWh, MVARh

Phase Current Threshold

Enter the RMS current threshold for identifying an event on a phase current.

Neutral Current Threshold

Enter the RMS current threshold for identifying an event on the neutral current. Set the
threshold to a high value to disable neutral event detection.

Voltage swell Threshold

Enter the RMS voltage threshold for identifying a voltage swell event on a phase voltage.
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Voltage sag Threshold

Enter the RMS voltage threshold for identifying a voltage sag event on a phase voltage.

Current outage Threshold

Enter the RMS current threshold for identifying a current outage event on a phase current.

Voltage outage Threshold

Enter the RMS voltage threshold for identifying a voltage outage event on a phase voltage.

Event monitoring

Click the radio button for "Yes" to enable event monitoring. This flag must be setto Y to
enable any event monitoring (must be true for any event activity to occur).

Report sag/swells

Click the radio button for "Yes" to enable reporting of phase over and phase under voltage
events.

Report outages

Click the radio button for "Yes" to enable current outage event reporting.

Use voltages in outage

Click the radio button for "Yes" to enable voltage outage monitoring.

Validation time

Enter the number of cycles that an event must be present to qualify as a valid event. A
value of 1 will cause an immediate validation of the event. If some other value is entered,
the trigger event must be maintained for this number of cycles before the event will be
validated.
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2.12.21 Edit FMR Type ACI Data

Press the button ~ EditACIData | to go to the screen for ACI Data Configuration (see
Figure 2-36). Use the scroll bar as necessary to access all functions on this screen.

Figure 2-36 FMR Type ACI Data Configuration
ACT Data Configuration

EGUMin | EGUMax | Add Points to Database

Volts w
Yolts Phase A 0 S000 (O ¥es Mo
“olts Phase B 0 S000 () ¥es @ Mo
“olts Phase C 0 s000 O Yes ®HNo
“olts Phase A RMS i 5000 O Yes ®No
“aolts Phase B RMS 0 5000 OYes ®No
Yolts Phase CRMS 0 5000 O ¥es Mo
Amps
Amps Phase A 0 200 O Yes @Ho
Amps Phase B 0 200 O Yes ®HNo
Amps Phase C 0 900 O ¥es Mo
Amps Meutral 0 900 (O ¥es Mo
Amps Phase A RMS 0 900 O Yes @HNo
Amps Phase B RMS 0 S0 (O ¥es O Mo
Amps Phase CRMS 0 900 (O ¥es @ Mo
Amps BMS Meutral 0 800 O ¥es @Ho v

Cone

Table 2-8 explains the way EGU Min and EGU Max are determined for ACI Data
Configuration screen.

Table 2-8 AC Analog EGU Min & EGU Max

Calculated Per Type | Scaling Source | EGU | EGU | Multiplier | Engineering
Phase Min | Max Unit (EV)
Watts EGU Min & X X 1.00 Watts
VARS Either Max X X 1.00 VARS
VA (Note 1) X X 1.00 VA
Calculated [Frequency (60H2) 550 65.0 | 1.00 |Hz
Frequency (50Hz) | Unipolar RTU 45.0| 55.0 1.00 Hz
Power Factor Configuration 0.0 1.0 1.00
Power Factor Bipolar -1. 1.0 1.00
DC Analogs | Ground Bipolar Fixed -3.0 3.0 1.00 VDC
+ REF -3.0 3.0 1.00 VDC

Note 1: If EGU Min & Max is 0, no value will be calculated for the field.
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Note 2: X designates operator-entered values.

Note 3: The Point Names (Volts Phase A, Amps Phase A, etc.) are editable. You may
change the name as needed. The following definitions use the default names for
convenience.

Volts Phase (A, B, C)

Click the radio button for "Yes" to report voltage information on the indicated
phase fundamental component of the voltage.

Volts Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS voltage for each phase.

Amps Phase (A, B, C)

Click the radio button for "Yes" to report information on the current of the
indicated phase.

Amps Neutral
Click the radio button for "Yes" to report the neutral phasor amperage.

Amps Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS current for each phase.

Amps Neutral RMS
Click the radio button for "Yes" to report the neutral RMS amperage.

Watts Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report watts information on the indicated phase.

Watts Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report total wattage information.

VAR Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report VAR information on the indicated phase.

VAR Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report total VAR information.
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VA Phase (A, B, Q)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report VA information on the indicated phase.

VA Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report total VA information.

Freq Phase (A, B, C)

Click the radio button for "Yes" to report the frequency information on the
indicated phase.

PF Phase (A, B, C)

Click the radio button for "Yes" to report power factor information on the indicated
phase.

PF Total
Click the radio button for "Yes" to report total power factor information.

2nd Through 7th Voltage Harmonic 0 to 100%

Click the radio button for "Yes" to report voltage harmonics for three phases.
Values are reported as a percentage of the fundamental frequency component.

2nd Through 7th Current Harmonic 0 to 100%

Click the radio button for "Yes" to report current harmonics for three phases.
Values are reported as a percentage of the fundamental frequency component.

DC Inputs

AGND

Click the radio button for "Yes" to report the value of the analog ground reference
point.

+2.500 Ref

Click the radio button for "Yes" to report the value of the +2.5 volt analog
reference point.

Phase (A, B, C) Accumulators

+WH Phase A,B,C
Click the radio button for "Yes" to report the accumulated positive Watt-hours.

-WH Phase A,B,C
Click the radio button for "Yes" to report the accumulated negative Watt-hours.
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+VARH Phase A,B,C
Click the radio button for "Yes" to report the accumulated positive VAR-hours.

-VARH Phase A,B,C
Click the radio button for "Yes" to report the accumulated negative VAR-hours.

Total Accumulators

+WH Total

Click the radio button for "Yes" to report the accumulated total positive Watt-
hours.

-WH Total

Click the radio button for "Yes" to report the accumulated total negative Watt-
hours.

+VARH Total
Click the radio button for "Yes" to report the accumulated total positive VAR-hours.

-VARH Total

Click the radio button for "Yes" to report the accumulated total negative VAR-
hours.

Status Points

Fault Phase (A, B, C)
Click the radio button for "Yes" to report the fault for each phase.

Fault Neutral
Click the radio button for "Yes" to report the fault for neutral.

Navigation

Click the Done button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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2.12.3 ACI Type AC Analog Inputs Configuration

From the CPU Configuration screen, click the radio button for ACI.

Figure 2-37 Choosing ACI

CPU Configuration

RTU Information Crash Recovery Configuration Ethernet Adapter Configuration

RTU Name Config@WEB | Number of Restarts oop Port oop Pt
ort * 4]

Part Number  C3414-500-001E0_BO0 Time petween Restarts

Application Name C3414-500-001E0_BO out P Address 90.0.0.50

Vxworks Ver  C3414-500-996E0 Global Freeze Configuration : .
GUI Version €3414-500-001E0_BO.gui Primary Port (J3) |EthemEt Port0
|.P. Address |1?218.150.51

|
|
ONP Profie Subnet Mask 255255.248.0 |
Mfg. Hardware Ver |ChangeMe | % Default Gateway [17218.1.1 |
[branie (Changehe | Target Name Telvent |
Serial Num |ChangeMe |
Prod Name & Model SAGE 2400 Seconday Port (J2) |Ethernet Port1

RTU Time Configuration P Adress |1?"18'1 20151

L
Time Server  Primary/Secondary  Edit subnet Mask 125625500 |
RTU Time & Date 06/04/2010 10:48:56 Edit Default Gateway | |

Navigation

Click the Submit button to accept the changes or the Cancel button to cancel changes.

Please note: No configuration changes take effect until the RTU is reset.

SAGE1-SFT-00001 Baseline
Proprietary and Confidential to Telvent

Document Version 1.1



config@WEB Software Users Guide

Chapter 2 — Configuration

2-47

The ACI Card Configuration screen is used to configure a database record for the ACI
subsystem. This menu allows you to enter information about the circuit that you are
monitoring and the data to be returned via the ACI subsystem.

Figure 2-38 ACI Type ACI Card Setup

|

Edit Sensor Data ]

| EditACIData |

SOUARE D

ACI Card Configuration
Card Name AClonBUS 1
Card is Currently Disabled
Sensor Type 120V _PT |+
Metering Tvpe Type_3 ¥
Nominal EGU for Current 6000 N—
MNominal EGU for Voltage 72000
Low Current Cutoff Point 1
Low Voltage Cutoff Point 1
Demand Scale Factor Kilo

Fault Detection Parameters
Phase Current Threshold | 600.0
MNeutral Current Threshold | 100.0

Sag Voltage
Swell Voltage

Voltage Sag/Swell Parameters
6340.0
7560

Drop-down
menus

Alarm Time (cycles) 1 Minitmum Duration(cycles) 6
Delay Time (cycles) 1 Use Bipolar Power Factor (O Yes & No
Signal integrity (cvcles) 5 Line Impedance 0.001
Deadline Voltage 10000
[ Cancel ] [ Submit ]
Card Name

Type in a card name or accept the default. This entry usually corresponds to the circuit or
the device the ACI card is monitoring. The card name corresponds to the source point name

in the data mapping routine.

Card is Currently (Enabled, Disabled)

This field must be set to Enabled before the ACI will perform any analog measurements.

Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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Sensor Type
From the drop-down menu, select the Input type from 69V_PT, 120V_PT, S&C, LINDSEY, or
SQUARE_D, as shown below. For each sensor type you may click the
Edit zensor Data | button to edit sensor data as required. The configuration required
by hitting this button is further described in section 2.12.4.
Figure 2-39 ACI Type ACI Card Configuration — Sensor Type
ACT Card Configuration
Card MName AClon BUS 1
Card 15 Currently Enabled +
sensor Type 120%_PT  » [ Edit Sensor Data ]
Iletering Type Type_3 v [ Edit ACI Data ]
Iominal EGU for Current E0D.0
Mominal EGU for Voltage 7200.0 Drop-down
Low Current Cutoff Point 1 T ey rs’ne ?‘r;grf%r/pes
Low Voltage Cuteff Point 1 L ES
Demand Scale Factor il »
Phase Current Thresheld G000 =ag Voltage RE40.0
MNeutral Current Threshold (1000 swell Woltage 7RED
Alarm Timne (cycles) 1 Ilinitmuom Duration(eycles) |6
Delay Time (cycles) 1 1Tze Bipolar Power Factor O Tes Mo
=ignal integnty (cycles) A
Deadline Vaoltage 10000
[ Cancel ] [ Subrmit ]
Navigation
Click the Cancel button to discard changes. Click the Submit button to accept the changes.
Please note: No configuration changes take effect until the RTU is reset.
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Metering Type

From the drop-down menu, select 3 for 3 element metering, 2.5 for 2 1/2 element metering,
and 2 for 2 element metering. The calculated values for the different metering types are
shown in Table 2-9, Table 2-10, and Table 2-11. Please refer to the C3244 ACI Analog Input
Option manual (C3244-AAA-00011) for termination requirements.

Table 2-9 Calculated Values for 3-Element Metering

Phase and Total Watts

Phase and Total VARs

Phase and Total PF

Phase and Total VA

Phase frequency, voltage derived

Phase RMS Current

Phase RMS Voltage

Harmonic content (2nd through 7th) of ABC voltage and ABC
current

RMS Neutral current

Table 2-10 Calculated Values for 2 1/2-Element Metering

Phase and Total Watts

Phase and Total VARs

Phase A & C and Total PF

Phase A & C and Total VA

Phase A and C frequency, voltage derived

Phase RMS current

Phase A and C RMS voltage

Harmonic Content (2nd through 7th) of A&C voltage and ABC
current

RMS Neutral current

Table 2-11 Calculated Values for 2-Element Metering

Total Watts

Total VARs

Total PF

Total VA

Phase AB and BC frequency, voltage derived

Phase A and C RMS current

Harmonic Content (2nd through 7th) of AB & BC volts and A & C current

Nominal EGU for Current

Enter the 100% nominal value for the current. This value is used to scale analog data for
display and calculation of other analog data. The RTU will report 150% of this parameter to
the master allowing measurement and reporting of 50% over-range. For example, if it is set
to 600 amps, the maximum reported value would be 900 amps.

Nominal EGU for Voltage

Enter the 100% nominal value for the voltage. For 3 and 2 1/2 element metering, this value
must be line-to-neutral voltage. For 2 element metering, this value is line-to-line voltage.

This value is used to scale analog data for display and calculation of other analog data. The
RTU will report 125% of this parameter to the master allowing measurement and reporting
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of 25% over-range. For example, if it is set to 7200 volts, the maximum reportable value
will be 9000 volts.

Note: Remember, the voltages you enter for 3-element and 2 1/2-element metering
are measured from line to neutral. Voltages for 2-element metering are measured
line to line.
Table 2-12 Current & Voltage Scaling for Page 1
Calculated Type Scaling EGU EGU Multiplier | Engineering
Source Min Max Unit (EV)
Current Unipolar AC Analog 0.0 X Amps
Voltage Configuration 0.0 X Volts
Note: X designates operator-entered values.
Low Current Cutoff Point
Enter the percentage of the full-scale value for the ACI subsystem to utilize in determining a
low current. Current readings below this threshold will be treated as 0 when computing
power and harmonics. For example, if it is set at 1% and nominal feeder current is 600
amps, the ACI subsystem will consider any current below 6 amps as zero and will not waste
time computing power and harmonics because it may be meaningless.
Low Voltage Cutoff Point
Enter the percentage of the full-scale value for the ACI subsystem to utilize in determining a
low voltage. Voltage readings below this threshold will be treated as 0 when computing
power and harmonics.
Demand Scale Factor
From the drop-down menu, select Unity, Kilo or Mega for scaling Watts, VARs, VA, Watt-
hours and VAR-hours. This field selects the units for scaling real and reactive power and
accumulated real and reactive power.
Unity - Watts, VARs, VA, Wh, VARh
Kilo - kW, kVAR, kVA, kWh, kVARh
Mega - MW, MVAR, MVA, MWh, MVARh
2.12.3.1 Fault Detection Parameters

Phase Current Threshold

Enter the RMS current threshold for identifying an event on a phase current.

Neutral Current Threshold

Enter the RMS current threshold for identifying an event on the neutral current. Set the
threshold to a high value to disable neutral event detection.

Alarm Time (cycles)

Enter the number of cycles an over-current must persist in order for an alarm event to be
validated. This debounce delay can be disabled by entering 1. For example, if it is set to 5
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2.12.3.2

cycles and current goes beyond the threshold, the ACI subsystem will wait for 5 cycles after
over-current before the fault will be considered.

Delay Time (cycles)

Enter the time delay to pass to allow the upstream interrupting device to detect and clear
the fault. The fault detection algorithm will wait this many cycles after the current levels
return to normal before computing the average voltage after the fault. The units of this
parameter are cycles with a range of 0 to 65535 cycles. Set the time to 1 if the voltage
monitoring is disabled.

Signal Integrity (cycles)

Enter the number of cycles over which the ACI will average the RMS voltage values to
determine the validity of a detected fault. Set the number to 1 if the voltage monitoring is
disabled.

Deadline Voltage

Enter the RMS phase voltage below which the voltage must drop to qualify the fault. If the
average voltage calculated during the fault is not below this threshold, the event is
discarded. To disable this voltage monitoring, enter 1.25 times the value used for the "AC
Input Nominal EGU Range" Voltage for this parameter and 1 for Signal Integrity and Delay
Times.

Voltage Sag/Swell Parameters

Sag Voltage

Enter the voltage threshold below which the phase voltage must fall to activate the sag
detection subsystem. For example, if it is set to 6840 volts (5% below a nominal voltage of
7200 volts), then the sag counter will increment once for every time the voltage goes below
6840 volts and stays for the "minimum duration" defined.

Swell Voltage

Enter the voltage threshold above which the phase voltage must rise to activate the swell
detection subsystem. For example, if it is set to 7560 volts (5% above a nominal voltage of
7200 volts), then the swell counter will increment once for every time the voltage goes
above 7560 volts and stays for the "minimum duration" defined.

Minimum Duration (Cycles)

Enter the minimum number of cycles the phase voltage must remain below the Sag Voltage
threshold or remain above Swell Voltage threshold as a requirement for incrementing the
sag counter or swell counter when the phase voltage returns to a normal level.

Use bipolar power factor

Set this flag to Yes to force the sign of the power factor to follow the sign of the VARs. If
set to No, the power factor will always be positive. This should be set to Yes if VARs are also
bipolar.
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Line Impedance
Enter the line impedance per unit of length of the line. This unit of length will be used in
the display for Fault Distance.
2.12.3.3 Edit ACI Type ACI Data

Press the button

Edit ACI Data

scroll bar as necessary to access all functions on this screen.

Figure 2-40 ACI Type ACI Data Configuration
ACT Data Configuration

to go to the screen for ACl Data Configuration. Use the

Volts -
“aolts Phase A 0 5000 OYes ®No
Yolts Phase B 0 5000 O ¥es Mo
Yolts Phase C 0 5000 O ¥es Mo
Yolts Phase & RMS 0 S000 O ¥es Mo
Yolts Phase B RMS 0 S000 (O ¥es Mo
Yolts Phase CRMS 0 S000 () ¥es @ Mo
Amps
Amps Phase A 0 900 O Yes @HNo
Amps Phase B 0 S0 (O ¥es O Mo
Amps Phase C 0 900 (O ¥es @ Mo
Amps MNeutral 0 800 O ¥es @Ho
Amps Phase A RMS 0 200 O Yes @Ho
Amps Phase B RMS 0 200 O Yes ®HNo
Amps Fhase CRMS 0 900 O ¥es Mo
Amps RMS Meutral 0 900 (O ¥es Mo v
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Table 2-13 explains the way EGU Min and EGU Max are determined for ACl Data
Configuration screen.

Table 2-13 AC Analog EGU Min & EGU Max

Calculated Per Type | Scaling Source | EGU | EGU | Multiplier | Engineering
Phase Min | Max Unit (EU)
Watts EGU Min & X X 1.00 Watts
VARS Either Max X X 1.00 VARS
VA (Note 1) X X 100 |VA
Calculated [Frequency (60H2) 55.0| 65.0] 1.00 |Hz
Frequency (50Hz) | Unipolar RTU 45.0| 55.0 1.00 Hz
Power Factor Configuration 0.0 1.0 1.00
Power Factor Bipolar -1. 1.0 1.00
DC Analogs | Ground Bipolar Fixed -3.0 3.0 1.00 VDC
+ REF -3.0 3.0 1.00 VDC

Note 1: If EGU Min & Max is 0, no value will be calculated for the field.

Note 2: X designates operator-entered values.

Note 3: The Point Names (Volts Phase A, Amps Phase A, etc.) are editable. You may
change the name as needed. The following definitions use the default names for

convenience.

Volts Phase (A, B, C)
Click the radio button for "Yes" to report voltage information on the indicated

phase fundamental component of the voltage.

Volts Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS voltage for each phase.

Amps Phase (A, B, C)

Click the radio button for "Yes" to report information on the current of the
indicated phase.

Amps Neutral
Click the radio button for "Yes" to report the neutral phasor amperage.

Amps Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS current for each phase.

Amps Neutral RMS
Click the radio button for "Yes" to report the neutral RMS amperage.

Watts Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report watts information on the indicated phase.
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Watts Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report total wattage information.

VAR Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report VAR information on the indicated phase.

VAR Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report total VAR information.

VA Phase (A, B, Q)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report VA information on the indicated phase.

VA Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button
for "Yes" to report total VA information.

Freq Phase (A, B, C)

Click the radio button for "Yes" to report the frequency information on the
indicated phase.

PF Phase (A, B, C)

Click the radio button for "Yes" to report power factor information on the indicated
phase.

PF Total
Click the radio button for "Yes" to report total power factor information.

2nd Through 7th Voltage Harmonic 0 to 100%

Click the radio button for "Yes" to report voltage harmonics for three phases.
Values are reported as a percentage of the fundamental frequency component.

2nd Through 7th Current Harmonic 0 to 100%

Click the radio button for "Yes" to report current harmonics for three phases.
Values are reported as a percentage of the fundamental frequency component.

DC Inputs
AGND
Click the radio button for "Yes" to report the value of the analog ground reference
point.
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+2.500 Ref

Click the radio button for "Yes" to report the value of the +2.5 volt analog
reference point.

Fault

Fault Start Time
Click the radio button for “Yes” to report the fault start time.

Fault Duration in Cycles
Click the radio button for “Yes” to report the fault duration in cycles.

Fault RMS I, Phases A,B,C

Click the radio button for “Yes” to report the fault RMS current for phases A, B, and
C.

Fault RMS | Neutral
Click the radio button for “Yes"” to report the fault RMS current for Neutral.

Fault RMS V, Phases A,B,C

Click the radio button for “Yes"” to report the fault RMS voltage for phases A, B, and
C.

Fault MAG |, Phases A,B,C

Click the radio button for “Yes” to report the fault current magnitude for phases A,
B, and C.

Fault MAG V, Phases A,B,C

Click the radio button for “Yes"” to report the fault voltage magnitude for phases A,
B, and C.

Fault Distance

Enter the minimum and maximum fault distance. The minimum should logically be
zero.

Phase (A, B, C) Accumulators

+WH Phase A,B,C
Click the radio button for "Yes" to report the accumulated positive Watt-hours.

-WH Phase A,B,C
Click the radio button for "Yes" to report the accumulated negative Watt-hours.
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+VARH Phase A,B,C
Click the radio button for "Yes" to report the accumulated positive VAR-hours.

-VARH Phase A,B,C
Click the radio button for "Yes" to report the accumulated negative VAR-hours.

Total Accumulators

+WH Total

Click the radio button for "Yes" to report the accumulated total positive Watt-
hours.

-WH Total

Click the radio button for "Yes" to report the accumulated total negative Watt-
hours.

+VARH Total
Click the radio button for "Yes" to report the accumulated total positive VAR-hours.

-VARH Total

Click the radio button for "Yes" to report the accumulated total negative VAR-
hours.

Sag/Swell

Click the radio button for "Yes" to report the Sags and Swells for all three phases.

Status Points

Fault Phase (A, B, C)
Click the radio button for "Yes" to report the fault for each phase.

Fault Neutral, Fault Forward, Fault Reverse
Click the radio button for "Yes" to report these fault status points.

Navigation

Click the Done button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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2.12.4 Edit Sensor Data for FMR & ACI

69 Volt & 120 Volt PT Configuration

Figure 2-41 Edit AC Analog Setup for 69 Volt PT
69V _PT Sensor Configuration

RTT Phase A RTU Phase B RTU Phase C

Cwrent Cwrent Cwrrent
Ifagnitude Phase Angle Magnitude Phasze Angle Ilagmtude Phasze Angle
1.000634 n.a 1.000639 n.a 1.000634 0.0
Volts Volts Volts
Ilagnitude Phase Angle Iagnitude Phase Angle Ilagnitude Phase Angle
0454173 n.a 0934173 n.a 0454173 0.0
Navigation

Click the Done button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

Figure 2-42 Edit AC Analog Setup for 120 Volt PT
120V _PT Sensor Configuration

RTU Phase A RTU Phase B RTU Phase C

Cwrrent Cwrrent Cwrrent
Magnitude Phase Angle Ilagnitude Phaze Angle Magnitude TPhase &ngle
1.00064 0.0 1.000R4 0.0 1.00064 0.0
Volts Volts Volts
Magnitude FPhase &ngle Ilagnitude Phase Angle Magnitude Fhase &ngle
0.980854 0.0 0.980854 0.0 0.930854 0.0

Done

The following field descriptions apply to all phases of the 69 and 120 Volt inputs:

RTU Current Sensor Magnitude

The values entered in these fields are correction values applied to the current
measured by the secondary CT on the indicated phase. These values are stored in
the software as defaults and will not need to be modified.

RTU Current Sensor Phase Angle

The values entered in these fields are correction values applied to the current phase
angle measured by the secondary CT on the indicated phase. These values are
stored in the software as defaults and will not need to be modified.
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RTU Voltage Sensor Magnitude

The values entered in these fields are correction values applied to the voltage
measured by the secondary PT on the indicated phase. These values are stored in
the software as defaults and will not need to be modified.

RTU Voltage Sensor Phase Angle

The values entered in these fields are correction values applied to the voltage phase
angle measured by the secondary PT on the indicated phase. These values are
stored in the software as defaults and will not need to be modified.

Navigation
Click the Done button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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Figure 2-43 LINDSEY Sensor Configuration

LINDSEY Sensor Conficuration

.1 | 2 [ 3 |

Cwrrent Cwrrent Cwrrent
Wlagnitude Phaze Angle hlagnitude DPhasze Angle Wlagnitude Thasze Angle
1.0 n.ao 1.0 0.0 1.0 n.o
Volts Volts Volts
Mlagnitude Thase Angle Ilagnitude Phase Angle Mlagnitude Thase &ngle
1.0 n.a 1.0 0.0 1.0 n.a
Cwrrent Cwrrent Cwrrent
Magnitude Phase Angle Ilagnitude Phaze Angle Magnitude TPhase &ngle
049314 n.a 09914 0.0 09314 n.a
Volts Volts Volts
Magnitude FPhase &ngle Ilagnitude Phase Angle Magnitude Fhase &ngle
0.95308 n.a 0.9908 0.0 0.9308 n.a
Line to Line Voltage
144 % | (vl L)

Done

The following entries apply to the Lindsey CVMI Input Type.

LINDSEY Current Sensor Magnitude
Enter the scaling factor as given in the accompanying documentation.

LINDSEY Current Sensor Phase Angle
Enter the scaling factor as given in the accompanying documentation.

LINDSEY Voltage Sensor Magnitude
Enter the scaling factor as given in the accompanying documentation.

LINDSEY Voltage Sensor Phase Angle
Enter the scaling factor as given in the accompanying documentation.

RTU Current Sensor Magnitude Factor

The values entered in these fields are correction values applied to the current
measured by the secondary CT on the indicated phase. These values are stored in
the software as defaults and will not need to be modified.
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RTU Current Sensor Phase Angle

The values entered in these fields are correction values applied to the current phase
angle measured by the secondary CT on the indicated phase. These values are
stored in the software as defaults and will not need to be modified.

RTU Voltage Sensor Magnitude Factor

The values entered in these fields are correction values applied to the voltage
measured by the secondary PT on the indicated phase. These values are stored in
the software as defaults and will not need to be modified.

RTU Voltage Sensor Phase Angle

The values entered in these fields are correction values applied to the voltage phase
angle measured by the secondary PT on the indicated phase. These values are
stored in the software as defaults and will not need to be modified.

Line to Line Voltage (kvLL)

From the drop-down menu, enter the value 14.4, 25.0 or 34.5 in kV, of the line to
line voltage.

Navigation

Click the Done button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset. Square D
Configuration
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2.12.5 SFB 1MSSOE XTs Configuration (SAGE 2X00 Only)

Click on "Configure SFB XT# 1" (in this example, 1TMSSOE). Enter the number of points that
are attached to this TIMSSOE card. Click Continue to accept your entry, or Cancel to back
out without saving.

Figure 2-44 Special Function Bus Card Configuration

Special Function Bus Card configuration

SFB Card Location SFB Card type Configure each 5T | Copy to Card

Select 1 | MSSOE =] configwesFExTHo [ Copy|
Select 2 |1MSSQE j Configure SF [Point Configuration
Select = IACl j Confieurs SF Mumber of pomts |128—
Select 4 |ACI =]  configure SF Cance'l | ﬂnue >3 |
Select 5 | Mone | § I_ Capy
Select & |N|:|ne =l ) I_ Copy
Select 7 [None =l i I_ Copy
Select 8 [ Mone | § I_ Capy
Back
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The 1MSSOE Configuration screen allows you to name the point, type in a Debounce Time, a
Valid Event time, and a Dead Time or accept the defaults for all values.

Figure 2-45 1MSSOE Configuration
1 MSSOE Configuration

| [Go]

Time({ms) (ms) (ms)
1| ]
L WSS0E PNT | =] 0 [icconenters
2 |MSSOE_PNT2 N o0 | ShangeAl
3 |MSSOE_PNT3 N o |
4 MSSOE_PNT4 . 0 | and/or change
5 |MSSOE_F‘NT5 | |25 | lﬂiﬁdlwdual values
6 MSSOE_PNT6 s | s ] o | /
7 MSSOE_PNT? | s | o |
8 |MSSOE_PNTS | ST T T
9  |MSSOE_PNT9 | 5] o]
10 |MSSOE_PNT10 s o ]
11 |[MSSOE_PNTI1 s o ]
12 MSSOE_PNT12 N o |
13 |MSSOE_PNT13 | 5] o]
14 |MSSOE_PNT14 s o ]
15 |MSSOE_PNT15 s o ]

[ Cancel H Submit ]

Note: Point -1 is a Comm Status point for the SOE channel.

Debounce time (ms) 1-255

Enter the debounce time in milliseconds to filter an event before it is logged as a valid
event. The debounce time must be an odd number of 1/2 cycles. For 60 Hz systems, the
optimum debounce time is 25 msec. The event time-tag will be that of the initial excursion
that triggered the debounce timer. Default is 25 msec.

Valid event times (ms) 1-255
Enter the minimum event time required to validate an event. Default is 5 msec.
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Dead time between events (ms) 0-255

Enter the minimum dead time required between events to validate that a new event has
occurred. Defaultis 0.

Figure 2-46 1MS SOE Event Parameters

DEBOUNCE VALID EVENT TIME DEAD TIME
—> -« — >l 4>{
TTIMETAG
Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you which
page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click Next>> to go to the next 16 points, if applicable.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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2.12.6 SFB DO XTs Configuration (SAGE 2X00 Only)

You may select up to two DO cards, one at a time. When you click on Configure SFB XT# n,
you will get a screen similar to the one below..

Note: If you intend to use SFB DOs without using BB DOs, or BB SBOs, be sure to
check “Skip BB SBO” under Control Configuration.

Figure 2-47 SFB Digital Output Configuration
SFB Digital Qutput Configuration.

1 DO_PNT 1 00 i{ms)
2 DO_PNT 2 00 i{ms)
3 DO_PNT 3 00 i{ms)
4 DO_PNT 4 00 i{ms)
5 DO_PNT 5 00 i{ms)
& DO_PNT & 00 i{ms)
7 DO_PNT 7 00 i{ms)
= DO_PNT 8 00 i{ms)
9 DO_PNT 9 00 i{ms)
10 DO_PNT 10 00 i{ms)
11 DO_PNT 11 00 i{ms)
12 DO_PNT 12 00 i{ms)
13 DO_PNT 13 00 i{ms)
14 DO_PNT 14 00 i{ms)
15 DO_PNT 15 00 i{ms)
16 DO_PNT 16 00 i{ms)
| cancel | | Submit |

Point

This is the physical point number on the DO XT.

Name

This is the point name. You may change it, or accept the default.

Momentary Relay Duration

You may change the momentary relay pull-in time, or accept the default.
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2.12.7 SFB Analog Outputs Configuration

(SFB AO CONFIGURATION NOT CURRENTLY IMPLEMENTED)

2.12.8 SFB HSPCI Configuration

(SFB HSPCI CONFIGURATION NOT CURRENTLY IMPLEMENTED)

2.13 Analog Outputs Configuration (SAGE 2X00 Only)

Click Analog Outputs. Type the number of points. Click Continue to configure the points.

Figure 2-48 Analog Outputs Configuration
Configuration | Data Display | Command | Up/Download | Admin

Config@WEB

References

Setial Comm

Applications Ethernet Comm

Point Configuration

Humber of pomnts (12

[ Cancel ” Continug »>
L B
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Type a name for the point (or accept the default), select the point Type from the drop-down
menu, type in the EGU Min and EGU Max (or accept the defaults).

Figure 2-49 Analog Output Configuration
Analog Output Configuration

I
1 [ANA_OUT 1 [4-20ma =] |4 / |20
Click on Header t [aNA_O |4-2|Jmﬁ,_vL|_4_/ 20 _
/P:;ngg Alela o V |4-2E|n Click on Header to o Click on Header to

Change All Change All

/Cﬂj—r 4 I 4-20n | SgEly=CE p Change & X
420 A OUTS [4-20r L2 | _| o] lvalue | get

and/or select from
drop-down menu to
change individual

(alues / [ANA_OUT 10 -5 3
[ANA_OUT 11 |4-20ma =] |5 |5

12 |ANA_OUT 12 |4-20ma =] 5 |5

1 0-Rmds, and/or change and/or change
W [ANA_OUT & |4—2|Jn individual values 0 | individual values
Yima a7
|4 V"

Cancel Sukbmit

Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.14 HSPCI Configuration

Note: This feature not implemented at this time.

Figure 2-50 Baseboard HSPCI Configuration

Microsoft Internet Explorer, g|

' E Feature Mot supported by Ehis RTU
L
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2.15

Alarm Configuration

The two baseboard alarms may be sourced (triggered) by any DI, as shown below.

Figure 2-51 Baseboard Alarm Output Configuration

Alarm Cutput Point Mapping

e S S T S

Hardware DI
Hardware DI

DI_PNT_7 Oves GiMo
DI_PMNT_11 Oves Mo

Harchware DI

Select Source

Common Time
Data Transfer
Port 1

DI_PNT_3
DI_PHT_4
DI_PNT_S
DI_PNT_6
DI_PNT_7
DI_PNT_S
DI_PNT_2
DI_PMT_10
DI_PMT_11
DI_PNT_12
DI_PNT_13
T PHT 14

W

2.16

Point

Cancel Subrnit

This is the physical point number of the alarm.

Device Name

This is the source of the point.

Point Name

This is the point name.

Invert

This allows you to invert the manner in which the DI triggers the alarm. The default is NO

inversion.

Source Points

Select the Dis to trigger the alarms from the list of sources.

Please note: No configuration changes take effect until the RTU is reset.

Serial Comm Configuration

There are two types of protocols that the RTU deals with: Remote and Master. Master
protocol means that the RTU is gathering data from an IED. Remote protocol means that

the RTU is talking to a Master Station. Both types are shown in Figure 2-52.
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Figure 2-52 Protocol Types

Master

Remote Master
Protocol Protocol
«—> «—>
RTU

IED

Note: An IED could be another RTU.

The SAGE configuration utility has built-in point mapping. Point mapping is used on the
output comm. port, that is, the comm. port reporting to a Master, whether that Master is
another RTU or a central Master Station.

Your configuration should follow this sequence:

e Configure Hardware I/O

e Configure IEDs

e Configure Master Station interface ports

Caution: Configure only ports that physically exist. For instance, if the RTU does not
have comm. expansion cards for ports 5 through 12, do not configure any protocols
for these ports. If a non-existing port were to be configured, the RTU would use all
its resources looking for that port. That is, it would "hang." To recover from such a
loop, boot-up would have to be halted from the console when you see this message:

Press the SPACE bar to run the GUI only .

This will allow you to correct the configuration.

Notice: Do not configure a port without configuring points for that port.
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Configuration | Data Display | Command |UpIDDwnI¢ad

To begin serial communications configuration, select Serial Comm as shown in Figure 2-53.

Figure 2-53 Selecting Serial Comm

Admin

Applications

Config@WEB

Setial Comm

Ethernet Comm

The Communication Port Configuration screen has a number of features that are explained
below.

Figure 2-54 Communication Port Configuration

Commnunication Port Configuration

Port #1 ¥ K v Series W to Master Series lPDrtm l [ bdap Points ]
Port#2 [l . Port 2 Nane [Pora2 ][ - |
Port#3 K+ Port 3 Mone l Fart 03 l [ - ]
Port#4 K v||K v Port4 Nane [ Portn4 | | - |
Port#5 (K v K v Port 5 MNane [ Portis | | - |
Port#6 |K | K v Port 6 Nane [ Portné | | - |
IRQE v
Port#7 (K ¥ K # Port Mone IPDHD?I [ - ]
Port#8 (K v K v Port 8 MNane [ Portng | | - |
Port#% (K v K + Port 9 Mone ’PDHDB] [ - ]
Port #10 (K v |K » Port 10 MNane [ Porti0 | | - |
IROE v
Port#11 (K v |K v Port 11 Nane [ Port11 | | - |
Port #12 K ¥ |K » Port 12 Nane [Portiz | | - |
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Port Number

This is the physical port number. Note: The SAGE 3030X has 16 ports

RTS and DTR

Note: This option is not available on baseboard RS-485 or on fiber optic serial ports.
In these instances, the option is grayed out and cannot be selected.

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

"K" represents Keyed (Radio/Modem).

The RTU firmware asserts/deasserts the signal according to the protocol timing
configuration. See Figure 2-55. Typically used as a Radio/Modem key output
(Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232
voltage except when the 285230 (Communications Controller chip) channel driving
the output is being reset. While the reset is occurring, the output will drop to the
negative R$232 voltage. When the reset is complete, the output will rise to the
Positive R$232 Voltage. This setting can be used to power RS232 to RS485
converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive R$232 Voltage.

Note: Setting RTS to “H” (High) provides approximately +12V to pin 7 of the R5232
port. Setting DTR to “H" (High) provides +12V to pin 4 of the R$232 port.

"L" represents Negative RS$232 Voltage.

The output will be driven to the negative RS232 voltage at powerup and always be
the negative RS232 voltage.
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Modem Turnoff Timer

Figure 2-55 Communications Timing Diagram

Rx Data I

RTU Processing Time

Tx Data

CTS Delay Timer

RTS pin

CTS pin

DTR pin

Name

Port name. Click the default port under Name to name the port (or accept the default).

Click Submit to accept the name, as shown in Figure 2-56.

Protocol

Select the desired protocol from the drop-down list. See Figure 2-57.

Configure Protocol

See section 2.16.2.1

Point Operations

See section 2.16.2.7

Copy to Port

This function copies everything in the port configuration except the port name to the target
port. Enter a port number to copy to, then click the Copy button. See Figure 2-59.
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Figure 2-56 Communication Port Configuration: Port Name

Communication Port Configuration

Port Configur Confi Pumt Copy
e s | e EE GEE | SE

Port #1 uu =enes V to Master l Fort 01 ] l bMap Foints ] | [ CDpy]
Port #2 uu TRQS Port 2 - ] | | [ Copy l
Port#3 uu Port 3 Series v to hMast - ] | H Copy]
Port#4 uu Port 4 [ SEEE] H ESGi! l it 04 ] ’ - ] | H Copyl
Port #5 uu Port 5 |N|:|ne V| l Fort 05 ] l - ] | H Copyl
Port #6 uum Port & |N|:|ne V| l Fort 06 ] l - ] | H Copyl
Port #7 uu Port 7 Nane v [(Por ] [ - ] [conv]
Port #38 uu Port8 |N0ne V| ’ Fort 08 ] ’ - ] | H Copyl
Dort #9 uu Port & |N|:|ne V| l Fort 09 ] l - ] | H Copyl
Port#10 uum Port 10 |N|:|ne V| l Fart10 ] l - ] | H Copyl
Port #11 uu Port 11 Nane v| [Por11] | -~ JI[ I[cosv]
Port#12 | K v | K | Port 12 Nane v [Poniz] [ - ] |[Conv]

Back

From the drop-down menu, select a protocol (see Figure 2-57). If the selected protocol is for
IEDs, the Point Operations button will say "Configure". If the selected protocol is to talk to
a Master, the Point Operations button will say "Map Points" (see Figure 2-58).
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Figure 2-57 Communication Port Configuration: Assigning Protocol

Communication Port Configuration

Port Con gure Configure Po]ni Copy

Port£]l |K v K v Series V to Master Series V l Port 01 ] l Map Points ]
Port#2 K v K v| Port 2 E'Telc”an ~| [Pon02] | |
Port#3 K v|K v > Port 3 :—|arris[M] [ Port03 | | |
Port#4 |K v | K v Port 4 n;g%r;us(m) IF’OHD"r] l ]
Port#5 [K v|K v Port 5 guantum [Port0s | | |
Port#6 K ¥ K v Port 6 Series V(M) [ Port06 | | |
IRQE Symax
Port #7 K ~||[K ~ Pori 7 Transdata IPUHD?] l - ]
Port#8 |K v|K v Port 8 el oy | [(Poros] | |
Port#9 K v|K v Port 9 o [ Port0s | | |
Port #10 |K v | K v o Port 10 cDCI [Port10 | | |
L

Port #11 [K v [K v Port 11 BEE,'FL [ Port11 | | |
Port #12 |K ¥ | K v Port 12 ;";‘msm] [Port12] | |

L8N

M9000

Modbus(R)

PG&E

PMS 80

SES 92

SVGP

SVNC

VanComm v

Figure 2-58 Communication Port Configuration: Assigning Protocol Results

Communication Port Configuration

Port#1 (K w||K |+ series W te Master SeriesV v ’PDr‘tm l [ bap Foints l
Port#2 (K w||K |+ RGS Port 2 Mone A IPDHDEI [ - l
Port#3 (K w||K |+ Port 3 Mone A lPDr‘tDS] [ - ]
Port# (K v|K v Port 4 Naone v| || Partdd | | - |
Port#d (K w||K » Port 5 Mone A ’PDHDEI [ - l
Port#d (K w||K v Port & Mane v ’PDHDEI [ - l
IRQE
Port#7 K v K v Port 7 None v| [ Porto7 ||| - ]
Port#8 K v K v Port 8 None v| [ Portos || - ]
Port#9 K v K v Port 9 None v| [ Portoa ||| - ]
Port #10 |K | K v Port 10 Naone v| [ Port1n ||| - ]
IRQE
Port#11 |[K ¥ | K v Port 11 None v| [ Port11 ||| - ]
Port #12 |K | K v Port 12 None v| [Portiz || - ]
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If you have several ports with nearly the same configuration, you may want to copy
configuration from one port to another. Enter the target port number under Copy to Port
and click Copy. See Figure 2-59.

Figure 2-59 Copying Ports

Communication Port Configuration

Port#1 K |k » series W to Master Series W " lPu:urtEH ] l bap Foints ] 3
Port#2 K ¥ K v e Port 2 None v| [ Portoz || - |
Port#3 K v K v Port 3 None v| [ Portos ]| - |
Port#4 K v K v Port 4 None v| [ Portod] | - |
Port#5 |K ¥ | K v Port 5 Nane v| || Poros | | - |
Port#6 |K v||K v Port 6 Mone v| [Poros | | - |
IROE »
Port#7 K v K v Port 7 None v| [ Porto7 ||| - |
Port#8 |K v K v Port 8 MNane v| [ Poros | | - |
Port#9 |K ¥ | K v Port 9 Nane v| || Porg | | - |
Port #10 K ¥ K v Port 10 Nane v| [ Portio ||| - |
IROE »
Port #11 K v K Port 11 None v| [ Porti1 ]| - |
Port #12 K v K v Port 12 None v| [ Portiz ]| - |

The result of the Copy to Port is shown in Figure 2-60. You may assign a name to the new
port as was shown in Figure 2-56.

Figure 2-60 Result of Copying to Port

Communication Port Configuration

Copy
to Port

Port#l (K w||K v series W to haster Sefies v IPDr‘[Eﬂ ] ’ hap FPoints l 3
Port#2 (K VK v Port 2 Nane v| || Part0z ||| - |
Port#3 |K v | K« E Port 3 SeriesV v lPu:urtEI3] l bap Foints l
Port#1 K v|K v Port 4 MNane v| [ Portnd | | - ]
Port#5 K v[K v Port 5 None v| || Part0s ||| - |
Port#6 |K v||K v Dort 6 None v [ Portis | [ - |
IRQE v
Port #7 K v|K v Port 7 MNane v | Porto7 | | - ]
Port#8 (K w| K v Port 8 MNone A ’PDr‘[EIB] ’ - l
Port#9 |K v| K v Port 9 Nane v| || Part0d ||| - |
Port #10 (K | K Port 10 Mane v [ Portid | | - |
IRQE v
Port #11 K v ||K v Port 11 MNane v [ Porti1 ]| - ]
Port#12 |K ¥| K v Port 12 MNone v| || Part12 ||| - |
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2.16.1

The following sections cover examples of 2179 protocol configuration and Series 5 protocol
configuration. Each protocol has two distinct parts to configure: "Configure Protocol" and
"Point Operations." Remember, you must configure all the points on the input to the RTU
before you configure an output port. Protocol 2179 is an input. Protocol Series 5 is an
output port. First, configure the RTU hardware points, then configure the 2179 IED (input
port) points, then configure the Series 5 output port.

Internal COMM Status Points

COMM Status applies to any port. Shown below are two examples; one for DNPM, then
another for DNPR.

Figure 2-61 DNPM COMM Status Point

DMPM Status Configuration

Paort # 2 Fart Mame : Part 2
[ED# :1 IED Matme : DMNPM_IED 1

o] e eorort IV

1 Automatically

generated Internal
Status Point

0 IED_5T5 0 0
1 IED_5T5 1 1
IED_5T5 2 2
IED_5T5 3 i
4
2
]

IED_5T5 4
IED_5T5 5
IED_5TS 6
IED_5T5 7 7
| Cancel | | Submit |

-~ o M = L b2
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In the mapping example below, note that we are mapping both the COMM Status for the
DNPM port and the COMM Status for the DNPR port back to the Master on DNPR.

Figure 2-62 DNPR COMM Status Point
DNPR Binary Input Point Mapping

Port # 1 FPaort Mame :Port 1
e N e = B e - R
Fart 1 Part 1 COMM Status Oves  @Mo || DNPMIED 1

1 DNPM_IED_1 COMM_STS Ovves | ®no || IESES,Soue

9 CPARE Cives (3 Mo II:'réutr?rTal Status

3 SPARE Oves @nNo IED_STS 0

4 SPARE Oves @ Mo IED_STS 1

i SPARE Oves @Mo IED:STS P

7 SPARE Oives Mo IED_STS 5

] SPARE Oives (& Mo IED_STS &

J SPARE Oves ®No IED_STS 7

10 SPARE Oives  @No

11 SPARE Cives )Mo

12 SPARE Oves @No

13 SOARE Tivae Bk | Y

[ Cancel ] [ Subrmit: ]

COMM Status points will be open when the comm. channel is operational, and closed when

the comm. channel is failed.
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2.16.2 Serial Comm Configuration Examples
2.16.2.1 DNPM Serial Comm Port Configuration
DNPM is a protocol that communicates between the RTU and an IED.
From the Configuration screen, click Serial Comm. You will get a screen similar to Figure

2-63. See Chapter 1 for a complete explanation of the Communication Port Configuration
screen. From this screen, click DNPM from the Protocol drop-down menu as shown.

Figure 2-63 DNPM Communication Port Configuration

Communication Port Configuration

to Port

Portd#l K v ||k v Port 1 DMNPM ha ’F"l:lrtEH ] l Configura ]
Por#2 (K vk vl o Port 2 Nore e | [Por2] [ - |
Port#3 K v |K v Port 3 T ki [Partd3 ] | -]
Port#4 K ¥ K v Port 4 m [ Portn4 | | - |

Electran
Port#5 K | K + Port 5 Modbus(M) [ Port0s | | - |
Port#6 [k vk | Port 6 ouentr (Portos | [ - ]
Port#7 |K ¥ | K v Port 7 g;:ri;iv(w [ Port07 | | - |
Port#8 kK v | K + Port 8 Transdata IPDHUB] l = ]
Port#9 [K v|[K v Port 9 Q?SS'E“"E_ Ex
Port#10 K vk v Port 10 pier [Porin ][ - |
Port#11 K ¥ K v Port 11 ggg:l [ Port11 | | - |
Port #12 K v K Port 12 DNPR: [ Portie | | - |

Fid

Harris

IDLC

AN

hodbus(F)

PGAE

Prds 80

Series Y

SES 82

SWNC

WanCormm

Port Number

Physical Port number of the RTU.

RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for
your particular RTU for variations.

"K" represents Keyed (Radio/Modem).

The RTU firmware asserts/deasserts the signal according to the protocol timing
configuration. Typically used as a Radio/Modem key output (Default Setting).
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"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232
voltage except when the 285230 (Communications Controller chip) channel driving
the output is being reset. While the reset is occurring, the output will drop to the
negative R$232 voltage. When the reset is complete, the output will rise to the
Positive R$232 Voltage. This setting can be used to power RS232 to RS485
converters, R5232 to Fiber Optic converters, or any other device requiring the
Positive R$232 Voltage.

"L" represents Negative R$232 Voltage.

The output will be driven to the negative R5232 voltage at powerup and always be
the negative RS232 voltage.

Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Name 8]

[ Cancel ][ Submit ]

Protocol

From the drop-down list, select the protocol for this port.

Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this
port.

Point Operations

Click this button to assign points.

Copy to Port

Enter a port number to copy to, then click the Copy button.

Navigation

Click the Back button to return to the previous screen.
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2.16.2.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port nto configure the DNPM port. You may
accept all defaults or fill in the form according to the information following Figure 2-64.

Figure 2-64 DNPM Communication Channel Configuration
DNPM RTU Communication Channel Configuration

Port#:16 FPortMame : Port 16
Data Link Parameters | Scanner Application Parameters

Baud Rate * ge00 v Mumber of IEDs 1

Parity * Mone ¥ Receive time-out 2000 [ims)

CT3 Delay® 20 (ms) Maximum com error count 3

MTO Timout * 1] (ms) Scanner Application Retries 0

Rx Timeout * 2000 |ims) Integrity scan interval 15 (sec)

Delay for First Byte * 2000 [ims) Time sync interval 15 (sec)

Interbyte Time * 35 (ms) Accumulator freeze time 1 3600 |(sec)

Hardware CTS ®nNo O Yes Accurnulator freeze time 2 -1 (sec)

Hardware DCD Mo O ves Accurnulator freeze time 3 -1 (sec)

Half Duplex ®nNo O Yes Accurnulator freeze time 4 -1 (sec)

Frnzen accurmn. read time B0 |(sec)

Master RTU Address 65519 Running counters read interval 15 (sec)

Ack Frame Timeout 3000 [ims) Fast Scan Cycles 15

Mumber of Frame Retries 0 Time Between Messages 250 (ms)

Time Format ® Local QuUTC
Default- 0 [ cancel | [ Submit |
Fange: 0 to 40.

Note 1: All communication parameters with an asterisk * beside their names can be
changed on the fly. That is, the change will take effect after Submit without having
to reset.

Note 2: The default value and range of acceptable entries for a field where your
cursor is placed is shown at the bottom-left of your screen. The example shown is
for Number of IEDs.

2.16.2.3 Data Link Parameters

Baud Rate (300-38400)
From the drop-down menu, select the baud rate. The default setting is 9600.

Parity (None, Odd, Even)
Enter the parity for the associated channel. The default setting is None.
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CTS Delay (0 to 1000ms)

Enter the clear-to-send delay in milliseconds for the associated channel. This is the delay of
time the channel will wait to start transmitting following Request-To-Send being asserted.
Valid entries are in the range of 0-1000 msec. The default setting is 20.

MTO Timeout (0 to 250ms)

Enter the Modem Turnoff Delay for the associated channel. The MTO Delay is used to
designate the amount of time (in milliseconds) that will elapse after the last byte is
transmitted before the modem is turned off. The default setting is 0 ms.

Rx Timeout (0 to 60,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of
time the channel will wait for valid communications prior to declaring the channel in
communications error and resetting the channel. Valid entries are in the range of 0-60000.
The default setting is 5000ms (5 sec).

Note: This timer must be greater than Delay for First Byte timer (below).

Delay for First Byte (1ms) (0 to 60,000)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device
to begin its response before the RTU assumes it is not going to reply and moves on to the
next device. This parameter is typically set long because of delays in IED response. Valid
entries are in the range of 0-60,000 msec. The default setting is 2000 (2 sec).

Note: This timer must be less than Rx Timeout (above).

Inter-byte time (0 to 30,000ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed
for the next byte of a message to be received after a byte has been accepted before the RTU
discards the partial message and begins looking for the first byte of a new message. Itis
recommended that you increase the delay when using frequency-hopping radios. Valid
values range from 0-30,000 milliseconds. The default setting is 55 msec.

Hardware CTS (No, Yes)

Click the radio button for Yes if you want the Hardware Clear-To-Send option selected.
When this option is selected, the IEDs will not be polled unless the CTS signal is detected by
the communications controller chip. This signal is examined after the user programmed CTS
delay time has timed out. At the point where the RTU starts its CTS timer, the RTS signal is
asserted to the modem. If no hardware CTS signal is present, the port aborts the
transmission and tries again. Configuring a CTS delay in the RTU along with the hardware
CTS will insure a minimum CTS delay of the configured time. The default setting is No.

Hardware DCD (No, Yes)

Click the radio button for Yes if you want the Hardware DCD selected. When this option is
selected, the channel communications driver will accept requested message data bytes only
if the carrier is detected by the modem. If the carrier is not detected, the data bytes are
discarded. The default setting is No.
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Half Duplex (No, Yes)

Click the radio button for Yes if you want half duplex operation. This function enables the
RTU to properly condition the RS-232 control lines. The CTS delay is used for carrier
conditioning. In full duplex operation, the CTS signal is used for collision avoidance. In Half
duplex operation, the DCD signal is used for collision avoidance and to enable the receiver.
The default setting is No.

Navigation

Port # : ntells you which port you are on. Port Name : name tells you the name of the port.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.16.2.4 Message Setup

Master RTU Address (0 to 65534)

This address is a unique address on the assigned communications channel of the polling
RTU. Address 65535 is used only to broadcast to all stations by the MTU. Default is 65519.

Ack Frame Timeout (0 to 60,000ms)

The length of time the RTU waits for data link ack from the IED when requested. The ACK
Frame Timeout default is 5000ms.

Number of Frame Retries (0 to 9)

The number of frame retries before an error is recorded. The default is 0.

2.16.2.5 Scanner Application Parameters

Number of IEDs (0 to 40)

Enter the number of Slave Devices connected to this communication channel. Default is 0.

Receive time-out (0-60,000ms)

Enter the receive timeout. The receive timeout is the length of time the DNPM task will
wait for the entire message to be received from the IED. The default setting is 5000 (5
seconds).

Note: This value must be equal to, or greater than, the RX Timeout in Data Link
Parameters.

Maximum com error count (0 to 100)

Enter the maximum comm error count per Slave Device before marking the points failed or
setting the Comm Fail status point. The default is 3.

Scanner application retries (0 to 10)

Enter the number of scanner application retries. The default is 0.
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Integrity scan interval (0 to 4320 sec)

Enter the number of seconds for the execution of an Integrity Scan. An integrity scan is a
full refresh of all data from every IED on scan. The default is 15.

Time sync interval (0 to 3600 sec)

Enter the time for synchronizing the Slave Devices from the DNPM real-time clock. This is
the time in seconds between time sync messages from the DNPM to the IEDs. The default is
15.

Accumulator freeze time 1 (-1 to 3600 sec)
Accumulator freeze time 2 (-1 to 3600 sec)
Accumulator freeze time 3 (-1 to 3600 sec)
Accumulator freeze time 4 (-1 to 3600 sec)

Four entries are provided as a means of scheduling accumulator reads from the slave RTUs.
Each entry represents the number of seconds after the hour. The RTU compares the present
time to each entry to determine when to freeze and read the accumulators. It is possible to
schedule various freeze times during the hour. Times of 900, 1800, 2700 and 3600 would
enable freezes every fifteen minutes during the hour. Each freeze time may be disabled
with an entry of -1.

Frozen accum. Read time (1 to 60 sec)

Enter the number of seconds to read the accumulators after an accumulator freeze. The
default is 60.

Running counter reads are not performed during this time interval between ACC freeze and
the read time expiration.

Running counters read interval (0 to 3600 sec)

The running accumulators are read according to this timer when the accumulator freeze
schedule above is not populated. The default is 15.

Fast Scan Cycles (0 to 2048)

When an SBO command is issued to an IED, the IED is scanned immediately this amount of
times for status changes. This expedites a status change to the RTU in large systems with
many IEDs. The default is 15.

Time Between Messages (0 to 60,000 ms)

This is the minimum time between polls. The poll could take longer, depending on the
number of IEDs and other factors, but the entered value sets the least time the poll will
take. The default is 250 ms.
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Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be
ignored. If you want your RTU to act as it always has in regards to time syncs, set
Time Format to Local Time. See Time Configuration Settings in the Configuration
chapter of the hardware manual for time settings under the CPU block.

If you want to send time synchronization to this device, you must know whether the device
will accept Local time or UTC time, then set this radio button to match.

Navigation

Port #: ntells you which port you are on. Port Name : name tells you the name of the port.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.16.2.6 Series 5, Configure Protocol

On the Communication Port Configuration, under the heading Configure Protocol, click Port
nto configure the Series 5 port as shown in Figure 2-65.

Figure 2-65 Communication Port Configuration: Assigning Protocol Results

Communication Port Couﬁglu'atiou

Port Co Confi Pumt Copy
o mER ] me || mew R S | SR

Port#l (K v K ¥ series W to Master Series b ’ Port 01 l [ Map Paints l m
Port#2 (K v K+ ROS Port 2 Mone v l Port 02 l [ - l
Port#3 (K v K+ Port 3 Mone v lPu:urtDS] [ - l
Port#d (K v K+ Port 4 Mone v lPu:urthl] [ - l
Port#5 (K v K+ Port 5 Mone v lPu:urtDE] [ - l
Port#6 (K v K+ Port & Mone v lPu:urtDE] [ - l
IROE
Port #7 (K v K+ Port 7 Mone v IPDHD?] [ - l
Port#8 (K v K+ Port 8 Mone v ’PDHDBI [ - l
Port#9 (K v K+ Port 9 Mone v IPDHDE’I] [ - l
Port#10 |K ¥ | K v Port 10 Naone v| || Partin | | - |
IROE
Port#11 |[K ¥ || K v Port 11 Naone v| || Part11 | | - |
Port#12 |K | K v Port 12 Naone v| || Partiz | | - |
Navigation

Click the Back button to go back to the Configuration screen.

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



2-84 config@WEB Software Users Guide Chapter 2 — Configuration

You may accept all defaults or fill in the form according to the information following Figure

2-66.
Figure 2-66 Communication Channel Setup for Series 3/5
SERIES V COMMUNICATION CHANNEL SETUP

Paort#:2 Faort Mame : Port 2

RTUID. 1|

Series Type Cm ®v

Security Type ®LrRc OCRC

Baud Rate * 1200 »

Parity * Odd |+

Stop Bits * 1+

CTS Delay * 20 (ms)

Rx Timeout * s000 | {ms)

Tx Timeout s000 | {ms)

B4 Time * 1 (ms)

Interbyte Time * 10 (ms)

Modem Turn Off Time * 0 (ms)

Communications Timeout | 10 (sec.)

Half Duplex ®No OYes
Defalt 1. Hardware CTS & Mo O Yes
Range: 1 to 127. Hardware DCD @ MNo O Yes

[ Cancel ] [ Submit ]

Note 1: All communication parameters with an asterisk * beside their names can be
changed on the fly. That is, the change will take effect after Submit without having
to reset.

Note 2: The default value and range of acceptable entries for a field where your
cursor is placed is shown at the bottom-left of your screen. The example shown is
for RTU I.D.

RTU I.D. (1-127)

Enter the RTU I.D. number. This number is used to allow an RTU to respond to the master
when it is received in a message. Default setting is 1.

Series Type
Identifies the communications protocol used between the MTU and RTU. The default is
Series V.
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Security Type

The Series V Communication Protocol uses two types of error detection techniques:
Longitudinal Redundancy Check (LRC) or Cyclic Redundancy Check (CRC). Both security
codes are described in the Series V Protocol Manual, B8300-AAA-00005. Default setting is
LRC.

Baud Rate (300 - 19200)

Select the communications speed for the associated channel. Default setting is 1200.

Parity (None, Odd, Even)

Select the parity for the associated channel. The default setting is Odd.

Stop Bits (0,1,2)

Select the stop bits from the pull-down menu. The default is 1.

CTS Delay (0 - 1000ms)

Enter the Clear-To-Send delay in milliseconds for the associated channel. This is the time
delay the channel will wait to start transmitting following Request-To-Send signal being
asserted. Default setting is 20.

Rx Timeout (0 -30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of
time the channel will wait for valid communications prior to declaring the channel in
communications error and resetting the channel. Default setting is 5000 (5 seconds).

Tx Timeout (0 -30,000ms)

Enter the transmit timeout for the associated channel. This value limits the maximum
transmission time from the RTU to the master. Default setting is 5000 (5 seconds).

B4 Time (0 - 250ms)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time
required on the channel following a transmission from the RTU prior to turning on the RTUs
receive interrupts. Default setting is 1.

Interbyte Time (0 - 250ms)

Enter the interbyte time allowed before the received message is terminated. Default setting
is 10.

Modem Turn Off Time (0 - 250ms)

Enter the time delay after the last transmitted byte before turning off the modem. Default
setting is 0.

SAGE1-SFT-00001

Baseline Document Version 1.1
Proprietary and Confidential to Telvent



2-86

config@WEB Software Users Guide Chapter 2 — Configuration

2.16.2.7

Communications Timeout (1 to 86,400 sec.)

Enter the communications timeout for the associated channel. The communications timeout
is the length of time the channel will wait for valid communications prior to declaring the
channel in communications error and resetting the channel. The default setting is 10 sec.

Half Duplex (No, Yes)

Enter Yes for half duplex or No for full duplex. This field enables the RTU to properly
condition the RS-232 control lines. The CTS delay is used for carrier conditioning. In full
duplex operation, the CTS signal is used for collision avoidance. In Half duplex operation,
the DCD signal is used for collision avoidance and to enable the receiver. The default
setting is No.

Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then reply data bytes will not
be transmitted unless the CTS signal is detected by the communications controller chip. This
signal is examined after the user programmed CTS delay time has timed out. At the point
where the RTU starts its CTS timer, the RTS signal is asserted to the modem. The CTS signal
is asserted by the modem to the RTU after the programmed CTS delay. Configuring a CTS
delay in the RTU along with the hardware CTS will insure a minimum CTS delay of the
configured time. Default setting is No.

Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel
communications driver will accept requested message data bytes only if carrier is detected
by the modem. If carrier is not detected, the data bytes are discarded. Default setting is No.

Navigation

Port #: ntells you which port you are on. Port Name : name tells you the name of the port.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

Series 5, Point Operations, Point Mapping

The act of mapping points within the RTU creates a few interesting concepts that need to
be understood.

1. Each Source Point (I/O type or IED) has its own database in the RTU. This database
can be exposed to other parts of the system to accomplish data display or point
mapping.

2. Each RTU protocol that connects to say, a master station, has its own database. This
database can also be displayed once it is created. However, the act of creating this
database is accomplished through the task of point mapping.

From the configuration diagram select the box Serial Comm. The following screen will
appear. For the sake of illustrations the following example uses the Series 5 protocol to
explain Point Mapping.

Click Map Points for the SV protocol from the following screen.
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Figure 2-67 Communication Port Configuration

Communication Port Configuration

Port#1 (K w||K v series W te Master SeriesV v ’PDr‘tm l [ bap Foints l
Port#2 (K v |K v o FPort 2 MNane v| || Parz | | - |
Port#3 (K v |K v Port 3 MNane v| || Partdi | | - |
Port#l K ¥ K v Port4 Naone v| [Portod ]| - |
Port#5 |K ¥ |K v Port5 Nane v| [ Portos ||| - |
Port#6 K v K v Port 6 Nane v| [ Portos || - |
Port#7 K v K v Port 7 Nane v| [ Porto7 ||| - ]
Port#8 K v K v Port8 Nane v| [ Portos || - ]
Port#9 K v K v Port9 Nane v| [ Portoa ||| - ]
Port #10 | K v ||k v Port 10 Mane v lPDrﬂD] [ - l
Port#11 |K v |k v s Port 11 Maone b lPDrﬂ1 l [ - l
Port#12 |K v ||k v Port 12 Maone b lPDrﬂE] [ - l
Enter the number of points for the type of interest. Remember to include the total number
of analog points (if you want them all to be sent to the Master), including References,
hardware analogs, ACl analogs, IED analogs, etc.
Figure 2-68 Series 5 Communication Mapping
Series V Communication Mapping
Port #: 3 Port Marme ; Port 3
Analog Inputs |34— MAP
Status Inputs |24— M
Accumulators IB— M
Digital OutpLts b mep |
Analog Outputs II:I— MAP
SEO 12 M&P
_Back|
Navigation
Port #: ntells you which port you are on. Port Name : name tells you the name of the port.
Click the Back button to go back to the Communication Port Configuration.
Please note: No configuration changes take effect until the RTU is reset.
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Click MAP for the point-type of interest. A screen similar to Figure 2-69 will appear. You
may select all points, a single point, or compile a list of points by using "Shift Click" and/or
"Ctrl Click". Shift Click includes all in-between points. Ctrl Click selects individual points.

e From drop-down menu under Source Points, select type of points (e.g., for analogs,
References, then Hardware, etc.)

e Individual source points may be dragged and dropped into the desired order.
e Select All points may be dragged and dropped at once.

e Select points in a customized list with "Shift Click" and/or "Ctrl Click". See Figure
2-70.

¢ SPAREs may be clicked and dropped where desired.

¢ There must be no "Missing Point Info". If a Point Name is unused, mark it as
SPARE.

e Specific points or groups of points may be searched from the point database
e After mapping, points may be inserted (above or below) or deleted from the
mapped list without having to remap all points.
Figure 2-69 Analog Source Point Mapping
Series V Analog Input Point Mapping

1. Select source

Device Name Point Name | C Min =

E [SPARE 2000 ~ | onPM_IED_1 v
il 2000 |Search...
.
- ) ele points
: 4. Click second time to 2000 — IED_ANALOG 0
4 "drop” points (notice 2000 == JED_ANALOG 1
: yellow highlight for | 2. Click once 1D ANALOG 2
selection) 2000 -
. IED_ANALOG 3
SPARE 2000 IED_ANALOG 4
7 SPARE 2000 IED_ANALOG 5
8 SPARE 5000 IED_ANALOG 6
9 IED_ANALOG 7
SPARE 2000 IED_ANALOG 8
10 SPARE 2000 IED_ANALOG 9
11 SPARE 2000 IED_ANALOG 10
. e 2000 IED_ANALOG 11
IED_ANALOG 12
L SPARE 2000 IED_AMALOG 13
14 p— 2000 IED_ANALOG 14
IED_ANALOG 15
13 SPARE 2000 3 - b
[ cancel | | Submit |
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Figure 2-70 Point Mapping — Compiling a List
Series V Analog Input Point Mapping

Port & :1 Port Mame : Port 1
D ¥ . ' a a D fa 3 o P
E DNPM_IED_1 IED_ANALOG, 0 -2000 | 2000 || #~/| ouPM_IED_1 v
L DNPM_IED_1 1E0_ANS/74G 3 -2000 | 2000 | [lsearch-- 1. Ctrl Click
2 DNPM_IED_1 D Alogs \ 2000 2000 | SPARE | once
3 Select Al points
\ 2000 | 2000 | IED_ANALOG 0
4 5. Click to "drop™ ) \ 200 2000 | IED_ANALOG 1
5 the non-contiguous 5000 2000 (3. Ctrl Click) ED-ANALOG 2 .
6 list of points » third time IED_AMNALOG 3 2. Ctrl Click
o ) 2000 2000 IED_ANALOG 4 twice
7 . L
4. Move pointer | -0 | 2000 | IED_ANALOG 5
g (2000|2000 | IED_ANALOG 6
9 [SPARE 000 IED_ANALOG [TED “ANALOG 0

= [ED_AMALOG 3

. |SPARE 2000 | IED G [IED_ANALOG §
L [SPARE 2000 2000 I~ D _ANALOG 10
IED_ANALOG -
12 W
\SPARE \|-2000 | 2000 | FD_ANALOG Compllet§ a
13 \SPARE \|-2000 | 2000 | o] non-contiguous
- list of points
14 SPARE | -2000 | 2000 | IED_ANALOG
15 \SPARE \|-2000 | 2000 |y IED_ANALOG 15 3
[ Cancel | [ Submit |
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After your Source Points have been dropped as shown in Figure 2-71, you will notice that
the Point name field and the Device Name field have been updated.

Next Enter the counts expected by the master.
Figure 2-71 Results of "Click-Drag-Click"
Series V Analog Input Point Mapping
Port#:1 Port Mame : Port 1
Po Device e Po E : 0 e Po
0 DNPM_IED_1 |IED_ANALOG 0O -2000 000 /| DNPM_IED_1 v
N\
1 DNPM_IED_1 [IED_ANALOG 3 -2000 JIN I |lsearch...
H Y
2 DNPM_IED_1 [IED_ANALOG 6 2000 Click on Header to a3 :
3 ) Change All Select All points E
|SPARE /\ -2000 Change Al IED_ANALOG 0
i |SPARE / \ -2000 IED_ANALOG 1
5 IED_ANALOG 2
|SPARE / \ ||-2000 and/or change e
6 individual values =
(SPARE [ | 2000 I IED_ANALOG 4
7 |SPARE/ t -2000 ) a0 - IED_ANALOG 5
- IED_ANALOG &
8 Point names from ﬁ [-EUUU 2000 -
9 point configuration 2000 | 2000 IED_ANALOG 7
' - IED_ANALOG 8
10 |SPARE -2000 | 2000 | IED_ANALOG 9
L SPARE -2000 | 2000 | L2 Ml AL
12 |SPARE ||-2000 | 2000 | [ED_ANALOG 11
- [ED_ANALOG 12
13 |SPARE ||-2000 | 2000 | IED_ANALOG 13
- \SPARE ||-2000 | 2000 | IED_ANALOG 14
IED_ANALOG 15
15 |SPARE ||-2000 | 2000 | = ¥
[ Cancel] [ Subrnit ]
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The Search function makes it easy to find and map specific points from any source. Put your
cursor in the gray field below Sources and click once. Type in any combination of numbers
or letters. If there is a match, those points will be displayed, as shown.

Figure 2-72 Before Search

Series V Analog Input Point Mapping

Port#:1 Port Mame : Port 1
Po Device Name . . o p
0 DNPM_IED_1 IED_ANALOG 0 -2000 | 2000 | #/] DNPM_IED_1 v
1 DNPM_IED_1 [IED_ANALOG 3 -2000 | 2000 | [Search...
z DNPM_IED_1 [IED_ANALOG 6 -2000 | 2000 | 5elecStP:l||REoints E
3 |SPARE 2000 | 2000 | IED_ANALOG 0
4 |SPARE -2000 | 2000 | IED_ANALOG 1
5 SPARE \[-2000 2000 | ig—i::tgg;
£ \SPARE ||-2000 | 2000 | e
B |SPARE -2000 | 2000 - IED_ANALOG 5
8 [SPARE -2000 | 2000 | Sl bl i
2 |SPARE -2000 | 2000 | ig‘:m:tgg;
10 [SPARE -2000 | 2000 | IED_ANALOG 9
11 ISPARE 2000 2000 | IED_ANALOG 10
12 |SPARE ||-2000 | 2000 | g::::tgg 1;
13 |SPARE ||-2000 | 2000 | IED_ANALOG 13
14 'SPARE |[ 2000 | 2000 | IED_ANALOG 14
=< \SPARE ||-2000 | 2000 [l o ANALOS 12 -
[ cancel | | Submit |
SAGE1-SFT-00001 Baseline Document Version 1.1

Proprietary and Confidential to Telvent



2-92 config@WEB Software Users Guide Chapter 2 — Configuration
Figure 2-73 After Search
Series V Analog Input Point Mapping
Port #:1 Port Name : Port 1
PO Ne D a P
0 DNPM_IED_1 [IED_ANALOG 0 -2000 | 2000 | #] DNPM_TED_1 v
1 DNPM_IED_1 [IED_ANALOG 3 -2000 | 2000 | 23
2 DNPM_IED_1 [IED_ANALOG & -2000 | 2000 | o iP:‘"RE -
ale pain
3 |SPARE 2000 | 2000 | IED_ANALOG 23
4 |SPARE -2000 “23” is enterecD IED_ANALOG 123
5 £ [
s ¥
\SPARE ||-2000 | 2000 | [ED_ANALOG 231
B |SPARE -2000 | 2000 = IED_ANALOG 232
8 |SPARE 2000 | 2000 | Elaslelns
IED_ANALOG 234
2 |SPARE -2000 | 2000 | IED_ANALOG 235
10 |SPARE -2000 | 2000 | IED_ANALOG 236
L SPARE -2000 | 2000 | L2 Mol LLTIEETS
IED_ANALOG 238
12 -
\SPARE ||-2000 | 2000 | = i
=2 \SPARE ||-2000 | 2000 |
14 |SPARE ||-2000 | 2000 | Search returns only those
15 SPARE |[-2000 | 2000 |s points that have*23” as
{_part of their names
[ Cancel] [ Subrnit ]
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To Insert Above, place your cursor on a Point number (in this example, Point #6) and right
click the mouse. The message box shown below appears. Select Insert above and left click.

Figure 2-74 Insert Above

Series V Analog Input Point Mapping

Port#:1 Port Mame : Port 1
Device Name Point Name C Min = C Max = | ‘ Source Points
o DNPM_IED_1 IED_ANALOG 0 -2000 2000 # | Select Source i
1 DNPM_IED_1 IED_ANALOG 1 -2000 2000 |search...
2 DMPM_IED_1 IED_ANALOG 2 -2000 2000
3 DMPM_IED_1 IED_ANALODG 3 -2000 2000
4 DNPM_IED_1 IED_ANALOG 4 -2000 2000
3 DNPM_IED_1 IED_ANALOG 5 -2000 2000
?M.se‘rfafm'.‘eh IPM_IED_1 IED_ANALOG & -2000 2000
Insert below JPM_IED_1 IED_ANALOG 7 -2000 2000
Delete PM_IED_1 IED_AMNALOG 8 -2000 2000
s DMPM_IED_1 IED_ANALOG 9 -2000 2000
10 DNPM_IED_1 |IED_ANALOG 10 -2000 2000
1 DNPM_IED 1 IED_AMALOG 11 -2000 2000
12 DNPM_IED 1 IED_AMALOG 12 -2000 2000
13 DMPM_IED_1 IED_ANALOG 13 -2000 2000
14 DMPM_IED_1 IED_ANALOG 14 -2000 2000
15 DMPM_IED_1 IED_ANALOG 15 -2000 2000 v
[ Cancel | [ Submit |

The results of Insert above is shown in the next Figure. Notice that the old Point #6,
IED_ANALOG 6, is now pushed down. A Spare takes its place. Also notice that the Point
numbers remain contiguous.

Insert below works the same way, only the Spare is created below the designated point.

The usefulness of this procedure is that any desired point can now be mapped to the Spare
point.
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Figure 2-75 Results of Insert Above
Series \V Analog Input Point Mapping

Pot#:1 Port Mame : Port 1
PO [ E a D
0 DNPM_IED_1 \IED_ANALOG 0 \|-2000 | 2000 || /] select Source v
1 DNPM_IED_1 |IED_ANALOG 1 | -2000 | 2000 | ISearch...
= DNPM_IED_1 [IED_ANALOG 2 ||-2000 | 2000 |
: DNPM_IED_1 [IED_ANALOG 3 || -2000 | 2000 |
E DNPM_IED_1 \IED_ANALOG 4 || -2000 | 2000 |
2 DNPM_IED_1 \IED_ANALOG 5 \|-2000 | 2000 |
6 |SPARE \|-2000 | 2000 |
- DNPM_IED_1 |IED_ANALOG 6 | -2000 | 2000 I
E DNPM_IED_1 [IED_ANALOG 7 ||-2000 | 2000 |
2 DNPM_IED_1 \IED_ANALOG 8 || -2000 | 2000 |
L DNPM_IED_1 \IED_ANALOG @ || -2000 | 2000 |
1 DNPM_IED_1 [IED_ANALOG 10 \|-2000 | 2000 |
12 DNPM_IED_1 [IED_ANALOG 11 \|-2000 | 2000 |
L DNPM_IED_1 |IED_ANALOG 12 | -2000 | 2000 |
L DNPM_IED_1 [IED_ANALOG 13 ||-2000 | 2000 |
= DNPM_IED_1 [IED_ANALDG 14 || -2000 | 2000 Il

[ cancel | [ Submit |
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The Spare point can also be deleted. The following example shows the results of deleting
the Spare, then also deleting Point#6, IED_ANALOG 6.

Figure 2-76 Results of Deleting a Point
Series \V Analog Input Point Mapping

Pot#:1 Port Mame : Port 1
- — : o : o p
0 DNPM_IED_1 \IED_ANALOG 0 \|-2000 | 2000 || /] select Source v
1 DNPM_IED_1 \IED_ANALOG 1 \|-2000 | 2000 | ISearch...
- DNPM_IED_1 |IED_ANALOG 2 ||-2000 | 2000 |
: DNPM_IED_1 [IED_ANALOG 3 ||-2000 | 2000 |
E DNPM_IED_1 [TED_ANALOG 4 || -2000 | 2000 |
< DNPM_IED_1 \IED_ANALOG 5 || -2000 | 2000 |
6 DNPM_IED_1 \IED_ANALOG 7 \|-2000 | 2000 |
7 DNPM_IED_1 \IED_ANALOG 8 \|-2000 | 2000 L
8 DNPM_IED_1 \IED_ANALOG 9 || -2000 | 2000 |
2 DNPM_IED_1 [IED_ANALOG 10 ||-2000 | 2000 |
L DNPM_IED_1 [TED_ANALDG 11 ||-2000 | 2000 |
LL DNPM_IED_1 [TED_ANALDG 12 || -2000 | 2000 |
12 DNPM_IED_1 \IED_ANALDG 13 || -2000 | 2000 |
13 DNPM_IED_1 \IED_ANALOG 14 \|-2000 | 2000 |
14 DNPM_IED_1 IED_ANALOG 15 -2000 | 2000 |
L DNPM_IED_1 |IED_ANALOG 16 | -2000 | 2000 Il

[ Cancel | [ Submit |

Notice that IED_ANALOG 6 is now missing, although Point numbers remain contiguous.

Navigation

Port # : ntells you which port you are on. Port Name : name tells you the name of the port.
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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Perhaps the ease of mapping can best be shown with the analog input example as described
in Figure 2-77. For the sake of illustration, consider that points have an input to the RTU
and an output from the RTU. We use analog points in Figure 2-77 because analog scaling
from an IED is usually a tricky task.

Notice in Figure 2-77 that you only have to do a few things to untangle the complex
problem of getting a usable IED analog from the IED to the Master:

(Points) Assign a unique point name (or accept the default name)

(Points) Assign Engineering Unit minimum and maximum values

(Points) Assign minimum and maximum counts (taken from the vendor's manual)

(Output) Assign minimum and maximum counts to match what is expected at the
Master

(Output) Map any Input point to any Output point

Figure 2-77 Analog Inputs & Outputs

Output(s) to Master(s) Points

Hardware Analogs

¢ Assign Point Name (or accept

Port n to Master 0 Assign EGU Min & EGU Max (for
¢ Assign Counts Min & Count Max
(as per Master requirement)

¢ Map any Input point (based on < IED on Port n
Point Name) to any Output point

default Point Name)

< local display convenience only)

¢ Assign Point Name (or accept

2.16.2.8

default Point Name)

¢ Assign Counts Min & Counts Max
(see Vendor's documentation)

¢ Assign EGU Min & EGU Max

Point Scaling Principles & Examples

The configuration utility simplifies all analog scaling to a few fundamental principles that
are easy to follow. For the sake of discussion, we will say that analog outputs are also
Source Points because they are scaled the same as other analogs.

Point scaling is accomplished using a concept called the Full Range Factor (FRF). This factor
is calculated using properties associated with the point we are scaling. For any one point
only one property will be used to calculate the FRF:

eHardware Analogs are scaled when the proper Point Type is entered.

¢|ED Analogs are scaled by entering the proper Counts Min (C Min) and Counts Max
(C Max). C Min and C Max for an IED Analog point are obtained from the IED
vendor's manual.

Hardware Analog Example

The database in the RTU stores a number called FRF (Full Range Factor). This number is
typically a fraction from 0 to 1 of the full range of the analog input. The FRF is derived as
follows:

FRE = Measured Value — Data Min
Data Max — Data Min

SAGE1-SFT-00001
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Temperature
Actual
Measurement
175°F
16mA

(range= -50°F
to 250°F)

This formula is generalized to apply to any step along the way, where:

Measure value is the actual value at a given time, whether it is counts, current,
voltage, temperature, etc.

Data Max is either Data Maximum, or EGU Max, or C Max

Data Min is either Data Minimum, or EGU Min, or C Min

Obviously, you must stick to one set of units for every step. Let's do the FRFs for
temperature and Sensor Type based on Figure 2-78:

225

175-(-50) _
300

250 — (-50)

Temperature FRF = 0.75

Now that we know the FRF, we can solve for current at the Sensor Type by transposing the
formula:

Sensor Type Data Value = FRF (Data Max — Data Min) + Data Min
Sensor Type Data Value = 0.75(20-4) + 4
Sensor Type Data Value = 16

Conversely, knowing the FRF and the minimum and maximum counts required by the
Master, we can solve for the number of counts that will be sent to the Master (see Figure
2-78):

Counts to Master = FRF (C Max — C Min) + C Min
Counts to Master = 0.75 (2000 — (-2000)) + (-2000)
Counts to Master = 1000

Figure 2-78 shows the path of an analog hardware point from measurement to Master.

Figure 2-78 Analog Scaling for Hardware Point

1. Configure config @WEB RTU Master
Type C Max & C Min
2. Configure Database 2000
EGUs FRF DNPR to
Master
_—>| 4-20mA \\ 0.75 m L 1000 counts
T ) (Master scaling
e 250 set same as
Local Display)
EGU Max 175 .
Local Displa 3. Configure
i Counts to
EGU Min Master

We learn from the sensor vendor's manual that the sensor covers a real-world range of -

50°F to 250°F. It converts this temperature range to a current range of 4-20mA.

e Set Type to 4-20mA.
e Set EGU Min and Max to =50 and 250.

We learn from the Master Station vendor's manual that the Master Station's DNPR protocol
expects a count range of —2000 to 2000.
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e Set C Min and C Max to —2000 and 2000.

IED Analog Example

Scaling for IEDs is just as easy, as shown in Figure 2-79. The formula for calculating FRF is

the same as it was for the hardware analog.

Figure 2-79 Analog Scaling for IED Point
Actual IED config@WEB RTU Master
Measurement C Max & C Min C Max & C Min
10,000V - Database
2. Configure
10923 counts 32767 EGUs FRE 2000 DNPR to
Master
IED > i 0.6666 Deadband}1» 667 counts
‘gzhzﬁg \\ [ Deadband| (Master scaling
16 bit analog 15.000 I_set Tgne Ias)
representing 0 [EGU Max] ocal Display.
015,000V, | (1 Configure 10,000 - -
: ' - 9 Local Display | [3- Configure | (4. Configure
-32768 to Counts
_ Counts to Deadband

32767 counts from IED EGU Min Master (optional)

We learn from the IED vendor's manual that the IED covers a real-world range of 0V to
15,000V. It converts this voltage range to a 16-bit count range of -32768 to 32767.

e Set C Min and Max to -32768 and 32767.
e Set EGU Min and Max to 0 and 15,000.

We learn from the Master Station vendor's manual that the Master Station's DNPR protocol

expects a count range of —2000 to 2000.

e Set C Min and C Max to —-2000 and 2000.

Handy Binary to Decimal Converter

Type of Binary Word Counts
Bipolar 12 bit +2047
-2048
Bipolar 16 bit +32,767
-32,768
Bipolar 32 bit +2,147,483,647
-2,147,483,648
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2.17 Ethernet Comm Configuration

From the Configuration screen, click on Ethernet Comm as shown in Figure 2-80.

Figure 2-80 Configuration Screen

Configuration | Data Display | Command |UpIDDwnload Admin

Config@WEB

Serial Comm

Applications Ethernet Camm

Analog Outputs
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As shown below, the Ethernet Comm port has sockets that are independent channels within
Ethernet. You may configure the available protocols for any or all of the sockets. The
Configure Protocol for each socket is explained in the config@WEB Protocols Manuals. Point
Operations are identical to the Point Operations for Serial Comm Configuration.

Figure 2-81 Ethernet Comm Port Configuration

Communication Port Configuration

Socket Name Protocol Configure Point Copy
Number ' Protocol Operations to Port

Soclket #1 Socket 1 Mone v [ Socket 1 ] [ ]
Soclket #2 Soclket 2 Mone v [ Socket 2 ] [ ]
Soclet #3 Soclket 3 MNone v [ Socket 3 ] [ ]
Soclet #4 Socket 4 Mone v [ Socket4 ] [ - ]
Socket #5 Socket 5 Mone v [ Socket 5 ] [ ]
Socket #6 Socket 6 None v| | Socket6 | | |
Socket #7 Socket 7 None v| | Socket7 | | |
Soclket =8 Soclet 8 Mone v ’ Socket § ] [ ]

Socket Number

The physical socket number.

Name

The name of the socket. You may change the name. The default name is the same as the
physical socket number.

Protocol

The protocol to be used for the socket. Multiple protocols are available.

Configure Protocol

Click this button to set up the communication and other basic parameters of the protocol.

Point Operations

If an RTU protocol (DNPR) has been selected, the legend on the button will be "Map
Points". If a Master protocol (DNPM) has been selected, the legend on the button will be
"Configure". Point Operations are identical to the Point Operations for Serial Comm
Configuration.
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Copy to Port

A socket configuration may be copied to another socket by entering the number of the
target socket.

2.18 GPS Configuration

If your RTU has a GPS, you may set the GPS as either the Primary or Secondary Time Server
Source under the CPU Configuration (see Figure 2-12). Then, from the Configuration main
screen, click GPS to get a screen as shown in Figure 2-82. Click Yes, then Set to enable GPS.

Figure 2-82 GPS Configuration
Configuration | Data Display | Command |UpIDDwnIc-ad Admin

Config@WEB

References

Setial Comm

Applications Ethernet Comm

See the Data Display chapter for GPS Display information.

2.19 RLL Configuration

ISaGRAF PRO is a program for Telvent RTUs with the config@WEB gui interface that
supports IEC 61131-3 programming languages. Four of the six languages supported are
easy-to-use graphical languages. Please see the following manual for further information:

config@WEB Relay Ladder Logic Manual
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Figure 2-83 RLL Configuration
Configuration | Data Display | Command |UpIDDwnIDad Admin

Config@WEB

Heferences

Serial Comm

RLL Configuration

Create RLL Points
Map Logical Inputs
Map Logical Outputs
Import Template
Export Template

Applit

Analog Outputs

2.20 Applications Configuration

Please refer to the config@WEB Applications manual.
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2.21 Logs
2.21.1 SOE Log

SOE Log is a function that allows you to configure the collection and storage of time-
stamped event data.

Click on Logs, then click on SOE Log as shown below.

Figure 2-84 Selecting SOE Log
Configuration | Data Display | Command | Up/Download | Admin

Config@WEB

Serial Comm

Applications Ethernet Comm

» SOE Log
« User Log

The default settings are to Enable the SOE Log, and to set the initial Number of Events at
100. The Number of Events may be set in a range of 100 to 300. The Events are stored in
the RTU.

Click “Set” to submit the new setting; Click “X" to dismiss the SOE Log Configuration.

SOE Log Configuration X
Enable SOE Log ®Yes CONo

Number of Events 100
Set
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2.21.2 User Log

User Log is a function that allows you to configure the collection and storage of time-
stamped event data.

Click on Logs, then click on User Log as shown below.

Figure 2-85 Selecting SOE Log
Configuration | Data Display | Command | Up/Download | Admin

Config@WEB

Serial Comm

Applications Ethernet Comm

[ >|s UserLog

The default settings are to Enable the User Log, and to set the initial Number of Events at
10. The Number of Events may be set in a range of 10 to 300. The Events are stored in the
RTU.

Click “Set"” to submit the new setting; Click “X" to dismiss the User Log Configuration.

User Log Configuration X

Enable User Log ®Yes ONo
Mumber of Events 10
Set
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2.22 Reset

Click Reset to reset the system. Click Yes on the Warning dialog box.

Figure 2-86 Reset

Configuration | Data Display | Command |UpIDownIoad Admin

Config@WEB

Setal Comm

Applications Ethernet Comm

£ | htkpeff172,158.150.51 /fs/commonyrestart. htm

() Are you sure yvou want fo resef the system r)

!

i € Internet & 100% -
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You must allow approximately 60 seconds for the system to reset. The reset function logs
you out and will ultimately take you back to the login page.

Figure 2-87 Reset

TELVENT

System will Restart in 60 Seconds

2.23 Logout

Click Logout to complete your session. You will get a small dialog box before you log out,
as shown below. Logging out will take you to the Login screen. From there, you may close
Internet Explorer. You should always log out instead of just closing the browser in order to

avoid having open sessions on your RTU.
Figure 2-88 Logging Out

Microsoft Internet Explorer, E|

\:{/ Are you sure you wank ko logouk

[ oK | [ Cancel
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Data Display

The SAGE RTU has a unique approach to data display. In fact if you have become

familiar with the Configuration of the SAGE RTU you will find Data Display straight
forward and very user friendly.

Immediately after a successful login, you will see the Configuration screen (if the login
is an unrestricted Admin login). You will now need to press the Data Display Tab
located at the top of the Configuration screen. One of the few noticeable differences
between the Data Display screen and the other (tab) screens is that the Data Display
screen digital inputs are divided into Status (STS) and Accumulator (ACC) points. Note
that the newly configured points will not appear in Data Display until the RTU has
been RESET and allowed to add all new points to the Database.

Navigation to data to be displayed is the same as navigation used during
configuration and again the same for Command output.

Figure 3-1 Data Display
Configuration | Data Display | Command Up/Download Admin

D2_P1 Update

Hardwired 1/0

p

Analog Inputs

RLL Serial Comm

[ |
Applications Ethernet Comm

[ |
PS

5TS ACC

Logs G SF Bus

Analog Outputs

HSPCI

Alarm

o
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3.1 CPU Data Display

From the Data Display screen, click CPU. The CPU Data Display screen reflects the CPU
Configuration as shown in Figure 3-2.

Figure 3-2 CPU Data Display

CPU Display
RTU Mame Config@WEB Mumber of Restarts 3
Part Mumber C3414-500-001E0_BO Time Between Restarts an
ApplicationNiame C3414-500-001E0_B0.0ut
ViWarks Ver C3414-300-996E0 PPP Port Address 90.0.0.50
GLI Version C3414-500-001E0_B0.qui Primary I.P Address 172.18.150.51
Mfg Hardware Ver ChangeMe Subnet Mask 255.255.248.0
User ID Description ChangeMe Default Gateway 172.18.1.1
Serial Mumn ChangeMe Target Mame Telent

Product MName & Model SAGE 2400

RTU Time Configuration Secondary IP Address 172.18.150.151
ITime Senver Primary/Secondary ISUbﬂE‘t Mask 255.255.0.0
IRTU Time & Date 05/11/2010 16:18:36 IDefauItGateway

e L e L e e |

Frimary PRM TIME SRC FAIL OPEN
Secondary - - - -

RTU Information

RTU Name The name of this RTU as selected in Configuration

Part Number Firmware Part Number assigned by Telvent (for
DNP, Var 242 — Device Mfg software ver))

Application Name File name of the firmware

VxWorks Ver VxWorks Version number assigned by Telvent

GUI Version Version number assigned by Telvent

Mfg. Hardware Ver User defined information (for DNP, Var 243 -
Device Mfg hardware ver)

ID Code User defined information (for DNP, Var 246 - User
assigned ID code / num)

Serial Num User defined information (for DNP, Var 248 —

Device serial number)

Product Name & Model The RTU hardware (for DNP, Var 250 — Device mfg
prod name & model)

RTU Time Configuration

Time Server This RTU has a Primary and a Secondary Time
Server.
RTU Time & Date Reflects the Date and Time as derived from the

common time. Common time is initially synced
from the real time clock on startup; thereafter, the
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common time is synced by the Primary Time Server
and, if the Primary fails, by the Secondary Time

Server.

Type The Type of Time Server.

Source The source of the Time Server as determined during
Configuration.

Point Name The name of the point from which the Time Sync is
derived.

Point State The status of the Time Sync for that particular

source. CLOSE means the Time Sync is failed; OPEN
means the Time Sync is operational.

L4 A red dot indicates the point is CLOSED (failed); a
green dot indicates the point is OPEN (operational).

Crash Recovery Configuration (See the appendices for detailed information)

Crash Recovery is a state of the RTU that allows you to back out of a bad
configuration gracefully. The recovery process is based on the premise that you can
have a way to boot VxWorks without running any applications. This allows you to
reconfigure the RTU without actually having to run the last configuration.

Number of Restarts The number of restarts before the RTU starts
VxWorks without applications (for troubleshooting
purposes). Works best under normal conditions if
the user accepts the default value.

Time between Restarts  If crash happens in shorter time, it is logged as a
restart. Works best under normal conditions if the
user accepts the default value.

Example: If the RTU crashes within 90 seconds after the beginning of bootup, that
counts as one restart. If this happens three times in a row, the RTU goes into Crash
Recovery mode.

Notice that the default Time between Restarts is 90 seconds. Because the RTU takes

about 60 seconds to reboot, 30 seconds is allowed for a crash. If you have reason to

believe that the configuration problem takes longer to crash the RTU, enter a longer
Time between Restarts.

GUI Address Configuration

PPP Port Address Address assigned by Telvent. See the appendices.
Primary |.P. Address Primary |.P. Address of this RTU

Subnet Mask Subnet Mask of this RTU

Default Gateway I.P. Address of the device connected to multiple

physical TCP/IP networks capable of routing or
delivering IP packets between them. A gateway
translates between different transport protocols or
data formats (for example, IPX and IP) and is
generally added to a network primarily for its
translation ability.

Target Name Network server name of the RTU (the network
server that resolves this name to the I.P. address is
the DNS server)

Secondary I.P. Address  |.P. Address used by the secondary Ethernet port
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Subnet Mask Subnet Mask used by the secondary Ethernet port
Default Gateway Default Gateway used by the secondary Ethernet
port
Navigation
Click the Back button to go back to the Data Display screen.
3.1.1 Internal Status Points
Internal Status Points can be seen in any display that has mapping capabilities. The
example shown below happens to be mapped to a DNP Master.
Figure 3-3 Internal Status Points Mapped to a DNPR Master
DNPR Binary Inputs Display
Pot#:1 Port Mame : Port 1
Pagel of 1 CoTo
o | oo | e | G0 o s |-
0 RTU Internal Status PRM TIME SRC FAIL 1 OPEN .
1 RTU Internal Status SEC TIME SRC FALL 1 CLOSE | ®
2 RTU Internal Status RUN 1 CLOSE | ®
3 RTU Internal Status TIME SRC FAIL i OPEN L]
4 RTU Internal Status IED FAIL 1 CLOSE |
5 RTU Internal Status LOCAL i OPEN L
6 RTU Internal Status LOGGED IN 1 CLOSE |
7 RTU Internal Status CONFIG CHG 1 OPEN .
8 RTU Internal Status RLL RUN 1 OPEN )
9 RTU Internal Status ETHERNET LINK 1 CLOSE | ®
Back
PRM TIME SRC FAIL
Indicates the health of the Primary Time Source. Open (green) means the time source
is operational. Closed (red) indicates a failure.
SEC TIME SRC FAIL
Indicates the health of the Secondary Time Source. Open (green) means the time
source is operational. Closed (red) indicates a failure.
RUN
Indicates whether or not the CPU is running. Look for the signature “heartbeat”; that
is, blinking at an approximately one-second rate. A “steady ON” light means the CPU
is in either Safe mode or Crash Recovery mode. No light means the CPU is not
running. Normally blinking.
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TIME SRC FAIL

Indicates the health of the either Time Source. Open (green) means both the time
sources are operational. Closed (red) indicates a failure in one of the time sources.

IED FAIL

Indicates the status of the IED. Open (green) means the IED is responding. Closed
(red) means the IED is not responding. Note that the IED may not be responding
because a comm. channel has failed.

LOCAL

Indicates the status of the Remote/Local switch. Open (green) means the switch is in
the Remote position. Closed (red) means the switch is in the Local position.

LOGGED IN

Indicates whether or not someone is logged into the device. Closed (red) means that
one or more logins are active. Open (green) means that there are no active logins.

CONFIG CHG

Indicates whether or not the configuration has been changed since the last reset.
Open (green) means no configuration changes have been submitted. Closed (red)
means that at least one configuration change has been submitted.

RLL RUN

Indicates whether or not an RLL program is running. Open (green) means there is no
RLL program running. Closed (red) mean there is an RLL program running.

ETHERNET LINK

Indicates whether or not there is a valid Ethernet link circuit connected to the
Ethernet connector. Closed (red) means there is a valid connection to the Ethernet
connector. Open (green) means there is no valid connection to the Ethernet
connector.

Note: If the optional Switched Ethernet PC/104 card is installed, the Ethernet Link
indication will always show a valid Ethernet connection.
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3.2

Point Status Codes

Point Status (quality) codes depend upon the data type for which it is being displayed.

Up to four codes (flags) may or may not be displayed in the Point Status field at the
same time. A code will only be displayed if it is valid for a particular data type under
the proper status condition.

The possible values depend on the data type, as follows.

= Status Points

‘F" indicates the point is Failed (stale). Its source is not responding to polls.

'm’ indicates that at least some of the quality code flags are manually-entered.
'f “ indicates that the value of the point has been manually-entered (“forced”).
‘C" indicates that the point has been manually disabled because its value is
changing for no valid reason (“Chattering”).

‘A" indicates that the point is in its alarm state.

u’ indicates that the point is in an unacknowledged alarm state.

Note: ‘A’ and ‘u’ are alarm flags and only apply to points that have been
configured as alarm points.

* Analog Inputs

‘F" indicates the point is Failed (stale). Its source is not responding to polls.

‘'m’ indicates that at least some of the quality code flags are manually-entered.
'f “ indicates that the value of the point has been manually-entered (“forced”).
‘L' indicates that the point is below its Low instrument rating.

'H’ indicates that the point is above its High instrument rating.

‘O’ indicates that the point is Over-range.

‘A" indicates that the point has exceeded its high alarm limit.

‘a’ indicates that the point is below its low alarm limit.

u’ indicates that the point is in an unacknowledged alarm state.

Note: ‘A’, ‘a’ and ‘u’ are alarm flags and only apply to points that have been
configured as alarm points.

=  Accumulators

‘F" indicates the point is Failed (stale). Its source is not responding to polls.

'm’ indicates that at least some of the quality code flags are manually-entered.
'f “ indicates that the value of the point has been manually-entered (“forced”).
‘O’ indicates that the counter has Overflowed.

= Analog Outputs

'F' indicates the point is marked Failed (point is offline).
‘L' indicates Logic power failure.
‘P’ indicates field Power failure.

* Floating Points

‘F" indicates the point is Failed (stale). Its source is not responding to polls.

'm’ indicates that at least some of the quality code flags are manually-entered.
'f “ indicates that the value of the point has been manually-entered (“forced”).
‘N’ indicates an invalid value (not valid floating point format).

. Dlgltal Outputs and SBO Controls

'F' indicates the point is marked Failed (point is offline).
‘U’ indicates that the open/closed state of this point is Unknown because it has
not been commanded to any state since the RTU last started.
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3.3 References Data Display

From the Data Display screen, click References. The References will display with the
name you assigned under Configuration. Point Status uses the same code used for
other analog inputs. See the next section. Voltage reference Point Values are in
Volts, except for temperature, which will display in either °F or °C, depending on
which was chosen during Configuration.

Figure 3-4 References Display for SAGE 2X00

References Display

_Point | ______Point Name _____[Point Status [Point Value

1 bk ond ref 0.000
2 bb_+5.0%_EEF 5.000
3 bb_+4.5V_ref 4.500
4 bb_ 4.5V ref 4 498
] bb temp ref 73212
6 bb_dc_in 25.154

Back
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Figure 3-5 References Display for SAGE 1X50
References Display

Point

1 kb gnd ref 0.001
2 bb_+2.5V ref 2.503
3 bb_-2.5V ref -2.503
4 bb temp ref &0.970
5 bb_bat_in_ref 13.624
& kb pwr i ref 15,660
Back
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Figure 3-6 References Display for SAGE C3830
References Display

Point Point Hame Point Status Point Value
1 bb_gnd_ref 0.004
2 bb_+5.0V_ref 5.000
3 bb_+4.5V_ref 4,342
4 bb_-4.5V_ref 4,343
5 bb_temp_ref 134.446
6 C3830_gnd_ref 0.000
7 C3830_gnd_ref 0.000
] C3830_awx_in 2.493
Point

The physical point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status

Not used for References.

Point Value

The engineering unit value based on internal scaling for references.

Navigation

Click the Back button to go back to the Data Display screen.
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3.4

Analog Inputs Data Display

From the Data Display screen, click Analog Inputs to view the DC analog inputs. The

inputs are shown in Figure 3-7 and are in the following order:

==Prev

e Baseboard inputs

Page? of 7

¢ Analog expansion bus inputs.

Figure 3-7 Analog Inputs (Al) Display
Analog Inputs (Al) Display

GoToI_EI

Hext=>=

_Point | Point Name _____[Point Status Point Value

ATTAT.OG 17 0.042
18 APTATOG 18 0.045
19 ATTAT.OG 19 0.0=8
20 APNAT.OG 20 0.047
21 ATTATOG 21 0039
22 ATTAT.OG 22 0.048
25 ANAT.OG 23 0.037
24 ATTAT.OG 24 0.047
25 ATTAT.OG 25 0.0=9
26 APTAT.QG 26 0.045
27 ATTAT.OG 27 0.0=8
28 ANAT.OG 28 0.047
29 ATTAT.OG 29 0039
30 ATTAT.OG 30 0.047
41 APNAT.OG 31 0.038
32 ATTAT.OG 32 0.046

Back
Point

The physical point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.
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Point Status

An H or L will appear in the Point Status column when the point's input is outside the
range of the configured point as follows:

Input Range H L
+5VDC/+1TmA >+5.0 VDC <-5.0 VDC
0-5VDC/0-1mA >+5.0 VDC <0.0VDC
1-5VDC/4-20mA >+5.0 VDC <+1.0 VDC

See section 3.2

Point Value

The engineering unit value based on the Min and Max scaling assigned during
Configuration

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you
which page (of a total number of pages) you are on. Go to a specific page by typing
in the page number, then click the Go button. Click Next>> to go to the next 16
points, if applicable. Click the Back button to go back to the Data Display screen.
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3.5 STS Data Display

From the Data Display screen, click the STS button to go to the Hardware Status
Display. This display shows only inputs from the baseboard and XTs, not including the
SOE status points. The SOE status points have their own display. In addition to
showing the point number and name assigned during Configuration, this display
shows both a text message (OPEN/CLOSED) and a green dot for OPEN and a red dot

for CLOSED.
Figure 3-8 Hardware Status Display
Hardware Status Display
=<Prev Pagez of6  GoTo|  Go| MNext=>
ﬂ
DI FWT 22 Lo SED

1 8 DI PNT 23 CLOSED e
19 DI PWT 24 CLOZED e
20 DI PNT 25 CLOSED e
21 DI PHT 26 CLOSED e
22 DI FWT 27 CLOSED e
23 DI PNT 28 CLOSED e
24 DI PWT 29 CLOSED e
25 DI FWT 30 CLOSED =
26 DI PNT 31 CLOSED e
2F DI PWT =2 CLOZED e
28 DI PNT 33 CLOSED e
29 DI PHT 34 CLOSED e
30 DI FWT 35 CLOSED e
31 DI PNT 36 CLOSED e
£ DI PWT =7 CLOSED e

Back

Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point State
This will be either CLOSED or OPENED.
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Displays a green dot for OPEN and a red dot for CLOSED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you
which page (of a total number of pages) you are on. Go to a specific page by typing
in the page number, then click the Go button. Click Next>> to go to the next 16
points, if applicable. Click the Back button to go back to the Data Display screen.

3.6 ACC Data Display
From the Data Display screen, click the ACC button to go to the Hardware
Accumulator Display. This screen shows Digital Inputs used as accumulators: Each
accumulator register has a 32-bit unsigned field. The maximum value is 4,294,967,295.
The next count will force a rollover to zero. Up to 32 bits are returned to the MTU
depending on the protocol being used.
Figure 3-9 Hardware Accumulator Display
Hardware Accumulator Display
<<Prev Page2 of 3 Go To I_ El Mezt==

17 DI PHT 45 a

15 DI PHT 4é& ]

19 DI PIT 47 a

20 DI PHT 41 0

21 DI PWT 4% a

22 DI PWT 50 a

23 DI PHT 51 0

24 DI PWT 52 a

25 DI PHT 53 0

26 DI PWHT o4 a

27 DI PWT 55 a

28 DI PHT & ]

29 DI PNT 57 a

30 DI PHT 58 a

a1 DI PHT o8 ]

32 DI PIT &0 a

Back
Point
The point number.
SAGE1-SFT-00001 Baseline Document Version 1.1
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Point Name

The point name assigned (or the default name accepted) during Configuration.

Count
The maximum value is 4,294,967,295. The next count will force a rollover to zero.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you
which page (of a total number of pages) you are on. Go to a specific page by typing
in the page number, then click the Go button. Click Next>> to go to the next 16
points, if applicable. Click the Back button to go back to the Data Display screen.

3.7 Control Data Display

There is no Data Display for Control.

3.8 SF Bus Data Display

From the Data Display screen, click the SF Bus. The Special Function Bus Data Display
allows you to break out all the data from the Special Function Bus by type of card,
then type of point. Two examples are given below: 1MSSOE and ACI.

Figure 3-10 Special Function Bus Data Display
Special Function Bus Data Display

Card Location| CardType |  CardName | Display XT Data

Select 1 TMS50E TMS50E on BUS 1 Display
Select 2 A ACIon BUS 2 Display
select 3 MOME MOME on BUS 3 -
Select 4 MOME MOME on BUS 4 -
Select 5 MOME - -
Select B MOME - -
select 7 MOME - -
Select 8 MOMNE - -

Card Location

Displays the physical position of the XT types cabled to the SFB.

Card Type
Displays the type of XT SFB card for each position.

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



Chapter 3 - Data Display

config@WEB Software Users Guide

3-15

3.8.1

Card Name

Displays the name of the XT SFB card for each position.

Display XT Data

Click on Display to break out the individual display data for each type of card

connected to the SFB, as shown in the following sections.

Navigation

Click the Back button to go back to the Data Display screen.

1MSSOE Data Display

From the Special Function Bus Data Display screen, click Display (on a 1TMSSOE card) to

display the current states of each of the TMSSOE points.

pant | pomtome o saus|pan e -

Figure 3-11 1MSSOE Display

1MSSOE Display

Fagel of @

GoTo

Next=:=

1 Cormm Status CLOSED .
2 MS50E_PMT1 F OPEN .
3 MSSOE_PNT2 F OPEN .
4 MSS0E_PHT3 F OPEN .
3 MSS0E_PMNT4 F OPEN .
o MSS0E_PHTS F OPEN -
7 MSS50E_PHNTE F OPENM .
8 MSSOE_PNT? F OPEN .
9 MSS0E_PHNTE F OPEN .
10 MSSOE_PHTS F OPEN .
11 MSSOE_PNT10 F OPEN -
12 MSS0E_PNT11 F OPENM .
13 MSS0OE_PNT12 F OPEN .
14 MSSOE_PNT13 F OPEN .
15 MSS0E_PNT14 F OPEN .
16 MSSOE_PNT1S F OPEN .

| Back

Note: Point 1 is a Comm Status point that shows the health for the SOE channel.
When the Point State is Closed, it means the SOE channel is not communicating.

When it is Open, the channel is communicating.

Point

The physical point number.
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Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status
See section 3.2

Point State
This will be either CLOSED or OPEN.

Displays a green dot for OPEN and a red dot for CLOSED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you
which page (of a total number of pages) you are on. Go to a specific page by typing
in the page number, then click the Go button. Click Next>> to go to the next 16
points, if applicable. Click the Back button to go back to the Special Function Bus
Data Display screen.

3.8.2 ACI Data Display

From the Special Function Bus Data Display screen, click Display (on a ACl card) to
display the Display Selection box. Display Selection will pop up, which allows you to
choose Analogs, Status, or Accumulators.

Figure 3-12 Special Function Bus Data Display
Special Function Bus Data Display

Card Location| Card Type m Display XT Data

Select 1 1MSS0E 1MSS0E on BUS 1 Display
Select 2 ACI ACI on BUS 2 Display

Select 3 NORNE NONE on BUS 3 -

Select 4 NONE NOMNE on BUS 4 _
Select 5 NOME _ _ » £nalogs
Select 6 NONE = = : ﬁulaturs
Select 7 NORNE ; _ e —
Select NONE _ _

Card Location

The location of the card with a maximum of 8 positions.

Card Type
The type of card: 1MSSOE, ACI, or DO.
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Card Name

The name of the card. The name is fixed for ImsSOE and DO, but the name may be
changed in Configuration for the ACI cards.

Display XT Data

Click on the Display legend to display card points. In the case of ACI, there are three
types of points as shown above.

Navigation

Click Display legend to see points. Click the Back button to go back to the Data
Display screen.

3.8.2.1 ACI Analog Data Display

From the Special Function Bus Data Display screen, click Display (on a ACl card) to
display the Display Selection Box. Click Analogs on the Display Selection.

The ACI Analog Display shows all the AC analogs with the name you assigned (or
accepted as default) during ACI Configuration. The point values will be based on the
values you assigned (or accepted as default) during ACI Configuration.

Figure 3-13 ACI Analog Display

ACIT Analog Display
Card#:01 Card Name : ACI on BUS 1
Pagel of 1 Go To
Point | PointName ____[Point Status [Point Value |
1 Watts Phase A 0.000
2 Watts Phase B 0.000
3 Watts Phase C 0.000
4 Watts Total 0.000
5 VAR Phase A 0.000
6 VAR Phase B 0.000
7 VAR Phase C 0.000
8 VAR Total 0.000
0 VA Phase A 0.000
10 WA Phase B 0.000
11 WA Phasze C 0.000
12 VA Total 0.000
13 Fault Distance -1.000
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Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status
See section 3.2

Point Value

Displays the point value in engineering units.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you
which page (of a total number of pages) you are on. Go to a specific page by typing
in the page number, then click the Go button. Click Next>> to go to the next 16
points, if applicable. Click the Back button to go back to the Special Function Bus
Data Display screen.

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



Chapter 3 - Data Display config@WEB Software Users Guide 3-19

3.8.2.2 ACI Status Data Display

From the Special Function Bus Data Display screen, click Display (on the ACI row) to
display the Display Selection Box. Click Status on the Display Selection.

The ACI Status Display shows all the AC status values with the name you assigned (or
accepted as default) during ACI Configuration.

Figure 3-14 ACI Status Display
ACT Status Display

Card # ;2 Card Mame ; ACT on BTS2
Pagel of1  GoTo

Point | ______Point Name ____|Point Status| e |

1 Commim Status CLOZED e
2 Fault Phaze & DFER .
3 Fanlt Phase B OFER .
4 Fault Phaze OPEN -
5 Fault Meutral OPER .

Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point State

This will be either CLOSED or OPEN. Please note that the Fault status points will not
change state during a fault. They are used as database place holders to get the
information back to a protocol.
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Displays a green dot for OPEN and a red dot for CLOSED.

Navigation

Page n of ntells you which page (of a total number of pages) you are on. Goto a
specific page by typing in the page number, then click the Go button. Click the Back
button to go back to the Special Function Bus Data Display screen.

3.8.2.3 ACI Accumulator Data Display

From the Special Function Bus Data Display screen, click Display (on the ACI row) to
display the Display Selection Box. Click Accumulators on the Display Selection.

The ACI Accumulator Display shows all the AC accumulator values with the name you
assigned (or accepted as default) during ACl Configuration. Each accumulator register
has a 32-bit unsigned field. The maximum value is 4,294,967,295. The next count will
force a rollover to zero. Up to 32 bits are returned to the MTU depending on the
protocol being used.

Figure 3-15 ACI Accumulator Display
ACT Accumulator Display

Card # 2 Zard MName : ACT on BUS 2
Page of Go To
(Point|  PointName |  Count |
1 +WH FPhaze A 0
2 -WH Phase A ]
3 +VAEH FPhase & 0
4 -WARH Phasze & 0
5 +WH Phase B 0
& -WH Phaze B 0
7 +VVAREH Phasze B ]
8 -VAEH Phaze B ]
9 +WH FPhase C 0
10 -WH Phase © ]
11 +VAEH FPhase 0
12 -WARH Phase 0
13 +WH Total ]
14 WH Total ]
15 +VARH Total ]
16 -WAERH Total 0
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Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Count

The maximum value is 4,294,967,295. The next count will force a rollover to zero.

Navigation

Page n of ntells you which page (of a total number of pages) you are on. Goto a
specific page by typing in the page number, then click the Go button. Click the Back
button to go back to the Data Display screen.

3.9 Analog Outputs Data Display
From the Data Display screen, click Analog Outputs to view the analog outputs.
Figure 3-16 Analog Outputs (AO) Display
Analog Outputs (A0) Display

Pagel of 1 GoTo|  Go
1 ANATOG 1 0.000
2 ATJATOG 2 1.000
3 ANATOG 3 1.000
4 ATTAT.OG 4 1.000
3 ATTATOG S 1.000
6 ANATOGE 1.000
7 ATTATOGT 1.000
8 ANATOG S 1.000
9 ATJATOG 9 1.000
10 ATATOG 10 1.000
11 ANATOG 11 1.000
12 AMATOG 12 1.000

Back
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Point

The physical point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status
See section 3.2

Point Value

The engineering unit value based on the EGU Min and EGU Max scaling assigned
during Configuration

Navigation

Page n of ntells you which page (of a total number of pages) you are on. Go to a
specific page by typing in the page number, then click the Go button. Click the Back
button to go back to the Data Display screen.

3.10 HSPCI Data Display

HSPCl is not supported.

Figure 3-17 HSPCI Message

Microsoft Internet Explorer, E|

L E Feature Mot supported by this RTU
L

3.11 Alarm Data Display

When you click on Alarms, you will get a screen similar to the screen below.

Figure 3-18 Alarms Display

Alarms Display
For | e e Lo one ot tais ot stae o st e
Hardhware DI DI_PMNT_7 COPEN L] OPEN L]
2 Hardware DI DI_PMT_11 OFEM L] OFEMN L]
Back
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Point

The physical point number of the alarm.

Device Name

The name of the device from which the status point originates.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status
See Section 3.2

Point State
This is the input to the Alarm. This will be either CLOSE or OPEN.

o
Displays a green dot for OPEN and a red dot for CLOSED.

Alarm State
This is the output of the Alarm. This will be either CLOSE or OPEN.

o
Displays a green dot for OPEN and a red dot for CLOSED.

Navigation
Click Back to return to the previous screen.
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3.12 Serial Comm Data Display

From the Data Display screen, click the Serial Comm button to display the
communications port data. This screen shows communications counters and port data
for each port.

Figure 3-19 Display Communication Port Data

Display Communication Port Data

Port Comm Display

Fort #1 Series ' to Master Series ¥ [mew] [ Port Data ]
Port#2 K K Port 2 DMPM |view | | Port Data |
Port#3 K K Port 3 Series v |view | | Port Data |
Fort3#4 K K Fort 4 Mong
Port#5 K K Fort5 Mone
Fort 36 K K Port B Mone
Fort3#7 K K Port 7 Mone
Fort3a K K Fort & Mone
Fort 34 K K Fort 4 Mone
Fort#10 K K Fort 10 Mong
Port#11 K K Port 11 Mone
FPort#12 K K Fort12 Mone

Port Number

The physical port number.

RTS and DTR
Request To Send and Data Terminal Ready.

"K" represents Keyed (Radio/Modem).

The RTU firmware asserts/deasserts the signal according to the protocol timing
configuration. See Figure 3-20. Typically used as a Radio/Modem key output
(Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive
RS232 voltage except when the 285230 (Communications Controller chip)
channel driving the output is being reset. While the reset is occurring, the
output will drop to the negative R5232 voltage. When the reset is complete,
the output will rise to the Positive RS232 Voltage. This setting can be used to
power RS232 to RS485 converters, RS232 to Fiber Optic converters, or any
other device requiring the Positive RS232 Voltage.
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"L" represents Negative RS$232 Voltage.

The output will be driven to the negative R5232 voltage at powerup and
always be the negative R5232 voltage.

Figure 3-20 Communications Timing Diagram
—» qu RTU Processing Time

Rx Data | ‘ l l

Tx Data

Modem Turnoff Timer

|

|

|

|

|

i

CTS Delay Timer i
|

|

|

|

!

RTS pin i
|

CTS pin

DTR pin

Name

The port name assigned (or the default name accepted) during Configuration.

Protocol

The protocol assigned to the port. If no protocol is assigned, the legend will be NONE.

Comm Counters

Click the View button to see the communications counters for the port of interest.

Display Port Data

Click the Port Data button to see port data.

Navigation
Click the Back button to go back to the Data Display screen.
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3.12.1 Internal COMM Status Points

A COMM Status point is automatically generated for any active port. Shown below is
an example for DNPM.

Figure 3-21 DNPM COMM Status Point

DNPM Status Inputs Display

Port #: 2 Faort Mame : Port 2
IEC #: 1 IED MWarme : DMPM_IED 1

Pagel ofl Go To
=1 = [ B

=1 COMM_STS CLOSED

1] I[ED_STS 0O F OPEM .
1 I[ED_STS 1 F OPEM .
2 I[ED_STS 2 F COPEM .
3 IED_STS 3 F OPEM .
4 IED_STS 4 F OPEM .
3 I[ED_STS S F CPEN .
] I[ED_STS & F OPEM .
7 IED_STS 7 F OPEM .

Eack

COMM Status points will be open (green) when the comm. Channel or IED is
operational, and closed (red) when the comm. Channel or IED is failed.

3.12.2 Global Freeze Points

These apply only when the Global Freeze has been configured. See the Global Freeze
Configuration section in the Configuration chapter. Below is an example of the
Global Freeze Points displayed after they have been mapped to a Master.

DNPR Binary Inputs Display

Port#:3 Port Mame : Port 3
Fagel of1 GoTo
Assig Point
mmmu
RTU Internal Status FRM TIME SRC FAIL OPEM
| — Global Freeze Glbl Frz Lockout i OPEN .

Global Freeze Glbl Frz Event il OPEN .
RTU Internal Status TIME SRC FAIL 1 OPEN L
[ Back ]
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3.12.3 Comm Counters

3.12.3.1Series 5 Example

Click the View button under Comm Counters for S5R. The Communication Counters
Display screen is dynamic and will be continually updated. This screen is provided for
troubleshooting communications.

Figure 3-22 S5R Communication Counters Display

Series V Communication Counters Display
Port#:1 PortMame : Port 1

Messages Received
Messages Sent
RX Timeouts
B4 Timer Violations
IB Timer Violations
Questionable Requests
Security Errors
Parity Errors
Owverrun Errors
Framing Errors
Hardware DCD Errors
Hardware CTS Errors

1:-1:-::-:::::::::::-1:-1:-1:-1:-1:-I

e
HEED oo, owms wn e

Data Trap

Point Number

A logical point number for reference only.

Counter Name

The following counters are monitored:

Messages Received
This indicates the cumulative number of received messages since the last reset
or power-up.
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Messages Sent

This indicates the cumulative number of transmitted messages since the last
reset or power-up.

RX Timeouts

This indicates the cumulative number of times that no response was received
since the last reset or power-up. This count can be affected by the setting of
the Rx Timeout in configuration.

B4 Timer Violations

This indicates the cumulative number of B4 Timer violations. This count can be
affected by the setting of the B4 Time in configuration.

IB Timer Violations

This indicates the cumulative number of Interbyte timer violations since the
last reset or power-up. This count can be affected by the setting of the
Interbyte Time in configuration.

Questionable Requests

This indicates the cumulative number of questionable requests since the last
reset or power-up.

Security Errors

This indicates the cumulative number of security errors since the last reset or
power-up.

Parity Errors

This indicates the cumulative number of parity errors since the last reset or
power-up.

Overrun Errors

This indicates the cumulative number of overrun errors since the last reset or
power-up.

Framing Errors

This indicates the cumulative number of received bytes with framing errors
since the last reset or power-up. This can be affected by parity and MTO.

Hardware DCD Errors

This indicates the cumulative number of DCD errors since the last reset or
power-up.

Hardware CTS Errors

This indicates the cumulative number of CTS errors since the last reset or
power-up.
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Counts
The counts for each type of Counter.

Data Trap
When you click on Configure for Data Trap, you get the following display.

Figure 3-23 Data Trap Screen
Data Trap

Port’Socket: Port: 2

TX Bytes ] 4556
X Bytes 1]
State INACTIV

The Data Trap function is always in one of three states, “INACTIVE”, “COLLECTING"" or
"COMPLETE". Configure or Analyze will stop an active collection of data. Data collection can
be started and other GUI functions can be performed while the data is being collected.

INACTIVE,
8180| | COLLECTING, or
COMPLETE

Note 1: Only one instance of Data Trap can run at a time.

Note 2: The Data Trap function button appears under the Comm Counters Display for
every protocol.

Click on Configure, then select the port you want to analyze as shown below.

Figure 3-24 Data Trap Configuration

This field can be

from 1 KB to Data Trap Configuration X
1024 KB. The Port'Socket Port 2
defaultis8 KB Size(kB) |8

(Immediate Start 1___ [_start on Reset |

If you use the “Start on Reset” function, after the next reset of the RTU and for only that
reset, the Data Trap function will be started with this configuration before any
communications is initiated by the RTU. This will allow the user to capture startup sequences
(initialization opcodes, deadband downloads, etc).

The Stop function is used to cancel the current collection of data and to cancel a “Start on
Reset” request.

When you click Start, the state is updated to COLLECTING.

Data Trap will stay in the Collecting state until either of the Target values is reached or the
user manually stops the collection.
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Figure 3-25 Data Trap COLLECTING

Data Trap
PortfSocket: Port: 1
TX Bytes 8192 068
R Bytes 8190 1080
State Port: 1 COLLECTING

With the Configuration Target shown above, the results are as shown below.

Figure 3-26 Data Trap COMPLETE

Data Trap
Port’Socket: Port: 2
TX Bytes 8192 81492
X Bytes 8190 7055
State Port: 2 COMPLETE

Notice that the data gathering stage stops when either the TX or the RX hits the Target size,
or when you click on either Configure or Analyze.
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Click Analyze. If you have never executed a Data Trap analysis before, you will get blank
fields under Hex Data and ASCII Data as shown below. The reason why you don’t immediately
see the results is because the program does not do a real time presentation. The program
creates a file with a default name of dt_data.log.

Figure 3-27 Initial Data Trap Analysis Window

Data Trap Analysis
Hex Data Ascii Data
ol 1] 2| 2| 4] 5| 6] 7| 8] a[10]11]12]13]14]15]16]17] 0| 1] 2| 3| 4] 5] 6] 7| 8 alinjin[1i213[14)15]16]17|
Sttt Tirne: Byte Information Som
. LllLerr Search for a sequence of Hex or &SI
File: Info Tz Ii [m] Characters. Space Delimited.
Filename : |44t datal . -
|C:\dt_datalog Exror Search For: | Find
Download Search Hex ar 45011 |Hex =
Decimal
1B Time [ms]

To see the results of the analysis, click Download to get the following download window,
then click Save.

Note: You are responsible for keeping track of the port number and protocol that a
log file represents. You may want to name the file to keep track of this. Example:

Port4_SEL.log.
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Figure 3-28 Download Window

Select folder inwhich to save Data Trap file

Save jn: | ceo Local Disk [ j 5 ER-
= I 16819 Methil [CS3My Documents ~ bioat. ini
_J I8 wiriter [CIMetTemp [Z] caPTURE
Recent |CT)Eennie's Health |C)Program Files [Z] capPTURE
|3 Companion Software [Pty | COMFIG.
'?L' Config. Msi RECYCLER [£] dt_datat
ICIDELL CIRGE [Z] dt_data.l
Desktop =5 pocuments and Settings CIRLL 10,55
. |5IDST Update Swskem Yolume Information ] MaD0s.5
,J |S)Epson Projector Warranty [ Telvent INTDETEC
o] t |CIERSOMRES [ChTEMP = ntldr
S EIEEEL S [CoFLOADER 995 on Telvent-Oblnwys [T Terminal | pagefile, <
- |CLokus [ W INDOWS B L ko L
o MsOCache [T AUTOEXEC BT
tdy Computer < | 3
- File name: | j Save |
MuMetwork  Save as tvpe: *log -] %
Places
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The Data Trap Analysis window will return. Now click Open (you will get another window like
above, only it will be for Open). The Data Trap Analysis window will be similar to the one
below.

Figure 3-29 Data Trap Analysis Window
Data Trap Analysis

| 63[AB[FF[ 15[ 64] 14]C4] 05] 00[FE
| 06|3C| 03| 06/3C| 04| 06|3C| 01] 06
| 00| FE|FF|86/50|C2|CB] 01]3C| 02
E

[FF| 05|64/ 14[C4] 05| 00[FE|FF

|A8|C3|CB| 3C| 03| 06]3C| 04] 06/3C| 01] 06| 4B

TA[FF| 0] 64]14] I!EIIEI-E.HI!II- 06
| 06]3C| 04/ 06[3C| 01| 06[7A 5D |FF | IE]I!E-I!E

FE EI-E]IIEI!EI-IE

Start Time: FRI OCT 05 17:31:56 2007 Riielbianaten
Search

Direction Search for a sequence of Hex or ASCI
Time [ms] Characters. Space Delimited.

Filename : [
|E.'\dt_data1.|ﬂg — Framing SealchFDr:| Find
Overnmun

Downiload Open Parity Search Hew or 4501 | Hes :l'
Drecimal
1B Time [mz]

File Infa

Hex data bytes are on the left, ASCIlI data bytes are on the right. Each block is a byte of data.

When you click in a block, the selected block will turn to a blue background, which simply
means it’s been selected. White text with black background () means the block is part of

a Receive string. Black text with white background () means the block is part of a
Transmit string.

Further information about each byte may be found under the heading Byte Information.
Here you will see (once again) if the block is Transmit or Receive, the Time in milliseconds
from the beginning of the sample, and the error codes, as follows:

Framing
Overrun
Parity

Further, the blocks (bytes) that represent errors will be in red (Illl) against a black
background.

The Decimal field reveals the decimal equivalent of the Hex/ASCII byte. IB Time is the
Interbyte time before each byte.
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On the right-hand side of the window, you may search for a particular byte pattern in either
Hex of ASCII.

Note: By default, the program reads the dt_data.log file from your PC. If you want to
read, or save to, another named file, you must specify.

Navigation

Port # : ntells you which port you are on. Port Name : name tells you the name of
the port. Click the Back button to return to the previous screen.

3.12.3.2 2179 Example

Click the View button under Comm Counters for 2179. The Communication Counters
Display screen is dynamic and will be continually updated. This screen is provided for
troubleshooting communications.

Figure 3-30 2179 Communications Counters Display
2179 Communication Counters Display
Port #:2 Port Mame : Port 2

Attempts
Good Replies
Mo Replies
RX Timeouts
CRC Errors
Framing Errors
Owverruns
Parity Errors

l:ll:ll:ll:ll:ll:ll:ll:lI

foESTIE. Y R ORY R

Data Trap
I[ED Comm Counters
Reset Comm Counters
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Point Number

A logical point number for reference only.

Counter Name

The following counters are monitored:

Attempts

This indicates the cumulative number of transmitted messages since the last
reset or power-up.

Good Replies

This indicates the cumulative number of transmitted messages that received a
response since the last reset or power-up. This count can be affected by the Rx
timeout delay value selected.

No Replies

This indicates the cumulative number of transmitted messages that did not
receive a response since the last reset or power-up. This count can be affected
by the Rx timeout delay value selected.

RX Timeouts

This indicates the cumulative number of times that no response was received
since the last reset or power-up. This count can be affected by the setting of
the Rx Timeout in configuration.

CRC Errors

This indicates the cumulative number of received messages with CRC errors
since the last reset or power-up. This can be affected by parity and MTO.

Framing Errors

This indicates the cumulative number of framing errors since the last reset or
power-up. This can be affected by parity.

Overruns

This indicates the cumulative number of over-run errors since the last reset or
power-up.

Parity Errors

This indicates the cumulative number of parity errors since the last reset or
power-up.

Counts

The counts for each type of Counter.
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Data Trap
See Section 3.12.3.1

IED Comm Counters
Click this button to see individual comm. counters for each IED as shown below.

2179 IED Comm Counters Display

Port #: 2 Port Wame : Port 2
Messages Valid [
ERA Sent Replies
1 2179 IED 1 ] ] ] ] ] ] ] ]
z2 2179 IED 2 ] ] ] ] ] ] ] ]

Diohe

IED #
The number of the IED

IED Name
The name of the IED

Messages Sent

Messages sent to this IED since the last reset or since the last time the counters
were cleared.

Valid Replies

Valid messages received from this IED since the last reset or since the last time
the counters were cleared.

No Replies

The number of no replies from this IED since the last reset or since the last time
the counters were cleared.

Timeouts

The number of timeouts from this IED since the last reset or since the last time
the counters were cleared.

Security Errors

The number of security errors from this IED since the last reset or since the last
time the counters were cleared.

Framing Errors

The number of framing errors from this IED since the last reset or since the last
time the counters were cleared.
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Overrun Errors

The number of overrun errors from this IED since the last reset or since the last
time the counters were cleared.

Parity Errors

The number of parity errors from this IED since the last reset or since the last
time the counters were cleared.

Reset Comm Counters

Click this button to reset all comm. counters.

Navigation

Port # : ntells you which port you are on. Port Name : name tells you the name of

the port. Click the Back button to return to the previous screen.

3.12.4 Display Port Data, Series 5 Example

From the Display Communication Port Data screen, click on Port Data for the S5R. You
will get the screen shown in Figure 3-31.

Figure 3-31 S5R Communication Display

55R Communication Display

Port # .1

. Type | Number |
Arialogs Inputs 200
Status Inputs 200
Accurnulators 200
Diigital COutputs® ]

&nalog Outputs ]

Binary Outputs™® 128

Port Mame  Port 1

ey
iy

g

Wiy

Type

g I

The type of point.

Number

The quantity of each data type as configured in the RTU.

View

The View button allows you to view the current point values.
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Navigation

Port # : ntells you which port you are looking at. Port Name : name tells you the
name you assigned during configuration (or the default name). Click the Back button
to go back to the Data Display screen.

3.12.4.1 Analogs Inputs, Series 5 Example

From the S5R Communication Display screen, click on View for Analog Inputs.

Figure 3-32 Port Data

S5R Communication Display

Port # ;2 Port Mame : Port 3
. Type | Number [  View |
Analogs Inputs 200 Wi |
Status Inputs 200 (=i |
Accumulators o3 WiEn |
Digital Outputs™® 0

Analog Outputs 1] Wiy |
Birary Outputs™® 05

Back |

The inputs are shown in Figure 3-33.

Figure 3-33 Analog Inputs (Al) Display

S5R Analog Inputs Display
Fort#:4 Fort Mame : Port_4

Pagel af 1 GoTo|  Gof

0 Hardware Analogs AMALOG 1 7 2,031 1172
1 Hardware Analogs AMALOG 2 7 0.000 0
2 Hardware Analogs AMNALDG 3 7 0.000 0
3 Hardware Analogs AMALDG 4 7 0,000 0
4 Hardware Analogs AMALOG 5 7 0,000 0
5 Hardware Analogs AMALOG & 7 0.000 0
& Hardware Analogs AMALOG F 7 0.000 0
7 Hardware Analogs AMALDG 3 7 0,000 0
=] PoleCat 1 IED_AMNALOG O r 0,000 ]
=] PoleCat 1 IED_AMALCG 1 7 5,213 104
10 PoleCat 1 IED_AMNALOG 2 7 -5.203 -104
11 PoleCat 1 IED_AMNALOG 2 7 -6,250 -125
12 PoleCat 1 IED_AMNALOG 4 r 6,250 -123
13 PoleCat 1 IED_AMALCIG S 7 6,250 -125
14 PoleCat 1 IED_AMALCIG & r -6.250 -125
15 PoleCat 1 IED_ANALOG 7 I -6,250 -125
Back
Point

The protocol point number the value is being returned as.
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Device Name

The device from which the point originates.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Deadband

The deadband, which may be downloaded from the Master Station, is used to
determine the analog counts that must change from the last reported counts before
the point is marked to be reported. Exceptions are reported to the Master Station on
the next valid scan for this point. At reset, all deadbands are assigned a value of 7.

Point Status
See Section 3.2.

An H or L will appear in the Point Status column when the point's input is outside the
range of the configured point as follows:

Input Range H L
+5VDC/+TmA >+5.0 VDC <-5.0 VDC
0-5VDC/0-1mA >+5.0 VDC < 0.0 vDC
1-5VDC/4-20mA >+5.0 VDC <+1.0 VDC

Point Value

The engineering unit value based on the Min and Max scale factors assigned during
Configuration.

Point Counts

The counts to be returned to the Master Station based on the current configuration of
the point.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port #: ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.
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3.12.4.2 Status Inputs, Series 5 Example

Click Status on the Port Data Display to display the Series 5 Status inputs. The display
is continually updated to show the present input state.

Figure 3-34 Status Display

53R Status Inputs Display
Port #: 3 Port Mame : Port 3

Pagel of 13 Go To I Gu:nl Ments =

bont|  Devcotame | pomtNeme __[pomtsttus| pomt state |+

] Harchware DI DI_PMT_1 CLOSE L]
1 Hardware DI DI PMNT_2 ZIPEM L
2 Hardwate DI DI_PMHT_3 OPEMN -
3 Hardwate DI DI_PMNT_4 CPEM L
4 Hardware DI DI PNT_S ZIPEM L
5 Hardwate DI DI_PMT_& OPEMN -
a} Hardwate DI DI_PMNT_7 CPEM L
7 Hardware DI DI_PHT_ 8 JPEM L]
g Hardwate DI DI_PHT_9 OPEMN -
9 Hardwate DI DI_PHT_10 CPEM L
10 Hardwvare DI DI_PNT_11 OPEN .
11 Hardware DI DI_PNT_12 CPEN .
12 Hardwvare DI DI_PNT_13 OPEN .
13 Hardwvare DI DI_PNT_14 OPEN .
14 Hardware DI DI_PMT_15 CPEN .
15 Hardwvare DI DI_PNT_16 OPEN .
Back

Point

The protocol point number the state is being returned as.

Device Name

The name of the device from which the status point originates.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status

See section 3.2

Point State

This will be either CLOSE or OPEN.
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Displays a green dot for OPEN and a red dot for CLOSED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port # : ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.

3.12.4.3 Accumulators Inputs, Series 5 Example

Click Accumulators on the Port Data Display to display the Series 5 Accumulator

inputs.
Figure 3-35 Accumulator Display
Series V(M) Accumulator Inputs Display
Port # : 4 FPort Mame : Port 4
IED #:1 IED Mame : 5SWVM_IED_1
Pagel of 3 Eoio Mext==
I -
] IED_ACC O F 0
1 IED_ACC 1 F 0
2 IED_ACC 2 F 0
3 IED_ACC 3 F 0
5 IED_ACC 4 F 0
] IED_ACC 5 F 0
i) IED_ACC B F 0
7 IED_ACC 7 F 0
8 IED_ACCS F 0
2 IED_ACC9 F 0
10 IED_ACC 10 F 0
11 IED_ACC 11 F 0
12 IED_ACC 12 F 0
13 IED_ACC 13 F 0
14 IED_ACC 14 F 0
15 IED_ACC 15 F 1]
Back
Point
The protocol point number the value is being returned as.
Point Name
The point name assigned (or the default name accepted) during Configuration.
SAGE1-SFT-00001 Baseline Document Version 1.1

Proprietary and Confidential to Telvent



3-42

config@WEB Software Users Guide Chapter 3 — Data Display

Point Status

See section 3.2

Count

The count of the accumulator at the time the Master asks for a freeze.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port #: ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.

3.12.4.3. Digital Outputs, Series 5 Example

Click Analog Outputs on the Port Data Display to display the Series 5 analog outputs.

Figure 3-36 Digital Outputs Display
Series V Digital Outputs Display

Port#:5 Port Mame : Port 5
Pagel of 1 Enin
Pl oowedame | Pomdame | pomsous | Pomisere | o]
i ISaGRAF_IF RLL DO O U OPEN .
1 ISaGRAF_IF RLL_DO 1 U OPEN .
2 1SaGRAF_IF RLL_DO 2 L OPEN L
3 ISaGRAF_IF RLL_DO 3 U OPEN .
Back
Point
The protocol point number as it is written from the MTU.
Device Name
The name of the device from which the point originates.
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Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status

See section 3.2

Point State

This will be either CLOSE or OPEN.

Displays a green dot for OPEN and a red dot for CLOSED.

3.12.4.4 Analog Outputs, Series 5 Example

Click Analog Outputs on the Port Data Display to display the Series 5 analog outputs.

Figure 3-37 Analog Outputs Display

S5R Analog Qutputs Display
Port # .9 Part Mame : PortS

Pagel of 2 Go To I— El

Mexts =

] Base Board AQ AlA OUT 1 -10.000 ]
1 Base Board AQ AlA_OUT 2 -5.000 ]
2 Base Board AQ AlA_OUT 3 -5.000 ]
3 Base Board &0 AlA_OUT 4 -5.000 ]
4 Base Board AQ AlA_COUT 5 -5.000 ]
] Base Board AQ ARA_OUT 5 -5.000 ]
] Base Board AQ AlA_OUT 7 -5.000 ]
7 Base Board &0 AlA_OUT 8 -5.000 ]
=] Base Board AQ AlA_COUT O F -5.000 ]
=] Base Board AQ AMA_QUT 10 F -5.000 ]
10 Base Board AQ AMA_QUT 11 F -5.000 ]
11 Base Board &0 AMA_CQUT 12 F -5.000 ]
12 Mo Device Spare 0,000 u]
13 Mo Device: Spare 0.000 a]
14 Mo Device Spare 0.000 ]
15 Mo Device Spare 0.000 a]
Back
Point

The protocol point number as it is written from the MTU.

Device Name

The name of the device from which the point originates.

Point Name

The point name assigned (or the default name accepted) during Configuration.
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Point Status
See section 3.2

Point Value

The engineering unit value based on the EGU Min and EGU Max scaling assigned
during Configuration

Point Counts

The last raw count value sent from the RTU.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port #: ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.

3.12.4.5Binary Outputs, Series 5 Example

The current state of Binary Outputs are not viewable.
3.12.5 2179 Example

3.12.5.1Pulse Accumulators, 2179 Example

From the 2179 IED Display screen, click on View for Pulse Accumulators. The panel as
shown in Figure 3-38 will appear. From this panel, you make the selection of what
data type to display.

Figure 3-38 Port Data
2179 IED Display

Part #: 5 Part Mame : Port 5
IED # : 1 IED Mame : 2179 _1ED_1
Pulse Accurmulators Wfiem

Two Bit Status iy

Sirnple Status Wi

HHHH

Analog Inputs Wiy
Comtrol Cutputs

Back |
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Click View on the Pulse Accumulator row to Display the Accumulator Inputs. The
inputs are shown in Figure 3-39.

Figure 3-39 2179 Accumulator Inputs Display
2179 Accumulator Inputs Display

Port #: 5 Port Mame : Port 5
IED #: 1 IED Mame : 2179 1ED 1
Pagel of 1 Go To I EI

]
40 IED_ACC_40 171
41 IED_ACC_41 171
42 IED_ACC_42 171
43 IED_ACC_43 41
44 IED_ACC_44 24
45 IED_ACC_45 24
45 IED_ACC_d6 107
47 IED_ACC_47 0
48 IED_ACC_48 0
42 IED_ACC_49 0
44, IED_ACC_44 0
4E IED_ACC_4E 0
4C IED_ACC_4C 0
40 IED_ACC_4D 0
4E IED_ACC_4E 0
4F IED_ACC_4F 40

Back |

Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Count

The counts coming from the IED based on the current configuration of the point.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port #: ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.
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3.12.5.2Two Bit Status, 2179 Example

Click View on the Two Bit Status row on the Port Data Display to display the 2179 two
bit status inputs. The display is continually updated to show the present input state.

Figure 3-40 2179 Two Bit Status Display
2179 Two Bit Status Inputs Display

Port # 5 Port Mame : Port 5
IEC #:1 [EC Marne : 2179_IED_1
Pagel of 1 Ga Tao I_ El

_Point | Point Name ______|Point Status | Point State | « |
0-0 IEC_MCD_00-0 CLOSED .
0-1 IEC_MCD_00-1 CLOSED L
0-2 [EC_MCD_00-2 CLOSED .
0-3 IEC_MCD_00-3 CPEM L
0-4 IEC_MCD_00-4 CPEM L
0-5 [EC_MCD_00-5 CPEM .
0-5 IEC_MCD_00-5 CPEM L
0-7 [EC_MCD_00-7 CPEM .
1-0 IEC_MCD_01-0 CLOSED L
1-1 [EC_MCD_01-1 CLOSED L
1-2 [EC_MCD_01-2 CLOSED .
1-3 IEC_MCD_01-3 CPEM L
1-4 IEC_MCD_01-4 CPEM L
1-5 [EC_MCD_01-5 CPEM .
1-5 IEC_MCD_01-6 CPEM L
1-7 [EC_MCD_01-7 CPEM .

Point

The point number of the change bit.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status
See section 3.2

Point State
This is the state of the status bit. This will be either CLOSED or OPEN.

Displays a green dot for OPEN and a red dot for CLOSED.
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Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port # : ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.

3.12.5.3Simple Status, 2179 Example

Click View on the Simple Status row on the Port Data Display to display the 2179
Simple Status inputs. The display is continually updated to show the present input

state.
Figure 3-41 2179 Simple Status Display
2179 simple Status Inputs Display
Port # 5 Port Marme : Port 5
IED #: 1 IED Mame : 2179 _TED_1
Pagel of 1 3o To I_ El

_Point | PointName _____|Point Status | Point State | « |
-1 COmMM_STS OPEM .
20-0 [ED_STS_30-0 CLOSED .
a0-1 [ED_STS_30-1 CLOSED -
a0-2 [ED_STS_30-2 CLOSED .
30-3 [ED_STS_30-3 OPEM .
20-4 [ED_STS_30-4 OPEM .
30-5 [ED_STS_30-5 OPEM .
20-6 [ED_STS_20-6 COPEM .
20-7 [ED_STS_30-7F OPEM .
30-8 [ED_STS_30-8 CLOSED .
20-9 [ED_STS_30-9 CLOSED -
30-10 IED_STS_30-10 CLOSED .
a0-11 IED_STS_30-11 OPEM .
a0-12 IED_STS_30-12 OPEM .
30-13 IED_STS_30-13 OPEM .
20-14 IED_STS_20-14 COPEM .

Point
The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.
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Point Status

See section 3.

Point State

2

This will be either CLOSED or OPEN.

Displays a green dot for OPEN and a red dot for CLOSED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port # : ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click

the Back button to go back to the Data Display screen.

3.12.5.4 Analog Inputs, 2179 Example

Click View on the Analog Inputs row on the Port Data Display to display the 2179
analog inputs.

Poart #: 5
IEC #: 1

Figure 3-42 2179 Analog Inputs Display

2179 Analog Inputs Display

Pagel of 1

GDTul_El

Paort Mame ; Port S
IED Mame : 2179_IED_1

Point Status | Point Yalue | Point Counts

IED AT EIEI Q0,002 29491
Bl IED AT 81 0,002 0
a2 IED AT 82 0,002 0
a3 IED AT 83 0,002 0
24 IED AT 34 0,002 0
25 IED_ AT 85 0,002 0
=] IED_AI 86 0,185 (&l
a7 IED_ AT 87 0,185 (&l
o IED_ AT 83 0,185 (&l
a9 IED_AT 89 20,586 6745
28, IED AT 88 .00z ]
b= la] IED_AT 8B 0.002 ]
aC IED_AT 8C 0,002 ]
ab IED_AI 80 -21.492 -7043
aE IED_AI 8BE 0,002 ]
aF IED_ATI 8F 0,002 ]

Point

The point number.
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Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status
See section 3.2

Point Value

The engineering unit value based on the EGU Min and EGU Max scaling assigned
during Configuration

Point Counts

The raw value being returned from the IED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Port #: ntells you
which port you are looking at. Page n of ntells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the
Go button. Port Name : name tells you the name you assigned during configuration
(or the default name). Click Next>> to go to the next 16 points, if applicable. Click
the Back button to go back to the Data Display screen.

3.12.5.5 Control Outputs, 2179 Example

The present state of Control Outputs is not viewable.

3.13 Ethernet Comm Data Display

Ethernet Comm will display whatever protocols have been activated for Ethernet. A
different protocol may be configured for each socket. Please see the config@WEB
Protocols manuals for protocol-over-Ethernet details.

Figure 3-43 Display Ethernet Communication Port Data
Display Communication Port Data

Socket Comm Display
el N 5 )

Socket # 1 Socket 1 DMPR [View| | Port Data |
Socket # 2 Socket 2 DNPM [view| | PortData |
Socket# 3 Socket 3 Mone
Socket# 4 Socket 4 Mone
Socket#5 Socket 5 Mone
Socket # 6 Socket 6 Mone
Socket#7 Socket 7 Mone
Socket#8 Socket 8 Mone
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3.14 GPS Data Display

Under Display Data tab, click GPS. The GPS Display should look similar to Figure 3-44 if

you have enabled the GPS as explained in the Configuration chapter.

Figure 3-44 GPS Display
GPS Display Data

RTU/GPS Time Sync Diaghostics

Curtent RTU Date/ Time

11/14/2002 22:14:21

Date/Time of last sync

11/14/2002 22:14:06

ETU Miliseconds at last sync 3693617
Seconds between syncs 15.000
Milliseconds since last Pulse o0z
GPS
Bntenna Connection Ok

Receiver StatLs

Doing position fixes

Satellites in use

ITH@mEZm>™ W

7 =] 11
SATELLITES

26 27 28 31 29

Back |

3.14.1 RTU/GPS Time Sync Diagnostics

Current RTU Date/Time

Current RTU Date and Time from the GPS. This is UTC (previously called GMT) time.

Date/Time of last sync

This value is the last time that the time was set using data from the GPS connected to

the RTU.

RTU Milliseconds at last sync

This is the value of the internal 1ms counter of the RTU when the time was last set

from the GPS receiver.

SAGE1-SFT-00001

Baseline

Proprietary and Confidential to Telvent

Document Version 1.1



Chapter 3 - Data Display config@WEB Software Users Guide 3-51

3.14.2

Seconds between syncs

This reflects the sync interval set up during configuration.

Milliseconds since last Pulse

This is the number of milliseconds since the last top-of-the-second Pulse from the GPS.

GPS Health

Antenna Connection

This line will reveal if the antenna is connected or not, or if there is another problem
with the antenna or lead. Compare Figure 3-44 to Figure 3-45. The possible messages
are

IIOKII
"Short or open"

Receiver Status

Reports the Receiver Status. Compare Figure 3-44 to Figure 3-45. The possible
messages are:

"Doing position fixes"
"No GPS time yet"

"Need initialization"
"PDOP too high"

"No satellites available"
"Only 1 satellite available"
"Only 2 satellites available
"Only 3 satellites available
"No satellites usable"
"Only 1 satellite usable"
"Only 2 satellites usable"
"Only 3 satellites usable"
"Unknown code"

Satellites in use

The GPS module tracks up to eight satellites, giving each satellite's I.D. number
(bottom, X axis) and relative signal strength (left side, Y axis). For best results (that is,
to track the most satellites with the highest possible signal strength), your GPS
antenna must have an unobstructed view of the sky. If buildings or trees block the
antenna, fewer satellites will be tracked at any given time. This could result in
intermittent loss of time sync.

Navigation

Click the Back button to go back to the Data Display screen.
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Figure 3-45 GPS Display With Antenna Disconnected
GPS Display Data

RTU/GPS Time
Curtent RTU Date/ Time

Sync Diagnostics
11142002 22:37:45

Date/Time of last sync

11/14/2002 22:37:13

Antenna Connection

ETU Miliseconds at last sync 5070614
Seconds between syncs 15.000
Milliseconds since last Pulse 19390
GPS

Short or open

Receiver StatLs

Mo usable satelites

Satellites in use

IHdm=m=o—wm
+

7 0 11

E [ MM

26 27 28 20 29

SATELLITES

3.15 RLL Data Display

Please see the following manual for further information:

config@WEB Relay Ladder Logic Manual, Part # $2200-AAA-00003

Back |

3.16 Applications Data Display

Please refer to the config@WEB Applications manual.
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3.17 Logs

3.17.1 SOE Log

The SOE Log Configuration determines the number of SOE Events stored in the RTU.
The SOE Log Display will display all events stored. In addition, as new events take
place, they will show up on the SOE Display as they are happening. Even as the Event
Log in the RTU rolls over according to the number configured (first in, first out), the
display will retain all events as long as the display is up on your computer. Therefore,

you may see many more events in the display than are Set in Configuration.

Figure 3-46 SOE Log Display

’ Sequence Of Events Log
Event Date/Timew Device Name Point Name State

1 07/2312007 07:38:22.5M RTU Internal Status COMFIG CHG 1 A

2 07/2312007 07:38:00.271 RTU Internal Status LOGGED IM 1

2! 07/2312007 06:58:54.001 RTU Internal Status FLL RUM 1

4 07/2312007 06:58:54.001 RTU Internal Status IED FAIL 1

k 07/2312007 06:58:54.000 RTU Internal Status TIME 2RC FAIL 0 1

G 07/2312007 06:58:54.000 RTU Internal Status FREM TIME SEC FAIL 0

r 07/2312007 06:23:04.044 RTU Internal Status LOGGED IM 1

2 0772002007 12:55:40.642 RTU Internal Status LOGGED IM 0

9 0772002007 12:53:59.327 RTU Internal Status LOGGED IM 1

10 0772002007 12:39:47.001 RTU Internal Status FLL RUM 1

11 072002007 12:39:47.001 RTU Internal Status IED FAIL 1

12 072002007 12:39:47.000 RTU Internal Status TIME SRC FAIL 0

13 072002007 12:39:47.000 RTU Internal Status FRM TIME SRC FAIL 0

14 072002007 12:36:25.500 DMPM_IED_1 Stadsg COMM_STS 1

15 072002007 12:15:51.063 RTU Internal Status LOGGED IM 0

16 072002007 11:41:28.894 RTU Internal Status LOGGED IM 1

17 072002007 11:18:56.217 RTU Internal Status ETHERMET LIMNK 1

13 072002007 11:17:58.860 DMPM_IED_1 Stadsg IED_STS 47 1

149 072002007 11:17:58.860 DMPM_IED_1 Stadsg IED_STS 46 1 hd
Downloa [Ba_ck]

The default SOE Log Display is sorted by Date/Time with the most recent at the top.
You may reverse this sorting by clicking on the Date/Time header, as shown by the
arrow above. You may also sort by Device Name, Point Name, or State, either in
ascending or descending order, by clicking on these headers.

In addition to the SOE Log Display shown above, the SOE Log may be saved as a file by

clicking on Download.
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You will be given the choice of opening the log, or saving the log as shown below.

File Download

Figure 3-47 File Download

Do you want to open or save this file?

Mame: soelog.kxt

Type: Text Document, 11.2KE

From: 172.18.150.51

Open Save Cancel |

J | | |

“While files from the Intermet can be uzeful, some files can potentially

|@ harm your cormputer. |f vou do nat st the source, do naot open or
E zave thiz file. What's the nsk?

3

If you save the file, you will get a dialog box as shown.

Save As

-

Recent

e

Desktop

9

by Documents

o

iy Computer

o

by M etwiork,

Save i | @ Desktop

Figure 3-48 Save As

'y My Computer
‘HM':.# Metwork Places
IC3IEPSON
I)FTP
|=yiGraphics Programs
BLDgs
[CIMTs
|-y 5horkcuts to Folders

I 5py Killers
ICUnused Icons

File narne: |$|:|e||:|g.t:-:t

Save as type: | Text Document
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When this file is opened, it will look as shown below.

P soelog. txt - Notepad

Eile Edt Format Wiew Help

Next8lot= G4 NextId= 684 sSleotl
<REC ID=" 801" DT="07/20/2007" TM="07:
<REC ID=" goz" pT="07/20/2007" THM="07:
<REC ID=" go03" DT="07/20/2007" TM="07:
<REC ID=" g04" DT="07/20/2007" TM="07:
<REC ID=" 805" DT="07/20/2007" TM="07:
<REC ID=" go0g" DT="07/20/2007" TM="07:
<REC ID=" go7" DT="07/20/2007" TM="07:
<REC ID=" 608" DT="07/20/2007" TM="07:
<REC ID=" 808" DT="07/20/2007" TM="07:
<REC ID=" g10" DT="07/20/2007" TM="08:
<REC ID=" g11" pr="07/20/2007" TM="08:
<REC ID=" g1z" DT="07/20/2007" TM="08:
<REC ID=" 813" DT="07/20/2007" TM="08:
<REC ID=" 814" DT="07/20/2007" TM="08:
<REC ID=" g1s" pr="07/20/2007" TM="08:
<REC ID=" 81ls" DT="07/20/2007" TM="08:
<REC ID=" §17" DT="07/20/2007" TM="08:
<REC ID=" 818" DT="07/20/2007" TM="08:
<REC ID=" g1a" pr="07/20/2007" TM="10:
<REC ID=" gz20" DT="07/20/2007" TM="11
<REC ID=" gz21" DT="07/20/2007" TM="11:
<REC ID=" 822" DT="07/20/2007" TM="11:
<REC ID=" g23" pr="07/20/2007" TM="11:
<REC ID=" gz4" DT="07/20/2007" TM="11
<REC ID=" 825" DT="07/20/2007" TM="11:
<REC ID=" 82" DT="07/20/2007" TM="11:
<REC ID=" g27" DT="07/20/2007" TM="11:
<REC ID=" gz2g" DT="07/20/2007" TM="11
<REC ID=" gza" DT="07/20/2007" TM="11:
<REC ID=" 830" DT="07/20/2007" TM="11:
<REC ID=" 831" DT="07/20/2007" TM="11:
<REC ID=" g3z" pr="07/20/2007" TM="11:
<REC ID=" 833" DT="07/20/2007" TM="11:
<REC ID=" 834" DT="07/20/2007" TM="11:
<REC ID=" 835" DT="07/20/2007" TM="11:

Id=

Figure 3-49 SOE log File

B01 NMesgs= 100 MaxSlots=
.001" VAL="1" PN="RLL RUN
.043"
. 108" VAL

"RLL RUN

"LOGGED IN
PN="CONFIG CHG

"PRM TIME ERC FAIL
"TIME SRC FAIL

001" vAL="1" PN="IED FAIL

oo1" vAL PN="RLL RUN

047" WAL COGGEED IH

0oo" wAL "ERM TIME SRC FAIL
000" WAL="0" PN="TIME SRC FAIL
ooo" vAL="1" PN="IED FAIL

"RLL RUN

"LOGGED IN

PN="PRM TIME SRC FAIL
PN="TIME SRC FAIL

VAL="0"
VAL="1" PN="IED FAIL

"RLL RUN

"COMM_STS
"IED_STE 0
"IED STS

100

N

Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal
Internal

="DNEM IED 1

= DNPM IED 1L

Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status
Status

Stadd
gtadh
gtadd
Sta4d¥d
Stadd

e
e
S
i
e
o
"
"o
e
"l
"l
"o
">
"
"l
"o
">
"l
"
e
">
"
"l
e i
"
"
"l
prd
"
"
s
"
"
"
s

N R R
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3.17.2 User Log

The User Log Configuration determines the number of User Events stored in the RTU.
The User Log Display will display all events stored. In addition, as new events take
place, they will show up on the User Log Display as they are happening. Even as the
Event Log in the RTU rolls over according to the number configured (first in, first out),
the display will retain all events as long as the display is up on your computer.
Therefore, you may see many more events in the display than are Set in Configuration.
In addition, the Date/Time, Events and Text headers may each be clicked on in order to
sort the data.

Figure 3-50 User Log Display

User Log
Line Date/Timev Event Text

1 062002007 04:34:15.115 Logged In User Admin, IP: 172.18.146.45
2 062002007 03:33:41.146 Logged Qut IP: 172.18.146.45

3 06/20/2007 02:58:49.949 Logged In User Admin, IP: 172.18.146.45
4 06/20/2007 02:48:48177 Reset RTU Reszet Type NORMAL
5 06/20/2007 02:48:30.522 Logged In User Admin, IP: 172.18.150.50
i 062002007 024544 059 Reset RTU Reset Type NORMAL
i 062002007 024353145 Logged In User Admin, IP: 172.18.150.50
a 062002007 02:37:20133 Reset RTU Reset Type NORMAL

9 062002007 02:37:01.467 Logged In User Admin, IP: 172.18.150.50
10 062002007 01:46:23.122 Reseat RTU Reset Type NORMAL
11 062002007 01:46:02.326 Logged In User Admin, IP: 172.18.146.72
12 06/20/2007 01:35:24.718 Reset RTU Reszet Type NORMAL
13 06/20/2007 01:35:10.002 Logged In User Admin, IP: 172.18.146.72
14 06/20/2007 01:22:45.148 Reset RTU Reszet Type NORMAL
15 062002007 01:22:03.375 Logged In User Admin, IP: 172.18.146.45

Download Back

In addition to the User Log Display shown above, the User Log may be saved as a file
by clicking on Download.
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You will be given the choice of opening the log, or saving the log as shown below.

Figure 3-51 File Download

File Download

Do you want to open or save this file?

Mame: userlog.log
= Type: Text Document, 24.3KE

From: 172.18.150.51

Open ][ Save ] | Cancel |

“While files from the Intermet can be uzeful, some files can potentially

|@ harm your cormputer. |f vou do nat st the source, do naot open or
E zave thiz file. What's the nsk?

If you save the file, you will get a dialog box as shown.

Figure 3-52 Save As

Save As @
Save ir: | (& Desktop e | o & -
- GM';; Dacuments
’_J d My Computer
Recent HM':.# Metwork, Places
IC3IEPSON
— ICIFTP
r —
|_ |=yiGraphics Programs
Desktop (Lags
[CIMTs
. |-y 5horkcuts to Folders
f I 5py Killers
o) |t
Unused Icons:
My Documents h,,,ﬂ&!i‘? ------- ek
iy Computer
. File narne: |user|u:ug.|u:ug W | Save l
by M etvwork, Save as lype: | Text Document w | Cancel ]
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When this file is opened, it will look as shown below.

Figure 3-53 User.log File
P userlog. log - Notepad E‘@@

File Edit Formst Wiew Help
NextSlot= 16 NextId= 16 Blctl Id= 1 NMsgs= 15 MaxSlots= 200 5
<REC ID=" 1" DT="0&/20/2007" .375" TYPE="Logged In " IHT="User: Admin, IP: 172.18.146.45 "=
<REC ID=" 2" DT="06/20/2007" . 148" TYPE="Reset " THT="RTU Reset: Type NORMALO "
<REC ID=" 3" pr="06/20/2007" .002" TYPE="Logged In " THT="User: Admin, IP: 172.18.146.72 "
<REC ID=" 4" pr="06/20/2007" .718" TYPE="Reset " TXT="RTIU Reset: Type NORMALO R
<REC ID=" 5" DT="06/20/2007" .326" TYPE="Logged In " OTHT="User: Admin, IP: 172.18.146.72 "
<REC ID=" 6" DT="06/20/2007" . 122" TYPE="Reset " TXT="RTU Reset: Type NORMALQO "
<REC ID=" 7" DT="06/20/2007" .487" TYPE="Logged In " THT="User: Admin, IP: 172.18.150.50 "
<REC ID=" 8" pr="06/20/20072" .133" TYPE="Reset " THT="RTU Reset: Type NORMALO R
<REC ID=" 8" pr="0a/20/2007" . 145" TYPE="Logged In " IHT="User: Admin, IP: 172.18.150.50 "
<REC ID=" 10" pr="0&/20/2007" . 059" TYPE="Reset " TKT="RTU Resst: Type NORMALO "
<REC ID=" 11" pT="06/20/2007" .522" TYPE="Logged In " IHT="User: Admin, IP: 172.18.150.50 "
<REC ID=" lz" DT="0&/20/2007" . 177" TYPE="Reset " TXT="RTU Reset: Type NORMALQO "
<REC ID=" 13" pT="0&/20/2007" . 949" TYPE="Logged In " THT="User: Admin, IP: 172.18.146.45 ">
<REC ID=" 14" pT="06/20/2007" . 146" TYPE="Logged Out T OIHT="IP: 172.18.1464.45 "
<REC ID=" 1514?T="D6f20/2007" . 115" TYPE="Logged In " IHT="User: Admin, IP: 172.18.146.45 "
\ v

A | A
Line Date Time Event Text
Number
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3.17.3 System Log

The System Log Display will display all events created by system tasks, informational
and system errors. In addition, as new events take place, they will show up on the
Sytem Log Display as they are happening.

Figure 3-54 System Log Display

System Log

D Date/Timey Task Function Message

8483 11/06/2011 04:00:46 dnpRouteUdp dnpRoute Mo repeated Ports, exiting task 4

8482 1110612011 04:00:46 Startup startup Time since |astrestart 431 days, 14 Hrs 23 Min 27 Secs

8431 1110612011 04:00:46 Startup starup RTU App starting at 11/06/2011 04:00:46

8480 1110612011 04:00:46 Startup m1_uif Systemn Log File detected at startup

8438 11/05/2011 231158 dnpRaouteUdp dnpRaute Mo repeated Ports, exiting task 1

8487 1110502011 231158 Startup inCrashiade WARNING: Restart time window(90 secs) violated 1 times (Max=3)

8486 110572011 23:11:59 Startup startup Time since last restart: 0 days, 1 Hrs 39 Min 20 Secs

8485 11/05/2011 231159 Startup startup RTU App starting at 11/05/2011 23:11:59

8434 111082011 Z3NME Startup m1_uif Systemn Log File detected at startup

8593 111512010 081723 CAL Missing Analog point number 1,10 -1

8552 111512010 08:17:23 CAL Missing Analog point number 0, 10 -1

8551 111512010 031702 dnpRouteUdp dnpRoute Mo repeated Ports, exiting task

8550 111512010 081702 Startup startup Time since last restart 0 days, 0 Hrs 31 Min 0 Secs

8549 111512010 08:17:02 Startup starup RTU App starting at 11/15/2010 08:17:02

8543 111512010 08:17:02 Startup m1_uif Systemn Log File detected at startup

Bo47 111502010 07:46:23 CAL Missing Analog point number 1,10 -1

8546 11152010 07:46:23 CAL Missing Analog point number 0, 10 -1

8545 11152010 (7:46:02 dnpRouteldp dnpRoute Mo repeated Ports, exiting task

8544 1115/2010 07.46:02 Startup startup Time since lastrestart 0 days, 0 Hrs 14 Min 22 Secs M
Download | [Eﬂ

3.17.4 Alarming
Please see the Alarming chapter in the Applications manual.
3.17.5 Annunciator
Please see the Annunciator chapter in the Applications manual.
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CHAPTER 4

Command Output

This chapter tells you how to Command Output devices on the RTU. Other chapters cover
Configuration, Data Display, Upload/Download, and Administration. See the appendices for
hardware User Interface connections. See Chapter 1 for Comm Port Configuration, Point
Mapping, and Scaling.

Only those items that may be commandable will be highlighted. Other buttons that are not
commandable will not be highlighted.

Log in and click the Command tab. You should see a display similar to Figure 4-1.

Figure 4-1 Command Screen

Configuration Data Display || Uprownloadl Admin

CA Update

Serial Comm

Control

Applications Ethernet Comm

Analog Qutputs

[ITHT
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4.1 Command ACC

From the Command screen, click ACC to reset accumulators. The resulting screen will be
similar to the one below.

Figure 4-2 Command ACC
Command Hardware Accumulator

Pagel of 1 &o To

_Point | ______Name | _ CurrentCount | New Count [ Operation

1 DI_PNT_1 9 0

2 DI_PNT_2 0 0

3 DI_PNT_3 0 0

4 DI_PNT_4 0 0

5 DI_PNT_5 0 0

6 DI_PNT_6 0 0
Reset All Hardware Accumulators
Reset All Accumulators

Point

The point number.

Current Count

The count read from the running ACC register.

New Count

Enter a count for a new starting point (i.e., if zero is entered, the count starts from zero).

Operation

Click the Execute button to begin at the count entered under New Count.

Reset All Hardware Accumulators

This button will reset Current Count to zero for all hardware accumulators.

SAGE1-SFT-00001 Baseline Document Version 1.1
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Reset All Accumulators

This button will reset the current count to zero for all accumulators, hardware and IED.

Note: IED accumulators will be reset to zero only until the next count is received
from the IED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you which
page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click Next>> to go to the next 16 points, if applicable.
Click the Back button to go back to the Command screen.

4.2 Control Command

From the Command screen, click Control to exercise controls. You may choose Execute Time
and either Trip or Close for any SBO. Click the Execute button to execute.

Figure 4-3 Command SBO
Command SBO

Page 1 of 4 GoTo | GDl Mext page ==

Point Execute Time {ms) Point Operations
1 SBO 1 500 @ Trip O cose _Exerute |
2 SBO 2 500 C Trip C dose _Everute |
3 SBO 3 500 C Trip C dose _Everute |
4 SBO 4 500 C Tip ¢ dme  Evecute |
5 SBO 5 500 C Trip C dose _Everute |
& SBO 6 500 C Trip C dose _Everute |
7 SBO 7 500 C Trip C dose _Everute |
8 SBO & 500 C Tip ¢ dme  Evecute |
g SBO 9 500 C Trip C dose _Everute |
10 SBO 10 500 C Trip C dose _Everute |
11 SBO 11 500 C Trip C dose _Everute |
12 SBO 12 500 C Tip ¢ dme  Evecute |
13 SBO 13 500 C Trip C dose _Everute |
14 SBO 14 500 C Trip C dose _Everute |
15 SBO 15 500 C Trip C dose _Everute |
16 SBO 16 500 C Tip ¢ dme  Evecute |
Trip on SBO 1 ¢ Successul Back |
Point
The point number.
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Name

The point name assigned (or the default name accepted) during Configuration.

Execute Time (ms)

Accept the default execute time or choose another execute time by typing in the time in
milliseconds.

Point Operations

Trip
Click the Trip button to select Trip.

Close
Click the Close button to select Close.

Execute

The Execute button will be active only if either the Trip or the Close has been
selected. Once it is active, clicking the button will execute the action.

Status

The Status message at the lower left will show the result of your command.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you which
page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click Next>> to go to the next 16 points, if applicable.
Click the Back button to go back to the Command screen.
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4.3 SF Bus Command
4.3.1 SFB Digital Output Command

Points on a DO XT card on the SFB may be commanded, as shown below. Enter the
Momentary Relay Duration (or accept the default), click either Open or Close on the point
you want to command, then click Execute.

Figure 4-4 SFB Digital Output Command
SFB Digital Qutput Command.

Page 1of 1 GoTo
MD"ES::E:; EEIE"' Point Operations
1 DO_PHT 1 500 & open O Close | Execute
2 DO_PMT 2 500 O open O Close
3 DO_PMT 3 500 O open O Close
4 DO_PMT 4 500 O Open O Clase
5 DO_PMT 5 500 O open O Close
6 DO_PMT & 500 O open O Close
7 DO_PMT 7 500 O open O Close
8 DO_PMT 8 500 O open O Close
g DO_PMT 9 500 O open O Close
10 DO_PNT 10 500 O open O Close
11 DO_PNT 11 500 O open O Close
12 DO_PNT 12 500 O open O Close
13 DO_PNT 13 500 O open O Close
14 DO_PNT 14 500 O open O Close
15 DO_PNT 15 500 O open O Close
16 DO_PNT 16 500 O open O Close
Open on DO_PMT 1 @ Successful
Point

The point number.

Name

The point name assigned (or the default name accepted) during Configuration.

Momentary Relay Duration (ms)

Accept the default execute time or choose another execute time by typing in the time in
milliseconds.

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



4-6

config@WEB Software Users Guide Chapter 4 = Command Output

Point Operations

Open
Click the Open button to select Open.

Close
Click the Close button to select Close.

Execute

The Execute button will be active only if either the Open or the Close has been
selected. Once it is active, clicking the button will execute the action.

Status

The Status message at the lower left will show the result of your command.

Navigation

Click the Back button to go back to the Command screen.
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4.4 Analog Outputs Command

From the Command screen, click Analog Outputs to exercise analog output controls. The

resulting screen will be similar to Figure 4-5

Figure 4-5 Command Analog Outputs

Command Analog Outputs

Pagel of 1

Operation

1 ANA OUT 1 -10.000 to 10.000
2 ANA OUT 2 -5.000 to 5.000
3 ANA OUT 3 -5.000 to 5.000
4 ANSA OUT 4 -5.000 to 5.000
5 ANA OUT 5 -5.000 to 5.000
& ANA OUT 6 -5.000 to 5.000
7 ANSA OUTT -5.000 to 5.000
8 ANSA OUTE -5.000 to 5.000
9 ANA COUT 9 -5.000 to 5.000
10 ANA OTT 10 -5.000 to 5.000
11 ANA OUT 11 -5.000 to 5.000
12 ANA OUT 12 -5.000 to 5.000
APA OTTT 1 Success

(AO)

GoTol_El

| -10.000
-5.000
-5.000
-6.000
-6.000
-6.000
-6.000
-6.000
-5.000
-6.000
-6.000
-6.000

bl

Execute

Execute
Execute
Execute
Execute |
Execute
Execute
Execute
Execute
Execute
Execute

Execute

Back

Point

The point number.

Name

The point name assigned (or the default name accepted) during Configuration.

Range

The EGU range as determined by the values chosen in the Configuration.

Value

Enter a value within the Range to exercise the point.

Operation

Click the Execute button to execute the command.
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Status

The Status message at the lower left will show the result of your command.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Page n of ntells you which
page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click Next>> to go to the next 16 points, if applicable.
Click the Back button to go back to the Command screen.

4.5 Alarm Command

Note: This feature not presently supported.
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4.6 Serial Comm Command

From the Command screen, click Serial Comm to exercise serial comm controls. The resulting
screen will be similar to Figure 4-6.

The Command Communication Port Data has two aspects, depending on the protocol:
Command Port Data, and Test Mode. The Port Data button will be grayed out if the port
reports to a Master because you cannot command a Master. If the portis an IED or
subremote port, then the Command Port Data button will be active.

Figure 4-6 Command Communications Port Data

Command Communication Port Data

Protocol Command Port Test Mode
Data

Port

Fort #1
Fort #2
Fort #3
Port 34
Fort #4
Fort #6
Fort #7
Fort #38
Fort #4
Fort#10
Port#11
Por#12

4
E
K
k.
K
K
K
K
4
E
K
k.

Series 5to Master
217910 IED
Part 3
Part 4
Port &
Port B
Part ¥
Fart 8
Part 8
Faort 10
Poart 11
Paort12

R AR R R R MR R AR

Series
2174
Mone
Maone
Mone
Mone
Mone
Mone
Mone
Mone
Mone

Haone

Part Data

Port Number

The physical port number.

RTS and DTR

Request To Send and Data Terminal Ready.

"K" represents Keyed (Radio/Modem).

The RTU firmware asserts/deasserts the signal according to the protocol timing
configuration. See Figure 4-7. Typically used as a Radio/Modem key output (Default

Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232
voltage except when the Z85230 (Communications Controller chip) channel driving
the output is being reset. While the reset is occurring, the output will drop to the
negative R$232 voltage. When the reset is complete, the output will rise to the
Positive R$232 Voltage. This setting can be used to power RS232 to RS485
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converters, R5232 to Fiber Optic converters, or any other device requiring the
Positive R$232 Voltage.

"L" represents Negative RS232 Voltage.

The output will be driven to the negative RS232 voltage at powerup and always be
the negative RS232 voltage.

Figure 4-7 Communications Timing Diagram
—p |<— RTU Processing Time

Rx Data | ‘

Tx Data

Modem Turnoff Timer

RTS pin

|
|
|
|
|
i
CTS Delay Timer i
|
|
|
|
|
i
|

CTS pin

DTR pin

Name

The port name assigned (or the default name accepted) during Configuration.

Protocol

The protocol assigned (if any) during configuration.

Command Port Data

The Port Data button will be grayed out if the port reports to a Master because you cannot
command a Master. If the port is an IED or subremote port, then the Command Port Data
button will be active. Please see the following section 4.6.1 Command Port Data.

Test Mode

Test Mode is active for any port that has been assigned a protocol. The four modes are
shown in the drop-down menu in Figure 4-6. To test the port, select either Mark, Space, or
Alt. Please see the Maintenance chapter of the $2X00 manual for the details of Test Mode.

Navigation

Click the Back button to go back to the Command screen.
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4.6.1 Command Port Data

From the Command Communication Port Data screen, under Command Port Data, click the
Port Data button. In this example, we use a 2179 port that has four IEDs configured on it.
You will get a screen similar to Figure 4-8.

Figure 4-8 Port Data

2179 IED Command
Port #: 6 Port Mame : Port 6

IED Name ; l:ifl?ess On Scan | Device Type Message Timers{ms) Slave Data

1 2179 1D 1 1 i Standard ~ TBM-150, SOT-500, AOT-3500 Cornmiand |
2 2179 1D 2 2 N Standard  TBM-150, SOT-500, AOT-3500 Cormmarid |
3 2179_IED_32 3 i Standard ~ TBM-130, SOT-S00, ACT-3500 Cornmiand |
4 2179 1D 4 4 N Standard ~ TBM-150, SOT-500, AOT-3500 Commarid

Back

IED #

The IED number on this port.

IED Name

The IED name assigned (or the default name accepted) during Configuration.

IED Address

The IED Address assigned during configuration.

On Scan

Tells you whether or not the IED is being scanned by the RTU. Yesis Y, No is N.

Device Type

Tells you the Device Type. In the case of 2179, this column could be Standard, as in the
example, or Energyline.

Message Timers(ms)

TBM means Time Between Messages, SOT means Select to Operate Time, and AOT means
After Operate Time. A number follows each acronym. That number is the time in
milliseconds selected during Configuration of the IED.

Slave Data

The Slave Data column has a Command button. Please see section 4.6.1.1 Command Slave
Data below for further instructions.
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Navigation

Port # : ntells you which port you are looking at. Port Name : name tells you the name you
assigned during configuration (or the default name). Click the Back button to go back to
the Data Display screen.

4.6.1.1 Command Slave Data

From the 2179 IED Command screen, click Command under the Slave Data column. You will
get a screen similar to Figure 4-9.

Figure 4-9 IED Command

2179 IED Command

Port #: 6 Part Mame : Part 6
IED #:1 IED Mame @ 2179 _IED_1

Pulse &ccurnulators

Cortrol Outputs Cormnrmard |

Back |

The only command available is Control Outputs. The command gives you a screen similar to
Figure 4-10. From this screen you may exercise various Outputs within the IED.

Type
The types of points which may be available.

Command

There will be a Command button in the row of the point-type which is appropriate for
command. Inappropriate points for command will not have the Command Button in that
row. Please see Figure 4-10 and the text that follows the figure for more information

Navigation

Port # : ntells you which port you are looking at. Port Name : name tells you the name you
assigned during configuration (or the default name). IED # : ntells you which IED you are
looking at. IED Name : name tells you the name you assigned during configuration (or the
default name). Click the Back button to go back to the IED Command screen.
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Figure 4-10 Control Output Command

2179 Control Output Command

Port # . 6 Port Mame : Port 6
IED # 1 IED Mame : 2179 _IED_1

Page 1of2 GoTo | GDl Mext ==

g Control-00 & Trip  Close  Execute

o1 Control-01 © Trp ¢ Close  Execute |
02 Control-02 © Trp ¢ Close  Execute |
03 Control-03 © Trip © Close Execute |
04 Cortrol-04 © Trip © Close Execiute |
05 Control-05 O Trip O Close Execute |
0& Control-06 © Trp ¢ Close  Execute |
a7 Control-07 © Trp ¢ Close  Execute |
os Control-02 © Trp ¢ Close  Execute |
og Control-09 © Trp ¢ Close  Execute |
o0& Cortrol-04 © Trip © Close Execute |
5 Cortrol-08 © Trip © Close Execiute |
o Cortrol-0C O Trip O Close Execute |
oo Cortrol-0D O Trip O Close Execute |
= Control-0E © Trp ¢ Close  Execute |
aF Control-OF © Trp ¢ Close  Execute |
Ttip on Contral-00 @ Successful Back |

SEQ# (Hex)

Click the Command button under Command to get the Control Output Command screen as
shown in Figure 4-10. You may choose either Trip or Close for any Control. Click the
Execute button to execute.

Name

This hex number is the number used by the IED vendor to tag the control. See the IED
vendor's documentation.

Point Operations

The point name assigned (or the default name accepted) during Configuration.

Trip
Click the Trip button to select Trip.
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Close
Click the Close button to select Close.

Execute

The Execute button will be active only if either the Trip or the Close has been
selected. Once it is active, clicking the button will execute the action.

Status

The Status message at the lower left will show the result of your command.

Navigation

Port # : ntells you which port you are looking at. Port Name : name tells you the name you
assigned during configuration (or the default name). IED # : ntells you which IED you are
looking at. IED Name : name tells you the name you assigned during configuration (or the
default name). Click the Back button to go back to the IED Command screen.

4.7 Ethernet Command

Please refer to the specific protocol in the config@WEB Protocols Manual.

4.8 RLL Command

Please see the following manual for further information:

config@WEB Relay Ladder Logic Manual, Part # S2200-AAA-00003

4.9 Applications Command

Please see the following manual for Applications Commands that are supported.

config@WEB Applications Manual, Part # S2200-AAA-00006
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CHAPTER 5

Upload/Download

This chapter tells you how to Upload and Download files to/from the RTU. The purpose for
Upload/Download is to obtain an archive of the RTU's files, or to update the RTU's files.

Other chapters cover Configuration, Data Display, Command, and Administration. See the
appendices for hardware User Interface connections. See Chapter 1 for Comm Port
Configuration, Point Mapping, and Scaling.

Note: When the Upload/Download is being used for the first time, certain necessary
files will be loaded onto your computer. You can see a list of these files in the IE
Settings appendix.

5.1 Introduction

The Upload/Download feature allows you to Get from the RTU or Send to the RTU all the
associated files for the following functions:

GUI The collection of many types of files making up the RTU's
configuration display

Application The firmware

Configuration The collection of XML files making up the RTU's configuration

Operating System This is the third-party OS called VxWorks that all RTU programs
run on.

Templates Templates are protocol/IED specific. They are files that allow

you to copy a particular setup for an IED, save the file, then
load that setup file (template) into another RTU for the same
IED.

Note 1: Your main interest in Up/Download is to back up your Configuration.
However, it is prudent to back up all data (GUI, Application, and Configuration).
When Uploading and Downloading these files, always follow the sequence of GUI,
Application, then Configuration. An easy way to remember the sequence is with the
acronym GAC.

Note 2: This chapter does not cover the details of firmware upgrade. Complete
instructions for firmware upgrade can be found in the zip file containing the new
firmware. The latest firmware and documentation is on the Customer Website. See
Accessing the Customer Website appendix.
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5.2 Getting Files From the RTU

Click on the Up/Download tab from the main page. A screen similar to Figure 5-1 will
appear. The functions are explained below.

Figure 5-1 Up/Download Screen

Data Display | Command Up.-'Dawnlcad Admin

Configuration

File Transfer Connechon
172181805
Configuration | = [T/ —

Mot connected ta RTU Password

Connect |

BTU Infarmatian
Hame Date Size

RTU

Part Mo.

Configuration

G [zize]
App File

0.5

Note: You must login to the Up/Download Screen

User Name
Any valid User Name with Up/Download privilege. (See Ch 6 Administration)

Password
Password corresponding to said User Name.
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Configuration

Figure 5-2 Up/Download Screen after logging in

Data Display | Command Up.-'Downlcad Admin

File Transfer Connection
GetfompTy | | 1721815051
Canfiguration | — User Hame
Sendto RTU |
Fomnected to RTU Cancel Fazeward
|
BT Infarrmatian
Mame Date Size
RTU ConfigiEh/EB
Fart Mo, C3414-500-001E0_BO
Canfiguration C341 3-500-007 10-15-01
LI C3414-500-001E0_BO. qui 9/742009 4423680
App File C3414-500-001E0_B 0. out 9/1/42009 2458761
045 withdarks 9/1.42009 45E8326

File Transfers

File Type (drop-down menu)

Configuration

Application
GUI

The firmware

The collection of XML files making up the RTU's configuration

The collection of many types of files making up the RTU's

configuration display

Operating System VxWorks (may contain other files)

Templates

Files used to transfer IED configurations

Get from RTU (button)
Get file(s) from the RTU.

Send to RTU

(button)

Send file(s) to the RTU.

Cancel (button)
Cancel the GET operation.
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Connection

The IP address of your RTU.

RTU Information

RTU
The RTU name assigned under Configuration/CPU/RTU Name.

Part No.
The part number assigned to the firmware by Telvent.

Configuration
The Configuration name assigned by Telvent.

GUI
The GUI name and version number assigned by Telvent.

App File
The Application file name assigned by Telvent.

o/s
The operating system.

Navigation

Click Reset to reset the RTU. Click Logout to log out of the interface. Click any other tab to
move to another RTU function.

5.2.1 Running Up/Download for the First Time

Note: Be sure to set security setting properly as detailed in Appendix A, Internet
Explorer Settings.

The first time you run Up/Download (or after installing a new version of firmware), your PC
will load a FileXfer.CAB file. This is a large file, so there will be a short delay. You will get a
series of Security Warnings as shown below. (To save space, the entire screen is not shown.)

Figure 5-3 Security Warning 1

0 AR | @il Transfer

¥ This website wants to install the following add-on: ‘Telvent File Transfer Contral’ from ‘Telvent USA, Inc.'. IF you trust the website and the add-on and want to install it, click here...

Configuration | Data Display Command Up.fDownIcad Admin |

Click here to inztall the following Activel control: 'Tekvent File Tranzter Control' from |

'Telvift USa, Inc."...

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



Chapter 5 — Upload/Download config@WEB Software Users Guide 5-5

If you click either area as shown above, you will get the following message.

Figure 5-4 Security Message 2

i? ale @File Transfer | |

'@' This wehsite wants to install the Following add-on: 'Teleent File Transfer Control from 'Tekvent US&, Inc,', IF you trust the website and the add-on and want toinstall it click here. .,

Data Display | Command UpIDownload Admin

Click here toinztall the following Activer! control: ‘Telvent File Transfer Control' from
Telvent I5& "

Install Activer Contral...
wihat's the Risk? ctiveX control: ‘Telvent
File TransFer Control' From "Telvent USA, Inc.'...

If you click on "Install ActiveX Control..." as shown above, you will get the warning shown
below. Click on the Install button to complete the ActiveX installation.

Configuration

Figure 5-5 Security Message 3

Internet Explorer - Security Warning E|

Do you want to install this software?
Mame: Telwent File Transfer Conkraol
Publisher: Telvent USA, Inc.
E] More options &b Install ] - Don't Install |

G While files From the Internet can be useful, this file bvpe can potentially harm
wour computer, Only inskall software From publishers wou trust, What's the risks

5.2.2 Get Procedure

The following steps will guide you in getting the files from the RTU to your PC or laptop.

1. Click on the File Type drop-down menu and select Configuration.

2. Click on the 'Get from RTU' button. You will get a dialog box as shown below:
Use default pathname? X

\‘-?/ Ilse the default path of "\ Telvent)SAGEZ3004Config@WEE, Configuration)"?

3. The dialog box shows you the default path as follows:
c:\Telvent\<rtutype>\<rtuname>\Configuration\

where RTU type would be SAGE2300, SAGE1310, etc. and the RTU name will be the
name that was entered in the configuration. Note that the path structure will
contain the RTU name without any spaces. It is strongly recommended to use the
default path for ease of upload/download.

4. Click Yes if you want to use the default path.
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Configuration

5. If you click No, you will have to supply your own path, or navigate to a folder of
your choice.

6. Click Save.

Repeat steps 1. through 6. for the other file types, if needed. Notice that the path
name varies with the file type name.

8. During file transfer there may be some long pauses. This is normal.

9. When finished, your PC should contain the following directory structure with all of
the RTU files:

c:\Telvent\<rtutype>\<rtuname>\application
\configuration

\GUI

\OperatingSystem

\Templates

Figure 5-6 Configuration Download to PC

Data Display | Command Up.-'Duwnluad Admin

File: Transfer
Get from RTL
Configuration | —
Sendta RTU
Cornected ta RTU Cancel
BT Infarmation
Hame
RTU ConfigiEER
Fart Mo C3414-500-001EQ_BO
Configuration 347 3-B00-007 ==
G C3414-500-001EQ_BO. gui
&pp File C3414-500-001EQ_BO. out
045 withiorks

10. Click Yes for the default path or choose your own path.

%@c files from the RTUj
T8.150.51

Ilzer Mame

Paszwiord

Date

10-15-01

34772003
341/2003
341/2003

Size

4423680
2458761

4568326 ﬁ

11. You will see a total progress bar incrementing to the right as the file(s) are
transferred to your PC. When the download is finished, the Result window will say

OK.
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Configuration

Figure 5-7 Download to PC in Progress

Data Display | Command Up.-'Dawnlcad Admin

Overall
progress of
transfer

File Transfer Connection
GaronmTu | | 172181505
Configuration - (TR ——
Sendto RTU

R eceiving comstats. smil... Cancel Password

BT Infarrnatian

WETTE Date Size
RTU ConfiaEhER
Fart Mo C2414-500-001E0_BD
Configuration C.3413-500-0075% 10-15-01
GUI C3414-500-001EQ_BEO. gui 9742009 4423680
App File C3414-600-001E0_BO. out 9/1/2009 2458751

0.5 wbhfork s 94142009 4568326 m

12. In the case of Configuration, if the transfer is successful, you will get a message in
the Result window as shown below:

Config OK. 1SaGRAF OK.

13. Inspect your file structure with Windows Explorer or through My Computer. You
should have a folder that looks like Figure 5-8. You will have a SAGEnnnn folder
depending on your particular config@WEB RTU.

Figure 5-8 Checking the Download

= ) Telvent
[= ) sAEEZ300
| C3_P3Update
= |2} configiWEE
I2) Configuration

5.3 Sending Files to the RTU

The most common files you might want to send from your PC to the RTU are the
configuration files. If the downloaded configuration is the same firmware version as the
present firmware in the RTU, the process is straightforward. If you are saving a
configuration on your PC while you upgrade your firmware from Telvent’s customer website
(see Appendix C), then you must follow the procedure explained in a document on the
website.

SAGE1-SFT-00001

Baseline Document Version 1.1
Proprietary and Confidential to Telvent



5-8 config@WEB Software Users Guide Chapter 5 - Upload/Download

The following steps will guide you in sending (as an example) the configuration files from
your PC or laptop to the RTU.

Click on the File Type drop-down menu and select ‘Configuration’.
Click the 'Send to RTU' button. A navigation window will appear.
Navigate your way to the XML folder under the Configuration folder.
Click Open.

As shown, a prompt will appear
showing you the file(s) that you
are about to replace.

Replace Configuration Files? fgl

AT L

» y  The configuration Folder contains 79 XML files,
\-";/ Do ol wank to replace them?

Ok |

6. Click OK to replace, or Cancel to abort the Send command.

Figure 5-9 Configuration Download to RTU

Configuration Data Display | Command | Up/Download | Admin
Fil= Transfer Connection
GethomRT | | 1721815051
Configuration | = User Hame
Sendta RTU

ok |send File(s) to the RTU| Password

Select RTU Configuration to Send

PIX

Loak: in: | [ =ml ﬂ (€] G il e
Y
4 My Recent Documents
) Y |2 index,xml |Z portll.=r
i Dezktop at oab
ID My Dacuments |Z| leds =il |Z=| portl2, =r
My Recent |Z| nrgealc.<mil |Z=| port13,=r
Documents 'j My Computer - -
- < Local Disk [C:) |Z| parkl . xml || pork 14, =r
@ ) Telvent |2 park2 e |2 park 15, wr
I3 SAGE2400 |2 port 3, xml || port16.xr
Deskiop =) Config@wEE =] port4 . 2 port33. e
. |53 Configuration |Z portS.sml = port34.wr
.’j 5]l |2 parts .l || park3S. «r
s DWDACD-RW Dirivee D) |Z port 7 ml |Z port36, =
My Documents = HEITID"\."E.Il:IlE Duzk [E:) I | parta, xmi | parta7.
- L':":E_'l Dizk (] _ || port,xomi || port3a, wr
jl,-g =% trkbi on 'SEY-HOUFILEDT [srv-houtile0T]' [H: = port10,xml = port3g. [
& My Netwark Places
My Computer [ Adobe Reader 3 Installer 3
=3 D3PS
.:g =) Shortzuts to Folders j Open é S
My Metwork  Files of tupe: | | Cancel
Fl
aces [ Open az read-only
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7. You will see a total progress bar incrementing to the right as the file(s) are
transferred to your RTU. When the transfer is finished, the Result window will
say OK.

Figure 5-10 Download to RTU in Progress

Data Display | Command LIpIDawnIaad Admin

Configuration

File Transfer Connechion
GetfomRTu | | 172181505
Configuration - Uzer Mame
SendtoRTU

Sending iedc2020.wml... Pazzward

Overall
progress of
transfer

RTU Infarmatian

Mame D ate Size
RTU ConfigEEB
Part Mo C3414-500-001E0_BD
Configuration C3413-500-007% 10-15-01
GUI C3414-500-001E1. qui E/7/2010 4444160
&pp File C3414-500-001E 1. out E/7/2010 2453464

0/5 wthork s 34172009 4568326 m

Note: If you are sending GUI, Application, and Configuration to the RTU, be sure to
refresh the browser before sending Configuration.

When sending Templates to the RTU, you have the choice to retain templates that are
already in the RTU and add to them, or delete the templates that are already there. You
will get the following message:

Figure 5-11 Delete Template Files Message

Delete Template Files? E

D ) The Template folders in the RTU contain 3 template Fileds),
-
Click "Yes' to add new Files and update the existing files.
Click 'Mo' to delete all the template files on the RTI and upload new ones.,

Click '"Cancel' ko skop this operation,

Yes Mo

Note: You must reset the target RTU before the new configuration becomes active.
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CHAPTER 6

Administration

This chapter tells you how to set up Usernames and Passwords on the RTU. Other chapters
cover Configuration, Data Display, Command, and Upload/Download. See the appendices
for hardware User Interface connections. See Chapter 1 for Comm Port Configuration, Point
Mapping, and Scaling.

Note: The number of concurrent login sessions is limited to five (5). Concurrent
logins are a useful technique for viewing the results of an action (usually in
Command mode) in the Display mode. Analysis is facilitated if the user sets up two
windows on his PC, one for Command login, one for Display login.

Warning: Each concurrent login session must be logged out properly (i.e., if the
browser is killed without logging out, the session will be active until the session
times out).
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6-2 config@WEB Software Users Guide Chapter 6 — Administration

The initial default setup is for a Username of “Admin” and a Password of “Telvent1!”.
Please note, the Username and Password fields are case sensitive. As the Administrator of
the SAGE RTU, login using this Username and Password, as shown in Figure 6-1. Click Login.

Figure 6-1 Logging in

TELVENT SAGE 2400

Config@WEB

Username: | |
Password: | | | Login |
Enable Post Message. []

C0 Release !
€3413-500-001C0 =
23-Jun-2005 |

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
this pregram or any portion of it, may result in severe civil and oiminal penalties; and will be prosecuted to the maximum extent
possible under the law.
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If you login incorrectly, you will get a screen as follows.

Figure 6-2 Screen for Incorrect Login

TELVENT SAGE 2400

Config@WEB

Username: | |
Password: | ' [ Login |
Enable Post Message. []

The Username and Password supplied do not match
with any account. Please reenter Usermame and
Fassword. Login details are case sensitive.

CO0 BRelease <!
C3413-500-001C0 =
23-Jun-2005 il

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
this program or any portion of it, may result in severe civil and oiminal penalties; and will be prosecuted to the maximum extent
possible under the law.
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After logging in correctly, click the Admin tab. The Admin screen should look like Figure
6-3.

Note: The Admin account is a special account. It cannot be deleted. However, both
the Username and Password can be changed.

Figure 6-3 The Admin Screen
Configuration | Data Display | Command | Up/Download |

Config@WEB
o L psipion ] usenane Eol poee | preesaces
Administrator Admin

ﬁ

Add User
Session timeout value is : I:I min.
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6-5

Click the Edit icon as shown in Figure 6-9. As an Administrator, the first thing you might
want to do is change the generic Username and/or Password for the Administrator. If you

type in an improper username, you will get the following message:

Note: Spaces and some special characters are not allowed in the Username or
Password. The allowed characters are shown in the Information box shown below.

Figure 6-4 Error Message for Improper Username

Windows Internet Explorer, [z|

' Mok a walid Username, Mo special characters or spaces are allowed.
. Ilsername can have characters a-z, A-Z, 0-9 and _

Figure 6-5 Error Message for Improper Password

Windows Internet Explorer E'

L ] "_n., Password musk be atleast § characters long.
L

Figure 6-6 Error Message for Improper Password

Windows Internet Explorer E|

L] "_n,, Mot a walid Password, Password must contain atleast one lower case letker
L

Figure 6-7 Error Message for Improper Password

Windows Internet Explorer [z|

L] "_n.‘ Mot a walid Passward, Password must contain atleast one upper case letker
[
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Figure 6-8 Error Message for Improper Password

Windows Internet Explorer, le

L] E Mot a valid Password, Password must contain atleast one of these characters ~ 1@ # $ 36~ &% () _-+={}F[]|V:: =, =. 7/
L

After you change the password and/or username for the Administrator, click Submit.

Note: The Admin account is a special account. It cannot be deleted. However, both
the Username and Password can be changed.

Figure 6-9 Edit User Screen
Configuration | Data Display | Command | Up/Download |

Config@WEB

- Description Username . Delete | Preferences

Administrator Admin

Edit user detials.

Username |Admin |

Password |i"" |

Re-enter
Password

Description | |

Preferences

Configuration

Data Display
Add User Command W_

Session timeout value is I:I Up/Download

FTP

’ Cancel ][ Submit ]

Note: For security reasons, Passwords are never visible.
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As Administrator, you can add users by clicking on the Add User button, as shown in Figure
6-10. In the example, Joe User was given Display privileges only.

Warning: The Administrator can create a user that has all the privileges of the
Administrator. Such a user could login and change the Password of the
Administrator.

Figure 6-10 Adding a User
Configuration | Data Display | Command | Up/Download |m

Config@WEB

- Description Username Delete | Preferences

Administrator Admin

Edit user detials.

Username Joelser

Password Tl

Re-enter
Password

Description Joe User

Preferences

Configuration ]

Data Display

Command
Session timeout value is :

A
Up/Download ]
Admin ]
FTP Fl

[ Cancel ” Submit ]

Note that the Administrator can check boxes in the above display that grants privileges that
correspond to tabs, plus FTP. FTP is an acronym for File Transfer Protocol. FTP privileges
allow a user to move files into or out of the RTU using an FTP program.
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When you click Submit, the new Admin screen will look like Figure 6-11. Notice that the
Administrator can delete the Joe User account any time by clicking on the trash can.

Figure 6-11 Admin Screen

Configuration | Data Display | Command |U|J!Download |

Config@WEB
o | ompion L erane ol i | e
Administrator Admin
2 Joe User Joelser ﬁ 1l

I

Add User
Session timeout value is : |:| min.
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When the Administrator created the Joe User account shown above, only Data Display
privileges were granted. The screen below shows the results of the Joe User login. Notice
that all tabs except the Data Display tab are grayed out.

Figure 6-12 Joe User Login
| Data Display |

Config@WEB

Seral Comm

Applications Ethernet Comm

Analog Outputs

LT
I
—
— R
=)
—
—

The new user that you added may be easily deleted by logging in as Administrator, then
clicking on the trashcan icon, as shown in Figure 6-11. When you click on the trashcan to
delete a user, you will get a warning message as shown in Figure 6-13.

Figure 6-13 Deleting a User

Microsoft Internet Explorer @

\:{’/ Do wou want to delete this user,

[ o | [ Cancel

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



6-10

config@WEB Software Users Guide Chapter 6 — Administration

Configuration | Data Display | Command |UpIDownIoad |m

The resultant screen looks like Figure 6-14.

There is also a function in the Admin screen to change the Session timeout, as shown.
Session timeout is a security feature. If the user is not submitting a configuration,
refreshing the current page, or accessing any page on the GUI during a login for the
amount of time shown in the Session timeout value below, the session will be automatically
logged out. The Administrator can change the Session timeout by clicking on Edit.

Warning: If you are configuring points and the session times out, any configuration

changes that have not been submitted will be lost. Be sure to submit all changes in
a timely manner.

Figure 6-14 Admin Screen After Deleting User

Config@WEB
o | oscpton ] userane Eof oo | poeenes
Administrator Admin

Session timeout value is :

min. f W_
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The resulting screen looks like Figure 6-15. When you place your cursor in the editing
window, you will see a range (at the bottom left of your screen) of 5 to 180 minutes. Enter

the new timeout value and click the Set button. The new timeout value will not take effect
until you reset the RTU.

6-11

Figure 6-15 Editing Timeout Value

Configuration | Data Display | Command |UprownIoad |m

Config@WEB
o psscrpon ] vssmane Eof st | preeecces
Administrator Admin

Session timeout value is - |20 min.
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Two minutes before the session times out, you will get a warning message as shown below.

Note: If your computer is running software that blocks popups, the following
Session Timeout message may not appear, although the session will still timeout at
the correct time.

Figure 6-16 Session Timeout Warning Message

/= Session Timeout - Wind... |Z||E|rz|

£ | htkp:ff172.18,150,51/Fsfcarmmantimeout, b

Your session on the server will expire
in 2 mimutes. In order to avoid loss of
data Submit anv changes to the
configuration at this time. Submitting
the configuration, refreshing the
current page or accessing any page on
the GUI will keep vour current
session alive.

€0 Internet Fo100% v
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When a Session times out, the Login screen looks as shown below.

Figure 6-17 Timed Out Login

TELVENT SAGE 2300

Config@WEB

Username: | |
Password: | | [ Login |
Enable Post Message. [

Session Timed out.

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
this program or any portion of it, may result in severe civil and oiminal penalties; and will be prosecuted to the maximum extent
possible under the law.

When you are ready to Logout, click the Logout button. You will get a warning window as
shown below.

Figure 6-18 Logout Warning

Windows Internet Explorer E'

\?{) Are yau sure you wank ko logouk

| (o4 | [ Cancel

When you click OK, you will be logged out.
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APPENDIX A

Internet Explorer Settings

A.1 Internet Explorer 8

The SAGE RTU GUI has to be run in “Compatibility View".

To turn on Internet Explorer Compatibility View
1. Open Internet Explorer.
2. Click the Tools button, and then click Compatibility View.

If Internet Explorer recognizes a webpage that is not compatible, you will see the Compatibility View
button on the Address bar. To turn Compatibility View on or off, click the Compatiblity View button. From
now on, whenever you visit this website, it will be displayed in Compatibility View. However, if the website
receives updates to display correctly in the current version of Internet Explorer, Compatibility View will
automatically turn off.

A.2 Internet Security Options

The config@WEB GUI Interface uses ActiveX controls in its operation. These signed controls must be
installed on your PC before the GUI will be able to Up/Download files to the RTU and display Datatrap
data. If you do not have privileges to change these settings, your IT department may have to install the
controls for you. The following steps show how to access these settings on your PC.

Login as administrator

Launch IE

Select the Tools drop-down menu

Select Internet Options

Click Security tab

Click the "Internet" icon

Click the Default Level button to get a baseline setup

©®© N oV A WN =

Click Custom Level

See Section A.6 for a list of the packaged files that need to be installed on your PC for all of the functions
of the GUI to work.
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Internet Options

Figure A-1 Internet Options Security Tab

General Security |F'riva-:_I,I| I:::untentl Ennnectiunsl F'r-:ugramsl .ﬁ.dvancedl

Select a'wWeb content zone to zpecify it zecurnity zettings.

Local intranet  Trusted sites Restncted
zites

Internet
Thiz zone containg all “Web sites you i |
haven't placed in other zones =

— Security level for thiz 2zone

Custom

Cuzstom zettings.
- To change the szettingz, click Custom Lesel.
- To uze the recommended zettingz, click Default Level,

Custam Lewel... | Default Level |

2 x|

k. I Cancel | Smply
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A-3

All Security Setting for ActiveX must be set to either Prompt or Enable, as shown below.

Click OK at the end.

Figure A-2 Custom Level Settings

Security Settings d

Setkings:

= s
ﬁ Ciownload signed Ackives controls j
() Disable
(%} Enable
) Prompt
@ Download unsigned Ackivel cankrals
() Disable
(%} Enable
) Prompt
@ Initialize and scripk Ackived conkrals nok marked as safe
() Disable
(%} Enable

) Prompt
(52 R S T, U ST T J R R T ht
4| T 3

—Resek custom settings

Reset bo: IMedium j Reset |
o I Cancel |
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Note: If using IE7, select Enable for “Allow status bar updates via script”, as shown

below.
Figure A-3 Status Bar Updates
Security Settings - Internet Zone [‘S__<|
Settings
{(¥) Enable ~
{:!' Prampk
=] Allows Programmatic cipboard access
() Disable
() Enable
N {3_} Prampk
= | Allows status bar updates via script
y () Disable
{(¥) Enable
= | Allows websites to prompt For information using scripted wind:
{(¥) Disable
() Enable
=] Seripting of Java applets
() Disable =
{(¥) Enable
™Y Dearank s
< | ¥
*Takes effect after vou restart Internet Explorer
Reset custom setkings
Reset 0! [ medium-high (default) v| | Reset. |
I Ok, l [ Cancel ]

The first time you run Up/Download, you must be logged in as administrator. You will get a
a series of Security Warning as shown below. (To save space, the entire screen is not

shown.)
Figure A-4 Security Warning 1
W {E File Transfer [ ‘
'@' This wehsite wants to install the Following add-on: "Telvent File Transfer Contral' from ‘Tekvent US4, Inc.'. IF vou trust the website and the add-on and want o install i, click here...
Configuration | Data Display Command Up/iDownload | Admin |
l@ Click here to inztall the following Activel control: 'Tekvent File Tranzter Control' from
Telvggt USA, Ine.'..

If you click either area as shown above, you will get the following message.
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Figure A-5 Security Message 2

W {E File Transfer

[]

'@' This website wants to install the following add-on: ‘Telvent File Transfer Control' from 'Telvent US4, Inc.', IF you trust the website and the add-on and want o install ik, click here...

Configuration

Data Display | Command Up!DownIoad Admin

Click here toingtall the following Active control, ‘Telvent File Transfer Control' from

Telvent U5&"

Install Ackivelx Contral...
Wihat's the Risk? chivel contral: ‘Telvenk
Filz Transfer Cankral Fram "Telvent IS4, Inc.'...

If you click on "Install ActiveX Control..." as shown above, you will get the warning shown
below. Click on the Install button to complete the ActiveX installation.

Internet Explorer - Security Warning

Figure A-6 Security Message 3

Do you want to install this software?
Mame: Telvent File Transfer Contral
Publisher: Telvent USA, Inc.
Mare aptions &v% Install ] E“I;J_‘-:un't Install |

while files From the Internet can be useful, this file type can potentially harm

wour computer, Only install software From publishers wou brust, What's the risk?

3
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A.3 Internet Privacy Options

The GUI interface uses cookies through Internet Explorer. If your Privacy setting is too high,
there might be a problem displaying some screens. To fix this potential problem, launch IE
and select the Tools drop-down menus, then select Internet Options. From the Internet
Options dialog box, click the Privacy tab. Set the slider bar for Medium High and click OK,
as shown in Figure A-7.

Figure A-7 Setting Medium High Privacy for Cookies

Internet Options EE3 |

Generall Security Privacy I I:Dntentl I:Dnnectil:nnsl F'r-:ugramsl .i‘-.l:lvanl:edl

— Settings
'E;; b ove the slider to select a privacy setting for the Internet

202,

M edium High

- - i - Blocks third-party cookies that do not have a compact
— privacy palicy

- Blocks third-party cookies that uze perzonally identifiable
information without your explicit consent
= - i -Blocks first-party cookies that uge pergzonally identifiable
infarmation without implicit congent

Irnpart.... Advanced... Drefault

—WWeh Sitez

To overide cookie handling for individual *web sites,
click the Edit buttan.

Edit... |
k. I Cancel | Apply |
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A-7

A.4 Connections Options

Click the Connections tab. You will get a screen similar to Figure A-8.

Figure A-8 Connections Tab

Internet Options

General | Secunty | Privacy I:::-ntent| Caonnections |F'ru:ugrams Advanced

To set up an Internet conneckion, click
Setup.

Dialup and Vitual Private Metwork, zettings

Choose Settings if wou need to configure a promy
server for a connection,

Local Area Metwork [LAM] settings

L&M Settings do not apply to dial-up connections. LAM Settings. .

Choose Settings above For dial-up setkings.

ak. ] [ Cancel
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From the Connections tab, click LAN Setting. Make sure that you check “Automatically
detect setting,” as shown in Figure A-9. Do not check “Use a proxy server... "

Figure A-9 LAN Settings

Local Area Network [LAN) Settings

Aukomatic configuration

Autamnatic canfiguration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[+]iautomatically detect settings:

|:| Ilse automatic configuration script

Proxy server

] Ilse a proyy server For wour LA {These settings will not apply to
dial-up or YPM connections),

[ Jem[ ]

[ Ok l [ Cancel
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A.5 Working Online

When Internet Explorer is running, watch for a “Working Offline” icon at the bottom right
of the window as shown in Figure A-10. The existence of this icon means that IE is showing
cached pages and NOT showing the live connection over the Ethernet cable, whether it's a
direct connect (crossover cable), or a LAN connect. If you see the icon, you must take action.

Figure A-10 Working Offline Icon

C Telvent--Config@WEB - Windows Internet Explorer, - [Working Offline] |'._||'E|[$__<|
@.\-_ o v | €] httpi}}172.18.150.51fsfindex.htm RIEIER IF2E
File Edit Wiew Fawvorites Tools  Help
Google |[Cl+ | Go 4 B0 5 - Bookmarksw Tagefank o 3% ) Settings -
g = —
— s a x>
ﬂ? '-‘ﬁ? [@Telvent--CDnFig@WEB l l '@ Z D - |'_:_\|1°EEEIE - 1 Tools -

TELVENT SAGE 2300

D2_P1 Update

Username: | |
Password: | ' [ Login |
Enable Post Message. []

D2 Pl Release e
C3413-500-001D2 P1 =
07-Apr-2009 w

Warning: This computer program is protected by copyright law and internaticnal treaties. Unautheorized reproduction or distribution of
this program or any portion of it, may result in severe civil and oriminal penalties; and will be prosecuted to the maximum extent B
possible under the law.

w
Done 5 2 €0 Internet F100% -
N
¥ou are currently working offline. To connect, click Work Offline on the File menu, l
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To correct the problem, click on the File menu and make sure Work Offline is unchecked
(clear), as shown in Figure A-11.

Figure A-11 Unchecking Work Offline

(= Telvent--Config@WEB - Windows Internet Explorer ._ E|[z|
@ ) T |B hHpij172.18.150.51 fsfindex bk IESEIN IE2E
w0 Edit ‘\jew Favorites Tools  Help
Mew Tab CErl+T 0 () & B+~ {9 Bookmarksw Fagehank o33 () Settings
et Window ChEl+R =
Opern, .. el l l ﬁ - B iy v ;b Page + {0 Tools =
Edit with Microsoft Office Word
~
Save hs..,
Close Tab ChrlH-
T SAGE 2300
Print... Chrl+P
Prink Presview, ..
Send 3
Import and Expart, ..
. D2_P1 Update
Properties -
m— ok Offie | t: | |
Exit : | | [ Login ]
Enable Post Message. []
D2 Pl Eelease i
C3413-500-001D2 P1 =
07-Apr-200% w
Warning: This computer program is protected by copyright law and internaticnal treaties. Unauthorized reproduction or distribution of
this program or any portion of it, may result in severe civil and oiminal penalties; and will be prosecuted to the maximum extent n
possible under the law.
b/
Done @ Internet H100% -
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A.6 Downloaded Files

The following Package Files are provided as part of the GUI file to support the Up/Download

and Data Trap Analysis functions.

Table A-1 Telvent Supplied and Signed Package Files

Package File Files installed Version Install Folder

FileXfer.CAB fileXfer.ocx 2.8.0.2 IE addons folder.
XceedFtp.dll 1.1.6461.0 System Folder

HexViewer.CAB HexViewer..ocx 1.0.0.3 IE addons folder.

Table A-2 Microsoft Supplied and Signed Package Files

Package File Files installed Version Install Folder
VBRun60.cab ADVPACK.DLL 4.71.1015.0 Systems Folder
asycfilt.dll 2.40.4275.1 "
comcat.dll 4.71.1460.1 "
msvbvm60.dll 6.0.97.82 !
oleaut32.dll 2.40.4275.1 "
olepro32.dll 5.0.4275.1 "
stdole2.tlb 2.40.4275.1 "
WO5INF16.DLL 4.71.704.0 !
W95INF32.DLL 4.71.16.0 !
ComDIg32.cab ComdIg32.0cx 6.1.97.82 "
MSComCtl.cab MSComCtl.ocx 6.1.97.82 "
MsFIxGrd.cab MsFIxGrd.ocx 6.1.97.82 "
Msinet.cab Msinet.ocx 6.1.97.82 "
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APPENDIX B

Crash Recovery & Safe Mode

B.1 Crash Recovery Configuration

Crash Recovery is a state of the RTU that allows you to back out of a bad configuration
gracefully. The recovery process is based on the premise that you can have a way to boot
VxWorks without running any applications. This allows you to reconfigure the RTU without
actually having to run the last configuration.

See Figure B-1 and the field explanations below the figure.

Figure B-1 Crash Recovery Configuration

RTU Information

RTL Mame Config@WEB

Part Mumber C3414-300-001E1
Application Name C3414-500-001E1.out
WViWorks Ver C3414-500-996E0
GUI Version C3414-500-001E1.qui

DMNP Profile

Mfg. Hardware Ver  |ChangeMe
ID Code ChangeMe
Serial Mum ChangeMe

FProd Mame & Model SAGE 2400

RTU Time Configuration

Time Server Primary/Secondary Edit

=

CPU Configuration

Crash Recovery Configuration

FMumber of Restarts 3
ime between Restans a0

Global Freeze Configuration

=1

RTU Time & Date 06/07/2010 13:41:00 Edit

Number of Restarts

Time between

ACI Configuration

ACI Type O Aacl (@ FMR

Ethernet Adapter Configuration

PPP Port*
I.P. Address

Prirmary Port (13)
|.P. Address
Subnet Mask
Default Gateway

Target Mame

Seconday Port {12)
|.P. Address
Subnet Mask

Default Gateway

PPP Port
90.0.0.50

Ethernet Port 0
172.18.150.51
255.255.248.0
172.18.1.1
Tehent

Ethernet Port 1
172.18.150.151
255.255.0.0

[ cancel | | submit |

The number of restarts before the RTU starts VxWorks

without applications (for troubleshooting purposes).
Works best under normal conditions if the user accepts

the default value.

Restarts If crash happens in shorter time, it is logged as a restart.
Works best under normal conditions if the user accepts

the default value.
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TELVENT SAGE 2300

Wiarning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
thiz pragram or any parion of it, may result in severe ciwil and criminal penalties; and will be prosecuted to the maximum extent

Example: If the RTU crashes (or is reset, or the power cycles) within 90 seconds after the
beginning of bootup, that counts as one restart. If this happens three times in a row, the
RTU goes into Crash Recovery mode.

Notice that the default Time between Restarts is 90 seconds. Because the RTU takes about
60 seconds to reboot, 30 seconds is allowed for a crash. If you have reason to believe that
the configuration problem takes longer to crash the RTU, enter a longer Time between
Restarts.

When the RTU is running in Crash Recovery mode, the Login looks like Figure B-2. There are
notices on other screens as well. Crash Recovery mode should be used only for
reconfiguring the RTU to the previous working configuration. After reconfiguration, reset
the RTU to go back to normal mode.

Figure B-2 Running in Crash Recovery Mode

C3 Update

Username:

Password: |

Enable Post Message. [

Thizs Device is running in crash recovery mode. Please correct
the configuration and reset device,

C3 Update ~
C3413-500-001C3
Oe-0ct-2005 . ¥

possible under the [aw.

The RTU may be forced into Crash Recovery mode by the simple expedient of switching off
RTU power, switching it back on, waiting 60 seconds for bootup, then switching power off
again within 90 second (assuming default settings). Do this three times in a row. On the
fourth power-on, the RTU will bootup in Crash Recovery mode.

SAGE1-SFT-00001
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When the RTU boots up in crash recovery mode, you may monitor the console. The bootup
message will look like Figure B-3.

Figure B-3 Console Monitoring Crash Recovery Mode

&L Terminal - METS0.TRM =10f x|

File Edit Settings Phone Transfers Help
Mem Top = GefBo@a@
Phys Mem Top = GFfO08
Current Date/Time: 5/7/2002 10:34:23

UxWorks Creation Date: Mar 28 2882
Hetso UxWorks Uersion: 1.28 [Version passed to App = 1.28]

Press the SPACE bar to run the GUI only...
Running /c:/RB284821.out ...
undefined symbol: _ etext

1d error: error reading file (errno = Ox1c@eel).

task spauwned: id = B8xSebf8c, name = t1

->

-> Bx5ebf8c (t1): startup: RTU App starting at: 4/7/20082 10:34:40

Bx5ebf8c (t1): startup: Time since last restart: @ days, 8 Hrs B Hin 49 Secs
8x5ebf8c (t1): inCrashbode: WARMING: Restart time window(9@ secs) violated 3 tim

es (Max=3)

Bx5ebf8c (t1): << »¥

8x5ebf8c (t1): <<{ Crash has been detected?!** Only HTTP Server Task started >>

Bx5ebf8c (t1): << »¥

-
Duplicate Page Up Mext Hecord Wirite Level: 1
Go To Page Down Previous Record Main Menu 02:20:20 PM

B.2 Crash Recovery by Uploading a Safe Configuration

But what if you can't remember the last configuration that worked? The answer is, once
you get a configuration that works, you should download it and store it in a safe place. If a
bad configuration drives the RTU into crash recovery, upload the safe configuration and
reboot. See the Upload/Download chapter.

SAGE1-SFT-00001 Baseline Document Version 1.1
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B.3 Safe Mode

There is a possibility that the RTU is resetting intermittently because of an untenable
configuration, but not resetting consistently enough to drive the RTU into Crash Recovery
mode. In this case, you may force the RTU into Safe Mode. Safe Mode is the same as Crash
Recovery mode, only the user is allowed to enter Safe Mode intentionally.

You must enter Safe Mode from the console. During the early part of bootup, press the
spacebar when the following message appears. You must be quick because there is only a
two second window to do this.

Figure B-4 Beginning of Bootup

B Terminal.txt - Notepad [ZJ[EJ@

File Edit Format Wiew Help

| System CPU : :
| Coprocessor : Enabled :
| Floppy @ Type :1.44 HMB, 3.5 Serial Ports 1-2 :
| Floppy 1 Type : Hot installed Serial Ports 3-4 :
| : :
| : :
| : :

80486 |
|
|
|
Ide 8 Type 3 | Parallel Ports
|
|
+

Low Hemory
Extended Hemory 63MB

B3F8 92F8

Ide 1 Type 3 ROM Shadowing Enabled
Embedded BIODS Date A6/ 82785 Hanufacturing Hode Disabled

|
I
|
I
|
I
I
______________________________________ +
u1_ﬁ++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
+++++++t+++++ AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++4+4+++ 4+ H AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++ 4+ AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR
++++++++EH++HHEHEHE

UzWorks System Boot

Copyright 1984-1998 Wind River Systems, Inc.

CPU: PC 486

Uersion: 5.4.2

BSP version: 1.2/8

Creation date: Jun 16 2885, B89:86:14

Bootrom Uersion: C3413-5088-997CA
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Figure B-5 Hitting Spacebar and Results

‘ Phys Hem Top = 3fFfO00 V Sy y . v

Current Date/Time: 1877720085 9:2:42
UxWorks Uersion: C3413-588-995CH

Creation date: Jun 16 20885 Hit the spacebar

when you see this
P the SPACE bar t the GUI only.— message,
ress e ar o run e oniy A—j\‘

RTU app will not be started...
fd:/f - disk check in progress ...

fd:// - Uolume is OK

total # of clusters: 31,165
## of free clusters: 25,380
# of bad clusters: @
total free space: 58,612 Kb
max contiguous free space: 41,396,224 bytes
#t of Files: 641
# of folders: 17
total bytes in files: 18,966 Kb
#t of lost chains: @
total bytes in lost chains: @
Running /d:/C3413-588-881C3.o0ut ...
task spauned: id = B8x3d48b18, name = t1
8x3d48b18 (t1): startup: Http Server spawned successfully. ..
fezff - Uolume is OK
Bx3d48b18 (t1): startup: RTU App starting at: 1877720865 9:3:19
Bx3duB8b 18 (1) o <« 3363636363636 36 36 36 36 36 36 36 3636 36 36 36 36 36 36 36-36-36-36 36 36 36 36 I 36 36 36363636 36 36 36 36 36 3636 36 36 36 36 36 36 I JEIEIEIE-36 36 36 3
Bx3d48b18 (t1): << User has halted startuptt*? Only HTTP Server Task started >

Bx3duB8b 18 (1) o <« 3363636363636 36 36 36 36 36 36 36 3636 36 36 36 36 36 36 36-36-36-36 36 36 36 36 I 36 36 36363636 36 36 36 36 36 3636 36 36 36 36 36 36 I JEIEIEIE-36 36 36 3

This shows that
the device has
been started in
Safe Mode,,,
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The results of starting up in Safe Mode are shown below. Other screens beyond Login are
marked with the Safe Mode message.

Figure B-6 Safe Mode

TELVENT SAGE 2300

C3 Update

Username: |
Password: |
Enable Post Message. [

[ Login ]

This Device is in Safe Mode. All applications halted. Only
configuration active in this mode.

C3 Update G
C3413-500-001C3 =
Oe-0ct-2005 b

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
this program or any portion of it, may result in sewere civil and criminal penalties; and will be prosecuted to the maximum extent
possible under the law.
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APPENDIX C

Accessing The Customer
Website

Use your browser to go to the Telvent RTU website (http:/www.telventblogs.com/RTU/) and
type in Username and Password. If you have not registered for this website, contact Telvent
RTU Support.

& |http:,l',l'www.telventblngs.cumll'RTLlll'

Smart Information for a Sustainable World

SAGE Smart RTUs

News Documentation Firmware Updates Customer Service RIG Software

. L h
Logm ‘ ‘
1] H .

sername Categories
|Cu5tumer |
’ @ Applications (1)

Password: #' Customer Service (1)
|IIIIIIII |

%

Data Parser Toaols (1)

%

G L Info (&
[ Submit Query ] sneral Tnfo )

%

Mew Features (2)

Tips & Tricks (2)

%

To request a username and password email: duane. gilbert@telvent.com

Archives

= April 2011

=1 March 201

=1 January 2011
=1 December 2010
=] September 2010

‘Web Links

2 Telvent Smart Grid

Follow Us on Twitter

Tag Cloud
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After logging in click on the ‘Documentation’ tab for general Documentation.

Smart Information for a Sustainable World

SAGE Smart RTUs

News Documentation Firmware Updates Customer Service RIG Software

Documentation Subpages
™1 SAGE Data Sheets

I Manuals for SAGE RTUs
DATA SHEETS - Short specifications and capabilities brochures for the SAGE products. i

Click on the link to access the desired material.

Drawings
MAMLUALS - PDF versions of all the SAGE family Smart RTU manuals. I"i White Papers
’ ™ Product Bulletins
DRAWIMGE - PDF drawings that may be helpful.
WHITE PAPERS - Detailed write ups of features, functions, applications, etc. ‘
PRODUCT BULLETIMNS - Important notices about product obzelescence, security Categon’es

concerns, functons, etc. 2

- Applications (1)

%

o

" Customer Servce (1)

%

L

* Data Parser Tools (1)
#' General Info (L]

~ Mew Features (2]

4 Tips & Tricks {2)

¥

Archives

=1 April 2011

=1 March 2011

= January 2011
[=] December 2010
[=] September 2010
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Click on ‘Manuals’ to Download RTU Manuals.

% |http:,l'll'www.telventblogs.com,l'RTLI,I'page.cfm,l'data—sheetsll'manuals

Smart Information for a Sustainable World

SAGE Smart RTUs

TELVENT

Documentation Firmware Updates

Manuals for SAGE RTUs

Config@WEB Quick Start Guide doc
Quick guide o connecting the browser for configuring the RTU

M Config@WEB RTU Update Guide.pdf
Quick guide for performing a firmware update to the RTU

A SAGE 3030 Magnum Operations & Maintenance Manual
A 5AGE 3030 Operations & Maintenance Manual

M| C A mE AR Py rm i e WAsirtaramea kAanr =
SAGE 2400 Cperations & Maintenance Manus

» C3414 CPU Operations & Maintenance Manual
Covers the X800 madel CPU

Vs SAGE 2000 Schematics & Layout Drawings Manual
Covers all individual SAGE circuit cards

M Config@WEB Protocols MTU-RTU w2.3. pdf
Covers profocols where the RTU is being polled

A Config@WEB Protocols-RTU-IED W&, 1. pdf
Covers profocols where the RTU is doing the polling

> Config@WEB Applications V5.0 pdf
Details of all the applications that are included in SAGE RTUs

Mo nfig@WEB Software WO.0.pdf
Details funtionality of the User interface for the SAGE RTUs

Customer Service RIG Software

Subpages

‘I SAGE Data Sheets

Y Manuals for SAGE RTUs
“ Drawings

Y White Papers

" Product Bulletins

=

Categories

@ Applications (1)

@ Customer Service {1
@ Data Parser Toals (1)
# General Info (6]

# Mew Features (2)

# Tips & Tricks (2)

Archives

=1 April 2011

=1 March 2011

=l January 2011
= December 2010
=1 September 2010
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You may also Download the latest firmware by Clicking on the ‘Firmware Updates’ tab. This is the
Firmware page. Please note that there are two sets of firmware for the RTUs, one for the 586 CPU
(C3413) and one for the latest LX-800 CPU (C3414).

Smart Information for a Sustainable World

SAGE Smart RTUs

Documentation Firmware Updates Customer Service RIG Software

Firmware Updates Subpages
Y C3413 - 586 CPU

There are currently two versions of firmware available for the SAGE RTUs. Select the
correct CPU type to download a Zip file contzining the latest firmware release. Y C3414 - L¥B00 CPU

Note: Firmware for CPUs are not inferchangable. “ Data Trap Parser Programs

5 Archive
=3
Categories
P

Applications (1)

¥

Customer Service (1)

¥

Data Parser Tools (1)

=)

¥

General Info (&)

%

Mew Features (2)

(1410, 1430, 1450, 2400, 3030 Magnum)

@ Tips & Tricks {2)
“Mote: Exercise care to ensure firmware GUI, Application and Configuration files are Archives
handled appropriately.

=1 April 2011

=] March 2011

The following link is for a program that takes the SAGE Data Trap capture =l January 2011

and transzlates the hex data into a more usable {English) format. = December 2010
=] september 2010
o Data Trap Parser
Web Links

& Telvent Smart Grid

Follow Us on Twitter
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APPENDIX D

Ethernet Connection

D.1 Where Do You Start?

Let's start with the basics: You have a Windows PC and a config@WEB RTU. Figure D-1
shows the possible combinations of your situation.

Figure D-1 Decision Tree for Connection to config@WEB

Change
PC's IP address

Non-network direct
(use crossover cable)

Ethernet
. Change
@10/100 Mbit/sec RTU's IP

Decision
Tree

-Get customer's
Network :

. IT dept. to assign

Appendix E (use straight-thru cable) IP addr. For RTU

-Change RTU's IP
to same group

PPP
@38400 baud

The advantage of using Ethernet connection is high speed. The disadvantage is that you
might have to change your PC's IP address.

The advantage of using PPP connection is that you have the possibility of having a dial-up

channel to your RTU for long distance configuration and monitoring if a network is
unavailable. The disadvantage is the slow speed.

This appendix deals with the Ethernet branch of the decision tree. See Appendix B if you
are interested in the PPP connection.

D.1.1 Non-Network Ethernet Communication With RTU

¢ You need an Ethernet Crossover Cable (supplied with each RTU)

SAGE1-SFT-00001 Baseline
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e You need a PC with a static IP address and automatic dialup turned off (see later in
this appendix)

¢ You need to have both RTU and the PC have IP addresses within the same group
(you can change either the RTU IP address or the PC IP address). If you change the
PC IP address, record the old setup so that you can return)

Note: It is possible to have two different TCP/IP profiles if you have two different
NIC cards in your PC.

D.1.1.1 Physical Setup

The physical connection is straightforward, as shown in Figure D-2 and Figure D-3

Figure D-2 Connecting Directly to Ethernet

Console Speed LED
Ribbon Cable

Crossover
Ethernet cable

e ol

0 a1 Eth\;a;net =+ & ' Ethernet Laptop PC
DB1 % - 33 ]
UIF = . =
—1_ ERER
0
“‘ Versalogic
EPM-14
Comp PCM/CIA
AN Flas PC/104 CPU Ethernet
card
Red Stripe |
Ribbon Cable L[| —

for PPP to J1

Link/Activity LED

ON Active Ethernet cable plugged into J3. No Tx/Rx data activity.
OFF Cable not plugged into J3. Cable not plugged into active hub.
BLINKING Active Ethernet cable plugged into J3. Tx or Rx data activity detected on
the cable.
Speed LED
ON 100baseT (Fast) detected on Ethernet cable.
OFF 10BaseT (Slow) detected on Ethernet cable.
SAGE1-SFT-00001 Baseline Document Version 1.1
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Power/Run LED
ON Either booting up or in Safe Mode / Crash Recovery Mode
BLINKING Normal CPU running mode
Compact Flash Access LED — Not Applicable for C3414 CPU
FLASHES CPU is accessing the Compact Flash memory
Figure D-3 Crossover Ethernet Cable
Pins 4,5,7and 8
are not used
= 23 Receive (3 & 6)
Receive (3 & 6) .",‘ 2]— Transmit (1 & 2)
Transmit (1 & 2) T2 -
Pins 4,5, 7and 8
are not used
Pin 1 ==> Qrange/White
Pin 2 ==> Orange
Pin 3 ==> Green/White -
Pin 4 ==> Blue 1 3
Pin 5 ==> Blue/White
Pin 6 ==> Green 2 - 6
Pin 7 ==> Brown/White
Pin 8 ==> Brown X
6 » 2
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D.1.2 Network Ethernet Communication With RTU

e You need your IT department to assign an IP address and submask for your RTU
¢ You need to set the RTU to the above IP address and submask
¢ You need a straight-through Ethernet Cable connected to your network

D.1.2.1 Physical Setup

The absolute best way to operate is to have the RTU on a network. This allows you to access
the RTU remotely. See Figure D-4.
Figure D-4 Connecting to Ethernet Network

Speed Link/Activity
LED LED

Console
Ribbon Cable

o

Ethernet
J2

&—I Network

Ethernet Straight-Through
J3 Ethernet cables

DB1
UIF

PCM/CIA Laptop PC
Ethernet
card

Versalogic
EPM-4
PC/104 CPU

Compact
Flash

Red Stripe
Ribbon Cable
for PPP to J1

B Eececececececececsssceccscesscss |

ﬂ!:‘”:::::::::::::::::::331—

Note: Obtain an IP address for your RTU from your IT department. The subnet mask
for your RTU must match the subnet mask for your group. Do not use an IP address
already on your network.

Note: You must reboot the RTU by turning it off/on before the new IP address will
take effect.
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D-5

Figure D-5 Straight-Through Ethernet Cable

Pins 4,5, 7 and 8
are not used

Receive (3 & 6) {:

o

[Transmit (1 & 2) -

Pin 1 ==> Orange/White
Pin 2 ==» Orange

Pin 3 ==> Green/White
Pin 4 ==> Blue

Pin § ==> Blue/White
Pin 6 ==> Green

Pin 7 ==> Brown/White
Pin 8 ==> Brown

D W=

Straight-Through

=
—

O W N -

< Transmit (1 & 2)
2 | Receive (3 &)

o

Pins 4,5, 7 and 8
are not used

D.2 How to Find/Change Your RTU's IP Address

If you do not know the IP address of your RTU, you may ask the RTU "whoru" (who are you)
from the console. It's easy to talk to the CPU card through the console. Set the ribbon cable
on the card as shown in Figure D-6. Connect a three-wire null modem cable between your
PC and DB1 on the RTU. Use any terminal emulation program, such as Terminal, or
HyperTerminal. This example is for a SAGE 3400 baseboard. Please refer to the hardware
document for the baseboard you are using for the designation of the connectors.

Figure D-6 Talking to the RTU Through the Console

Laptop PC

DB1

DE9

CONNECTOR CONNECTOR
FEMALE MALE

LAPTOP PC UIF

UIF CABLE
Part Number: B0002-693-31000

DE9 Red Stripe

Ribbon Cable
for PPP to J1

Link/Activity

Compact

Ethernet
J2

]

Versalogic
EPM-4
PC/104 CPU

L R A A A R L A R R A A R R R )]

L N N R T Y Y T
I LIRSS R R N T may

smessssssssssssnssee i
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Appendix D — Ethernet Connection

Set communication parameters on the terminal emulation program as shown in Figure D-7.

Figure D-7 Terminal Emulation Communication Parameters

Communications

X
| e |

— Baud Rate

110 300 600 1200

Cancel

—Data Bits Stop Bits

FEFEF?FB ’7511[“1.5("2
— Parity —— Flow Control Connector

¥ None % ¥on/Xoff None -

" 0dd " Hardware EI!IHZ: -

" Even " Mone

" Mark

" Space [ Parity Check [ Carrier Detect

Hit Enter a few times until you get a prompt, then type "whoru" as shown in Figure D-8.

Figure D-8 Console Display

&L Terminal - TELVENT. TRM

File Edit Settings Phone Transfers Help

-3 ﬂ

-

-

-

-» whoru

IP Address = 172.18.158.51

Subnet HMask = 255.255.8.4@

value = 26 = Bx1a

-

->

o | ]
Duplicate Page Up Mext Hecord Write Level: 1
Go To Page Down Previous Record Main Menu 02:51:30 PM

Note: Obtain an IP address for your RTU from your IT department. The subnet mask
for your RTU must match the subnet mask for your group. Do not use an IP address

already on your network.

The following console commands are available:

setip
showip
whoru

Set the IP address
Show the IP address and subnet mask
Show the IP address and subnet mask (same as showip)
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setip is the only command that takes an argument. The description of the argument is:

The format of the command is
setip "ddd.ddd.ddd.ddd:hhhhhhhh"

where ddd.ddd.ddd.ddd is an IP address, e.g., 172.18.150.53,

and hhhhhhhh is a subnet mask represented in hex format, e.g.,
ffff0000 is the subnet mask 255.255.0.0.

As an example, the following command sets the IP address to 172.18.150.100 and the subnet
mask to 255.255.255.0.

setip "172.18.150.100:ffffff00"

Note: You must reboot the RTU by turning it off/on before the new IP address will
take effect.

D.3 How to Find/Change Your PC's IP Address

You may change your PC's IP address to one almost the same as the IP address on the RTU
(as shipped). This method is rather painful because your PC is probably set with an IP that

your network likes. If you use your PC on your network again, you will have to change it
back.

Q@

A~ Telvent

IP 172.18.150.51 IP 172.18.150.5

If you decide to change your PC's IP address, keep these points in mind:

e Telvent RTUs are shipped with a Class B IP address (172.18.150.50). This means the
Mask you set on your PC should be 255.255.0.0.

¢ Your PC may have been set to obtain an IP address from your network server at

boot-up. You must assign a static IP address to your PC (when connected directly to
the RTU, there will be no server to assign your PC's IP address).

e Your PC may also have been set to automatically try to dial-in. You will have to
disable this function.
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D.3.1 Windows XP Pro and Vista

D.3.1.1 Finding Your PC's IP

If you don't know your PC's IP address, go to a command line and type this command:

IPCONFIG
Example:

=+ Command Prompt (2)

C=~>ipconfig

Windows IPF Configuration

Ethernet adapter Local Area Connection 5:

Connection—specific DNS Suffix
IP Address. . - - - - - - - -

Subnet Mask . - . . . . . . . .
Default Gateway . . . . . . . .

abg.corp
172.18_146 .49
255255 248 .8
17218 _151 254

Ethernet adapter Bluetooth Hetuwork:

Media State . . . . - . . - . . Media disconnected

D.3.1.2 Setting Up the Alternate Connection

When you want to switch from your network connection to your RTU through a crossover
cable, XP makes it easy because of the “Alternate Connection” setup. Proceed as follows.

From the Control Panel, right-click on Local Area Connection and select Properties as shown
below.

Figure D-9 Right-Click on Local Area Connection

3 Network Connections

File  Edit ‘“ew Favaorites Tools Advanced Help i’,’
Q Back - d ‘ET P Search Folders E- o
Address | &2 Nebwaork Connections it @ Ga
Mame Tuna Status Device Mame Phone # o
_ Diakup Disable
Status
?. PPP Connection . Disconnected PPP 38400 0&70
Repair

LAN or High-Spee i i
3 Bridge Conneckions

BN, ool Ao Conned figh-Speed Inter...  Enabled SIS 900 PCI Fast Etherne. ..

Create Shartcut
! __\'n'iz_ard

[l Hew Connection . FeEname

Propetties

5
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Select Internet Protocol (TCP/IP) and click on the Properties button as shown below.

Figure D-10 TCP/IP Properties

- Local Area Connection Properties

General | Authentication | Advanced

Connect using:

B& 515 900 PCI Fast Ethermet Adapter

Thiz connection uses the following items:

fgl Client for Microzoft Metworks
.@ File and Frinker Sharing for Microzoft Mebworks
1 05 Packet Scheduler

Internet Protocal [TCPARP]
[ Inztall... ] Uninztall Froperties
Drescription

Tranzmizzion Contral Protocal/ntemet Pratocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.

[ 5how icon in notification area when connected

(] ] [ Cancel
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You computer will probably be set for “Obtain an IP address automatically”, as shown
below. If so, click on the Alternate Configuration tab.

Figure D-11 TCP/IP Properties

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get IP settings azsigned autornatically if your netwaork, suppaorts
thiz capabilibp. Othenaize, you need to azk your network, adminiztrator for
the appropriate [P settings.

(#)i0btain an IF address automatically
() Uze the following IP address:

() Obtain DMS server address automatically
() Usze the following DS zerver addreszes;

[ )4 H Cancel ]
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The PC will revert to the Alternate Configuration if the PC cannot find an IP address from
the Ethernet cable. After entering the alternate configuration, click OK.

Figure D-12 Alternate Configuration

Internet Protocol (TCP/IP) Properties E]E|

General | Alternate Configuration

[f thiz computer iz uzed on more than one network, enter the alternate [P
zetlings below,

() Automatic private P address

i) Uzer configured

P address: 172 .18 160 . 49
Subnet mask: 2R .85 0 .0

Default gatewsay:

Erefered DMS zerver:

Alternate DMS server:

Prefered WINS server:

Alternate WINS server

F, ] [ Cancel

D.4 Network, PC, & RTU Notes
D.4.11IP Address & Network Classifications

IP addresses are 32 bits divided into 4 bytes

Networks are classified into three sizes:

Class 1st Byte 2nd Byte 3rd Byte 4th Byte Subnet Mask
A 1-126 PCs PCs PCs 255.0.0.0
B 128 — 191 Network PCs PCs 255.255.0.0
C 192 — 223 Network Network PCs 255.255.255.0
Notes: 1st byte always belongs to network

PCs = Address of individual nodes (PCs)
Network = Address extension of network
Default subnet mask (some cases may differ)
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Example: 172.18.150.51 = Class B network,

1st two bytes for network location, last

two bytes for individual nodes; Mask = 255.255.0.0

D.4.2IP Address & Gateways

When you ask your computer to find an IP address whose
1st byte does not match your computer's IP 1st byte, your
computer knows to go straight to the gateway of your

network (because that address lies outside your network):

Computer Computer
Computer
Computer Your
Network
c \
omputer
p Computer Gateway

If for any reason the gateway is not available, your
computer will not be able to find the address. You will get

=10l x|

Ele Edt Help |

3 Cannot find server - Microsoft Internet Explor:

Wigw  Favorites  Tools

GBack ~ = - (D ay | Qisearch [FfFavorkes iMedia (% | By =

Address |&] http:/139.66.145.51 ~| @Pee |L\nks »

@ The page cannot be displayed

The page you are looking for is currently unavailable. The web
site might be experiencing technical difficulties, or vou may need
to adjust your browser settings.

Please try the following:

Click the Refresh buttan, ar try again later,

If vou typed the page address in the Address bar, make
sure that it is spelled correctly,

To check vour connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by vour local area network (LAN) administrator or
Internet service provider (ISP).

If vour Networl Administrator has enabled it, Microsoft
windows can examine your network and automatically
discover network connection settings.

If you would like Windows to try and discover them,

click Dretect Wetwork Settings

Some sites require 128-bit connection security. Click the

an IE page like this:

D.4.3 IP Address Mismatch

Help menu and then click About Internet Explorer to
determine what strength security you hawve installed.

If you are trying ta reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and
then click Internet Options. On the Advanced tab, scroll
to the Security section and checl settings for S5L 2.0, 351

2 Tioin AcTen
[ [ |4 meernet

[&] one

This is the same analogy as your computer trying to connect directly to a Telvent
config@WEB RTU when they have different 1st bytes in their IP addresses:

“ )

| (.0

L) o\

CARLE

IP 118.76.32.8

OVER

Telvent

IP 172.18.150.50
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D.4.4 1P Address Non-network Match

The best method is to set the RTU's IP address within the same group as your own network's
IP addresses. The address you choose should not be the same as your PC, or any other PC on
your network. If in doubt, ask your IT department to assign IP addresses to your Telvent

RTUs. If and when you graduate your RTU operation to a network, your RTUs will be ready.

Telvent

|\ A - | CROSSOVER

IP 118.76.32.8 IP 118.76.32.9

D.4.5IP Address Network Match

The same principle applies if you put your RTUs on your network: The IP addresses must be
in the same group as your existing IP addresses, yet every address must be unique.

Telvent

S TRAIGHT-THROUCH RTU
CABLES ‘

[0 2,0 Go \ \—

IP 118.76.32.8 IP 118.76.32.9

SAGE1-SFT-00001 Baseline

Document Version 1.1
Proprietary and Confidential to Telvent



D-14 config@WEB Software Users Guide Appendix D — Ethernet Connection

SAGE1-SFT-00001 Baseline Document Version 1.1
Proprietary and Confidential to Telvent



APPENDIX E

PPP Connection

E.1 General PC Requirements

e All software that's necessary to connect to Telvent RTUs comes with Windows XP
(at the present time, PPP has been verified only for Windows XP Pro).

e Internet Explorer 6.0 or higher.

The PPP (Point-to-Point Protocol) is slower than Ethernet, but it has the advantage of
requiring no changes in your PC's TCP/IP settings.

E.2 Where Do You Start?

Let's start with the basics: You have a Windows PC and a config@WEB RTU. Figure E-1
shows the possible combinations of your situation.

Figure E-1 Decision Tree for Connection to config@WEB

Change
PC's IP address

Non-network direct
(use crossover cable)

Ethernet
@10Mbit/sec

Change
RTU's IP

Decision
Tree

-Get customer's
Network ”

. IT dept. to assign

Appendix E (use straight-thru cable) IP addr. For RTU

-Change RTU's IP
to same group

PPP
@38400 baud

The advantage of using Ethernet connection is high speed. The disadvantage is that you
might have to change your PC's IP address.
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The advantage of using PPP connection is that you have the possibility of having a dial-up
channel to your RTU for long distance configuration and monitoring if a network is
unavailable. The disadvantage is the slow speed.

This appendix deals with the PPP branch of the decision tree. See Appendix D if you are
interested in the Ethernet connection.

E.3 Steps to Achieve PPP

The following steps will be covered in the remainder of this appendix:

- Proper physical connection

- WinXP Setup
Creating WinXP dialup network connection for WNPPP
Creating WinXP direct serial network connection for WNPPP
Routine PPP connections

E.4 Physical Connection

PPP uses the User Interface Port (UIF), as shown in Figure E-2. Notice that the ribbon cable
with the red strip must be connected to J1 on the baseboard. Also notice that you must use
a three-wire null modem cable exactly as shown (no other lines connected, no jumpered
pins).

Figure E-2 User Interface and UIF Cable

PPP Native IP address: 90.0.0.50

- Com 1 will also respond to the
Laptop for direct connect, Ethernet IP address
modem for dialup.

Laptop PC

Responds only to
Ethernet IP address

Ribbon Cable Y )

for PPP to J1 =

=

=

=

=

=

DE9 DE9 ;

CONNECTOR CONNECTOR Ribbon Cable =
FEMALE MALE Y )

LAPTOP PC UIF o0
j HessesessesssessssORORROERORORRORRRSE

UIF CABLE

__Il.l..... L L] ...._.l_
Part Number: B0002-693-31000

.'!:]|!:::::3::::::3::::::;3
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Table E-1 PPP & Console Connector Pin-outs

Signal | Pin Description Type
DCD 1 Data Carrier Detect Input
RX 2 Receive Data Input
TX 3 Transmit Data Output
DTR 4 Data Terminal Ready | Output
DGND |5 Digital Ground n/a
DSR 6 Data Set Ready Input
RTS 7 Request To Send Output
CTS 8 Clear To Send Input
RI 9 Ring Indicator n/a

E.5 Modem Settings for PPP

This section describes the modem settings that have yielded the most successful results in
connecting to the RTU’s PPP port.

E.5.1 Overview

The PPP EIA-232 serial port is fixed at 38,400 BPS rate, and therefore requires a modem that
can negotiate a connection with another modem at a similar speed. The slowest modem
‘connect’ speed observed that can still maintain adequate communications is ~24,000 BPS. If
your negotiated modem-connect speed is less than this, the PPP connection is likely to fail.

The modem connected to the RTU is used in a passive slave mode (it never initiates a PPP
connection), therefore the modem’s EIA-232 serial port cannot be ‘auto-Bauded’ at runtime.
The serial connect speed must be set manually before placing the modem in service. If the
EIA-232 serial speed is not correctly set to 38,400 BPS, a successful PPP connection will never
be established. In addition, the serial data that the RTU is looking for to indicate that a PPP
connection is being attempted requires that the modem also be configured to suppress any
event strings such as “RING” or “CONNECT 384000”, and to suppress the echoing of all AT
commands.

E.5.2 Setting The Modem'’s Serial Baud Rate

Most modems retain the last used serial baud rate through a power cycle, so all modem
settings should be made at the 38,400 BPS baud rate. When the modem is powered off and
installed for use, it will power back up with the serial port already at the 38,400 BPS baud
rate.

All settings must be downloaded to the modem before placing the modem in service. Most
Hayes-compatible modems have settings profiles that can be selected to be used at startup.
The downloaded settings for use with PPP should be written to one of these profiles, and
using the proper Hayes commands, that profile should be selected to be used at startup.
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E.5.2.1 Sample Settings

Below are the settings used to establish a successful connection with a US Robotics modem
connected to the RTU. The modem connected to the PC trying to establish a PPP connection

should be configured similarly:

B1 - U.S. answer tone

EO — Echo OFF

F1 - Local echo OFF

M1 - Speaker on until connect (optional)
Q1 - Suppress result codes

YO0 - Default Profile 0

Z1 - Resets modem to Profile 0

&DO0 - DTR override

&HO - Flow control disabled

&10 — Software flow control disabled
&K1 - Auto enable/disable data compression
&NO - Variable connect speed

&R1 - Ignore RTS

&S0 — DSR override; always ON

&UO - Floor connect speed disabled

These settings should be written to Profile 0 using the & W0 command.

Note: Even though the above settings are for a Hayes-compatible modem, consult
your modem’s documentation to verify the correct command needed to accomplish

what the above settings do.

Baseline Document Version 1.1
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E.6 Creating a Dialup PPP Network Connection for XP

Note: before attempting any PPP connections, disconnect your computer from your
LAN to avoid DNS server conflicts. When you finish your PPP session, you may

reconnect your LAN.

Note: Use a three-wire null modem cable.

In the Control Panel, double-click on the Network Connections icon:

# Control Panel
Eile  Edit

\_) Back \_)

Yiew Favorites  Tools

Help

L’I’ pSearch [1_ Folders v

Address | @ Control Panel

B" Control Panel =

3¢ Switch to Catedory Yiew

See Also

“ Windows Update
(7)) Help and Suppart

M aail

MName =
&, accessibility Options
& Add Hardware
Lhadd or Remove Programs
A administrative Tools
“PDate and Time
S Display
[ Folder Options
EhFonts
EGame Controllers
P 1ntel PROSEE
BDinternet Options
& Java Plug-in
@mkeyboard

) Mouse
SAhletwar]

ENYIDLA Ny gD

LPhgne and [ Connects to other computers, netwaorks,

{0 Partable Medis Devices

EPower Options

% 4Printers and Faxes

=Y P

Comments
Adijust your cornput...

Configure administr...
Set the date, time, ...

Change the appeara...

Cugtomize the displ...

&dd, change, and m...

add, rermove, and c...
Configures and test..

Custornize your key...

Microsoft Office Qutl...

Customiza your mo...

Connects to other ...
o ficu we

Connections

Letmun hil—um moew AT i

Installs and froubles...
Install or rermove pr...

Configure your Inter...
Java Plug-in Contral..,

and the Internet, I

Yiew the portable m...
Configure energy-sa..
Shows installed prin...

) [ [E]X]
v | Go

Connects o other computers, netwarks, and the Internet,

J My Cormputer
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Click on the “Create a new connection” link:

% Network Connections €

Eile Edit Miew Favorites Tools Advanced Help

@Back ° \_’] lﬁ: ﬁSearch | Folders | [~

address | @ Metwork Connections "| & co

Marme Type Status
LAN or High-Speed Internet

Metwork Tasks

W] Creat ti
L JLlocal Area Connection 2 L&M or High-Speed Inter...  Enabled

Start the New Connection Wizard, which helps you create a connection to the Internet, to another computer, or to your workplace r
See Also

j,l Metwork Troubleshooker

Other Places

B- Control Panel
Id Iy Metwork Places

My Documents
H [y Computer

Details

Network Connections
System Folder

¢ | >

1 objects
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The Connection Wizard will start, presenting the following window. Click “Next”.

New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect o the Internet,

* Connect to a private network, such as vour workplace
nietwiork.

To continue, click Mesxt,

MEHH |[ Cancel

For Network Connection Type, pick “Connect to the network at my workplace”, then click

“Next"”.

New Connection Wizard

() Connect to the Intemnet
Connect to the Intemet 2o vou can browse the \Web and read email.

{(*)iConnect to the network at my workplace

Connect to a buginess netwark, [Uzing dial-up ar YPMH] 20 wou can wark from home,
a field office, ar another location.

(") Set up an advanced connection

Connect directly to anaother computer using vour zenal, parallel, or infrared poart, or
get up this computer 2o that ather computers can connect to it

Metwork Connection Type
YW'hat do you want to do?

¢ Back ” Hest > ][ Caricel
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Select “Dial-up connection” as to how to connect. Click “Next”.

New Connection Wizard

Hetwork Connection

Haow do pou want bo connect to the nebwaork, at your wark place? @

Create the following connechion:

{(*)iDjal-up connection

Connect uging a modem and a regular phone line ar an Integrated Services Digital
Hetwark [I1S0M] phone line.

() Wirtual Private Network connection

Connect to the network, using a wirtual private network, YPH] connection aver the
Interniet.

< Back ” Mest » ][ Cancel

Give the new connection a name. This will also be the name of the shortcut placed on the
desktop after completing the Connection Wizard. Click “Next".

New Connection Wizard

Connection Hame
Specify a name for this connection to your workplace.

Type a name for this connechion in the following bos.

Company Hame

Telvent Dialup PPF

For example, you could type the name of vour warkplace or the name of a server you
will connect ta.

¢ Back ” Hest > ][ Caricel
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New Connection Wizard

Enter the phone number of the remote modem site. Enter any special dial parameters here.

For example, a comma pauses dialing for 2 seconds. Click “Next".

Phone Humber to Dial
What iz the phone number you will uze to make this connection?

Type the phane number below.

Phone number;
1.713123 4567

“'ou might need to include a 1" or the area code, or both, |f pou are not zure
you heed the extra numberz, dial the phone Aumber on your telephone. [Fyou
hear a modemn zound, the number dialed is comect.

< Back ” Mest > l[ Cancel

Make this connection available for “Anyone’s Use”, if desired. Otherwise, this connection

will only be available to the current user.

New Connection Wizard

Connection Availability

“'ou can make the new connection available to any user or only to pourzelr, @

A connhection that iz created far pour use anly iz 2aved in your uger account and iz not
available unlezs pou are logged on.

Create thiz connechion far;

() My uze only

¢ Back ” Hest > ][ Cancel
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Before completing the Connection Wizard, check the “Add a shortcut to this connection to
my desktop” box. Click “Finish”.

New Connection Wizard

Completing the New Connection
Wizard

Y'ou have successfully completed the steps needed to
create the following connection:

Telvent Dialup PPP
* Share with all uzers of thiz computer

The connection will be zaved in the MNetwark
Connechions falder.

[¥]:4dd a shortcut to this connection to my desktop

To create the connection and cloze this wizard, click Finish,

< Back ” Finizh l[ Cancel
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When the Connection Wizard completes, the following window will appear. Click
“Properties”.

U zer name: | |

Paszword: | |

[]5ave this uzer name and pazzword for the following users:

ke anly

Arwone who uzes thiz computer

Djal: 1.713123 4567 v|

L Eial J[ Cancel ][ Froperties ][ Help ]
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The following window will appear. The modem for this PC should be present in the

“Connect using:” field. Click “Configure”.

= Telvent Dialup PPP Properties EE|

General |EI|:-tin:|r'|s Security | Metwaorking | Advanced

Connect using:
|@ Modem - Conexant SmartHSFi %32 56K DF PCI Modem [COM:

Phiorne number

Phone number;
1,713123 4567 [ Atemates

[] Uze dialing rules

Show icon in notification area when connected

(] ] [ Cancel

Modem Configuration

%‘{} Conezant SmartHSFi %92 56K DF PCl Modem [COM3]
oy

=

Mawirmum speed (bps): 115200

tadern pratocal

Hardware features
Enable hardware flow contral
Enable modem ermor contral

Enable madem compressian

[ ] Show terminal window

Enable modem zpeaker

ak. l [ Cancel

Make sure the settings for the modem on your PC match these. Click “OK".
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Click on the “"Options” tab. Make sure the “Prompt for name and password, certificate,
etc.” checkbox is UNCHECKED. At the bottom of the window, click on the “X.25” button.

= Telvent Dialup PPP Properties E X

General | Options |58curit}l Metworking || Advanced

Dialing optionz
Dizplay progress while connecting

[CJiPrompt for name and pazsword, cerblicate, ete

[ Include “indows logon domain
Praompt for phaone number
Fedialing options

Redial attempts: 3 :

Idle time before hanging wp:

[] Redial it line is dropped

Time between redial attempts:

[ oK H Cancel ]

Make sure the settings on this window match these. Click “OK".

X.25 Logon Settings

Select pour .25 network. provider and type the #.121 address of
the remote server:

Metwark:

| [hone]

#.12 address:

Optional

Uzer data:

Facilities:

ok, ][ Cancel ]
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Click on the “Security” tab. In the “Security options” area make sure the settings on your
PC match these. In the Interactive logon and scripting area, make sure the “Run script”
checkbox is CHECKED. Click on the “Edit” button to create the script required to handshake
with the remote RTU. Once the script file is created, click on the “Browse” button to
navigate to and select the script file. The path and name of the script file should appear in
the field next to the “Run script” checkbox.

= Telvent Dialup PPP Properties E[Z|

General EIptiu:uns| Security |Netwu:urking Advanced

Securnty options
(%) Typical recommended settings]

Walidate my identity as follows:

|.-'1‘-.II|:|I.-'-.I unzecured paszword W

() Advanced [custom zettings)]

Interactive logon and scripting
[] Show teminal window

Bun script:

[ OF. l[ Cancel ]
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Create and save the script to any safe location on your PC. The contents of the script should
contain the following.

B pppdialup.scp - Notepad (' &ETEE ) _ E|E|
Eile Edit Format Yiew Help

L
proc ma’in

deTay 4
transmit "CLIEMTAM"

endproc

Click on the “Networking” tab. The "Type of dial-up server” field should be PPP. In the

“This connection uses the following items:"” area, make sure only Internet Protocol (TCP/IP)”
is selected (checkbox is CHECKED). Click the “Settings” button.

= Telvent Dialup PPP Properties ?rz|

General | Options Seu:urit_l,l| Metwaorking |.-’-'-.u:|vanu:ed

Type of dial-up server | am calling:

PPF: windows 9538/ T 4/2000, Internet w |

Settings

Thiz connection uges the following items:

5 Internet Protocal [TCRARP]

O /=l File and Printer Sharing for Microzoft Hetwarks
(Il g Client far Microsoft Mebwarks

[ [nztall... Urinztall Froperties

Dreszcription

Tranzmizzion Contral Protocal/ nternet Pratacal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected netwarks.

] l [ Canicel
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PPP Settings

[] Enable LCP extensions

[ JiEnable zoftware compressior:

[] Megatiate multiink far single link connections

[ OF. l [ Cancel

Internet Protocol (TCP/IP) Properties

General |

You can get [P settings assigned automatically if pour netwiork,
supparts thiz capability. Otherwize, you need to azk your netwark,
administrator for the appropriate [P settings.

(%){0btain an [P address automaicalle
{7) Usze the fallowing IP address:

(%) Obtain DNS server addiess automatically
{7 Use the following DM5 server addresses:

ak. ] [ Canicel

In the PPP Settings window, make sure all of the items are UNCHECKED. Click “OK".

Click on the “Internet Protocol (TCP/IP)” item, and click on the “Properties” button. Click on
the “Obtain an IP address automatically” and “Obtain DNS server address automatically”
radio buttons are selected. Click on the “Advanced...” button.
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Select the “General” tab if not already selected. Select the “Use default gateway on remote
network” checkbox (CHECKED). In the “PPP link” area, make sure the “Use IP header
compression” checkbox is UNCHECKED. Click OK. (No changes to the DNS and WINS tabs
are required)

Advanced TCP/IP Settings

General | DNS | wiNS

Thiz checkbox only appliez vwhen you are connected o a local
network, and a dial-up network, simultaneously, When checked. data
that cannot be sent an the local netwark, is forwarded ta the dial-up
netwiork.

Uze default gateway on remote network

PPF link
[JUze IF header compressiar

]S ] [ Cancel
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Click on the “Advanced” tab. Change the settings if necessary to match the following. Click
lloKIl.

= Telvent Dialup PPP Properties E :

| General | Options | Secuity | Metwarking | Advanced

Internet Connection Firewall

|:| Pratect my computer and network, by imiting or preventlng
iancess bo this computer from the Intermet

Learn mare about [nternet Connection Firewall.

Internet Connection S haring

[] Allaws ather netwark. users to connect through this
computer's Intemet connection

Eztablizh a dial-up connection whenever a computer an
my nebwiork, atbemptz to accesz the Intemet

Allo ather network, ugers to control or dizable the
zhared Intermet connection

Learn mare about [nternet Connection Sharing.

Settings...

[ OF. ] [ Cancel

The Dialup Network Connection window will now appear as shown:

Dial [1_715123 4567 v |

[ gial ][ Cancel ][ Froperties ][ Help ]

Dialup Network Connection setup is complete. Click on the Dial button to initiate the call.
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E.7 Creating a Direct Serial Network Connection for XP

In the Control Panel, double-click on the Network Connections icon:

B Control Panel
Eile Edit Wiew Fawvorites Tools Help

OBack \_) lﬂ: pSearch [~ Falders EFH

Address | @ Control Panel

- Namg ~
ﬂ"' Control Panel eall | . sccessihility Options

& add Hardware
A administrative Tools

“PDate and Time
See Also W Digplay
[ZFolder Options
EHFants

EGame Controllers
) 1ntel PROSEL
“Pinternet Options
& Java Plug-in
@mkeyboard
Bmail

)Mouse

& vindows Update
@) Help and Suppart

Cormments
Adijust your cornput...

Installs and troubles...
Install or rermove pr...

Configure administr...
Set the date, time, ...

Change the appeara...

Custornize the displ..

Add, change, and m...

Add, remove, and c...
Configures and test...

Configure your Inter...
Java Plug-in Contral..,

Custornize your key...

Microgoft Office Cutl...

Customize your ma...
Connects to other ...

* - * ...
‘ Connects to other computers, networks, and the Internet. L‘P

£l Partable Media Devices
$Power Options

% 4Printers and Faxes

o -

Wiew the partable m...
Configure energy-sa...
Shows installed prin...

Connects o other carmputers, networks, and the Internet,

J My Cormputer
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Click on the “Create a new connection” link:

* Network Connections X
Eile Edit Miew Favorites Tools Advanced Help ?

@Back ° \_) lﬁ: pSearch | Folders | [~

address | @ Metwork Connections "| & co
Marne Type Status
Dial-up

Metwork Tasks

E _reate & new connection

Il Telvent Dialup PPP Dial-up Disconnected
Start the New Connection Wizard, which helps vou create a connection to the Internet, to another computer, or to your workplace neb
o Lirect

See Also e

A Metwork Troubleshooter 5" Telvent Direct PPP Direct Disconnected

LAN or High-Speed Internet

Other Places
JLlocal Area Connection 2 L&M or High-Speed Inter...  Enabled

G- Control Panel
l& Iy Metwork Places

My Documents
H [y Computer

Details

Network Connections
System Folder

1111 >
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The Connection Wizard will start, presenting the following window. Click “Next”.

New Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect o the Internet,

* Connect to a private network, such as vour workplace
nietwiork.

To continue, click Mesxt,

MEHH |[ Cancel

For Network Connection Type, pick “Set up an advanced connection”, then click “Next”.

New Connection Wizard

Metwork Connection Type
What do you want bo do’?

(") Connect to the Internet
Connect to the Intermet 2o vou can browse the ‘\Web and read email.

{_) Connect to the network at my workplace

Connect to a buzinesz network. [using dial-up or WPN] 20 pou can work, from home,
a field office, or another location.

{(*)5et up an advanced connection

Connect directly to another computer using vour gerial, parallel, or infrared poart, or
zet up this computer 2o that ather computers can connect to it

< Back ” Mest > l[ Cancel
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Select “Connect directly to another computer”. Click “Next".

New Connection Wizard
Advanced Connection Options
Which type af cannection da you want ko zet up?

Select the connection type you want:

(") Accept incoming connections
Allows ather computers to connect bo thiz computer through the Intermet, a phone
lime, or a direct cable connection.

{(#)Connect directly to another computer

Connect to another computer uzing vour zenal, parallel, or infrared port.

< Back ” Mest » ][ Cancel

Select “Guest”. Click “Next".

New Connection Wizard

Host or Guest?

To connect bwo compters, your computer must be identified az either a hozt or a @
guest.

Chooze the role you want for thiz computer:

() Host

Thiz computer has the information you want bo access.

Thiz computer iz uged to accesz information on the host computer.

< Back ” Mest > l[ Cancel
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Give the new connection a name. This will also be the name of the shortcut placed on the

desktop after completing the Connection Wizard. Click “Next".

New Connection Wizard

Connection Hame
What iz the name of the other computer yau are connecting to?

Twpe the name of the ather computer in the following bos.

Computer M ame

Telvent Direct PPH

The name pou type here will be the name of the connection you are creating.

< Back ” Mest > l[ Cancel

Select the serial port on your computer that will be used to connect to the RTU. Click

"Next”.

New Connection Wizard

Select a Device
Thiz iz the device that will be uzed to make the connechion.

Select a device:

Communications cable between bwo computers [CORT]

¢ Back ” Hest > ][ Cancel
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Make this connection available for “Anyone’s Use”, if desired. Otherwise, this connection
will only be available to the current user.

New Connection Wizard

Connection Availability
Y'ou can make the new connection available to any uzer ar only b yourzelf,

& connection that iz created far your use anly iz 2aved in your uger account and iz not
avallable unless you are logged on.

Create thiz connection faor;

() My use anly

< Back ” Mest > l[ Cancel

Before completing the Connection Wizard, check the “Add a shortcut to this connection to
my desktop” box. Click “Finish”.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the stepsz needed to
create the following connection:

Telvent Direct PPP
* Share with all uzers of this computer

The connechon will be zaved in the Netwark
Connections folder.

[#]iadd a shortzut bo this connection to my deskiop

To create the connection and cloze this wizard, click Finish.

¢ Back ” Finizh ][ Cancel
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When the Connection Wizard completes, the following window will appear. Click
“Properties”.

U zer name: | |

Pazswiord: | |

[] Save this user name and pazsword for the following users:

bl anly
Arpane whio uzes thiz computer

unnnect J[ Cancel ][ Properties ][ Help

Baseline Document Version 1.1
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The following window will appear. The serial port selected in the setup should be present
in the device field. Click “Configure”.

* Telvent Direct PPP Properties EE|

General |EI|:-tin:|r'|s Security | Metwaorking | Advanced

Select a device:

| Communications cable between bwo computers [COM1] b |

Show icon in notification area when connected

[ OF. l [ Cancel

Set the Maximum speed to 38400 bps, and UNCHECK all check boxes. Click “OK".

Modem Configuration

%‘{} Communications cable between bwo computers [CORT]
ey

=

Maximum speed [bps]: 38400 w

tadern pratocal

Hardware features
[] Enable hardware flaw contral
[ ] Enable modem eror contral

[ ] Enable madem compressian

[ ] Show terminal window

[ ] Enable modem speaker

ak. l [ Cancel
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Click on the “"Options” tab. Make sure the “Prompt for name and password, certificate,
etc.” checkbox is UNCHECKED.

* Telvent Direct PPP Properties |: A

General | Optionz |Sec:urit_l,l Metwaorking | Advanced

Dvialing options
Dizplay progress while connecting

[ JPrompt for name and paszword, certificate, et

[ Inchude ‘Windows logon domain

Fedialing options

Bedial attermnpts: |3 : |
Time behween redial attempts: |‘I minLte L |
|dle time before hanging up: | NEver e |

[ ] Redial if ine iz dropped

] l [ Canicel
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Click on the “Security” tab. In the “Security options” area select the “Advanced (custom
settings) radio button. Click the “Settings...” button.

* Telvent Direct PPP Properties

General | Options | Security |Netwu:urking | Advanced |

Security options
() Typical recommended settings)

Autamatically uze my Windows logon name and
paszword [and domain if any)

Require data encroption [dizconnect if none)

zing these settings reguires a knowledge
of security protocols. Seftings...

(] ] [ Cancel
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In the “Data encryption” field pull-down menu, select “Optional encryption (connect even if
no encryption)”. In the “Logon security” area, select the “Allow these protocols” radio
button, and CHECK all the checkboxes as shown. Click OK.

Advanced Security Settings

Drata encryption:

| Optional encreption [connect even if no encryption] “ |

Logon security
() Use Extenzible Authentication Protocol [EAF)

Urnencrypted pazsword [PAP)

Shiva Paszword Authentication Pratocal [SPAP)
LChallenge Handshake authentication Pratocal [CHAP)
Microzoft CHAP [M5-CHAP)

Al older ME5-CHAP wersion for Windows 95 servers
Microzoft CHAP Yersion 2 [MS-CHAP +2]

For M5-CHAP bazed protocaols, autamatically uze my
Windows logon name and pazswaord [and domain if any)

[ k. ]’ Cancel ]

If a warning box comes up as shown, click Yes.

Metwork Connections X

i The protocols wou have selected include PAP, SPAP, andfor CHAP. If one of these is negotiated, data encryption will
not occur, Do you wank ko keep these settings?

Yes ] | Mo |
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Click on the “Networking” tab. The "Type of dial-up server” field should be PPP. In the
“This connection uses the following items:"” area, uncheck everything that can be unchecked
except Internet Protocol (TCP/IP)”, which should be checked.. Click the “Settings” button.

* Telvent Direct PPP Properties E[Z|

General | Options Seu:urity| Metworking |.-’-'-.|:Ivan|:eu:|

Type aof dial-up server | am calling:

PPF: windows 95/98/M T 4/2000, Internet

v]

Settings

Thiz connection uges the following items:;

= Internet Pratocal [TCPAR)

| g File and Printer Sharing for Microgaft Metwarks
(Il E’i Clignt for Microsoft Nebwarks

[ Install...

Drezcription

Tranzmizzion Control Protocaol/ ntermet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarks.

[ OF. l [ Cancel

In the PPP Settings window, make sure all of the items are UNCHECKED. Click “OK".

PPP Settings

[[] Enable LCP extensions

[ ]iEnable software compressiar

[] Megotiate multi-ink, far single link connections

] l [ Cancel
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Click on the “Internet Protocol (TCP/IP)" item, and click on the “Properties” button. Click on
the “Obtain an IP address automatically” and “Obtain DNS server address automatically”
radio buttons are selected. Click on the “Advanced...” button.

Internet Protocol (TCP/IP) Properties

General |

Yo can get [P settings assigned automatically if your network
supports thiz capabiliy. Othensize, you need to ask pour network,
adminigtrator for the appropriate [P zettings.

(®0btain an |F address automahcall
() Use the fallowing IP address:

(3) Obtain DMS server address automatically
() Use the following DM5 server addresses:

ak. ] l Cahcel
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Select the “General” tab if not already selected. Select the “Use default gateway on remote
network” checkbox (CHECKED). In the “PPP link"” area, UNCHECK the “Use IP header
compression” checkbox. (No changes to the DNS and WINS tabs are required) Click “OK" to
close the “Advance TCP/IP Settings” window. Click OK again to exit the Internet Protocol
(TCP/IP) Properties box.

Advanced TCP/IP Settings

General |DNS WING

Thiz checkbox only applies when you are connected bo a local
network, and a dial-up network, simultaneously, When checked, data
that cannot be zent on the local network, iz fonwarded to the dialup
rietwork.

Uze default gateray an remote nebwork

PPP link
[JUsze [P header compressior

Ok, ] l Cancel
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Click on the “Advanced” tab. Change the settings if necessary to match the following. Click
"OK". The Direct PPP Network Connection will immediately try to establish a connection.
Click the "Cancel” button to interrupt this process if desired.

General | Options | Security Netwnrking| Advanced

Internet Connection Firewall

|:| Protect my computer and network, by limiting or preventlng
ianness bo thiz computer from the |ntermet

Learn mare about [nternet Connechion Firewall.

Internet Connection Sharing

[] Allow ather network, ugers to connect through this
computer's Intermet connection

Learn mare about [nternet Connection Sharing.

[ OF. l [ Cancel

Direct Network Connection setup is complete.
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APPENDIX F

Console Commands

F.1 List of Console Commands
The console now has two command modes, “C” and “cmd”.
Typing “cmd” at the console will bring you to the [VxWorks]# command prompt:
-> cmd
[vxWorks]#
[vxWorks]# help

List of the registered topics:

EDR List of the shell commands related to ED&R.

basic List of basic shell commands.

breakpoint List of the shell commands related to breakpoints.
filesystem List of the shell commands related to file system.
interpreter Interpreter shell commands.

memory List of the shell commands related to memory.
modules List of the shell commands related to kernel modules.
network Network commands

object List of the shell commands related to objects.
symbols List of the shell commands related to symbols.
tasks List of the shell commands related to tasks.

VXMUX VXMUX routines

List of the registered commands:

C Switch to C interpreter

alias Add an alias or display alias

arp IPNET arp control

bp Display, set or unset a breakpoint
cd Change current directory.

ciphers SSL Cipher Suites

demangle Display demangled string

dprintf Insert a dynamic printf eventpoint
echo Display a line of text

echoclient TCP/UDP echo client

echoserver TCP/UDP echo server

edr ...

exit Exit the shell session.

expr Evaluate expressions

file ...

ftp FTP client

func ...

getenv Get an environment variable

help Display the list of the shell commands
ifconfig IPNET interface configuration

ike IPIKE daemon control
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ipsecctrl
keyadm
logout
lookup
mem ...
module ...
more
netstat
object ...
ping
pppconfig
print ...
printf
pwd
radiusc
reboot
repeat
route

s _client
s_server
s _time
set ...
setenv
show ...
slab
sleep

ssl _clt
ssl_srv
string ...
sysvar
task ...
unalias
unset ...
version
vxslab
[vxWorks]#

[vxWorks]# C

->

->

->

-> help

help Print this list

dbgHelp Print debugger help info
edrHelp Print ED&R help info

ioHelp Print 1/0 utilities help info
nfsHelp Print nfs help info

netHelp Print network help info

rtpHelp Print process help info

spyHelp Print task histogrammer help info
timexHelp Print execution timer help info
h [n] Print (or set) shell history

i [task] Summary of tasks®" TCBs

ti task Complete info on TCB for task
sp adr,args...

taskSpawn name,pri,opt,stk,adr,args... Spawn a task

tip "dev=devicel#tag=tagStrl", *dev=device2#tag=tagStr2",

config ipsec

admin IPsec keys
Logout the shell session.
Lookup a symbol

Browse and page through a text file.

IPNET socket and

route stats

IPNET ping utility

ppp config

Write formatted output

Display current working directory.

Radius client

Reboot the system

Repeat a command
IPNET route table control

SSL client
SSL server

Time SSL connection

Set an environment variable

Print slab cache information

Suspend execution for an interval.
SSL client for performance measurements
SSL server for performance measurements

System variable tool

Remove an alias

Display VxWorks version information.
Print VXMUX slab cache information

Typing “C"” (upcase only) at the will switch back to the C interpreter:

Spawn a task, pri=100, opt=0x19, stk=20000
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Connect to one or multiple serial lines

td task Delete a task
ts task Suspend a task
tr task Resume a task

Type <CR> to continue, Q<CR> or (<CR> to stop:

tw task Print pending task detailed info

w [task] Print pending task info

d [adr[,nunits[,width]]] Display memory

m adr[,width] Modify memory

mRegs [reg[,task]] Modify a task®s registers interactively
pc [task] Return task®s program counter

iam user'[,"passwd™] Set user name and passwd

whoami Print user name

devs List devices

id [syms[,noAbort][,""name’]] Load stdin, or file, into memory

(syms = add symbols to table:
-1 = none, 0 = globals, 1 = all)

Tkup ["substr'] List symbols in system symbol table

1kAddr address List symbol table entries near address
checkStack [task] List task stack sizes and usage

printErrno value Print the name of a status value

period secs,adr,args. .. Spawn task to call function periodically

repeat n,adr,args. .. Spawn task to call function n times (O=forever)
version Print VxWorks version info, and boot line
shConfig ["config"] Display or set shell configuration variables

Type <CR> to continue, Q<CR> or (<CR> to stop:
strFree [address] Free strings allocated within the shell (-1=all)
NOTE: Arguments specifying "task®™ can be either task ID or name.

value = 1 = Ox1

->
Some of the more common “C” commands not listed in help:
setip Set the IP address of the RTU
whoru Get the RTU IP address
Commonly used “cmd” command not listed in help
reboot Reboot the RTU
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F.2 Recovering From a Corrupt IP Address

If an illegal character has been entered as an IP address, the bootup process will stop at the
[VxWorks Boot] prompt. The condition can be corrected by following the example below.

-> setip "&?2.18.1%0.51:fffff800"

OK. \/‘/

value = 4 = 0x4
-> reboot

Accidentally entered IP
address with an illegal
character. Once you hit
Enter, you are stuck.
Go ahead and reboot,
as shown.

(With a “bad” 1P address, the RTU continuously
reboots. Carefully watch the display until the
following message appears: )

Press any key to stop auto-boot...

1
[VxWorks Boot]: ? 4_//;&[VXVV°rkSB°°ﬂ
prompt, type ? to get

Commands: L\l?tofopﬁons

? - print this list

@ - boot (load and go)

p - print boot params

C - change boot params

| - load boot file

g adrs - go to adrs

e - print fatal exception

\Y; - print boot logo with version

d adrs[,n] - display memory

m adrs - modify memory

f adrs, nbytes, value - fill memory

t adrs, adrs, nbytes - copy memory

devs - print system devices

Bootline Format:
$dev (0, procnum)host:/File h=# e=# b=# g=# u=usr [pw=passwd] f=#
tn=targetname s=script o=other

File System Boot Device Formats:

boot device: fs

file name: /FileSystemDeviceName/vxWorks
other: network device name

boot device: ata[=ctrl,drive] file name: /ataOa/vxWorks
Boot Flags:

0x0002 - load local system symbols

0x0004 - don"t autoboot

0x0008 - quick autoboot (no countdown)

0x0080 - use tftp to get boot image

Available Boot Devices:
Filesystem Devices: /ata0Oa /ata00:2
Enhanced Network Devices: TfeiO feil
[VxWorks Boot]: p

u

Type “p"” to verify the
incorrect IP address
—
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boot device : ata=0,0
unit number -0
processor number :0
host name : host
file name . /ataOa/vxworks
inet on ethernet (e) : 172.18.1%0.51:FFFFO000
host inet (h) : 172.18.150.49
gateway inet (Q) - 172.18.1.1
user (u) . target
ftp password (pw) . password
flags () - 0x8
target name (tn) : Telvent (/Ehangeboot
other (0) - Fei parameters one step at
a time by entering “c”
[VxWorks Boot]: c
"." = clear field; "-" = go to previous field; 7D = quit
boot device - ata=0,00 When the offending IP
processor number : 0 address comes up
host name : host
Ffile name - /atala/vxworks 4/\‘\\
inet on ethernet (e) :/172.18.1%0.1:ffff0000\&72.18.150.1:ffff0000
inet on backplane (b): ‘v’”/
host inet (h) : 172.18.150.49
gateway inet (g) ) 172.18.1.1 Type in correct IP address & mask here.
user (u) . target . . .
_ . Continue to hit Enter until [VxWorks
ftp password (pw) (blank = use rsh): password Boot] prompt appears
flags () - 0x8
target name (tn) : Telvent
startup script (s) :
other (0) - Fei
NOTE: Bootline not saved to NVRAM (’;Hntboot

[VxWorks Boot]: p I parameters to
<‘_‘-—-‘_“""““‘---\\‘yerHv correct IP

boot device ata=0,0

unit number 0

processor number 0

host name host

file name /atala/vxworks

172.18.150.1:FFFF0000
172.18.150.49

inet on ethernet (e)
host inet (h)

gateway inet (Q) 172.18.1.1
user (u) target
ftp password (pw) password
flags () 0x8
target name (tn) Telvent . i
other (0) fei One-time boot with
this set of

- parameters
[VxWorks Boot]: @ —_
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-> setip "172.18.150.51:FFFFF300"
OK.

value = 4 = 0x4
-> reboot

After normal bootup, you must now
do setip again using the correct IP,
then reboot again

After bootup,
whoru to verify
correct IP

address.

-> whoru
IP Address = 172.18.150.51
Subnet Mask = 255.255.248.0
value = 28 = Oxlc

->
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F.3 Checking Task Status

Typing the lowercase | into the console prompt shows the status of all tasks running. The
critical clue to watch for, if you suspect a problem, is the STATUS of each task. PEND,
READY, and DELAY are okay, but a SUSP means trouble. See below.

For instance, the tHTTPd task serves up web pages to Internet Explorer. If this task is SUSP,
then there will be no response in L.E. from the RTU.

Figure F-1 Checking Task Status

COM1 - PuTTY

dib0o
dib0o

]
1 I =Y

FEND
FEND+T
FEND+T

FPEND+T
PEND
FPEND+T
FPEND+T
PEND
FEND+T
FEND
FEND+T
FEND+T

E
o

L

i
U B |

=

FPE17 dn « 7 FEND+T

FPM1 p ppImn f PEND+T
FEND+T
FEND

FEND+T
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F.4 Pinging From The RTU

It has always been possible to ping the RTU from a device if you know the RTUs I.P. address.
The RTU itself is now capable of sending a ping over TCP/IP with a console command. This
function is useful if you want to check TCP/IP communication integrity directly from the RTU
to any TCP/IP address compatible with the IP address range. See the syntax rules below.

Figure F-2 Ping Syntax Rules

This number
must always be 0

The number of pings
must be at least 1

The target address must
be in double quote marks

-» ping "1172_18.158.54",3.,08

The following figure shows the result of a ping

Figure F-3 Pinging From Within The
RTU

> whoru
Addr
hnet

Pinging
Reply from 172.
Feply from 172.

Feply from 172.
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F.5 Finding the RTU’s MAC Address

Enter the command shown below to retrieve the MAC address of the Ethernet circuits on
the CPU card.

Figure F-4 Finding the CPU Card’'s MAC Address

Type this command

Hi dr 00:04:h
WL AN

Primary MAC
address

pppo

Secondary
MAC address

Note: Secondary Ethernet (fei1) is displayed only if the device has been configured via the Gui/ Application
firmware.
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F.6

SBO Troubleshooting

Beginning with C3413-500-001C6 and newer firmware, the following function is available
though the console to help trouble shoot the SBO bus. This function is valid only for the
C3400 (SAGE 2300/SAGE 2400) and C3800 (SAGE 3030/SAGE 3030M) baseboards.

To use this function, connect your PC to the console port on the RTU and start the terminal
emulation program. Type the <Enter> key and make sure that you get the "->" prompt.

Start the GUI and log on. Make sure to disconnect the field wiring from the point you are
going to operate and perform the Trip or Close that does not work.

Type "c34_print_sbo_table" on the console (don't type the double quotes). After you have
typed this in one time, you can type an "<ESC>k" to recall the history and type a "<Enter>"
to execute the function again.

The following display is a successful trip of point 4 on the baseboard. If you have multiple
executes (execute read - more than one bit set) or multiple selects (select read - more than
one bit clear), the SBO control will fail. All of the IOPLD values will be 00 on a successful
operation. The rt section of the display is valid only when the RTU detects a control erroer
in real time. In this case, the RTU has started to perform the control but detects an error
while the control is active. The selects expected and read, executes expected and read, and
the time the relay was expected to close and time left to close to completion is displayed.

-> c34_print_sbo_table
progress counter 60
select expected bffFf
select read bfff
execute expected 0001

execute read 0001
sel shift loops 0
driver chk loops 0
I10PLD_EXECUTE 00
I0PLD_DID 00
I0PLD_SBO_CSEL_HI 00
IOPLD_SBO_CSEL_LO 00

10PLD_SBO_CEXEC_READ_LO 00
10PLD_SBO_CEXEC_READ_HI 00

rt select expected 0000
rt select read 0000
rt execute expected 0000
rt execute read 0000
rt time expected 0
rt time left err 0

value = 25 = 0x19

->
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The following display is a execute fail trip of point 4 on the baseboard. Note that execute 0
and execute 7 (CEXECO and CEXEC7 on the schematics) are both 1. Execute 0 is used for the
baseboard relays or the last XT position on the SBO bus if the baseboard points are disabled.

-> ¢34 _print_sbo_table
progress counter 50
select expected bffFf

select read bfff
execute expected 0001
execute read 0081
sel shift loops 0
driver chk loops 0
10PLD_EXECUTE 00
I0PLD _DID 00
I0OPLD_SBO CSEL_HI 00
I0OPLD_SBO_CSEL_LO 00

10PLD_SBO_CEXEC_READ_LO 00
10PLD_SBO_CEXEC_READ_HI 00
rt select expected 0000

rt select read 0000
rt execute expected 0000
rt execute read 0000
rt time expected 0
rt time left err 0
value = 25 = 0x19

->

The following display is of a select fail, trip of point 4 on the baseboard. Note that select 14
and select 15 (CSEL14 and CSEL15 on the schematics) are both 0. The high byte of the
selects is used for the baseboard relays.

-> ¢34 _print_sbo_table
progress counter 30
select expected bfff

select read 3FfFf
execute expected 0000
execute read 0000
sel shift loops 0
driver chk loops 0
10PLD_EXECUTE 00
I0PLD_DID 00
I0PLD_SBO_CSEL_HI 00
I0PLD_SBO_CSEL_LO 00

10PLD_SBO_CEXEC_READ_LO 00
I0PLD_SBO_CEXEC_READ_HI 00
rt select expected 0000

rt select read 0000

rt execute expected 0000

rt execute read 0000

rt time expected 0

rt time left err 0

value = 25 = 0x19

->
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The progress counter code indicates the error/success code.

At reset or if there was an error detected on a previous SBO operation, a reset function is
called to determine if the problem has cleared. These are the codes that this function

produces.

100

110
115
120
130
140

initial check of registers on the baseboard failed, should have nonzero values in
the IOPLD values

shifting of the select bits failed (shift in progress bit not set)
shifting of the select bits failed (shift in progress bit not clear)
execute bit stuck on

select bit stuck on

completion check of registers on the baseboard failed, should have nonzero
values in the IOPLD values

These are the codes produced by the normal operation of the SBO control system.

10

20
30
40

50
60

check of registers on the baseboard failed, should have nonzero values in the
IOPLD values

relay number out of range
select fail

check of registers on the baseboard failed, should have nonzero values in the
IOPLD values

execute fail
successful operation
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The following tables show the relationship between the control lines and the relays being

controlled.

The Execute/Select column is based on the schematic. The digit before the “/" is the Execute
number. The digit after the “/" is the Select number. For example, 0/8 CEXECO/CSEL8. This

combination is point 1 Trip.

Table F-1 C3400 SBO Relay Assignments with Baseboard Enabled

Location | SBO Database Relay Sequential Execute/Select Comments
# Relay #
0/0 to 0/7 do not exist
1 trip to 4 close 1to 8 0/8 to 0/15 baseboard relays
5 trip to 12 close 9to 24 1/0 to 1/15 1st 16-relay SBO XT
13 trip to 20 close 25 to 40 2/0 to 2/15 2nd 16-relay SBO XT
21 trip to 28 close 41 to 56 3/0 to 3/15 3rd 16-relay SBO XT
Bank 1J7 | 29 trip to 36 close 57 to 72 4/0 to 4/15 4th 16-relay SBO XT
37 trip to 44 close 73 to 88 5/0 to 5/15 5th 16-relay SBO XT
45 trip to 52 close 89 to 104 6/0 to 6/15 6th 16-relay SBO XT
53 trip to 60 close 105 to 120 7/0 to 7/15 7th 16-relay SBO XT
61 trip to 68 close 12110 136 8/0 to 0/15 8th 16-relay SBO XT
69 trip to 76 close 137 to 152 9/0 to 1/15 9th 16-relay SBO XT
77 trip to 84 close 153 to 168 10/0 to 2/15 10th 16-relay SBO XT
Bank 2J8 | 85 trip to 92 close 169 to 184 11/0 to 3/15 11th 16-relay SBO XT
93 trip to 100 close 185 to 200 12/0 to 4/15 12th 16-relay SBO XT
101 trip to108 close | 201 to 216 13/0 to 5/15 13th 16-relay SBO XT
109 trip to116 close | 217 to 232 14/0 to 6/15 14th 16-relay SBO XT
117 trip to 124 close | 233 to 248 15/0 to 7/15 15th 16-relay SBO XT

The Execute/Select column is based on the schematic. The digit before the “/” is the Execute
number. The digit after the “/" is the Select number. For example, 0/8 CEXECO/CSEL8. This
combination is point 61 Trip.

Table F-2 C3400 SBO Relay Assignments with Baseboard Disabled

Location SBO Database Sequential Execute/Select Comments
Relay # Relay #

1 trip to 8 close 1to 16 1/0 to 1/15 1st 16-relay SBO XT
9 trip to 16 close 17 to 32 2/0 to 2/15 2nd 16-relay SBO XT
17 trip to 24 close 33 to 48 3/0 to 3/15 3rd 16-relay SBO XT

Bank 1J4 | 25 trip to 32 close 49 to 64 4/0 to 4/15 4th 16-relay SBO XT
33 trip to 40 close 65 to 80 5/0 to 5/15 5th 16-relay SBO XT
41 trip to 48 close 811to 96 6/0 to 6/15 6th 16-relay SBO XT
49 trip to 56 close 97 to 112 7/0 to 7/15 7th 16-relay SBO XT
57 trip to 64 close 113 to 128 0/0 to 0/15 8th 16-relay SBO XT
65 trip to 72 close 129 to 144 8/0 to 8/15 9th 16-relay SBO XT
73 trip to 80 close 145 to 160 9/0 to 9/15 10th 16-relay SBO XT
81 trip to 88 close 16110 176 10/0 to 10/15 11th 16-relay SBO XT

Bank 2 J3 | 89 trip to 96 close 177 to 192 11/0 to11/15 12th 16-relay SBO XT
97 trip to 104 close | 193 to 208 12/0 to 12/15 13th 16-relay SBO XT
105 trip to112 close | 209 to 224 13/0 to 13/15 14th 16-relay SBO XT
113 trip t0120 close | 225 to 240 14/0 to 14/15 15th 16-relay SBO XT
121 trip to 128 241 to 256 15/0 to 15/15 16th 16-relay SBO XT
close
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Table F-3 C3800 SBO Relay Assignments

Location | SBO Database Relay Sequential Execute/Select Comments
# Relay #
0/0 to 0/15 do not exist
1 trip to 8 close 1to 16 1/0 to 1/15 1st 16-relay SBO XT
9 trip to 16 close 17 to 32 2/0 to 2/15 2nd 16-relay SBO XT
17 trip to 24 close 33 10 48 3/0 to 3/15 3rd 16-relay SBO XT
Bank 1J3 | 25 trip to 32 close 49 to 64 4/0 to 4/15 4th 16-relay SBO XT
33 trip to 40 close 65 to 80 5/0 to 5/15 5th 16-relay SBO XT
41 trip to 48 close 811096 6/0 to 6/15 6th 16-relay SBO XT
49 trip to 56 close 97 to 112 7/0 to 7/15 7th 16-relay SBO XT
Table F-4 C3800 / C3810 LANDAC Il SBO Relay Assignments
Location | SBO Database Relay Sequential Execute/Select Comments
# Relay #
1 trip to 8 close 1to 16 1/0 to 1/15 1st 16-relay SBO XT
9 trip to 16 close 17 to 32 2/0 to 2/15 2nd 16-relay SBO XT
17 trip to 24 close 33to 48 3/0 to 3/15 3rd 16-relay SBO XT
Bank 1J7 | 25 trip to 32 close 49 to 64 4/0 to 4/15 4th 16-relay SBO XT
(C3810) | 33 trip to 40 close 65to 80 5/0 to 5/15 5th 16-relay SBO XT
41 trip to 48 close 811to 96 6/0 to 6/15 6th 16-relay SBO XT
49 trip to 56 close 97 to 112 7/0 to 7/15 7th 16-relay SBO XT
57 trip to 64 close 113 to 128 0/0 to 0/15 8th 16-relay SBO XT
65 trip to 72 close 129 to 144 8/0 to 8/15 9th 16-relay SBO XT
73 trip to 80 close 145 to 160 9/0 to 9/15 10th 16-relay SBO XT
81 trip to 88 close 16110 176 10/0 to 10/15 11th 16-relay SBO XT
Bank 2 J8 | 89 trip to 96 close 177 to 192 11/0 to 11/15 12th 16-relay SBO XT
(C3810) | 97 trip to 104 close 193 to 208 12/0 to 12/15 13th 16-relay SBO XT
105 trip to112 close | 209 to 224 13/0 to 13/15 14th 16-relay SBO XT
113 trip to120 close | 225 to 240 14/0 to 14/15 15th 16-relay SBO XT
121 trip to 128 close | 241 to 256 15/0 to 15/15 16th 16-relay SBO XT
129 trip to 136 close | 257 to 272 1/0 to 1/15 17th 16-relay SBO XT
137 trip to 144 close | 273 to 288 2/0 to 2/15 18th 16-relay SBO XT
145 trip to 152 close | 289 to 304 3/0 to 3/15 19th 16-relay SBO XT
Bank 3 J9 | 153 trip to 160 close | 305 to 320 4/0 to 4/15 20th 16-relay SBO XT
(C3800) 161 trip to 168 close | 321 to 336 5/0 to 5/15 21th 16-relay SBO XT
169 trip to 176 close | 337 to 352 6/0 to 6/15 22th 16-relay SBO XT
177 trip to 184 close | 353 to 368 7/0 to 7/15 23th 16-relay SBO XT
185 trip to 192 close | 369 to 384 0/0 to 0/15 24th 16-relay SBO XT

The tables above have a Execute/Select column. The format of the information displayed is
Execute/Select order (execute is before the slash, the select follows the slash). The following
tables convert the Execute and Select to the bit patterns displayed in ¢34_print_sbo_table.
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The Select will be displayed in the ¢34_print_sbo_table as the following bit patterns:

Table F-5 Select Bit Patterns

Select Bit Pattern
0 FFFE
1 FFFD
2 FFFB
3 FFF7
4 FFEF
5 FFDF
6 FFBF
7 FF7F
8 FEFF
9 FDFF
10 FBFF
11 F7FF
12 EFFF
13 DFFF
14 BFFF
15 7FFF
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The Execute will be displayed in the c34_print_sbo_table as the following bit patterns:

Table F-6 Execute Bit Patterns

Execute | Bit Pattern
0 0001
1 0002
2 0004
3 0008
4 0010
5 0020
6 0040
7 0080
8 0100
9 0200
10 0400
11 0800
12 1000
13 2000
14 4000
15 8000
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Glossary

A/D Analog to Digital

AC Alternating Current

ACl AC Input

ADC Analog to Digital Converter

Al Analog Input, also AIN

ANSI American National Standards Institute

AO Analog Output, also AOUT

ASCl Asynchronous Serial Communications Interface

ASClI American Standard Code for Information Interchange

ASIC Application Specific Integrated Circuit

AWG American Wire Gauge

baud Modem speed in Bits Per Second

bps Bits Per Second

bridge A network device capable of connecting networks that use
similar protocols

C Celsius or the programming language C

CEB Communication Expansion Board

check-back Hardware/Software method of control output protection

CaTT Comité Consultatif Internationale de Télégraphique et
Téléphonique

CMOS Complementary Metal Oxide Semiconductor

COMM Communication, also COM

CosS Change of State

CPU Central Processing Unit

CRC Cyclic Redundancy Check; a method for error checking that

detects randomly occurring single and multiple bit errors and
is widely accepted for the detection of "burst" errors
encountered in communication networks.

CTS Clear To Send

DAC Digital to Analog Converter

dBm Decibels relative to TmW

DC Direct Current

debounce Filtering of contact closure noise

DHCP Dynamic Host Configuration Protocol — often used to refer to
the network server that performs this function

DI Digital Input

DFT Discreet Fourier Transform

DMA Direct Memory Access

DMM Digital Multimeter

DNS Domain Naming Service — often used to refer to the network
server that performs this function

DO Digital Output
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DSP

DTR
DVM

EIA
EEPROM
EPLD
EPROM
Ethernet

FB
FBD
FC

FF
FIFO

FIP

firmware
Flash Memory
FMR

FMS

form A

form C

FRF

FS
FTP

GPS
GUI

H
HEX
HDLC
HSPCI
Hz
I/0

ID
IEC
IED
IEEE
IL

ISA
ISO
ISP

ITU
JEDEC

Digital Signal Processor

Data Terminal Ready

Digital Volt Meter

Electronic Industries Association

Electrically Erasable Programmable Read Only Memory

Electrically Programmable Logic Device
Erasable Programmable Read Only Memory

A broadcast networking technology that can use several
different physical media, including twisted pair cable and
coaxial cable. TCP/IP is commonly used with Ethernet

networks.

Function Block — an element is the Function Block Diagram

graphical language

Function Block Diagram graphical language — one of the

IEC 61131-3 programming languages

Flow Chart graphical language — one of the IEC 61131-3

programming languages

Flip-Flop

First In First Out

Fieldbus implementation based on French standard

Program held in ROM or Flash memory

A type of non-volatile storage device similar to EEPROM

Feeder Management Remote

Feeder Management System

Relay contact, single throw, normally open
Relay contact, double throw

Full Range Factor; a method used for analog scaling;

Data Value — Data Min

FRF =

Data Max — Data Min

Full Scale

File Transfer Protocol — A TCP/IP application used for

transferring files from one system to another
Global Positioning System

Graphical User Interface

Hexadecimal (base 16), as in XXXXh
Hexadecimal (base 16), as in XXXXh
High-level Data Link Control

High Speed Pulse Counter Input

Hertz, frequency in cycles per second

Input/Output
Identification

International Electro-technical Commission
Intelligent Electronic Device
Institute of Electrical and Electronic Engineers

Instruction List language — one of the IEC61131-3

programming languages
Instrument Society of America
International Standards Organization

Integrated Software Project — Fieldbus implementation using

existing IEC standards
Intelligent Terminal Unit
Joint Electronic Device Engineering Council
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k Kilo - kB is kilobytes, kV is kilovolts, etc.

KHz Kilo Hertz

LAN Local Area Network

LCD Liquid Crystal Display

LD Ladder Diagram graphical language - one of the IEC 61131-3
programming languages

LED Light Emitting Diode

LRC Longitudinal Redundancy Check; uses both "horizontal" and
"vertical" parity bits to detect errors in the messages between
the Master and the RTUs. This technique is also known as
Geometric Coding.

LSB Least Significant Bit

mA Milliampere

MAP Manufacturing Automation Protocol

MEB Memory Expansion Bus (also, Memory Expansion Board)

MHz Megahertz

MMI Man Machine Interface

MMS Manufacturing Message Specification

MSB Most Significant Bit

msec Millisecond

MTU Master Terminal Unit, also Master Station

MUX Multiplexer

NC contact Normally Closed relay contact

NEMA National Electrical Manufacturers Association

NO contact Normally Open relay contact

O/S or OS Operating System

(0N Open Systems Interconnection

oz Ounce

PC Power Converter, also Personal Computer

PCl Pulse Counter Input

PF Power Factor

PID Three term controller, proportional, integral, derivative closed-
loop control algorithm

PLD Programmable Logic Device

PLC Programmable Logic Controller

POU Program Organization Unit

PPP Point-to-Point Protocol — A TCP/IP protocol that provides host-
to-host network and router-to-router connections. Can be
used to provide a serial line connection between two
machines.

pps Pulses Per Second

PWR Power

RAM Random Access Memory

RLL Relay Ladder Logic

ROM Read Only Memory

router A device that connects LANs into an internetwork and routes
traffic between them

RS232C EIA Serial data communications standard

RST Reset

RTOS Real Time Operating System

RTS Request To Send

RTU Remote Terminal Unit
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Rx

SAP
SBO
SCC
SCADA
SCTO
SDLC
SEB
SFB

SFB
SFC
SOE
ST

STS

SWC
TCP/IP
Tx

UART
UIF
USART
msec
UVPROM
VAC
VAR
VARH
VDC
VxWorks

W

Watchdog Timer
WH

XB

XML

XT

Receive

Substation Automation Platform

Select Before Operate

Serial Communications Controller
Supervisory Control And Data Acquisition
Soft Carrier Turn Off

Synchronous Data Link Control

Surge Protection Expansion Board

Sequential Function Block — one of the IEC 61131-3

programming languages

Special Function Bus

Sequential Function Chart graphical language
Sequence of Events

Structured Text language — one of the IEC 61131-3

programming languages

Status

Surge Withstand Capability, IEEE C37.90a 1978
Transmission Control Protocol/Internet Protocol
Transmit

Universal Asynchronous Receiver Transmitter
User Interface Function

Universal Synchronous Asynchronous Receiver Transmitter

Microsecond

Ultraviolet erasable Programmable Read Only Memory

Volts Alternating Current
Volt-Amperes Reactive
VAR Hours

Volts Direct Current

Real Time Operating System made by Wind River for

embedded computer systems
Watt

Circuit that resets CPU if it fails to execute program

Watt Hours
Expansion Board

Extensible Markup Language — The method used be Telvent
for the storing and retrieval of config@WEB RTU data. The
data is stored in the form of a series of XML files (files with an

XML extension).

External Termination (panel, module or assembly)
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