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Chapter 1 - Introduction Config@WEB RTU to IED Protocols 5

1 Introduction

1.1

1.2

1.2.1

The Telvent RTUs that use the Config@WEB interface have built-in point mapping. Point mapping is
used on the output comm port, that is, the comm port reporting to a Master, whether that Master is another
RTU or a central Master Station.

Your Config@WEB configuration should follow this sequence:

Configure Hardware 1/O

Configure IEDs

Configure Master Station interface ports
This manual concerns itself with the second item.

Communication Port Configuration

With the release of Application version S2200-500-001A6, the DNP protocol is now available over
Ethernet. TCP/IP Ethernet supports multiple logical channels over a single physical wire. This means that
the Config@WERB interface is totally available at the same time that the Ethernet port is being used for up
to sixteen independent DNP sockets.

Additionally, you may also operate DNP (or any other supported protocol) over all serial comm ports.
Both Serial Comm operation and Ethernet Comm operation are explained in the following chapters.

Communications Timers

Telvent microprocessor based RTUs use timers for communications. These timers are CTS Delay, RX
Timeout, B4 Time, InterByte Time, and Modem TurnOff Time. Each of the timers and their normal uses
are described below. Calculation of the communications timer values are dependent on the baud rate
selected, the result of other communication timer values and the mode in which the serial device is used.

Timer Calculations

The timer values are calculated in the following order: InterByte Time, CTS Delay, Modem TurnOff Time,
and B4 Time.

InterByte Time (1ms)

The InterByte time is the maximum time allowed between consecutive bytes of a message. This timer is
started at the receipt of each byte of the transmission from the MTU to the RTU. The entire message will
be discarded if the timer expires between two bytes of a message. The timer value is entered in 1ms
increments and has a resolution of 5ms in the RTU.

If a value of 0 (the default) is entered, the timer value will be calculated based on the baud rate using the
following formula:

InterByte Time Timer = the greater of 2 or ((14,400/baud rate+1) + 4)/5 + 1

This formula results in a quantity of 5ms ticks. For example, if the baud rate is 1200 baud, the timer would
be calculated as ((14,400/1200) + 5)/5 + 1 resulting in a 4 tick timer. A four tick timer results in an actual
time of from between 15 and 20 milliseconds since the tick timer begins asynchronously from the actual
5ms interrupt.

If a non-zero value is entered, the 1ms value entered will be rounded up to the nearest number of 5ms ticks
plus 1. The formula used is:

InterByte Time Timer = (value entered + 4)/5 + 1
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Chapter 1 - Introduction Config@WEB RTU to IED Protocols 6

If a value of 1 were entered, the timer would be calculated as (1 + 4)/5 + 1 resulting in a 2 tick timer. A
two tick timer results in an actual time of from between 5 and 10 milliseconds since the tick timer begins
asynchronously from the actual 5ms interrupt.

Each byte of the MTU to RTU message may be qualified with the hardware DCD option if the modem

being used supports this signal. If the DCD input is unasserted when a byte is received, the byte will be
discarded.

CTS Delay (1ms) (Clear To Send)

The CTS Delay timer is the delay from the end of the MTU message reception to the start of RTU message
transmission. This timer is started when the RTU has received a message from the MTU that requires a
response by the RTU and after the RTU has built the response message. When this timer is started, the
RTS & DTR pins of the port will be asserted. The Clear To Send timer is used as displayed on the screen
for the protocol. This timer is entered in 1ms increments and has a resolution of 1ms in the RTU.

If the Hardware CTS option is not enabled (the default), the RTU firmware will wait the CTS Delay period
before transmitting its response to the MTU. If the Hardware CTS option is enabled, the RTU firmware
will wait the CTS Delay period before checking the state of the CTS input. If the CTS pin is not asserted,
the RTU firmware will check each millisecond until the signal is asserted, and at that time the RTU will
transmit its response to the MTU.

Modem TurnOff Time (1ms)

The Modem TurnOff Time timer is the time the Modem is left on after completion of RTU message
transmission. This timer is entered in 1ms increments and has a resolution of 1ms in the RTU. This timer
is started when the RTU has transmitted the last byte of a message. When this timer expires, the RTS and
DTR pins of the port will be deasserted.

If a value of 0 (the default) is entered and the setting for the CTS Delay is non-zero, the timer value will be
calculated based on the baud rate using the following formula:

Modem TurnOff Time Timer = the greater of 2 or (14,400/baud rate) + 1

This formula results in a quantity of 1ms ticks. For example, if the baud rate is 1200 baud, the timer would
be calculated as ((14,400/1200) + 1 resulting in a 13 tick timer. A thirteen tick timer results in an actual
time of from between 12 and 13 milliseconds since the tick timer begins asynchronously from the actual
1ms interrupt. If a value of 0 (the default) is entered and the setting for the CTS Delay is zero, the timer
value will be set to zero.

If a non-zero value is entered, the 1ms value entered will be the number of 1ms ticks used. If a value of 3
were entered, the timer would be a 3 tick timer. A three tick timer results in an actual time of from between
2 and 3 milliseconds since the tick timer begins asynchronously from the actual 1ms interrupt.

If a MTO value of 7 were entered and the baud rate were set to 2400, the timer would be a 15 tick timer. A
fifteen tick timer results in an actual time of from between 14 and 15.

B4 Time (1ms)

The B4 Time timer is the amount of time the RTU listens for a dead receive line prior to enabling the
receiver and accepting a new message. This timer is started at the end of each transmission from the RTU
to the MTU. The timer must expire prior to a new message being accepted from the MTU. If any bytes of
a message are received by the RTU prior to the time expiring, they will be discarded and the B4 timer
restarted. This timer is entered in 1ms increments and has a resolution of 5ms in the RTU.

If a non-zero value is entered, the 1ms value entered will be rounded up to the nearest number of 5ms ticks
plus 1. The formula would then appear as:

B4 Time Timer = (value entered + 4)/5 + 1
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Chapter 1 - Introduction Config@WEB RTU to IED Protocols 7

1.3

If a value of 10 were entered, the timer would be calculated as (10 + 4)/5 + 1 resulting in a 3 tick timer. A
three tick timer results in an actual time of from between 10 and 15 milliseconds since the tick timer begins
asynchronously from the actual 5ms interrupt.

If a value of 0 is entered, the timer value will be calculated based on the modem turnoff time using the
following formula:

B4 Time Timer =((the greater of (MTO/2)*5 or 10) + 4)/5 +1
This formula results in a quantity of 5ms ticks. For example, if the MTO delay is 2, the timer would be

calculated as ((10) + 4)/5 + 1 resulting in a 3 tick timer. A three tick timer results in an actual time of from
between 10 and 15 milliseconds since the tick timer begins asynchronously from the actual 5ms interrupt.

RX Timeout (16.67ms)

The RX Timeout timer is the amount of time the RTU receiver waits to hear valid communications from
the MTU. This timer is started at the end of each transmission from the RTU to the MTU. If no bytes of a
message are received by the RTU prior to the timer expiring, the USART of the port will be be initialized.
This timer is entered in 1ms ticks and has a resolution of 16.67ms in the RTU. An entry of 5000ms results
in an actual time between 5.183 and 5.200 seconds because the tick timer begins asynchronously from the
actual 16.67ms interrupt.

Timing Diagrams
Figure 1-1 represents request-response cycles between an MTU and an RTU. Figure 1-2 shows an
expanded single request-response cycle including the additional RTU signal timing.

Figure 1-1 MTU-RTU Communications Timing Diagram

RTU Rx | | MTU request | | |

RTU Tx | | RTU response | |
B4 Timer I_I | |

RX Timeout I |

Rx Timeout Timer reinitialized
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Figure 1-2 DNPR Expanded Communications Timing
—» |<— RTU Processing Time

Rx Data | ‘

Tx Data

Modem Turnoff Timer
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|
|
i
CTS Delay Timer {
|
|
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|
i
|
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1.4 DNP Timing Problem Examples
1.4.1 CTS Delay Too Long

Common timing problems arise when there are mismatches between the selected timer values. Some of
these are illustrated in the following diagrams:

Figure 1-3 Mismatch CTS and 1st Byte Times

Tx Data | A | | B |
Rx Data | |
CTS Delay DNPM I |

MTO Delay | |

—
—

RTS ___ | I L

Delay 1% Byte [ [

B

CTS Delay DNPR

Transmit Data A & B

The Tx Data represents polling messages from the DNPM RTU.

CTS Delay at DNPR (C)

The CTS delay time is set too long or the Delay 1st Byte is set too short.
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The mismatch between the DNPR CTS and Delay for 1st Byte causes the DNPM to never hear the DNPR
transmission. The defaults set in the PROM may not be appropriate for every communications media. This
problem is indicated by rapid polling by the DNPM. It is the purpose for the Delay 1st Byte timer to allow
rapid, efficient polling.

1.4.2 Rx Timer Too Short

The DNPR CTS Delay (See Figure 1-4) is properly set since the first byte is received before the Delay for
1st Byte timer expires.

Figure 1-4 DNPM Timing Problem - Rx Timeout Set Incorrectly
[

Rx Data C |
RTS | |
cTsDelaybneM [ ]
Tx Data [A ]
MTO Delay [ ]
Delay for 1% Byte [ 1] [ ]
Rx Timeout _|

CTS Delay DNPR |

Transmit Data A & B

The Tx Data represents polling messages from the DNPM RTU.

Rx Data (C)

The DNPR data transmission (C) starts properly but the RX timeout timer at the DNPM cuts it short. This
causes the DNPM to transmit a poll request (B) even while the DNPR is still responding to the first poll
request (A).

1.5 Secure Authentication
DNPM now supports Secure Authentication. See the DNPM chapter.
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2 DNPM

2.1 Telvent DNP Scan Types (0-5)

The various “Scan Types” available are to ensure interoperability with various vendor’s DNP 3.0
implementations. Typically the only scan types that are used in most instances are:

1. Scan Type 0: Poll static data. Use for Meters and other devices that do NOT have time stamped
event data.

2. Scan Type 2: Poll event data followed by configurable integrity scan. Use for Relays, Switches
and other devices that have time stamped event type data.

A more detailed explanation of the scan types follows.

» Scan Type 0: Typically used for meter data or other non-event polling.
e Regular scan - Class 0

» Scan Type 1: Obsolete scan type which assigns class (used for older Telvent RTUs). Most IEDs
do not support this scan type. Use Scan Type 2 in place of this one.

Startup:
o Assign class for binary objects
o Assign class for analog objects
Freeze/Read ACCs as configured
Read running ACCs as configured
Integrity scan as configured

o static DI
o static Al
o static AO

Regular scan - Class 1,2

» Scan Type 2: Typically used to poll relays and other IEDs which have event type data.
Startup:

o Class 0 Scan
o Freeze/Read ACCs as configured
e Read running ACCs as configured
e Integrity scan as configured

o Class 0 scan

e Regular scan - Class 1,2,3 scan

» Scan Type 3: Specialized scan type is not typically used but is designed to limit the quantity of
data returned in a poll.

e Scan object 30 (Als)

e Scan object 40 (AQs)
e Scan object 1 (Dls)

e Scan object 20 (ACCs)

S2200-AAA-00004 Baseline Document Version 6.5
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Scan Type 4: Specialized scan type is not typically used but is designed to limit the quantity of
data returned in a poll.

e Range read on ACC
e Range read on DI

e Range read on AO
e Range read on Al

e  Status event read

Scan Type 5: Specialized scan used to poll an IED only when the configured “Scan Type 5 Status
Input” point gets set to 1. When set, the RTU will send a Class 0 scan to the IED and resets the
status point to 0. There are not checks or retries to guarantee the poll was sent or received
correctly. Controls are sent to the IED when needed regardless of the state of the status point. No
other scans are sent to the RTU until another status change is detected.

Scan Type 6: Same as Scan Type 2, except the Integrity Scan is Class 1/2/3/0. This will eliminate
potential double status changes for when for long time between settings. In Scan Type 2, the
Integrity Scan only sends Class 0.

2.2 Secure Authentication Theory

Under section "2.7.13.1 IED Name & Authentication Configuration" is a feature called Secure
Authentication Configuration. This feature allows secure communication with an IED that supports
Authentication. The following quote is the description from the DNP Secure Authentication

documentation.

2.2.1

"The Session Keys that each device uses to hash the challenge data are the most frequently used
keys. A different Session Key is used in each direction, so that if the key for one direction is
compromised, it does not compromise communications in the other direction. There is a different
set of Session Keys and a different Update Key for each user at the master end, identified by a
User Number.

The master initializes the Session Keys immediately after communications is established and
regularly changes the Session Keys thereafter. This practice of periodically changing the Session
Keys protects them from being compromised through analysis of the communications link.

The master uses a second key, called the Update Key, to encrypt the new Session Keys, together
with the challenge data, inside a Key Change message. The use of a second key permits the master
to change the Session Key even if the original Session Key was compromised. Both the Session
Keys and the Update Key are symmetric keys.

Outstations shall consider all output operations (controls, setpoint adjustments, parameter settings,
etc.) to be critical. Other mandatory critical operations are described in 7.5.2.3.2. Each
implementation may define additional mandatory critical operations.

To protect against replay attacks, the challenge message contains data that changes randomly each
time a challenge is issued.

Aggressive Mode

To reduce bandwidth usage, a responder attempting a critical operation may optionally
“anticipate” the challenge and send the MAC Value in the same ASDU being protected. This
practice is known as “aggressive mode”. It eliminates the challenge and reply messages."
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2.3 Serial Comm Port Configuration

DNPM is a protocol that communicates between the RTU and an IED.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click DNPM from the Protocol drop-down menu as shown.

Figure 2-1 DNPM Communication Port Configuration

Communication Port Configuration

Port Configure Pmnt Copy
e PR i

Porizl K %K v Master to ETU DNPR v [F'ortm ] [ Map Points m
Port #2 |K ¥|[|K » IRQS Backup DNPR A [F'OITDQ] [ Map Paints l
Port#3 |K v[K + RTU to IED DNPM v|[Port03 ] [ Configue |
Port#4 [K v|[K v Port 4 Nore e —ILPet04 ] | |
Port#5 (K v|K v Port 5 2179 [ Port05 | | |

Arbiter
Portz6 K ¥ |[K Ros @ M Clzulzecl[h.!:l ‘ [POI’IDE] [ - l
Port£7 (K v|K v Port 7 m [ Port07 | | : |
Port 48 |K v K v Port 8 Eictan P [ -
Port #9 |K % ||K « Port 9 Harris (M) | Part0g | | |
Port #10 K M|k v Port 10 e sl |[Por1o ] ]

i W oA

Port#11 [K | [K v Port 11 podbus(h) [Port11 ] | ]
Port#12 [K v|[K v Port 12 SEL [ Portiz | | |

Series VM)
Commmumnication Associations ?ﬁ?

Transdata

Tunnel

—MTU-RTU —

8979

C2100H

cocl

cCDCI

DMNPR

Fi

Harris (R)

IDLC

L&N bl

2.3.1 Port Number
Physical Port number of the RTU.

2.3.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

2.3.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).
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2.3.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

2.3.2.3 "L" represents Negative RS232 Voltage.

The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

2.3.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

2.3.4 Protocol

From the drop-down list, select the protocol for this port.

2.3.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

2.3.6 Point Operations

Click this button to assign points.

2.3.7 Copy to Port
Enter a port number to copy to, then click the Copy button.

Navigation
Click the Back button to return to the previous screen.

2.3.7.1 Communication Associations
Please see the DNPR chapter of the Config@WEB Protocols-MTU-RTU manual.
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2.4 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the DNPM port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 2-2 DNPM Communication Channel Configuration
DNPM RTU Communication Channel Configuration

Port#:16 Port Mame : Port 16
Data Link Parameters Scanner Application Parameters

Baud Rate * Oe00 v Mumber of IEDs 1

Parity * Mone |+ Receive time-out S000  jims)

CTS Delay ® 20 (ms) Maximum com error count 3

MTO Timaout * 0 {ms) Scanner Application Retries ]

Ry Timeout * S000  fims) Integrity scan interval 15 (sec)

Delay for First Byte * 2000 {ims) Time sync interval 15 (sec)

Interbyte Time * =] (ms) Accumulator freeze time 1 3600 (sec)

Hardware CTS Mo (O Yes Accurnulator freeze time 2 -1 (sec)

Hardware DCD &Moo (O Yes Accurnulator freeze time 3 -1 (sec)

Half Duplex Mo (O Yes Accurnulator freeze time 4 -1 (sec)

szen accum. read time B0 |isec)

Master RTU Address 63519 Running counters read interval 15 (sec)

Ack Frame Timeout S000  fims) Fast Scan Cycles 15

Murmnber of Frame Retries ] Time Between Messages 250 (ms)

Time Format @ Local Q UTC
Default: 0. [ cancel | [ Submit |
Range: 0 to 40.

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

2.4.1 Data Link Parameters

2.4.2 Baud Rate (300-38400)

From the drop-down menu, select the baud rate. The default setting is 9600.

2.4.3 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is None.
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2.4.4 CTS Delay (0 to 1000ms)

Enter the clear-to-send delay in milliseconds for the associated channel. This is the delay of time the
channel will wait to start transmitting following Request-To-Send being asserted. Valid entries are in the
range of 0-1000 msec. The default setting is 20.

2.4.5 MTO Timeout (0 to 250ms)

Enter the Modem Turnoff Delay for the associated channel. The MTO Delay is used to designate the
amount of time (in milliseconds) that will elapse after the last byte is transmitted before the modem is
turned off. The default setting is 0 ms.

2.4.6 RxTimeout (0to 60,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. Valid entries are in the range of 0-60000. The default setting is 5000ms (5 sec).

Note: This timer must be greater than Delay for First Byte timer (below).

2.4.7 Delay for First Byte (1ms) (0 to 60,000)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device to begin its
response before the RTU assumes it is not going to reply and moves on to the next device. This parameter
is typically set long because of delays in IED response. Valid entries are in the range of 0-60,000 msec.
The default setting is 2000 (2 sec).

Note: This timer must be less than Rx Timeout (above).

2.4.8 Inter-byte time (0 to 30,000ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. Valid values range from 0-30,000 milliseconds. The default setting is 55
msec.

2.4.9 Hardware CTS (No, Yes)

Click the radio button for Yes if you want the Hardware Clear-To-Send option selected. When this option
is selected, the IEDs will not be polled unless the CTS signal is detected by the communications controller
chip. This signal is examined after the user programmed CTS delay time has timed out. At the point where
the RTU starts its CTS timer, the RTS signal is asserted to the modem. If no hardware CTS signal is
present, the port aborts the transmission and tries again. Configuring a CTS delay in the RTU along with
the hardware CTS will insure a minimum CTS delay of the configured time. The default setting is No.

2.4.10 Hardware DCD (No, Yes)

Click the radio button for Yes if you want the Hardware DCD selected. When this option is selected, the
channel communications driver will accept requested message data bytes only if the carrier is detected by
the modem. If the carrier is not detected, the data bytes are discarded. The default setting is No.

2.4.11 Half Duplex (No, Yes)

Click the radio button for Yes if you want half duplex operation. This function enables the RTU to
properly condition the RS-232 control lines. The CTS delay is used for carrier conditioning. In full duplex
operation, the CTS signal is used for collision avoidance. In Half duplex operation, the DCD signal is used
for collision avoidance and to enable the receiver. The default setting is No.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.4.12 Message Setup

2.4.13 Master RTU Address (0 to 65534)

This address is a unique address on the assigned communications channel of the polling RTU. Address
65535 is used only to broadcast to all stations by the MTU. Default is 65519.

2.4.14 Ack Frame Timeout (0 to 60,000ms)

The length of time the RTU waits for data link ack from the IED when requested. The ACK Frame
Timeout default is 5000ms.

2.4.15 Number of Frame Retries (0 to 9)

The number of frame retries before an error is recorded. The default is 0.

2.4.16 Scanner Application Parameters

2.4.17 Number of IEDs (0 to 40)

Enter the number of Slave Devices connected to this communication channel. Default is 0.

2.4.18 Receive time-out (0-60,000ms)

Enter the receive timeout. The receive timeout is the length of time the DNPM task will wait for the entire
message to be received from the IED. The default setting is 5000 (5 seconds).

Note: This value must be equal to, or greater than, the RX Timeout in Data Link Parameters.

2.4.19 Maximum com error count (0 to 100)

Enter the maximum comm error count per Slave Device before marking the points failed or setting the
Comm Fail status point. The default is 3.

2.4.20 Scanner application retries (0 to 10)

Enter the number of scanner application retries. The default is 0.

2.4.21 Integrity scan interval (0 to 4320 sec)

Enter the number of seconds for the execution of an Integrity Scan. An integrity scan is a full refresh of all
data from every IED on scan. The default is 15.

2.4.22 Time sync interval (0 to 3600 sec)

Enter the time for synchronizing the Slave Devices from the DNPM real-time clock. This is the time in
seconds between time sync messages from the DNPM to the IEDs. The default is 15. Setting this value to
zero disables the global broadcast of sending the time to the IEDs. If the IED requests the time via the
protocol, the RTU will send the time.
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2.4.23 Accumulator freeze time 1 (-1 to 3600 sec)
2.4.24 Accumulator freeze time 2 (-1 to 3600 sec)
2.4.25 Accumulator freeze time 3 (-1 to 3600 sec)

2.4.26 Accumulator freeze time 4 (-1 to 3600 sec)

This feature not implemented.

2.4.27 Frozen accum. Read time (1 to 60 sec)
This feature not implemented.

2.4.28 Running counters read interval (0 to 3600 sec)

The running accumulators are read according to this timer when the accumulator freeze schedule above is
not populated. The default is 15.

2.4.29 Fast Scan Cycles (0 to 2048)

When an SBO command is issued to an IED, the IED is scanned immediately this amount of times for
status changes. This expedites a status change to the RTU in large systems with many IEDs. The default
is 15.

2.4.30 Time Between Messages (0 to 60,000 ms)

This is the minimum time between polls. The poll could take longer, depending on the number of IEDs and
other factors, but the entered value sets the least time the poll will take. The default is 250 ms.

2.4.31 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the hardware manual for time
settings under the CPU block.

If you want to send time synchronization to this device, you must know whether the device will accept
Local time or UTC time, then set this radio button to match.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.5 Ethernet Comm Port Configuration

DNPM is a protocol that communicates between the RTU and an IED.

From the Configuration screen, click Ethernet Comm. You will get a screen similar to Figure 2-3. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click DNPM from the Protocol drop-down menu as shown.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 2 - DNPM Config@WEB RTU to IED Protocols 18

Figure 2-3 DNPM Ethernet Comm Port Configuration

Communication Port Configuration

Socket =1 Socket 1 Mone w [ Socket1 ] [

J| [ JlCopy]
Socket #2 Socket 2 o e | LSecket2 ] | | [ |[copy]
Socket #3 Socket 3 MLV, | socket3 | | [ |[copy]

Maodbus(M)

Socket 24 Socket 4 —MTURTU— | | Socket4 | | | | |[Capy]
Socket #5 Skt o [ Socket5 | | | [ |[copy]
Socket £6 Socket 6 Modbus(R) [ Socket | || J [ [copy]
Socket #7 Socket 7 'None v| [ Socket7 | | || |[copy]
Socket =8 Socket B |Ncme v| [ Socket8 ] [ ] | HCnpy]
Socket #9 Socket 9 'None v| [ Socket9 | | : | | [[copy]
Socket =10 Socket 10 |Ncme VH Socket 10 H ] | ” Ccpy]
Socket #11 Socket 11 |Ncme VH Socket 11 H ] | ” Ccpy]
Socket #12 Socket 12 'None v|[ Socket1z || | [ |[Copy]
Socket 213 Socket 13 |Ncme VH Socket 13 H ] | ” Ccp‘_.,.']
Socket £14 Socket 14 'None v|[ Socket14 || N E
Socket =15 Socket 15 |Ncme VH Socket 15 H ] | ” Ccpy]
Socket £16 Socket 16 'None v|[ Socket1s | | | | [[copy]

Communication Associations
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2.6 Configure Protocol, Ethernet Comm

Under the heading Configure Protocol, click Socket n to configure the DNPM port. You may accept all
defaults or fill in the form according to the information following the figure below.

Figure 2-4 DNPM Ethernet Comm Channel Configuration
DNPM RTU Communication Channel Configuration

Socket#:1 Port Mame : Socket 1
Data Link Parameters Scanner Application Parameters

UCP Fort 20000 Mumber of IEDs 0

ggﬁ.ﬁ%ﬁﬁ? 240.0.0.1 Receive time-out 3000 {ms)

DR Cives 3 Mo Maximum com error count 3

Enable Time Broadcast ®ives Mo Scanner Application Retries 1]

R Timeout * 5000 {ims) Integrity scan interval 15 (sec)
Time sync interval 15 (sec)
Accumulator freeze time 1 3600 |(sec)
Accumulataor freeze time 2 -1 (sec)
Accumulatar freeze time 3 -1 (sec)
Accumulatar freeze time 4 -1 (sec)

Frnzen accum. read time g0 |isec)

Master RTU Address 65519 Funning counters read interval 15 (sec)

Ack Frame Timeout 5000 fims) Fast Scan Cycles 15

Mumber of Frame Fetries 1] Time Between Messages 250 (ms)
Time Format ® Local O UTC

| Cancel | [ Submit |

2.6.1 Data Link Parameters

2.6.2 UDP Port

This is the port number for a User Datagram Protocol (UDP) socket connection. This connection is not
used for polling IED data but configurable for devices that support this type of connection for broadcast
time sync messages. Because almost all IEDs get the time sync message without using broadcast time
sync, this can be left at the default. The default setting is 20000. Each additional port must be uniquely
numbered. For questions and recommendations about port number assignments, see www.iana.org.

2.6.3 Broadcast Address (XXX.XXX.XXX.XXX)

This is the IP for an IED when using a UDP socket connection. This connection is not used for polling IED
data but configurable for devices that support this type of connection for broadcast time sync messages.
Because almost all IEDs get the time sync message without using broadcast time sync, this can be left at
the default. The default setting is 240.0.0.1.

2.6.4 UDP

?77?
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2.6.5 Enable Time Broadcast

?77?

2.6.6 RxTimeout (0 to 60,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. Valid entries are in the range of 0-60000. The default setting is 5000ms (5 sec).

Please note: No configuration changes take effect until the RTU is reset.

2.6.7 Message Setup

2.6.8 Master RTU Address (0 to 65534)

This address is a unique address on the assigned communications channel of the polling RTU. Address
65535 is used only to broadcast to all stations by the MTU. Default is 65519.

2.6.9 Ack Frame Timeout (0 to 60,000ms)

The length of time the RTU waits for data link ack from the IED when requested. The ACK Frame
Timeout default is 5000ms.

2.6.10 Number of Frame Retries (0 to 9)

The number of frame retries before an error is recorded. The default is 0.

2.6.11 Scanner Application Parameters

2.6.12 Number of IEDs (0 to 40)

Enter the number of Slave Devices connected to this communication channel. Default is 0.

2.6.13 Receive time-out (0-60,000ms)

Enter the receive timeout. The receive timeout is the length of time the DNPM task will wait for the entire
message to be received from the IED. The default setting is 5000 (5 seconds).

Note: This value must be equal to, or greater than, the RX Timeout in Data Link Parameters.

2.6.14 Maximum com error count (0 to 100)

Enter the maximum comm error count per Slave Device before marking the points failed or setting the
Comm Fail status point. The default is 3.

2.6.15 Scanner application retries (0 to 10)

Enter the number of scanner application retries. The default is 0.

2.6.16 Integrity scan interval (0 to 4320 sec)

Enter the number of seconds for the execution of an Integrity Scan. An integrity scan is a full refresh of all
data from every IED on scan. The default is 15.
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2.6.17 Time sync interval (0 to 3600 sec)

Enter the time for synchronizing the Slave Devices from the DNPM real-time clock. This is the time in
seconds between time sync messages from the DNPM to the IEDs. The default is 15. Setting this value to
zero disables the global broadcast of sending the time to the IEDs. If the IED requests the time via the
protocol, the RTU will send the time.

2.6.18 Accumulator freeze time 1 (-1 to 3600 sec)
2.6.19 Accumulator freeze time 2 (-1 to 3600 sec)
2.6.20 Accumulator freeze time 3 (-1 to 3600 sec)

2.6.21 Accumulator freeze time 4 (-1 to 3600 sec)

Four entries are provided as a means of scheduling accumulator reads from the slave RTUs. Each entry
represents the number of seconds after the hour. The RTU compares the present time to each entry to
determine when to freeze and read the accumulators. It is possible to schedule various freeze times during
the hour. Times of 900, 1800, 2700 and 3600 would enable freezes every fifteen minutes during the hour.
Each freeze time may be disabled with an entry of -1.

2.6.22 Frozen accum. Read time (1 to 60 sec)
Enter the number of seconds to read the accumulators after an accumulator freeze. The default is 60.

Running counter reads are not performed during this time interval between ACC freeze and the read time
expiration.

2.6.23 Running counters read interval (0 to 3600 sec)

The running accumulators are read according to this timer when the accumulator freeze schedule above is
not populated. The default is 15.

2.6.24 Fast Scan Cycles (0 to 2048)

When an SBO command is issued to an IED, the IED is scanned immediately this amount of times for
status changes. This expedites a status change to the RTU in large systems with many IEDs. The default
is 15.

2.6.25 Time Between Messages (0 to 60,000 ms)

This is the minimum time between polls. The poll could take longer, depending on the number of IEDs and
other factors, but the entered value sets the least time the poll will take. The default is 250 ms.

2.6.26 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the hardware manual for time
settings under the CPU block.

If you want to send time synchronization to this device, you must know whether the device will accept
Local time or UTC time, then set this radio button to match.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.7 Point Operations

2.7.1 Serial Comm

From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Figure 2-5 IED Configuration

DNPM IED Configuration
Port # 3 FPortMame : RTU ta IED

IED Dlrect Direct 32bit | On Copy Export
IED# IED Name ddress T}' perate |Operate AD| AO Scan Conﬁg to IEDn Import

DNPM_IED_L1 [Exp] [1mp]
Back

2.7.2 IED#

The logical number of the IED on this communication channel.

2.7.3 |IED Name
Click on the IED Name. A pop-up window will appear. See section 2.7.13.1.

2.7.4 |ED Address

Reflects the entry in the pop-up menu. See section 2.7.13.1.

2.7.5 Scan Type

Reflects the entry in the pop-up menu. See section 2.7.13.1.

2.7.6 Direct Operate Function Controls
Reflects the entry in the pop-up menu. See section 2.7.13.1.

2.7.7 Direct Operate AO

Reflects the entry in the pop-up menu. See section 2.7.13.1.

2.7.8 32bitAO

Reflects the entry in the pop-up menu. See section 2.7.13.1.

2.7.9 On Scan

Reflects the entry in the pop-up menu. See section 2.7.13.1.

Note: DNPM may be switched On Scan to Off Scan and vice versa without the need to reboot.
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2.7.10 Slave Config

Click on Edit to edit the IED points. See section "2.7.32.1 Slave Configuration Edit".

2.7.11 Copy to IEDn

This function copies everything in the IED configuration except the IED Name, the IED Address, and the
Scan Type 5 Status Map. Enter the number of the target IED and click Copy.

2.7.12 Export

The Export function copies everything in the IED configuration except the IED Name, the IED Address,
and the Scan Type 5 Status Map to an xml file. The Exp button exports a configuration in xml format from
the IED to the RTU as a template. The templates are protocol/IED specific. This template is stored in the
RTU. When you choose Up/Download tab and click on “Get” (get files from RTU), you will transfer these
templates to your PC.

Choose from one of the existing file types (if present), or create a new xml file type. Click Save after your
selection.

DNPM IED Configuration
Port # 1 FPort Kame :Port 1

IED Scan | Direct | 32 bit Slave Copy Export
IED # IED Name Address Type Operate | AD Sl:an Confi g to IEDn Import
Eu:h

DMPM_IED_1 [copy | [Exp] [1mp]
e S
Feplace Existing w
(OR)
Create Mew

2.7.13 Import

The Imp button imports a configuration in xml format as shown below. Choose from one of the existing
file types (if present) shown in the pull-down menu. If a new file type has been created under Export, that
file type will also show up in the pull-down menu. When you set up another RTU, choose the
Up/Download tab and click “Send” (send files to RTU), the template you save in the first RTU will be
downloaded to the second RTU. Click Get after your selection below.

DNPM IED Configuration
Port # 1 Paort Mame : Port 1

IED Scan | Direct | 32 bit Slave Copy Export
[20)E) DA Address Type l]perate AD Scan Confi g to IEDn Import

DMPM_IED 1 [capy | [Exp] [1 mr:

i Eu:h
oad Template
Load Template

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration
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2.7.13.1

Port # 3

IED D|re(:t Direct 32bit | O Copy Export
ELE ELLTITE ddress Ty perate Operate AD| AOD {:onﬁg to IEDn Import

n
Scan
¥

Config@WEB RTU to IED Protocols

IED Name & Authentication Configuration
When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown in Figure
2-6. Edit this pop-up window according to the directions below. After editing, your choices are reflected
as explained under Figure 2-5.

Figure 2-6 1ED Configuration
DNPM IER Configuration

DHPM_IED_1 1 2 )

2.7.14

IED #1 Configuration n

IED Mame DMPM_IED_1
IED Address 1
Scan Type 2w

Direct Operate
Function Controls

Direct Cperate AC
Function Controls

On Scan *

®ves ONo
32 bit Analog Cut Cives () No
Scan Type o Status

Input
Secure Auth Params

Class 123 Event
Lirmit Oves ©no

Frozen Acc Enabled | & Yes O Mo

IED Name

®vyes ONo MoaAck O ves ®No

®ves ONo NoAck ®ves ONo

30

Accept the default name or type a name of your choosing.

2.7.15

IED Address

Enter the IED address. The default is 1.

2.7.16 Scan Type

Enter the scan type. See section 2.1 for an explanation of the DNP scan types. The default is 2.

2.7.17 Direct Operate Function Controls

The DNPM IED configuration allows for three types of operation for controls.

1.

24

Paort Mame : RTU to IED

() [E9) [ime)

Back

Select-Before-Operate (SBO) in which two commands (Select/Execute) are sent to the IED to

perform a control operation.

Direct Operate (single command) with an acknowledgement response

Direct Operate (single command) without an acknowledgment response
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The IED’s DNP profile should indicate which type of control functionality is appropriate.
The default type is Direct Operate with acknowledge.
Select first “Yes” radio button to enable Direct Operate (single command) controls.

Select first “No” radio button to enable SBO type controls. Note: Selection of “No” for this option renders
“No Ack” irrelevant.

Select the second “Yes” (after No Ack) to send a Direct Operate — No Acknowledge function to the IED to
perform a Direct Operate control.

Select the second “No” (after No Ack) to send a Direct Operate function to the IED to perform a Direct
Operate control. (IED will send an acknowledge message).

Refer to the DNP3 documentation for further information about these functions.

2.7.18 Direct Operate AO Function Controls ???

The DNPM IED configuration allows for three types of operation for AO Function controls.
1. Direct Operate (single command) with an acknowledgement response
2. Direct Operate (single command) without an acknowledgment response
The IED’s DNP profile should indicate which type of control functionality is appropriate.
The default type is Direct Operate without acknowledge.
Select first “Yes” radio button to enable Direct Operate (single command) AO.

Select the second “Yes” (after No Ack) to send a Direct Operate — No Acknowledge function to the IED to
perform a Direct Operate AO.

Select the second “No” (after No Ack) to send a Direct Operate function to the IED to perform a Direct
Operate AO. (IED will send an acknowledge message).

Refer to the DNP3 documentation for further information about these functions.

2.7.19 On Scan

Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: DNPM may be switched On Scan to Off Scan and vice versa without the need to reboot.

2.7.20 32 bit Analog Out

Select Yes if the IED is designed for 32 bit AOs. Select No if the IED is designed for 16 bit AOs.

2.7.21 Scan Type 5 Status Input

Scan Type 5 is a special scan type used when the RTU can’t normally scan the IED on a regular schedule.
However, controls will be delivered by the RTU to the IED as they are received from a protocol or an
application running in the RTU. No scanning of the RTU is performed except when this mapped status
point is set to 1. When an application sets the point to 1, the DNPM application detects the state change
and then sends a Class 0 scan to the IED and sets the status point to 0. There is no guarantee that the IED
answered the Class 0 scan request.
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Map a point for use by the firmware to cause a scan of this IED to occur. The point must be one that the
DNPM application can update. This is typically a RLL Binary Input type. As shown below.

Figure 2-7 SCAN TYPE 5 Status Point Mapping
DNPM Status Input Point Mapping

Port # : 4 Port Mame : Port 4
IED#:1 IED Mame : DNPM_IED_1
I N RO == = == ===
‘ SCAN TYPE 5 Enable RLL Points RLL_STS 0 ®a OB ‘ Select Source

|Search

2.7.22 Secure Auth Params
Click Config next to Secure Auth Params to change those settings The following screen will appear.

Figure 2-8 Secure Auth Configuration Screen

Secure Authentication Configuration

Port Name : Port 3 Port = 3
IED Name: DNPM IED 1 IED Address: 1
 DNPMIED Sccaro Authentication Parameters |
Secure Authentication Enabled " Yes & No
Agoressive Authentication Enabled * Yes © No

Session Kev Change Tvpe @ Time ¢ Counter

Session Key Change Interval |1E (Min)
Session Kev Change Counter |1I3I3I3
Max Error Count IE

Update Kev Change

Cancel Submit

The parameters are the same here as in DNPR with 1 exception/recommendation. The Session Key Change
Interval/Counter should be half of the value which is configured in DNPR to ensure that Session Keys do
not expire on the remote side, causing Secure Auth Errors and unnecessary messages being passed back
and forth while a critical operation is waiting to be performed. Each device maintains its own Session Key
Timer or Counter and once that timer expires on a DNPM device, a new Session Key is issued to the DNPR
device. However, if the DNPR Session Key has expired but the DNPM Session Key Timer has not expired
yet, a new Session Key will not be issued until the Max Error Count is exceeded.

2.7.23 Secure Authentication Enabled

By default, Secure Authentication is disabled. To enable it, click Yes next to Secure Authentication
Enabled.
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2.7.24 Aggressive Authentication Enabled

Aggressive Authentication is enabled by default. Aggressive authentication is less secure, but saves
bandwidth.

2.7.25 Session Key Change Type

This defines whether Session Keys expire after a certain length of time or a certain number of secure
authentication messages.

2.7.26 Session Key Change Interval

This number defines (in minutes) the length of time in which a new Session Key will become invalid. The
default is 15 minutes.

2.7.27 Session Key Change Counter

This number defines the number of Secure Authentication messages which may be sent with a
new Session Key before it becomes invalid.

2.7.28 Max Error Count

This number defines the maximum number of Secure Auth messages (Obj 120 v 7) may be sent or received
with the current session key before it is invalidated.

2.7.29 Update Key

When the Change button is clicked, a Warning dialogue as shown below will appear. Heed the Warning
and click OK.

Message from webpage 5[

? | This value should only be changed if connected via crossover cable,
*-'/ Metwork security could be compromised if changed over the netwaork,

Cancel |

This is the 128 bit Key which is used to decode/encode Session Key Change Messages in order to
renegotiate Session Keys. This number should only be changed on a Secure Network or when directly
connected to the RTU via a crossover cable, otherwise the security of the DNP messages would be
compromised.

Figure 2-9 Secure Authentication Update Key
Secure Authentication Configuration

Port Name : Port 3 Port # 3
Master Name: DNPM TED 1 Master 1D: 1

DNPR Secore Authentication Update Key

Update Key 0Ox |112233445EEE?FEEEEDEaabbccddeeﬁ

Cancel Submit
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The Update Key is a 128 bit number which must be entered as 16 Bytes (32 characters). Only the numbers
0-9 and a-f are valid characters. The ASCII values entered are converted to the binary hexadecimal

equivalent in the RTU.

2.7.30 Class 123 Event Limit

This information is used in any Class 1,2,3 scan request sent by the RTU to the IED.

If set to No (default), the RTU will request all events in the IED be sent to the RTU in the response (DNP

3.0 qualifier 6 for each of the 3 classes).

If set to yes, the RTU will request the entered value maximum events be sent by the IED in the response
(DNP 3.0 qualifier 7 with the number of points set to the number entered from 1 to 255 (default 50) for

each of the 3 classes).

2.7.31 Frozen Acc Enabled

Click Yes (default) to allow scanning of frozen accumulators and No to disallow.

2.7.32 Set/X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard

changes.

2.7.32.1 Slave Configuration Edit

2.7.33 Slave Config

Click the Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 2-10 IED Configuration

DNPM IED Configuration

Port # 2 Port Mame : Port 2
IED #: 1 IED Mare : DHPM_IED 1

Type Edit
Edit
Edit
Edit
Edit
Edit

%

Analogs Inputs a2
Binary Inputs e
Counters 32

Aralog Outputs a2

T
g EEEEE

Birnary CutpLts 32

Back

2.7.34 Type
The type of point.

2.7.35 Number

Enter the number of points from your IED.

2.7.36 Edit

Click the Edit button to edit points.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.

2.7.36.1 Copy to IEDn
Note: This function applies only if more than one IED is being set up.

This function copies everything in the IED configuration except the IED Name, the IED Address, and the
Scan Type 5 Status Map. Enter the number of the target IED and click Copy, as shown below.

DNPM IED Configuration
Port & 3 FPort Mame : RTU o IED

IED # IED Name IED Scan | Direct Direct 32bit | On Slave Copy Export
Address | Type | Operate |Operate AQ| AO Scan | Config to IEDn Import
1 1 2 Y Y

DHPM_IED_1 2
2 DNPM_IED_2 2 2 ¥ ¥ Ny
Back

2.7.36.2 Export
The Export function copies everything in the IED configuration except the IED Name, the IED Address,
and the Scan Type 5 Status Map to an xml file. The Exp button exports a configuration in xml format from
the IED to the RTU as a template. The templates are protocol/IED specific. This template is stored in the
RTU. When you choose Up/Download tab and click on “Get” (get files from RTU), you will transfer these
templates to your PC.

Choose from one of the existing file types (if present), or create a new xml file type. Click Save after your
selection.

DNPM IED Configuration
Port # 3 FPortMame : RTU ta IED

IED # IED Name IED Scan | Direct Direct 32bit | On Slave Copy Export
Address | Type | Operate |Operate AQ| AO Scan | Config to IEDn Import
12 v Y
Save Template n

Replace Existing w
(DR}

DMPM_IED_1

Create Mew
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2.7.36.3 Import
The Imp button imports a configuration in xml format as shown below. Choose from one of the existing
file types (if present) shown in the pull-down menu. If a new file type has been created under Export, that
file type will also show up in the pull-down menu. When you set up another RTU, choose the
Up/Download tab and click “Send” (send files to RTU), the template you save in the first RTU will be
downloaded to the second RTU. Click Get after your selection below.

DNMPM IED Configuration
Port # 3 Paort Mame : RTU to IED

IED D|rec:t Direct 32bit | On Copy Export
EE EU 3 ddress Ty perate |Operate AQ| AO Scan {:onﬁg to IEDn Import

oad Templﬂte

Load Template

2.7.37 Ethernet Comm

From the Ethernet Comm Communication Port Configuration screen, click the Configure button under
Point Operations. A screen similar to Figure 2-11 will appear. Click on the default IED Name to set up
basic information about the IED as shown below.

Figure 2-11 IED Configuration
DNPM IED Configuration

Socket # 1 Paort Mame : Socket 1
IED Direct Direct 32bit | O C Export
S5 SV IPLETTEEoslH TR ddress Ty rer:(i:te Oper::: AO| AOD Sc.:n Conﬁg to?l-?gn ImE:rl
DNPM_IED_1 172.18.150.171 : 20000 v [Edt] (Exp)
Back
2.7.38 IED#
The logical number of the IED on this communication channel.
2.7.39 IED Name
Click on the IED Name. A pop-up window will appear. See section 2.7.48.1.
2.7.40 IP Address : Port No.
Reflects the entry in the pop-up menu. See section 2.7.48.1.
2.7.41 IED Address
Reflects the entry in the pop-up menu. See section 2.7.48.1.
2.7.42 Scan Type
Reflects the entry in the pop-up menu. See section 2.7.48.1.
2.7.43 Direct Operate
Reflects the entry in the pop-up menu. See section 2.7.48.1.
S2200-AAA-00004 Baseline Document Version 6.5

Proprietary and Confidential to Schneider Electric



Chapter 2 - DNPM Config@WEB RTU to IED Protocols 31

2.7.44 Direct Operate AO

Reflects the entry in the pop-up menu. See section 2.7.48.1.

2.7.45 32 bit AO

Reflects the entry in the pop-up menu. See section 2.7.48.1.

2.7.46 On Scan

Reflects the entry in the pop-up menu. See section 2.7.48.1.

Note: DNPM may be switched On Scan to Off Scan and vice versa without the need to reboot.

2.7.47 Slave Config

Click on Edit to edit the IED points. See section 2.7.32.1 Slave Configuration Edit.

2.7.48 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

2.7.48.1 IED Name & Address Configuration
When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown in Figure
2-12. Edit this pop-up window according to the directions below. After editing, your choices are reflected
as explained under Figure 2-11.

Figure 2-12 IED Configuration
DNPM IED Configuration

Socket # 1 Part Mame : Socket 1
’E IED Name IF Address : Port No. IEr?zss ’T mer:tte op?r:::tno ’TE C ﬁg tf?Epgn ﬁﬁg
DHMPM_IED_1 172.18.150.171 : 20000 ‘
e S— =
IED Mame DMPM_IED_1

IF Address  PortMo. |172.18.150.171 | (20000

IED Address 1
Scan Type 2w
Direct Operate
o ®Yes OMo NoAck OYes ® No

Function Controls

Direct Operate A
Funcﬁanpcmmls ®ves OMo NoAck ®Yes OMo

0n Scan * ®ves OMNo
32 bit Analog Cut Oives o

Scan Type 5 Status y
Input

Secure Auth Params

Class 123 Event
Lirmit COYes ®No |50

Frozen AccEnabled  ®ves O No Set

Note: Except for the IED Address : Port No., explained below, the DNP IED Configuration for
Ethernet is exactly the same as explained for Serial Comm Setup in Section 2.7.13.1
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2.7.49 |IP Address : Port No.

Enter the IED IP Address and the IED Port Number. Each additional port must be uniquely numbered. For
questions and recommendations about port number assignments, see www.iana.org.

2.7.50 IED Analog Configuration

From the DNPM IED Configuration screen, click on Edit for Analogs. A screen similar to Figure 2-13 will

appear.
Figure 2-13 DNPM Analog Input Configuration
DNPM Analog Input Configuration
Port # 2 Part Mame : Port 2
IED# @1 IED Mame : DNPM_IED_1
Pagolofl =t !_:! Mest ==

(Point | MName |

0  JIED_&NALOGO

1 [IED_8MALOG 1 [s |5 s 1

2 |ED_amalOG2 |5 5 % ckonHeaderto e

3 JIED_ANALOG 2 5 5 Change All £}

4 JIED_ANALOG 4 X

S JIED_&NALOGS

6  [IED_aMALOG 6

7 JIED_&NALOG 7

8  JIED_&NALOG &

9  JIED_ANALOG 9

10 [IED_AMALOG 10 [5 = s = 1

11 [ED_sMALOG 11 5 5 5 |5 11

12 [ED_amMaLOG 12 5 5 15 |5 12

13 [IED_amMaLOG 13 15 |5 15 5 J13

14 [IED_8MALOG 14 |5 5 15 5 |14

15 [ED_sMALOG 15 5 5 5 |5 |15

Cancel | Subrnit

Point

Protocol logical point number. This number cannot be changed.

2.7.51 Name

Enter the name of the point (or accept the default name).

2.7.52 CMin

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

2.7.53 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.
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2.7.54 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

2.7.55 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

2.7.56 IED Point

Identifies the specific ANA point (DNP index) to be obtained from the IED for each protocol logical point
number. Enter the number of the point or accept the default number.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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2.7.57 IED Status Configuration

From the DNPM IED Configuration screen, click on Edit for Status. A screen similar to Figure 2-14 will
appear.

Figure 2-14 DNPM Status Input Configuration

DNPM Status Configuration

Port #: 1 Port Mame : Port 1
IED # : 1 IED Mame @ DMPM_IED 1

Page 1 of 5 GDTDI GDl Mext ==

(Point | Name | IED Point

1 Joomm_sTS -1
0 [ED.STSO o
1 JIED.STS1 1
2 |EDSTSZ2 2
3 [ED.STS3 €]
4  [ED_STS4 4
S  [ED_STSS |5
6 [ED_STSH j&
7 |ED.STS7 7
8 [ED.STS® ja
9  [ED_STSO ja
10 |IED_STS 10 |10
11 [IED_STS 11 j11
12 |IED_STS 12 |12
13 |IED_STS 13 |13
14 |IED_STS 14 14

Cancel I Subrmit

2.7.58 Point

Protocol logical point number. This number cannot be changed. The COMM_STS point is automatically
assigned to show whether the DNPM comm. channel is working or not. The RTU for DNPM will support
up to 1024 binary input points.

2.7.59 Name

Enter the name of the point (except for COMM_STS which can not be changed) or accept the default name.

2.7.60 IED Point

Identifies the specific STS point (DNP index) to be obtained from the IED for each protocol logical point
number. Enter the number of the point (except for COMM_STS which cannot be changed) or accept the
default number.
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Navigation

35

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click

the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.7.61 IED Counters Configuration

From the DNPM IED Configuration screen, click on Edit for Counters. A screen similar to Figure 2-15

will appear.

Figure 2-15 DNPM Counters Configuration

DNPM Counters Configuration

Port # 2 Port Mame : Port 2
IED# ;1 IED Mame : DMPM_IED 1

Page 1 of 2 GoTo I GDl Mext ==

0 |ED_acC_0 o
1 JIED_ACC_1 1
2 |ED_acC_z &
3 |IED_acC_3 &
4  |ED_acC_4 |4
s |IED_acC_s |5
6  [ED_aCC_6 |6
7 |ED_acC_7 7
8 |IED_acC_s |a
9 [ED_acC_9 |3
10 |IED_ACC_ 10 |10
11 |IED_ACC_ 11 |11
12 [[ED_ACC_12 |12
13 [IED_ACC_ 13 |13
14 [IED_ACC_ 14 |14
15 |IED_ACC_15 |15
Cancel | Subrmit

2.7.62 Point

Protocol logical point number. This number cannot be changed.

2.7.63 Name

Enter the name of the point or accept the default name.
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2.7.64 IED Point

Identifies the specific Counter point (DNP index) to be obtained from the IED for each protocol logical
point number. Enter the number of the point or accept the default number.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.7.65 IED Analog Output Configuration

From the DNPM IED Configuration screen, click on Edit for Analog Output. A screen similar to Figure
2-16 will appear.

Figure 2-16 DNPM Analog Output Configuration
DNPM Analog Output Configuration

Port # 0 1 Port Mame © Part 1
IED # 1 1ED Marne ; DMPM_IED_1
o 1 =fF 2 i~ T I_- GHI Mext ==

IED Point

T |
EGU Min EGU Max

0 fIED_s0_0
1 JED eD_1 IS Is 1
2  JED_&0_2 IS 5 [z
3 JIED_s0_3 IS 5 [2
4  |IED_&0_4 |5 I5 f4
s |ED_s0_5 Is Is 5
6  |ED_A0_&6 |5 Is 6
7 [ED_&0_7 |15 s an/d/ or change i 7
8  |IED_&0_=8 IS 5 ; 5 s
9  JIED_&0_9 -5 5 -5 5
10 JIED_&0_ 10 5 5 55 5 10
11 |ED_s0_11 Is Is IS 5 f11
12 |ED_&0_12 |15 Is IS 5 [12
12 [ED_&0_13 |15 5 s 5 [13
14 [[ED_40_ 14 IS 5 s 5 |14
15  [[ED_40_15 IS I s 5 15
Cancel | Subrmit
2.7.66 Point
Protocol logical point number. This number cannot be changed
2.7.67 Name
Enter the name of the point (or accept the default name)
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2.7.68 CMin

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header

2.7.69 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header

2.7.70 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header

2.7.71 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header

2.7.72 IED Point

Identifies the specific ANA point (DNP index) to be obtained from the IED for each protocol logical point
number. Enter the number of the point or accept the default number.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 2 - DNPM

Config@WEB RTU to IED Protocols 38
2.7.73 IED Binary Outputs Configuration
Click on Edit for Binary Outputs. A screen similar to Figure 2-17 will appear.
IED Binary Outputs provides the correct combinations of Pulse On, Pulse Off, Latch On, Latch Off, Null,
Close, and Trip for those IEDs that need this degree of control. The RTU sends the Binary Output codes to
the Control Relay Output Block (Data Object 12, Variation 1), code field.

Figure 2-17 DNPM Binary Outputs Configuration

DNPM Binary Qutputs Configuration

Port #:1 Port Mame @ Port 1

IED # : 1 IED Marne ; DWPM_TED_1
Page 1 of 2 GoTo I GDl Mext ==

Trip Close |

Point Point Mame

Execute
Time

[ 1ED (
Point
IIII

Binary Output
Selection

T ED {
Point

Binary Dutput
Selection

0 JIEDBOD Pluse On, Close =
1 |EppO1 [Pluse on, Close =]
2 [ED/ Click on Header to 2 Off, NULL [z [Pluse On, Close =]
Change All Pulse Off, Close
3 E Fulse Off, Trip [z [Pluse on, Close =]
4 |4 :::EEE gg: Hg's‘lé |4 IF'Iuse on, Close ;l
Latch O, Trip =
3 IS Latch Off, NULL 5 |Pluse On, Close =]
& |5 Latch Off, Close —{ |6 |Pluse on, Close =]
. Trip
7 IED_E @ 7 PUEE UM, T ¥ |7 [Pluse on, Close =]
8 |EDBOE SN 8 PuseOn, Trip >l |2 ¥
9 |EDBOO 500 E] Pulse On, Trin || |2 [Pluse on, Cose =]
10 |JIED_BO 10 500 {10 Pulse On, Trip =] |10 [Pluse On, Close =]
11 [ED_PO 11 500 |11 |Puse On, Trip =] 11 |Pluse On, Close =]
12 |ED PO 12 500 |12 |Puse On, Trip =] |12 |Pluse on, Close =]
13 [ED RO 13 500 |13 |Puse On, Trip =] |13 [Pluse on, Close =]
14 |[ED_BO 14 500 14 |Pulse On, Trin x| |14 [Pluse On, Close =]
15  |[ED_BO 15 500 15 |Pulse on, Trip x| |15 [Pluse on, Close =]

2.7.74 Point

Protocol logical point number. This number cannot be changed

2.7.75 Point Name

Enter the name of the point (or accept the default name)

2.7.76 Execute Time

Enter the Execute Time (or accept the default)

2.7.77 Trip-IED Point

Enter this number from the documentation provided with the Slave.

2.7.78 Trip-Binary Output Selection

From the drop-down menu, select the appropriate function. See the vendor's documentation.

Cancel | Subrnit I
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2.7.79 Close-IED Point

Enter this number from the documentation provided with the Slave.

2.7.80 Close-Binary Output Selection

From the drop-down menu, select the appropriate function. See the vendor's documentation.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

2.8 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 2-18 Data Display Screen

Configuration | Data Display |

Config@WEB

Command | Up/Download

References
Analog Inputs
Senal Comm

Applications Ethernet Comm

Analog Outputs

JITHT

Annunciator -—
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Click Serial Comm to get the screen shown in Figure 2-19.

Port Comm Display
| mper | FTS[OR[ wme | powcol o) o
K

Figure 2-19 Display Communication Port Data

Display Communication Port Data

Port #1 K WMaster to RTU DMNPR [view] | portData |
Port #2 K K Backup DNPR [view| [ PortData |
Port #3 K K RTU to IED DMNPM [view| [ Port Data |
Fort &4 K K Port 4 Mone
Fort #5 K K Port 5 Mone
Fort #6 K K Port & Maone
Fort &7 K K Port ¥ Mone
Fort#8 K K Port 8 Mone
Fort#9 K K Port 9 Mone
FPort#10 K K FPart 10 Miane
FPaort #11 K K Port 11 Maone
FPort#12 K K Port 12 Maone
Communication Assaociations
2.8.1 Port Number
Physical Port number of the RTU.
2.8.2 RTSand DTR
Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.
2.8.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).
2.8.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.
2.8.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.
2.8.3 Name

The port name given during configuration or default name accepted.
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2.8.4 Protocol

The configured protocol for this port.

2.8.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

2.8.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

Navigation

Click the Back button to return to the previous screen.

2.8.6.1 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.
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2.8.7 Serial Comm Counters Display
Under Comm Counters, click View to get the screen shown below.

Figure 2-20 DNPM Serial Communication Counters Display

DNPM Communication Counters Display
Port#:3 FPaort Mame : Part 3

Cpom | comortame | Couts

-

Frames Sent 137
Frames Received
Mo Replies 12
CRC Errars
Framing Errars
Overrun Errors
Application Confirm Timeouts
Free Frames Exhazusted

[ T I I oy QY N P T L
o O v s s s L e g e

Data Trap Cnnﬁgurel
Secure Auth Counters Wiews |
IED Comm Counters Viewr |
Reset Comm Counters  Reset |
Back |

2.8.8 Point Number

A logical point number for reference only.

2.8.9 Counter Name
The following counters are monitored:

2.8.9.1 Frames Sent
This indicates the cumulative number of transmitted frames since the last reset or power-up.

2.8.9.2 Frames Received
This indicates the cumulative number of received frames since the last reset or power-up.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 2 - DNPM

2.8.9.3

2.8.9.4

2.8.9.5

2.8.9.6

2.8.9.7

2.8.9.8
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No Replies
This indicates the cumulative number of transmitted frames that did not receive a response since
the last reset or power-up. This count can be affected by the Rx timeout delay.

CRC Errors
This indicates the cumulative number of received frames with CRC errors since the last reset or
power-up. This can be affected by parity and MTO.

Framing Errors
This indicates the cumulative number of framing errors since the last reset or power-up. This can
be affected by parity.

Overrun Errors
This indicates the cumulative number of over-run errors since the last reset or power-up.

Application Confirm Timeouts
This indicates the cumulative number of Application Confirm Timeouts since the last reset or
power-up.

Free Frames Exhausted

This counter increments whenever a message is received and there are no more free frames in
memory to store the incoming message. If the counter is incrementing, it indicates a critical
memory shortage problem with the DNP Data Link task, and Telvent tech support should be
called.

2.8.10 Counts

The counts for each type of Counter.

2.8.10.1 Data Trap
Please see the Config@WEB Secure Software Users Guide.

2.8.10.2 Secure Auth Counters
A Secure Authentication Counter is ??? Click this button to see the following breakout.

DNHPM Secure Authentication Counters

Port #:3 Port Mame : RTU ta IED
Prev Prev
Error Code | Error Time
1 DNPM_IED_1 0 a a 1 i 0 - 1970/01/01 00:00:00.000

2.8.11 IED Addr
The address of the IED

2.8.12 IED Name
The name of the IED.

2.8.13 Key Chgs

The number of times the Session Key has changed since the last reboot.

2.8.14 Failed Key Chgs

The number of failed Session Key changes since the last reboot.
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2.8.15 Msg Auths

The number of critical messages which have been successfully authenticated.

2.8.16 Failed Auths

The number of critical messages in which authentication has failed.

2.8.17 Aggressive Auths

The number of critical messages which have been successfully been authenticated using the Aggressive
Authentication method.

2.8.18 Failed Agg Auths

The number of critical message which have failed to be authenticated using the Aggressive Authentication
method.

2.8.19 Prev Error Code

The error code associated with the last Authentication failure.

2.8.20 Prev Error Time

The time of the last Authentication failure.

2.8.20.1 IED Comm Counters
Click this button to see individual comm. counters for each IED as shown below.

DNPM IED Comm Counters Display

Pot# : 4 Faort Mame : Port 4
Messages | Messages
IED Name Sent Received
1 DNPM_IED_1 24 8 16 0 ] 0300
2 DHPM_IED_2 22 ] 21 1] ] oooo

2.8.21 IED #

The number of the IED

2.8.22 I|ED Name
The name of the IED

2.8.23 Messages Sent

Messages sent to this IED since the last reset or since the last time the counters were cleared.

2.8.24 Messages Received

Messages received from this IED since the last reset or since the last time the counters were cleared.

2.8.25 No Replies

The number of no replies from this IED since the last reset or since the last time the counters were cleared.
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2.8.26 Format Errors

The number of format errors from this IED since the last reset or since the last time the counters were
cleared.

2.8.27 Object Errors

The number of object errors from this IED since the last reset or since the last time the counters were
cleared.

2.8.28 Internal Indications

The Internal Indications field show the particular message when you click on it. For instance, in the
example above, IED 1 has an internal indication of 0300. When this number is clicked, the message
appears as follows.

DNP Internal Indications

All-Stations Message Received.
Class 1 Event Data Is Available.

The code shown in the example above is in hex. Sometimes the message comes and goes too quickly to be
clicked on. In that case, it's useful to understand what the code means. Below the following figure is an
interpretation of the hex code.

First Second

300

You must translate from hex to binary to interpret this code. For instance, let’s examine the above code
reading of 0300. The first octet is 03. The second octet is 00. Converting 03 from hex to binary yields
00000011. Now let’s examine the meaning of this number from the listing below:

From below, 00000011 yields bit position 1 and bit position 0.

Bit Position 0 means All stations message received.

Bit Position 1 means Class 1 data available.

These two messages are displayed in plain English in the example above.

The second octet is all zeros (0), so there is no meaningful state.
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The following listing is a direct quote from DNP Basic 4 Document:
The Internal Indications (I1N) field is a two-octet field that follows the function code in all

responses. When a request cannot be processed due to formatting errors or the requested data is
not available, the 1IN is always returned with the appropriate bits set.

| FirstOctet | Second Octet |
First Octet
. 7 [ e [ s [ 4 | 3 | 2 | 1 [ ©

A one (1) in the bit position indicates the described state.

Bit0O -  All stations message received
—  Set when a request is received with the destination address of the all stations address
( ffff hexadecimal).
—  Cleared after next response ( even if response to global request is required)
— Used to let the master station know that a Broadcasted message was received by this
station.

Bitl - Class 1 data available
—  Set when data that has been configured as Class 1 data is ready to be sent to the
master
—  Master station should request this class data from the Outstation when this bit is set
in a response

Bit2 — Class 2 data available
—  Set when data that has been configured as Class 2 data is ready to be sent to the
master
—  Master station should request this class data from the Outstation when this bit is set
in a response

Bit3 - Class 3 data available
—  Set when data that has been configured as Class 3 data is ready to be sent to the
master
—  Master station should request this class data from the Outstation when this bit is set
in a response

Bit4 - Time- synchronization required from the master. The master synchronizes the time
by writing the Time and Date object to the Outstation.
—  Cleared when the time is set by the master. This bit is also cleared when the master
explicitly writes a 0 into this bit of the Internal Indication object of the Outstation.

Bit5 -  Setwhensome or all of the Outstation's digital output points are in the Local state.
That is, the Outstation's control outputs are NOT accessible through the DNP
protocol.

—  Clear when the Outstation is in the Remote state. That is, the Outstation's control
outputs are accessible through the DNP protocol.

Bit6 — Device trouble - Set when an abnormal condition exists at the Outstation. The device
profile for a given device states the conditions that effect this bit.

—  This should only be used when the state can not be described by a combination of
one or more of the other 1IN bits.

Bit7: — Device restart
—  Set when the user application at the Outstation restarts.
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—  Cleared when the master explicitly Writes a 0 into this bit of the Internal Indications
object in the Outstation.

Second Octet

. | 6 [ 5 [ 4 [ 38 | 2 [ 1 [ 0

Bit 0

Function code not implemented

Bitl — Requested object( s) unknown. The Outstation does not have the specified objects or
there are no objects assigned to the requested class.
—  This indication should be used for debugging purposes and usually indicates a
mismatch in device profiles or configuration problems.
Bit2 — Parameters in the qualifier, range or data fields are not valid or out of range. This is a
catch- all for application request formatting errors.
— This indication should be used for debugging purposes and usually indicates
configuration problems.

Bit3 - Event buffer(s), or other application buffers have overflowed. For example, COS/
SOE buffers have overflowed.
—  The master should attempt to recover as much data as possible and indicate to the
user that their may be lost data. The appropriate error recovery procedures should be
initiated by the user.

Bit4 - Request understood but requested operation is already executing.

Bit5 - Setto indicate that the current configuration in the Outstation is corrupt and that the
master application layer should inform the user of this exception. The master may
download another configuration to the Outstation. Note that sometimes a corrupt
configuration will disable an Outstation, making it impossible to communicate this
condition to a master station.

Bit6 - Reserved for use by agreement, currently always returned as zero ( 0).

Bit7 - Reserved for use by agreement, currently always returned as zero ( 0).

Click Done to return to the overall comm. counters screen.

2.8.28.1 Reset Comm Counters
Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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2.8.29 Ethernet Comm Counters Display

Under Comm Counters, click View to get the screen shown below.

Figure 2-21 DNPM Ethernet Communication Counters Display
DNPM Communication Counters Display

Socket #:1 FPort Mame : Socket 1

[ poni | Comierteme | __Counts |
1 Frames Sent 98369
2 Frarnes Received 1]
3 Mo replies 03560
4 CRC Errors 0
5 Validate param Err 1]
6 Partial DMP msg detected 1]
7 DMP not in TCP payload 1]
g Free Frames Exhausted 1]
g Available Frames 499

Data Trap Configure

Secure Auth Counters View

[ED Comm Countars View

(i

Reset Comm Counters Rece

2.8.30 Point Number

A logical point number for reference only.

2.8.31 Counter Name

The following counters are monitored:

2.8.31.1 Frames Sent

This indicates the cumulative number of transmitted frames since the last reset or power-up.

2.8.31.2 Frames Received

This indicates the cumulative number of received frames since the last reset or power-up.

48
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2.8.31.3 No Replies
This indicates the cumulative number of transmitted frames that did not receive a response since
the last reset or power-up. This count can be affected by the Rx timeout delay.

2.8.31.4 CRC Errors
This indicates the cumulative number of received frames with CRC errors since the last reset or
power-up. This can be affected by parity and MTO.

2.8.31.5 Validate param Err

This counter indicates that a key parameter needed by the “Validation” parser was out of
specification, and prevented the parser from examining the message buffer. This is a rare
occurrence, but may provide useful troubleshooting information if it is happening.

2.8.31.6 Partial DNP msg detected
This counter indicates that it took more than one read of the TCP/IP message buffer to obtain a
complete DNP request message. A DNP request message is usually relatively small (~15 — 30
bytes), so it should be unusual for the request to be broken out over multiple TCP/IP buffers. This
may provide useful troubleshooting information.

2.8.31.7 DNP notin TCP payload
This counter indicates that when the TCP/IP buffer was read and examined, no valid DNP
message was found in the buffer. This may provide useful troubleshooting information.

2.8.31.8 Free Frames Exhausted
This counter increments whenever a message is received and there are no more free frames in
memory to store the incoming message. If the counter is incrementing, it indicates a critical
memory shortage problem with the DNP Data Link task, and Telvent tech support should be
called.

2.8.31.9 Available Frames
This counter keeps track of how many frames out of the original 500 are left for messages.
Normally, the number will be 499, because after a frame gets used, it is returned to the Available
Frames pool.

2.8.32 Counts

The counts for each type of Counter.

2.8.33 Data Trap

Please see the Config@WEB Secure Software Users Guide.

2.8.34 Secure Auth Counters

Please see Secure Auth Counters under Serial Comm Counters Display.

2.8.35 |ED Comm Counters

Please see IED Comm Counters under Serial Comm Counters Display.

2.8.36 Reset Comm Counters
Click this button to reset all comm. counters.
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2.8.37 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 2-22 DNPM IED Display
DNPM IED Display
Socket #: 1 Part Mame : Socket 1

IED Scan Direct Operate Direct Operate AD Slave
IED # IED Name Address Type Function Controls Function Controls On Scan Data
1 DNPM_IED_1 1 2 ¥ ¥ ¥
Back

2.8.38 IED#

The logical number of the IED on this communication channel.

2.8.39 |IED Name

The name that was chosen, or accepted as default, during configuration.

2.8.40 IED Address

The IED Address chosen during configuration.

2.8.41 Scan Type

The scan type that was chosen during configuration. See section 2.1 for an explanation of the DNP scan
types.

2.8.42 Direct Operate Function Controls

Reflects the choice made during configuration.

2.8.43 Direct Operate AO Function Controls

Reflects the choice made during configuration.

2.8.44 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

2.8.45 Slave Data

Click View to examine the data being returned from this device. A screen similar to the one below will
appear.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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From the DNP IED Display screen, click View under Slave Data to get the screen shown below.

Figure 2-23 DNPM IED Display
DNPM IED Display

Port # : 4 Fort Mame : Port 4

ED#:1 IED Marne : DNPM_IED_1

e [ e [ vew ]
Analog Inputs 32 View

Binary Inputs 32 View

Counters 32 View

Analog Outputs 32 View

Binary Qutputs 16 View
Back

[IIIII

2.8.46 Type
The type of point.

2.8.47 Number

The number of points from your IED.

2.8.48 View

Click the View button to view points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the previous screen.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 2 - DNPM Config@WEB RTU to IED Protocols 52

2.8.48.1 Analog Inputs
From the DNPM IED Display screen, click View for Analog Inputs to get the screen shown in Figure 2-24.

Figure 2-24 DNPM Analog Inputs Display

DNPM Analog Inputs Display

Port # 1 Fort Marme @ Port 1
IED # .1 IED Mame : DMPM_IED_1
Pagel of 2 Go To I_ El Mext= =

Q IED_aMal0GE 0 F -2.000 ]

1 IED_aMal0E 1 F -2.000 ]

2 IED_aMalL0GE 2 F -2.000 ]

3 IED_aMal0GE 3 F -2.000 ]

4 IED_aMalLOGE 4 F -2.000 ]

a IED_aMaLOGE 5 F -2.000 ]

& IED_aMaLOG & F -2.000 ]

7 IED_aMalL0G 7 F -2.000 ]

a IED_aMal0GE 3 F -2.000 ]

a IED_aMal0GE 9 F -2.000 ]

10 IED_AnALOG 10 F -2.000 ]

11 IED_AMALOGE 11 F -2.000 ]

12 IED_AMALOG 12 F -2.000 ]

13 IED_AMALOG 13 F -2.000 ]

14 IED_AMALOG 14 F -2.000 ]

15 IED_AMALOG 15 F -2.000 ]
Back |

2.8.49 Point

Protocol logical point number.

2.8.50 Point Name

The name of the point assigned during configuration.

2.8.51 Point Status

Please see the Point Status Codes section of the Config@WEB Secure Software Users Guide.

2.8.52 Point Value

The engineering unit (EGU) value.

2.8.53 Point Counts

The counts from the IED.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.
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2.8.53.1 Status Inputs
From the DNPM IED Display screen, click View for Status Inputs to get the screen shown in Figure 2-25.

Figure 2-25 DNPM Status Inputs Display
DNPM Status Inputs Display

Port #: 1 Port Marme : Port 1
IEC #: 1 IEC Mamme  DHPM_IED_1
Pagel of 5 Go To I_ El Mesxt = =
| Point | PointName ____|Point Status | Point State | « |
-1 COmMM_STS CLOSED -
] IED_STS O F OPEM -
1 IED_STS 1 F OPEM -
2 I[ED_STS 2 F OPEM -
3 [EC_STS 3 F OPEM .
4 I[ED_STS 4 F OPEM -
a IED_STS 5 F OPEM -
&] IED_STS 6 F OPEM -
r IED_STS 7 F OPEM -
a I[ED_STS 8 F OPEM -
= I[ED_STS 9 F OPEM -
10 IED_STS 10 F OPEM -
11 [EC_5TS 11 F OPEM .
12 IED_STS 12 F OPEM -
13 IED_STS 13 F OPEM -
14 IED_STS 14 F OPEM -

Back |

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not the comm. channel is operational. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

2.8.54 Point

Protocol logical point number.

2.8.55 Point Name

The name of the point assigned during configuration.

2.8.56 Point Status

Please see the Point Status Codes section of the Config@WEB Secure Software Users Guide.

2.8.57 Point State
Indicates that point is either OPEN or CLOSED.

2.8.58 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

2.8.58.1 Counter Inputs

From the DNPM IED Display screen, click View for Counters to get the screen shown in Figure 2-26.

Figure 2-26 DNPM Counter Inputs Display
DNFPM Accumulator Inputs Display

Paort #: 2 Fart Mamme : Port 2
IED#:1 IED Marme : DRPM_IED 1
Pagel of 3 &aTo Mesxt==
pot | pomname [pom stats| _count
1 IED_ACC_ 0O F ]
2 IED_ACC_ 1 F ]
3 IED_ACC_ 2 F ]
4 IED_ACC_ 3 F ]
S IED_ACC_ 4 F ]
&} IED_ACC_ 5 F ]
b IED_ACC_ & F ]
2 IED_ACC 7 F ]
9 IED_ACC_ 8 F ]
10 IED_ACC_9 F ]
11 IED_ACC_ 10 F ]
12 IED_ACC_ 11 F ]
13 IED_ACC_ 12 F ]
14 IED_ACC_ 13 F ]
15 IED_ACC_ 14 F ]
16 IED_ACC_ 15 F ]

2.8.59 Point

Protocol logical point number.

2.8.60 Point Name

The name of the point assigned during configuration.

2.8.61 Point Status

Please see the Point Status Codes section of the Config@WEB Secure Software Users Guide.

2.8.62 Count

The accumulated count.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
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on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

2.8.62.1 Analog Outputs
From the DNPM IED Display screen, click View for Analog Outputs to get the screen shown in Figure

2-217.
Figure 2-27 DNPM Analog Outputs Display
DMNPM Analog Outputs Display
Port # .1 Port Mame : Port 1
IED #: 1 IED Marne @ DHPM_IED 1
Pagel of 1 Ga To I EI
' Point [  PointName  |Point Status | Point VYalue
0 IED_AQ_ O F -5.000
1 IED_a0_ 1 F -5.000
2 IED_a0_ 2 F -5.000
3 IED_AQ_ 3 F -5.000
4 IED_A0_ 4 F -5.000
5 IED_AQ_5 F -5.000
6 IED_AQ_6 F -5.000
7 IED_AQ_ 7 F -5.000

2.8.63 Point

Protocol logical point number.

2.8.64 Point Name

The name of the point assigned during configuration.

2.8.65 Point Status

Please see the Point Status Codes section of the Config@WEB Secure Software Users Guide.

2.8.66 Point Value

The engineering unit (EGU) value.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.
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2.8.66.1 Binary Outputs
From the DNPM IED Display screen, click View for Binary Outputs to get the screen shown in below.

Figure 2-28 DNPM Binary Outputs Display
DNPM Outputs Display

Port #: 4 Port Mame : Port 4
[ED #:1 I[EC Mame : DMPM_IED_1
Fagel of1 CoTo
Pom | ponilame | panistas | Ponisio | o
0 IED_BO O F OPEN L
1 IED_BO 1 F OPEN .
P IED_BO 2 F OPEN L
3 IED_BO 3 F OPEN L]
4 IED_BO 4 F OPEN L]
5 IED_BO 5 F OPEN L
& IED_BO & F OPEN .
7 IED_BO 7 F OPEN L
8 IED_BO 8 F OPEN L
g IED_BO 9 F OPEN .
10 [ED_BO 10 F OPEN L
alal [ED_BO 11 F OPEN L]
12 I[ED_BO 12 F OPEN L]
13 [ED_BO 13 F OPEN L
14 [ED_BO 14 F OPEN .
15 [ED_BO 15 F OPEN L
| Back

2.8.67 Point

Protocol logical point number.

2.8.68 Point Name

The name of the point assigned during configuration.

2.8.69 Point Status

Please see the Point Status Codes section of the Config@WEB Secure Software Users Guide.

2.8.70 Point State
Indicates that point is either OPEN or CLOSED.

2.8.71 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

2.9 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.

Figure 2-29 Command Tab Page

Configuration Data Display

UplDownioad

Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

[ITHT
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2200 manual.
Under Command Port Data, click Port Data.

Figure 2-30 Serial Comm Command Communications Port Data
Command Communication Port Data

Port | 15 | DTR Name Protocol  |COmmand Port | oo pode
Number Data

Port#1 K K Part1 DNPM q Mormal
Port#2 K k Fort 2 Mone \
Fort #3 b b Paort 3 Mone
Port #4 K K Paort 4 Maone
Port #5 K k Paorta Mone
Port #6 K K Fort & Mone
Port #7 K K Fort ¥ Mone
Fort #3 K K Faort 8 Mone
Fort #9 K K Fort s Mone
Fort#10 K k FPort 10 Mone
Port #11 b b Fort 11 Mone
Port#12 K K Paort 12 Maone
The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.
Figure 2-31 DNPM IED Command
DNPM IED Command
Port #: 1 Port Mame : Port 1
’E IED Name ndlgr[:ess ’ﬁ Flf::;':%?gg:::gls On Scan Slave Data
1 DMPM_TED_1 1 1 ¥ v Comrmand
Back
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The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command Analog Outputs and Binary Outputs.

Figure 2-32 DNPM IED Command
DNPM IED Command.

Port#:3 FortMame : RTU o IED

[EC#:1 [ED Mame : DMNPM_IED 1

e | Number |commana
Analog Inputs 32
Binary Inputs iLaLF
Counters 40

Analog Outputs 12
Binary Cutputs Sb

Bac

The Analog Outputs Command will give you a screen similar to Figure 2-33. You may enter a value
between 0 and 1 to drive the AO, then click the Execute button for a result similar to Point 1 of Figure

2-33,
Figure 2-33 DNPM Analog Outputs Command
DNPM Analog Outputs Command
Port #: 3 Port Name : RTU to IED
ED#:1 IED Name : DNPM_IED_1
Page 1 of1 oo To

S | ame Tt | Voo | operaten |

0 IED_AO_0 -100.000 to 100.000 -100.000

1 IED_AO_1 -100.000 to 100.000 -100.000

2 IED_AQ_ 2 -100.000 to 100.000 -100.000

3 IED_AO_3 -100.000 to 100.000 -100.000

4 IED_AO_4 -100.000 to 100.000 -100.000

5 IED_AO_5 ~100.000 to 100.000 -100.000

§ IED_AO_& -100.000 to 100.000 -100.000

7 IED_AO_7 -100.000 to 100.000 -100.000

z IED_AO_8 ~100.000 to 100.000 -100.000

9 IED_AO_9 ~100.000 to 100.000 -100.000

10 IED_AO_ 10 -100.000 to 100.000 -100.000

11 IED_AO_ 11 -100.000 to 100.000 -100.000

Back
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The Binary Outputs Command will give you a screen similar to Figure 2-34. You may Trip or Close, then

click the Execute button for a result similar to Point 0 of Figure 2-34.

Figure 2-34 DNPM Binary Outputs Command
DNPM Binary Qutputs Command

Port #: 1 Port Mame : Port 1

IED #:

Page 1 of 1 GoTo | EI

IED Marme ;

Execute |
Execute |
Execute |

Execute |
Execute |

Point Execute Time {ms) Point Operations
0 IED_BO O 500 & Trip © Close
1 IED_BO 1 500 C Trip  © Close
2 IED_BO 2 500 C Trip  © Close
3 IED_BO 3 500 C Trip  © Close
4 IED_BO 4 500 C Trip  © Close
5 IED_BO S 500 C Trip  © Close

Execute |

Trip on [ED_BC O @ Successful

2.10 Command Ethernet Comm

Back |

Devices on the DNPM Ethernet Comm ports may be commanded, if they are capable of controls. From the
main menu page, click the Command tab, then the Ethernet Comm button as shown in Figure 2-35.

Figure 2-35 Command Tab Page

Configuration | Data Display II Up/Download

Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

IITHT
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The resultant screen will be similar to Figure 2-36. Under Command Port Data, click Port Data for DNPM.

Figure 2-36 Ethernet Comm Command Communications Port Data

Command Communication Port Data

Command Port
Protocol Data

Socket

Number
Socket# 1 Socket 1 DMPH
Socket# 2 Socket 2 Mone
Socket # 3 Socket 3 Mone
Socket# 4 Socket 4 Mone
Socket#5 Socket 5 Mone
Socket#6 Socket & Maone
Socket®7 Socket 7 Mone
Socket#8 Socket 8 Mone
Socket#9 Socket 9 Mone
Socket® 10 Socket 10 Mone
Socket# 11 Socket 11 Mone
Socket® 12 Socket 12 Mone
Socket# 13 Socket 13 Mone
Socket# 14 Socket 14 Maone
Socket# 15 Socket 15 Mone
Socket# 16 Socket 16 Mone

The resultant screen will be similar to the one below. Click on the Command button as shown.

Figure 2-37 DNPM IED Command
DNPM IED Command

Socket #:3 Port Mame : Socket 3
IED # IED Name 'ED LsElliEr 2 On Scan Slave Data
ddress Tyr Function Controls

DHPM_IED_1 Cn:urnmann:l

Back
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The resultant screen will be similar to the one below. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command Analog Outputs and Binary Outputs.

Figure 2-38 DNPM IED Command
DNPM IED Command.

Socket # : 3 Port Mame : Socket 3
IED#:1 IED Mame : DNPM_IED_1
e | Number [command
Analog Inputs 24
Binary Inputs 25
Counters 24

Analog Outputs 24
Binary Cutputs 24
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The Analog Outputs Command will give you a screen similar to Figure 2-39. You may enter a value
between -100 and 100 to drive the AO, then click the Execute button for a result similar to Point 1 of the

figure below.

Socket # : 3
IED#:1

0

[ T = = R I s T & IR S % IR % TR 4

=k | =k | =& | =&
b M = O

14
15

Figure 2-39 DNPM Analog Outputs Command

DNPM Analog Qutputs Command

Fage 1 of 2

IED_AC_DO
IED_AO_1
IED_AO_2
IED_AO_3
IED_AOC_4
IED_AOQ_5
IED_AO_G
IED_AOQ_7
IED_AO_38
IED_AOC_9
[ED_AO_10
IED_AD_ 11
IED_AO_12
IED_AO_13
[ED_AO_14
IED_AO_15

GoTo

-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000
-100.000 to 100.000

Port Mame : Socket 3
IED Mame : DNPM_IED 1

Value

100
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000
-100.000

Mext ==
Operation
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute
Execute

IED_A0Q_ 0 : Success

Back

g
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The Binary Outputs Command will give you a screen similar to the one below. You may Trip or Close,
then click the Execute button for a result similar to Point O below.

Figure 2-40 DNPM Binary Outputs Command
DNPM Binary Outputs Command

Socket #:3 Port Mame : Socket 3
IED#: 1 IED Name : DNPM_IED_1
Page 1 of 2 CoTo Mext ==
Cpont | Mame | brocueTme(me) | PontOporatons |
0 IED_BO 0 500 @® Trip O Close
1 IED_BO 1 500 O Trip O Close
2 IED_BO 2 500 O Trip O Close
3 IED_BO 3 500 O Trip O Close
4 IED_BO 4 500 O Trip O Close
5 IED_BO 5 500 O Trip O Close
& IED_BO 6 500 O Trip O Close
7 IED_BO 7 500 O Trip O Close
] IED_BO 8 500 O Trip O Close
9 IED_BO 9 500 O Trip O Close
10 IED_BO 10 500 O Trip O Close
11 IED_BO 11 500 O Trip O Close
12 IED_BO 12 500 O Trip O Close
13 IED_BO 13 500 O Trip O Close
14 IED_BO 14 500 O Trip O Close
15 IED_BO 15 500 O Trip O Close
Trip on IED_BO 0 : Successful

2.11 DNP Device Profile Document

Please see the manual, Config@WEB DNP Device Profile, number C3413-AAA-DNPOL.
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3 Modbus Master

3.1 Serial Comm Port Configuration

Modbus Master is a highly configurable protocol implementation designed to provide communication
between the RTU and 1 or more Modbus IED. This implementation supports 2048 maximum configurable
points for all types.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. From this
screen, click Modbus(M) from the Protocol drop-down menu as shown.

Figure 3-1 Modbus Master Communication Port Configuration

Communication Port Configuration

Port#] (K ¥|K v Master to RTU None v| [ Porto | | ]
Port#2 |K ¥|K v Backup None v| [ Portoz | | ]
IRQ6
Port#3 |K »| K v RTU to IED Madbus{M) v lF'artDB] [ Configure l
Poriz4 |K v ||K v Port 4 rio;geru-,'fp— - lF'art[H] [ Configure l
Port#5 (K v|[K v Port 5 2179 [ Port05 | | |
- Arbiter
Port 26 |K ~|[K « e Port 6 clznlzil(mj | Port06 | | |
i W oA
Port27 K % K + Dot 7 B?.jljﬂpﬂdHl‘M'l ’PC'”D?I [ l
Port #8 |K v ||K v Port 8 EITelctran [ Port0s | | |
Port#9 (K ¥||K v Port 9 Harris (M) [ Port0s | | |
Port =10 K M| K Sk - e Port 10 IJnérfﬂrznAscu [Potio ] | |
| w
Port #11 K ¥|K v Port 11 e [ Port11 | | |
Port#12 K v|K v Port 12 EL [ Portiz ] | |
T eries V(M) E
Communication Associations ?i—';:rgla;
Transdata
Tunnel
—MTU-RTU —
2979
C2100H
coCl
cocll
DNPR
FIM
Harris (R)
IDLC
L&N v

3.1.1 Port Number
Physical Port number of the RTU.

3.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.
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Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

3.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

3.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

3.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

3.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

3.1.4 Protocol

From the drop-down list, select the protocol for this port.

3.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

3.1.6 Point Operations

Click this button to assign points.

3.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

Navigation
Click the Back button to return to the previous screen.
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3.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the Modbus Master port. You may accept
all defaults or fill in the form according to the information following Figure 2-2.

Figure 3-2 Modbus Master Communication Channel Configuration
Modbus(M) Communication Channel Setup

Fort#:1 FortMame : Port 1

Mumber of IEDS ]

Baud Rate * S9e00 v

Parity * Mone =

Data Bits * g W

Stop Bits * 1+

CTS Delay * 20 (ms)

Fx Timeout * 3000 (ms)

Delay for first byte * 2000 |{ms)

Interbyte Time * a5 (ms)

Modermn Turn Off Time * 2 (ms)

Hardware CTS ®No OYes

Hardware DCD &N O es

PRsitr?tEsS Before Failing 3 (times)

Read Cycle Time 250 (ms)
Defanlt- 0 WWrite Cycle Time 1000 [ims)
Range: 0 to 32. Time Format & Local QO uTC

[Cancel] [ Submit ]

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

3.2.1 Number of IEDs (0 - 32)

Enter the number of IEDs connected to this port. The default setting is 0.

3.2.2 Baud Rate (300 - 38400)

From the drop-down menu, select the baud rate. The default setting is 9600.

3.2.3 Parity (None, Odd, Even)

From the drop-down menu, select the parity for the associated channel. The default setting is None.
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3.2.4 Data Bits (5,6,7,8)

From the drop-down menu, select the data bits for the associated channel. The default setting is 8.

3.2.5 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.

3.2.6 CTS Delay (0-1000ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
20.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

3.2.7 RxTimeout (0-60,000 msec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 5000 msec.

Note: This timer must be greater than Delay for First Byte timer (below).

3.2.8 Delay for First Byte (0 to 60,000)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device to begin its
response before the MTU assumes it is not going to reply and moves on to the next device. This parameter
is typically set long because of delays in IED response. Valid entries are in the range of 0-60,000 msec.
The default setting is 2000 (2 sec).

Note: This timer must be less than Rx Timeout (above).

3.2.9 Interbyte Time (0 - 250ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 55 msec.

3.2.10 Modem Turn Off Time (0 — 250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 2.

3.2.11 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then reply data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.
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3.2.12 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver
will accept requested message data bytes only if carrier is detected. If carrier is not detected, the data bytes
are discarded. Default setting is No.

3.2.13 Retries Before Failing Points (0 —99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

3.2.14 Read Cycle Time (0-10,000ms)

This is the delay between read polls of the device and is used to slow down polling of an IED. If the read
cycle time is 1000 ms, the RTU will wait 1 second after polling the IED before polling it again. Default is
250ms

3.2.15 Write Cycle Time (0-10,000ms)

This is the period of time between which the RTU will issue an opcode 16 (preset multiple holding
registers) to the IED to refresh all analog setpoints configured as “cyclic”. Default is 1000ms

3.2.16 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the Config@WEB Secure
Software Users Guide.

If you want to send time synchronization to this device, you must know whether the device will accept
Local time or UTC time, then set this radio button to match.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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3.3 Ethernet Comm Port Configuration

Modbus Master is a protocol that communicates between the RTU and an IED.

From the Configuration screen, click Ethernet Comm. You will get a screen similar to Figure 2-3. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Modbus(M) from the Protocol drop-down menu as shown.

Figure 3-3 Modbus Master Ethernet Comm Port Configuration

Communication Port Configuration

Socket Name Protocol Configure Point
Number ' Protocol Operations

Socket 1 Socket 1 |I"-e’Ic|dbL|5|:I"-£I:| V| [ Socket 1 ] [ Configure ]
Socket #2 Soclket 2 [\—JGEETU—.-‘ED— H Socket 2 ] [ ]
Socket 23 Socket 3 __DNFM H Socket 3 ] [ ]
Socket =4 Socket 4 —MTU—RTU— H Socket 4 ] [ ]
Socket #5 Socket 5 S ' [Sockets | | ]
Socket 26 Socket 6 Modbus(R) | [ Socket 6 ] [ ]
Socket =7 Socket T 'None v| [ Socket7 | | : |
Socket =8 Socket 8 |Nc|ne VH Socket 8 ] [ - ]
Socket =9 Socket 9 |N-::|ne VH Socket § ] [ - ]
Socket 210 Socket 10 |N-::|ne VH Socket 10 ] [ ]
Socket 211 Socket 11 |Nc|ne VH Sockst 11 ] [ ]
Socket 212 Socket 12 None v|[ socket1z || |
Socket #13 Socket 13 |N-::|ne VH Socket 13 ] ’ ]
Socket 214 Socket 14 |N-::|ne VH Socket 14 ] [ ]
Soclket 215 Socket 15 |Nc|ne VH Sockst 15 ] [ ]
Socket 216 Socket 16 |N-:|ne VH Socket 16 ] [ ]
Communication Associations
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3.4 Configure Protocol, Ethernet Comm

Under the heading Configure Protocol, click Socket n to configure the Modbus(M) port. You may accept
all defaults or fill in the form according to the information following the figure below.

Figure 3-4 Modbus(M) Ethernet Comm Channel Configuration
Modbus({M) Communication Channel Setup

Socket#:1 Port Mame ; Socket 1

Mumber of IEDS 1

Fx Timeout * 3000 (ms)

Retries Before Failing .

Fuoints 3 (fimes)

Read Cycle Time 250 (ms)

Wirite Cycle Time 1000 {ms)

Time Format
Default 0 (® Local O uTC
Eange: 0 to 32. | cancel | | submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

3.4.1 Number of IEDs (0 - 32)

Enter the number of IEDs connected to this port. The default setting is 0.

3.4.2 RxTimeout (0-60,000 msec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 5000 msec.

3.4.3 Retries Before Failing Points (0 —99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

3.4.4 Read Cycle Time (0-10,000ms)

This is the delay between read polls of the device and is used to slow down polling of an IED. If the read
cycle time is 1000 ms, the RTU will wait 1 second after polling the IED before polling it again. Default is
250ms

3.4.5 Write Cycle Time (0-10,000ms)

This is the period of time between which the RTU will issue an opcode 16 (preset multiple holding
registers) to the IED to refresh all analog setpoints configured as “cyclic”. Default is 1000ms
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3.4.6 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the Config@WEB Secure
Software Users Guide.

If you want to send time synchronization to this device, you must know whether the device will accept
Local time or UTC time, then set this radio button to match.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

3.5 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic information about
the IED as shown below.

Figure 3-5 IED Configuration
Modbus{M) IED Configuration

Socket # 1 Fort Mame : Socket 1
. IED 1 Relative On Slave Copy Export
1 MB_IED_1 20 1 N ¥
Back
3.5.1 IED#
The logical number of the IED on this communication channel.
3.5.2 |IED Name
Click on the IED Name. A pop-up window will appear. See section 3.5.17.
3.5.3 IED Address : Port No.
Reflects the entry in the pop-up menu. See section 3.5.17.
3.5.4 1 Relative Register #
Reflects the entry in the pop-up menu. See section 2.7.13.1.
3.5.5 On Scan
Reflects the entry in the pop-up menu. See section 2.7.13.1.
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3.5.6 Slave Config
Click on Edit to edit the IED points. See section 3.5.26.

3.5.7 Copy to IEDn

This function copies everything in the IED configuration except the IED Name and the IED Address. Enter
the number of the target IED and click Copy.

3.5.8 Export

This function copies everything in the IED configuration except the IED Name and the IED Address to an
xml file template. The templates are protocol/IED specific. This template is stored in the RTU. When you
choose Up/Download tab and click on “Get” (get files from RTU), you will transfer these templates to your

PC.
Choose from one of the existing file types (if present), or create a new xml file type. Click Save after your
selection.
Modbus(M) IED Configuration
Socket # 1 Port Mame : Socket 1

IED 1 Relative On Copy Export
IED# IED Name IP Address : Port No. ddress Regster# Scan {:onﬁg to IEDn Import
Ed

MB_IED_1 ¥

CD D‘r’ mp

n (22
Feplace Existing w

(OR)
Create Mew

-Save
3.5.9 Import Save

The Imp button imports a configuration in xml format as shown below. Choose from one of the existing
file types (if present) shown in the pull-down menu. If a new file type has been created under Export, that
file type will also show up in the pull-down menu. When you set up another RTU, choose the
Up/Download tab and click “Send” (send files to RTU), the template you save in the first RTU will be
downloaded to the second RTU. Click Get after your selection below.

Modbus({M) IED Configuration
Socket # Port Mame : Socket 1

IED 1 Relative On Copy Export
IED# IED Name IP Address : Port No. ddress Regster# Scan {:onﬁg to IEDn Import

MB_IED_1 [Ed] (Exp] [1mp]
n e

Load Template

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration
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3.5.10 Serial IED Name & Address Configuration

Port # 1

When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown below. Edit
this pop-up window according to the directions below. After you edit and click Set, your choices are
reflected as shown in the columns below.

Figure 3-6 IED Configuration

Modbus{M) IED Configuration
Faort Mame ;Port 1

| IED 1 Relative Slave Copy Export
150 ERSIe Address Reglster # Sl:an Confi g to IEDNn Import

ME_IED_1 [Copy | [Exp| [Imp]
IED #1 Configuration n
IED Mame MB_IED_1
IED Address 1
3720 ACM
1 relative register # O Yes () Mo
Device Type Generic
On Scan * ® Yes O No Set

3.5.11 IED Name

Accept the default name or type a name of your choosing.

3.5.12 IED Address (1 - 255)

Enter the IED address. The default is 1.

3.5.13 1relative register #

Accept the default (No) if the registers will be listed on the configuration tables as 0 relative (ie. 0 —n).
Click Yes if you wish to renumber the registers as 1 relative (ie. 1 —n). Modbus standard is O relative but
some vendor’s documentation lists points starting at 1. If 1 relative is selected, you must renumber the
register numbers to reflect this as the protocol will subtract one (1) from the register number before using it
to poll the IED.

3.5.14 Device Type

Modbus Master has been enhanced to handle the real-time subset of registers from the 3720 ACM meter.
For the subset from 40031 (real-time KW phase A) through 40042 (real-time total power factor), register
40050 must be read to obtain the polarities of the data. Each bit of the polarity register indicates the
polarity of one of the associated data points. For any block of registers which includes a register in the
range 31 through 42, the Modbus Master will first read the polarity register (50) and retain it in memory for
reference while processing the associated data registers. When the polarity bit for a point is set, its value is
negated.

To activate this feature, the user must click on the Device Type selection box on the Modbus IED setup
pop-up display (see above), and select the 3720 ACM option for each IED that is a 3720 meter. Having
done this, any of the analog input registers in the range 31 through 42 will be processed as described above.
Note that the user must also set up each 3270 meter to report all registers (not skipping unused registers) in
order for the Modbus Master to locate the appropriate registers within the received data stream.

The default device type option is "Generic", which applies to all other IED types.
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3.5.15 On Scan

Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled. This
function will work on the fly. That is, select either Yes or No, then click Set. There is no need to Reset.

3.5.16 Set /X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard
changes.

3.5.17 Ethernet IED Name & Address Configuration

When you click the name of the IED (in blue characters) a pop-up menu will appear, as shown below. Edit
this pop-up window according to the directions below. After you edit and click Set, your choices are
reflected as shown in the columns below.

Figure 3-7 1IED Configuration
Modbus(M) IED Configuration

Socket # 1 Port Mame : Socket 1
IED 1 Relative On Slave Copy Export
ELE ELLTTE HLl RS R ddress Regster # Scan conﬁg to IEDn Import
MB_IED_1 : 1 Imp
IED # Configuration n [Back]
IEC Mame MB_IED_1
IP Address : Port Mo. -0 ModbusTCP
Modbus Qver TCP
IED Address 1
Protocol Type Modbus Ower TCP »
1 relative register # Ciyes &) Mo
Device Type Generic % 3720 ACM
On Scan * ®ves O No Set

3.5.18 IED Name

Accept the default name or type a name of your choosing.

3.5.19 IP Address : Port No.

Enter the IP address of the Ethernet Modbus slave. Port number 502 has been reserved for Modbus, but
you may use any port number that does not conflict with standard port numbers.

3.5.20 IED Address (1 - 255)
Enter the IED address. The default is 1.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 3 - Modbus Master Config@WEB RTU to IED Protocols 76
3.5.21 Protocol Type
You must determine whether the type is native Modbus TCP.

a. “ModbusTCP” includes a six-byte preamble containing a sequence number that the IED should
echo back. For this protocol, the User may set the IED ID to zero, since the IP address determines
the actual address. The code still checks the 1D, however, so the User must enter either a zero or
the actual ID matching that of the IED.

b. “Modbus over TCP” encapsulates the serial Modbus RTU message inside a TCP/IP envelope.

3.5.22 1relative register #
See section 2.7.13.1.

3.5.23 Device Type

See section 2.7.13.1.

3.5.24 On Scan

See section 2.7.13.1.

3.5.25 Set /X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard
changes.

3.5.26 Slave Configuration Edit

3.5.27 Slave Config

Click on Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 3-8 IED Configuration
Modbus(M) IED Configuration

Note: This will be Port # 1 Port Name : Port 1

;Eg:r']'e‘;:f:ﬁé'ﬁ!s()cket" [ED#:1 IED Name : MB_IED_1

for Ether,net channels. Type mm
Analogs Inputs 16
Binary Inputs 16
Counters 16
Analog Outputs 16
Digital Outputs 16
Floating Paint Inputs 16

3.5.28 Type

The type of point.
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3.5.29 Number

Enter the number of points from your IED.

3.5.30 Edit

Click on the Edit button to edit points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.

3.5.31 IED Analog Input Configuration
From the Modbus Master IED Configuration screen, click on Edit for Analogs. A screen similar to Figure
2-13 will appear.
Figure 3-9 Modbus Master Analog Input Configuration

Modbus(iM) Analog Input Configuration

Port # 1 Part Narne Part 1
IED # : 1

[z2767
jz2767 |-1|:u:|> ~Q [0 o
fz2787 J-107" Click on Header to
W — -1 Change All
W - Change &

0 [IED_&MALDG D

1/Jy;n_uum.ng/ S_ |3 _I Ij_|:|2
Click on Header to

Change All

Click on Header to
Auto Increment

EI

Change All
OPCODE 3 v [Set

I__I
BN

Lo Y o I S o' J ¥

£ | | [z2767 -
20 and/or change |—32?6? -
?@d/or change ) 1031 ~| 32767 jz2787 -
8 |[ED_ANALDG B 1032 o =] |-=2767 [z2767 |-100 {100 [0 o
9 [IED_AMALOG 9 |3 _| ji0zz |16 ]| |z2767 [z2767 f-100 {100 b o
10 [IED_AMALOG 10 3 =] |1024 J16 =] 22787 [32767 f-100 {100 o o
11 [[ED_&MALOG 11 3 x| |35 |16 =] 32787 [z2767 f-100 {100 b o
Cancel I Subrmit I
3.5.32 Pnt

Protocol logical point number. This number cannot be changed.

3.5.33 Name

Enter the name of the point (or accept the default name).

3.5.34 OPCODE (3, 4, 20)

Enter the opcode used to poll the point (or accept the default). All entries in this column may be changed at
once by clicking on the header.
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3.5.35 Reg#

Enter the Register number of the point (or accept the default). Click on the header to Auto-increment
and/or change individual values.

3.5.36 Type

Change the type to define how the data is formatted in the response from the IED. The default type is 16
bit integer (1 register).

16 — 16 bit integer. Request one holding register, response is one holding register.

32 — 32 it integer. Two holding registers, most significant word in the 1* holding register and the lease
significant word in the 2" holding register. Request is two holding registers, response contains two holding
registers.

FP — 32 bit single precision IEEE 754-1985 Floating Point number. Two holding registers, most significant
word in the 1% holding register and least significant word in 2" holding register. The byte order is sign and
exponent, most significant byte of mantissa, middle byte of mantissa, and least significant byte of mantissa.
Request is two holding registers, response contains two holding registers.

F2 — just like FP except the request and response. Request is one holding register, response is two holding
registers. The firmware expects this type to be used in a contiguous range of registers. It can’t be mixed
with other types. Points in this range may be mapped or unmapped. Unmapped points are treated like F2
type analogs. This point type is scanned separately from other analog points as it ignores the MODBUS
protocol document.

All entries in this column may be changed at once by clicking on the header.

3.5.37 CMin

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

3.5.38 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

3.5.39 EGU Min

Enter a minimum engineering unit value for the point that will be used to scale the value when viewed. All
entries in this column may be changed at once by clicking on the header.

3.5.40 EGU Max

Enter a maximum engineering unit value for the point that will be used to scale the value when viewed. All
entries in this column may be changed at once by clicking on the header.

3.5.41 FILE

This is the file number to be used when opcode 20 is selected. If opcode 20 is not selected for this point the
value is not used. All entries in this column may be changed at once by clicking on the header.

3.5.42 Param

Enter the Param number of the point or accept the default number. All entries in this column may be
changed at once by clicking on the header. This value is not currently used. It is reserved to support odd
implementations of the analog data types.
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3.5.43

Navigation

Config@WEB RTU to IED Protocols

79

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

IED Status Configuration

From the Modbus Master IED Configuration screen, click on Edit for Binary Inputs. A screen similar to

Figure 2-14 will appear.

Figure 3-10 Modbus Master Status Input Configuration
Modbus(M) Status Configuration

Port #1 Fort Mame : Port 1
IEC# @1 IED Mame : MB_IED_1
OPCODE Reg/Point # | BIT | Fie
-1
] IED_STS 0 3
Click on Header to
- IED_STS 1 Change All Opcodes 3 Click on Header to Change All \
2  |IED_STS2 il | |z v
3 IED_S5TS5 3 3 Value || Set
4 IED_5T5 4 g 3
4 or select drop-down
5 IED_S5TS5 5 20 3
6 |IED_STS56 And/or individual 3 v
7  |IED_STS7 QpCOdes EE Bit 0 v [set
g IED_5TS 8 3 to change to Auto Increment
9 IED_STS 9 3 hange Al
10 IED_S5TS 10 3 X /
11 IED_5T5 11 3 11 \/ 0 v
12 IED_5T5 12 3 12 0 v
13 IED_5T5 13 3 13 0 v
14 IED_S5TS 14 3 14 0 v
15 IED_S5TS5 15 3 15 0 v
| Cancel | | Submit |

3.5.44 Point

Protocol logical point number. This number cannot be changed. The COMM_STS point is automatically
assigned to show whether the Modbus IED is in communication failure or not.
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3.5.45 Name

Enter the name of the point (except for COMM_STS which cannot be changed) or accept the default name.

3.5.46 OPCODE (1,2, 3, 4, 20)

Enter the opcode used to poll the point (or accept the default). All entries in this column may be changed at
once by clicking on the header.

3.5.47 Reg/Point #

Binary input points configured to use opcodes 1 or 2 are bit-oriented, not register-oriented. The header of
the column has been changed from Register # to Reg/Point #, since it is possible to define both bit-oriented
and register-oriented points on the same page. The User should be aware that when using opcodes 1 or 2,
the Reg/Point # column represents the point number. For example, status input point O is addressed as
point O, regardless of the starting register number on the Modbus RTU side. When opcodes 3 or 4 are used,
the User enters the register numbers, and should expect the points to be packed 16 bits to a register.

3.5.48 BIT

This field is used when polling status points by holding register (opcode 3 or 4). Enter the BIT number
within the register that will correspond to this status point (or accept the default). All entries in this column
may be changed at once by clicking on the header.

3.5.49 File

This is the file number to be used when opcode 20 is selected. If opcode 20 is not selected for this point the
value is not used. All entries in this column may be changed at once by clicking on the header.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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3.5.50 IED Counters Configuration

From the Modbus Master IED Configuration screen, click on Edit for Counters. A screen similar to Figure
2-15 will appear.

Figure 3-11 Modbus Master Counters Configuration
Modbus{M) Counters Configuration

Port # 3 Port Mame : Port 3
IED # :1 IED Mame : MB_IED 1
| Point | Name DPCODE | Register # : Para

O [ED_&CC_0 3 | o 16 v 1]

1 IED_ACC_1 3 M2 V\L

b . W
2 i 3 2 Click on Header to ;
3 ( Click on Header to 2 «| |3 | Auto-Increment Click on Header to
Change All Change All

4 3 |+ |4

5 3 [+ |5

& 3 |+ |6

7 3 |+ |7

= @d/or change / 3 & B

9 D ACC_O 3 v ][9 0

10 |IED_acc_ 10 3+ |10 ]

11 |[ED_ACC_ 11 | [11 o

12 IED_&CC_ 12 20 1z Power Meters 0

Squarel CM2000

13 IED_ACC_ 13 3 v (13 SquareD CM2000 Incr 0

14 |IED_acc_ 14 3 v [14 IsgﬁarED Ch4000 o

15  |IED_acC_ 15 3 % |15 16 v ]

[ cancel | | Submit |

3.5.51 Point

Protocol logical point number. This number cannot be changed.

3.5.52 Name

Enter the name of the point (or accept the default name).

3.5.53 OPCODE (3, 4, 20)

Enter the opcode used to poll the point (or accept the default). All entries in this column may be changed at
once by clicking on the header.

3.5.54 Register #

Enter the Register number of the point (or accept the default). Click on the header to Auto-increment
and/or change individual values.
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3.5.55 Type

Change the type to define how the data is to be formatted. Default is 16 bits per point (1 register). All
entries in this column may be changed at once by clicking on the header.

3.5.55.1

3.5.55.2

3.5.55.3

3.5554

16

16-bit binary counter in one Modbus register

32

32-hit binary counter in two successive ModBus registers, first register treated as containing the
high-order 16 bits. Selecting 32 bits will cause the protocol to combine the value from the next
logical register with that of the current register value. I.e., If you configure point 1 to be a 32 bit
point, the RTU will poll the IED for registers 1 and 2 and combine their values to create 1 32 bit
number. Point 2 then should be configured to get register number 3 instead of register 2.

Power Meters, Square D CM2000, Square D CM2000 Incr., Square D

CM4000

All counters are treated as three 16-bit registers. The two bytes of each register are reversed. First
register is divided by 1000 to convert from watts to kilowatts. The second register is multiplied by
1000 and added to the first. The third register is multiplied by 100,000 and added to the previous
result. The resulting value runs from 0 to 999,999,999 kilowatts.

ION
ABB ION meter accumulators are received in two registers. The first register is multiplied by
10,000 and added to the second register. Counters run from 0 to 99,999,999.

3.5.56 FILE

This is the file number to be used when opcode 20 is selected. If opcode 20 is not selected for this point the
value is not used. All entries in this column may be changed at once by clicking on the header.

3.5.57 Param

Enter the Param number of the point or accept the default number. All entries in this column may be
changed at once by clicking on the header. This value is not currently used. It is reserved to support odd
implementations of the accumulator data types.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

S2200-AAA-00004

Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 3 - Modbus Master Config@WEB RTU to IED Protocols 83

3.5.58 IED Analog Output Configuration

From the Modbus Master IED Configuration screen, click on Edit for Analog Output. A screen similar to
Figure 2-16 will appear.

Figure 3-12 Modbus Master Analog Output Configuration

Modbus{M) Analog Qutput Configuration

Part # 1 Fort Marme @ Part 1
IED # 11 D ame ; [MB_IED

Mame OPCODE Reqgister # [ype Cydic EGU Min m Param

0 D 80D 5 ~| [o 16 ¥||No v \a2767 32767 100 0
1 IED_AC_ 1 6 ¥ 1 & % || Mo F2X7ET - 100 u}
; Click on Header to -1
Click on Header to Click on Header to Click on Header to

Change All

Change all Opcodes

OPCODE b [¥| |Set

16

and/or change o -
@d/or change j
@d/orchanqe 6 ¥ | Mo -10 = o
9 TEDAO-TD 6 v [o 16 v No v/ ~aE767 32767 -100/ 100 0
10 |ED_#0_ 10 & ~|fio Ve vlno ~]l-327¢7 32767 -100 100 0
11 [ED_#O_11 -2 11 16 v No | |-32767 32767 -100 100 0

3.5.59 Point

Protocol logical point number. This number cannot be changed.

3.5.60 Name

Enter the name of the point (or accept the default name).

3.5.61 OPCODE (6, 16)

Enter the opcode used to command the point (or accept the default). All entries in this column may be
changed at once by clicking on the header.

3.5.62 Register #

Enter the Register number of the point (or accept the default). Click on the header to Auto-increment
and/or change individual values.

3.5.63 Type

Change the type to define how the data is to be formatted. All entries in this column may be changed at
once by clicking on the header.

3.5.63.1 16

16-bit binary counter in one Modbus register (default)

3.5.63.2 32
Note: To use this type, OPCODE for this point must be 16.

Selecting 32 bits will cause the protocol to write two consecutive holding registers for a 32 bit
long word analog output value. The 4 bytes of the 32 bit long word is written in the following
order:
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Holding Register

N+0 Most significant byte of most significant word
N+0 Least significant byte of most significant word
N+1 Most significant byte of least significant word
N+1 Least significant byte of least significant word

For example, if you were writing a hex value of 12345678, to holding registers 7 and 8 in the slave
with an RTU address of 5,

The bytes in the protocol, if examined with a protocol analyzer, would be:
05 — RTU address

10 — Write Multiple registers

00 — Starting address most significant byte

07 — Starting address least significant byte

00 — Quantity of registers most significant byte

02 — Quantity of registers least significant byte

04 — Byte count

12 — Most significant byte of most significant word

34 — Least significant byte of most significant word

56 — Most significant byte of least significant word

78 — Least significant byte of least significant word

XX - CRC-16

XX - CRC-16

The values in the holding registers would read the following:
Holding register 7, 1234 (Most significant word)

Holding register 8, 5678 (Least significant word)

3.5.64 Cyclic

Enter “Yes” to periodically reissue the setpoint command to the AO point in the IED. See the section on
Communication Channel Configuration on configuring the “Write Cycle Time”. If left to the default of No
the RTU will issue an AO command to the IED only after receiving a new AO value for that point from the
GUI or a master protocol.

Note: If Cyclic is set to "Yes", then OPCODE must be set to 16.
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3.5.65 CMin

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

3.5.66 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

3.5.67 EGU Min

Enter a minimum engineering unit value for the point that will be used to scale the value when viewed. All
entries in this column may be changed at once by clicking on the header.

3.5.68 EGU Max

Enter a maximum engineering unit value for the point that will be used to scale the value when viewed. All
entries in this column may be changed at once by clicking on the header.

3.5.69 Param

Enter the Param number of the point or accept the default number. All entries in this column may be
changed at once by clicking on the header.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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3.5.70 IED Digital Output Configuration

Click on Edit for Digital Output. A screen similar to Figure 2-17 will appear.

Figure 3-13 Modbus Master Binary Outputs Configuration
Modbus(M) Digital Output Configuration

Port# 1 FaortMame : Port 1
IED# :1 IED Mame : MB_IED 1
m OPCODE |Register #| Param  |MOTieniary

0 IED_DO_ 0 5 »| |0 0

9 [Ep—= 5w Click on Header to 0 X

Click on Header to Auto-Increment Click on Header to

2 15 Change all Opcodes 3 ¥ Ato Increrment 0 Change All

3 IH |8 i 5w 0

4 IH - 3 ™ 0

15

5 IH 5 W g \.and/or change

6 E nd/or chanae : v 0 /

7 |IED_DO_7 5 |w 0

[ Cancel | | Submit |

3.5.71 Point

Protocol logical point number. This number cannot be changed.

3.5.72 Name

Enter the name of the point (or accept the default name).

3.5.73 OPCODE (5, 15)

Enter the opcode used to command the point (or accept the default). All entries in this column may be
changed at once by clicking on the header.

3.5.74 Register #

Enter the Register number of the point (or accept the default). Click on the header to Auto-increment
and/or change individual values.

3.5.75 Param

Enter the Param number of the point or accept the default number. All entries in this column may be
changed at once by clicking on the header.

3.5.76 Momentary Time

If anything other than O is entered, the following sequence will occur: 1) Close control received by
Modbus(M) to be sent to IED; 2) Close is sent by MBM; 3) MBM waits until confirmation is received; 4)
If confirmation is not received, do nothing; 5) If confirmation received, wait the number of msec entered,
then send an Open command to the same point on the same IED. Default is 0.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

3.5.77 IED Floating Point Input Configuration

From the Modbus Master IED Configuration screen, click on Edit for Floating Points Inputs. A screen
similar to the one below will appear.

Figure 3-14 Modbus Master Floating Point Input Configuration

Modbus(M) Floating Point Input Configuration

Pot#1 Faort Mame : Port 1
IED# :1 IED Mame : MB_IED 1

OPCODE | Reg #

0 |IED_FLTO
1 [ED.FLTI /aick on Header to Click on Header to Click on Header to
2 |IED_FLT 2 Change All Auto-Increment Change All
3 |IED_FLT 3 :I'IEIT'IQE! ﬂ|| Auto Increment
e el IS
6 |IED_FLTG @d/or change
¥ |IED_FLT 7 3w
8 |IED_FLT 8 3 ™| |8 FP |»
9 |IED_FLT 9 3 ¥ 9 FP |»
10 |IED_FLT 10 3 |»| |10 FP |»
11 |IED_FLT 11 3 ™| |11 FP |»
12 |IED_FLT 12 iw 12
13 |IED_FLT 13 20 13 FR
14 |IED_FLT 14 3 ¥ |14 FP |»
15 |IED_FLT 15 3 ¢ |15 FP |»
| Cancel | | Submit |
3.5.78 Pnt
Protocol logical point number. This number cannot be changed.
3.5.79 Name
Enter the name of the point (or accept the default name).
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3.5.80 OPCODE (3, 4, 20)

Enter the opcode used to poll the point (or accept the default). All entries in this column may be changed at
once by clicking on the header.

3.5.81 Reg#

Enter the Register number of the point (or accept the default). Click on the header to Auto-increment
and/or change individual values.

3.5.82 Type (FP, F2, FR)

Change the type to define how the data is formatted in the response from the IED. The default type is FP.
All entries in this column may be changed at once by clicking on the header.

FP — 32 bit single precision IEEE 754-1985 Floating Point number. Two holding registers, most significant
word in the 1% holding register and least significant word in 2™ holding register. The byte order is sign and
exponent, most significant byte of mantissa, middle byte of mantissa, and least significant byte of mantissa.
Request is two holding registers, response contains two holding registers.

F2 — just like FP except the request and response. Request is one holding register, response is two holding
registers. The firmware expects this type to be used in a contiguous range of registers. It can’t be mixed
with other types. Points in this range may be mapped or unmapped. Unmapped points are treated like F2
type analogs. This point type is scanned separately from other analog points as it ignores the MODBUS
protocol document.

FR — Type “FR” (float reversed) has the high-order half of the 32-bit floating point value in the second
register (FP with words reversed).

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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3.6 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 3-15 Data Display Screen

Configuration | Data Display | Command | Up/Download
Config@WEB

References
Analog Inputs
Senal Comm

Applications Ethernet Comm

Analog Outputs

HSPCI

JIITHT
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 3-16 Display Communication Port Data
Display Communication Port Data

Comm Display
“ oot

Port#1 K Fort 1 DMPR View | Port Data

Pot#2 K K Port 2 DNFR View |  Port Data |
Pot#3 K K Port 3 Modbus(t)  View|  PortData |
Pot#4 K K Port 4 None View|| [Porcpate |
Pot#5 K K Ports None View|| [Portpata |
Pot# K = K Port 6 None View | ata |
Pot#7 K K Port7 None figw | Data |
Port#38 K K Forts Mone figwy | ‘ort Data |
Pot# K K Port9 None ew | [PortDat |
Pot#10 K K Port 10 None iew || | PortData |
Pot#11 K K Port 11 None iew| | [PortData |
Pot#12 K K Port 12 None iew| | [PortData |

Communication Associations  Config | Backl

3.6.1 Port Number
Physical Port number of the RTU.

3.6.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

3.6.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

3.6.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

3.6.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

3.6.3 Name

The port name given during configuration or default name accepted.
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3.6.4 Protocol

The configured protocol for this port.

3.6.5 Comm Counters

91

Click the View button under Comm Counters to display a set of Communication Counters for this port.

3.6.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be

displayed.

Navigation

Click the Back button to return to the previous screen.

3.6.7 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 3-17 Modbus Master Communication Counters Display
Modbus(M) Communication Counters Display
Port#:1 Port Mame : Port 1

Messages Sent
Good Replies
Bad/Mo Replies
Write Failures
RX Timeouts
IB Timer Violtions
Security Errors
Hardware DCD Errors
Hardware CTS Errors
Overrun Errors
Framing Errors
Parity Errors

o
=il = - R = R R SRR R

DDDDDDDDDDDDI

Data Trap
I[ED Comm Counters
Reset Comm Counters
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3.6.8 Point Number

A logical point number for reference only.

3.6.9 Counter Name
The following counters are monitored:

3.6.9.1

3.6.9.2

3.6.9.3

3.6.94

3.6.9.5

3.6.9.6

3.6.9.7

3.6.9.8

3.6.9.9

3.6.9.10

3.6.9.11

3.6.9.12

Messages Sent
This indicates the cumulative number of transmitted messages since the last reset or power-up.

Good Replies
This indicates the cumulative number of good replies since the last reset or power-up.

Bad/No Replies

This indicates the cumulative number of transmitted frames that did not receive a valid response
since the last reset or power-up. This count can be affected by the setting of the Rx Timeout in
configuration.

Write Failures
This indicates the cumulative number of times that a write has failed. This could be a force coil,
preset register or preset multiple register used in controlling AO or DO IED points.

RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

IB Timer Violations
This indicates the cumulative number of Interbyte timer violations since the last reset or power-up.
This count can be affected by the setting of the Interbyte Time in configuration.

Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

Hardware DCD Errors
This indicates the cumulative number of DCD errors since the last reset or power-up.

Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

3.6.10 Counts

The counts for each type of Counter.
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3.6.11 Data Trap

Please see the Config@WEB Secure Software Users Guide.

3.6.12 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

Modbus(M) IED Comm Counters Display

Port #:2 PortMame : Port 2
Messages
IED Name Sent
al MB_IED_1 ] 0 ] ] ] 0 0 ]
2 MB_IED 2 ] 0 ] ] ] 0 0 ]

3.6.12.1

3.6.12.2

3.6.12.3

3.6.12.4

3.6.12.5

3.6.12.6

3.6.12.7

3.6.12.8

3.6.12.9

IED #
The number of the IED

IED Name
The name of the IED

Messages Sent
Messages sent to this IED since the last reset or since the last time the counters were cleared.

Valid Replies
Valid messages received from this IED since the last reset or since the last time the counters were
cleared.

No Replies
The number of no replies from this IED since the last reset or since the last time the counters were
cleared.

Timeouts
The number of timeouts from this IED since the last reset or since the last time the counters were
cleared.

Security Errors
The number of security errors from this IED since the last reset or since the last time the counters
were cleared.

Framing Errors
The number of framing errors from this IED since the last reset or since the last time the counters
were cleared.

Overrun Errors
The number of overrun errors from this IED since the last reset or since the last time the counters
were cleared.

3.6.12.10 Parity Errors

The number of parity errors from this IED since the last reset or since the last time the counters
were cleared.

3.6.13 Reset Comm Counters
Click this button to reset all comm. counters.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

3.6.14 |ED Data Display

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 3-18 Modbus Master IED Display
Modbus (M) IED Data Display

Port # 1 Port Name Fort 1
IED 1 Relative Slave
80 B2 e nl:ll:lre55 REgI'StEI‘ | Scan | Data
1 MB_IED_1 Yo view |
Back

3.6.15 IED #

The logical number of the IED on this communication channel.

3.6.16 IED Name

The name that was chosen, or accepted as default, during configuration.

3.6.17 IED Address

The IED Address chosen during configuration.

3.6.18 1 Relative Register #

Displays whether or not 1 relative register # was chosen during configuration.

3.6.19 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

3.6.20 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will
appear.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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From the Modbus Master IED Display screen, click View under Slave Data to get the screen shown in
Figure 2-23.
Figure 3-19 Modbus Master IED Display

Modbus(M) IED Data Display

Po #: 2 Fort Mame : Port 2
IED#:1 IED Mame : MB_IED 1

e | tmwer | vow |

Analog Inputs 32 View

Binary Inputs 32 View

Counters 32 View

Analog Outputs 24 View

Digital Cutputs 16 View

Floating Point Inputs 16 View
Back

[IIIIII

3.6.21 Type

The type of point.

3.6.22 Number

The number of points from your IED.

3.6.23 View

Click the View button to view points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the previous screen.
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3.6.23.1 Analog Inputs
From the Modbus Master IED Display screen, click View for Analog Inputs to get the screen shown in
Figure 2-24.

Figure 3-20 Modbus Master Analog Inputs Display
Modbus(M) Analog Inputs Display

Porc # : 3 PortMame : Port 3

IED#:1

IED Mame : MB_IED 1

Fagel of 1 G.;.T.;.I_EI

Cpom | Rog | pomdame | pomt staws | Pomvole | pontCownss |

a a IED_AMALOG O F 0.000 -32767
1 1 IED_AMALOG 1 E 0.000 -32787
2 2 IED_AMALOG 2 F 0.000 -32767
2 2 IED_AMALOG 3 E 0.000 -32787
4 4 IED_AMALOG 4 F 0.000 -32767
3 3 IED_AMALOG 5 F 0.000 -32767
6 6 IED_AMALOG & E 0.000 -32767
7 7 IED_AMALOG 7 F 0.000 -32767
& & IED_AMALOG & E 0.000 -32787
g g IED_AMALOG 9 F 0.000 -32767
1a 1a IED_AMALOG 10 E 0.000 -32787
11 11 IED_AMALOG 11 F 0.000 -32767
12 12 IED_AMALOG 12 F 0.000 -32767
13 13 IED_AMALOG 13 E 0.000 -32767
14 14 IED_AMALOG 14 F 0.000 -32767
15 15 IED_AMALOG 15 E 0.000 -32787
Back |
3.6.24 Point
Protocol logical point number.
3.6.25 Reg
The Register number as configured.
3.6.26 Point Name
The name of the point assigned during configuration.
3.6.27 Point Status
Please see the Config@WEB Secure Software Users Guide.
3.6.28 Point Value
The engineering unit (EGU) value that has been calculated based on min/max EGU scaling entered during
configuration.
3.6.29 Point Counts
The counts from the IED.
Navigation
Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
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the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

3.6.29.1 Status Inputs
From the Modbus Master IED Display screen, click View for Binary Inputs to get the screen shown in

Figure 2-25.
Figure 3-21 Modbus Master Status Inputs Display
Modbus(M) Status Inputs Display
Port #:3 FPort Mame : Port 3
IED#:1 IEC Mame : MB_IED _1
Pagel of 2 GoTo] 6o Next ==
[Pon | Reo | Bt | pomMame | PontStats | Ponisiste | o | TowChanges] _LastChanas |
-1 a i COMM_STS Closed L] 1 10/02/2012 08:04:02.094
1] 1] 1] IED_STS 0 F Qpen . 1] f—f -l
1 1 a IED_STS 1 F Open . 1]
2 2 0 IED STS 2 F Qpen . 1]
3 3 a IED_STS 3 F Open . a
4 4 ] IED_5TS 4 F Open L] a
3 3 a IED_STS 5 F Open . a
6 6 i IED_STS 6 F Open L] a
7 7 1] IED STS ¥ F Qpen . 1]
8 8 a IED_STS 8 F Open . 1]
9 9 0 IED STS 9 E Open L] 0
10 10 a IED STS 16 F Open . a
11 11 i IED_5TS 11 F Open L] a
12 12 a IED STS 12 F Open . a
13 13 a IED_S5TS 13 F Open L] a
14 14 1] IEDS SIS 14 F Qpen . 1]
Back
Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not the comm. channel is operational. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.
3.6.30 Point
Protocol logical point number.
3.6.31 Reg
The Register number as configured.
3.6.32 Bit
The Bit number as configured.
3.6.33 Point Name
The name of the point assigned during configuration.
3.6.34 Point Status
Please see the Config@WEB Secure Software Users Guide.
3.6.35 Point State
Indicates that point is either OPEN or CLOSED.
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3.6.36 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

3.6.37 Total Changes

Displays the number of changes since last Reset.

3.6.38 Last Change

Displays the Date and Time of the last change since reset.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

3.6.38.1 Counter Inputs
From the Modbus Master IED Display screen, click View for Counters to get the screen shown in Figure
2-26.

Figure 3-22 Modbus Master Accumulator Inputs Display

Modbus{M) Accumulator Inputs Display

Port#:3 Part Mame : Part 3
IED#:1 [ED Mame : MB_IED 1

Fagel of 1 coTo I_ EI
_Pomt | Reg | PomtName  [sws  Cownt

1 o [ED_ACC_ 0 F 1]
2 1 [ED_ACC_1 F 1]
3 2 [ED_ACC_ 2 F 1]
4 3 [ED_ACC_ 3 F 1]
3 4 [ED_ACC_4 F 1]
B 5 [ED_ACC_5 F 1]
¥ 6 [ED_ACC_6 F 1]
8 [ [ED_ACC_ 7 F 1]
g g8 [ED_ACC_8 F 1]
10 9 [ED_ACC_9 F 1]
11 10 IED_ACC_ 10 F 1]
12 11 [ED_ACC_ 11 F 1]
13 12 IED_ACC_12 F 1]
14 13 IED_ACC_13 F 1]
15 14 IED_ACC_ 14 F 1]
16 15 IED_ACC_ 15 F 0
Back
3.6.39 Point
Protocol logical point number.
3.6.40 Reg
The Register number as configured.
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3.6.41 Point Name

The name of the point assigned during configuration.

3.6.42 Status

Please see the Config@WEB Secure Software Users Guide.

3.6.43 Count

The accumulated count.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

3.6.43.1 Analog Outputs
From the Modbus Master IED Display screen, click View for Analog Outputs to get the screen shown in

Figure 2-27.
Figure 3-23 Modbus Master Analog Outputs Display

Modbus(M) Analog Outputs Display

Pot& Port#:3 FPaort Mame : Part 3
IED#:1 IED Mame : MB_IED 1

Fagel of 1 Go TDI—EI
_Pomt | Reg | PomtName | PoitsStats | PointValue |

0 0 IED_AO_D -100.000
1 1 IED_AO_1 -100.000
2 2 IED_AOQ_ 2 -100.000
3 3 IED_AOQ_ 3 -100.000
4 4 IED_AO_4 -100.000
] 3 IED_AOQ_ 5 -100.000
6 B IED_AO_6 -100.000
I I IED_AOQ_7 -100.000
8 8 IED_AOC_8 -100.000
g a IED_AO_29 -100.000
10 10 IED_AD_ 10 -100.000
11 11 IED_AD_11 -100.000
12 12 IED_AD_12 -100.000
13 13 IED_AO_13 -100.000
14 14 IED_AOD_ 14 -100.000
15 15 IED_AO_ 15 -100.000

Back |

3.6.44 Point

Protocol logical point number.

3.6.45 Reg

The Register number as configured.
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3.6.46 Point Name

The name of the point assigned during configuration.

3.6.47 Point Status
Please see the Config@WEB Secure Software Users Guide.

3.6.48 Point Value

The engineering unit (EGU) value.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

3.6.48.1 Digital Outputs
From the Modbus Master IED Display screen, click View for Digital Outputs to get the screen shown in
Figure 2-25.

Figure 3-24 Modbus Master Status Inputs Display

Meodbus(M) Binary Outputs Display

Port#:3 FPart Mame : Port 3
[ED#:1 |ED Mame : MB_IED 1

Fagel of 1 GUT':'I_El
_Pont | PontName | PointStatus | PointState | @

1 IED_DO_ 0 L Qpen L
2 IED_DO_ 1 1 Qpen L
g IED_DO_ 2 L Qpen -
4 IED_DO_ 3 L Qpen L
3 IED_DO_ 4 1 Qpen L
6 IED_DO_ 3 L Qpen L
Fi IED_DO_ 6 1 Qpen L
: IED_DO_ 7 1 Qpen L
g IED_DO_ 8 L Qpen L
10 IED_DO_ 9 1 Qpen L
11 IED_DO_ 10 L Open .
12 IED_DO_ 11 L dpen .
13 I[ED_DO_ 12 L Qpen .
14 [ED_DO_ 13 U Open .
15 IED_DO_ 14 L Qpen .
16 IED_DO_ 15 L Open .

Back
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3.6.49 Point

Protocol logical point number.

3.6.50 Point Name

The name of the point assigned during configuration.

3.6.51 Point Status
Please see the Config@WEB Secure Software Users Guide.

3.6.52 Point State
Indicates that point is either OPEN or CLOSED.

3.6.53 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

101

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to

the next 16 points, if applicable. Click the Back button to return to the previous screen.

3.6.53.1 Floating Point Inputs

Click View for Floating Point Inputs to get a screen similar to the one below.

Figure 3-25 Modbus Master Floating Point Inputs Display
Modbus{M) Floating Point Inputs Display

Port#:3
IED #: 1

Fagel of 1 Go T.;.I_El

Port Mame : Port 3
IED Mame : MB_IED 1

1 ] IED_FLT O I F 0.000
2 1 IED_FLT 1 I F 0.000
3 2 IED_FLT 2 I F 0.000
4 3 IED_FLT 2 I F 0.000
] 4 IED_FLT 4 I F 0.000
6 3 IED_FLT 3 I F 0.000
7 6 IED_FLT & I F 0.000
g8 7 IED_FLT 7 I F 0.000
9 g IED_FLT 8 I F 0.000
10 9 IED_FLT 9 I F 0.000
11 10 IED_FLT 10 I F 0.000
12 11 IED_FLT 11 I F 0.000
13 12 IED_FLT 12 I F 0.000
14 13 IED_FLT 13 I F 0.000
15 14 IED_FLT 14 I F 0.000
16 13 IED_FLT 15 I F 0.000
Back |
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3.6.54 Point

Protocol logical point number.

3.6.55 Reg

The Register number as configured.

3.6.56 Point Name

The name of the point assigned during configuration.

3.6.57 Point Status
Please see the Config@WEB Secure Software Users Guide.

3.6.58 Point Value
The engineering unit (EGU) value.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

3.7 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 3 - Modbus Master

Config@WEB RTU to IED Protocols

Figure 3-26 Command Tab Page

103

Configuration Data Display || Up/Download
Config@WEB

Applications

Senal Comm

Ethernet Comm

Analog Outputs

TITHT

Port

Fort #1
Fort #2
Fort #3
Fort 34
Fort#5
Fort #6
Fort 37
Port #3
Fort#9
Fort#10
Fort#11
Fort#12

K
K
K
K
K
K
K
k.
K
K
K
K

Fo P A P R R A R R AR R OR

Name

Fort 1
Faort 2
Faort 3
Fort 4
Fort 5
Fort &
Fort ¥
FPort 8
Fort 9
Fort 10
Fort 11
Fort12

Modbus{h)
Maone
Mone
Mone
Mone
Hone
Mone
Maone
Mone
Maone
Mone

Mone

The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2200 manual.
Under Command Port Data, click Port Data.

Figure 3-27 Serial Comm Command Communications Port Data
Command Communication Port Data

Protocol Lol il Test Mode
Data

Port Data Morrnal »
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The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.

Figure 3-28 Modbus Master IED Command
Modbus (M) IED Command

Port # 1 F'clrt MHame @ Port 1
| IED 1 Relative
IED & IED Mame nddrESS Reglgter 51: an Slave Data
ME_IED 1 Cormmand
Back

The resultant screen will be similar to Figure 2-32. If the outputs exist on the IED, and if you have them
configured as in this example, you will be able to command Analog Outputs and Digital Outputs.

Figure 3-29 Modbus Master IED Command
Modbus({M) IED Command

Paort #: 1 Fort Mame : Paort 1
IEC #:1 IEC Marme : MB_IED 1
 twe | umber | Gommana |
Analog Inputs 12
Binary Inputs 1a
Counters 32
Analog Outputs 12 Carnrnand |
Digital Cutputs 2 Carnrnand |
Back
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The Analog Outputs Command will give you a screen similar to Figure 2-33. You may enter a value
within the "Range" to drive the AO, then click the Execute button for a result similar to Point O of Figure
2-33.

Figure 3-30 Modbus Master Analog Outputs Command

Modbus(M) Analog Qutputs Command

Port #: 1 Port Mame : Port 1
IED #: 1 IED Mame : MB_IED 1

Page 1 of 1 Ga T':'I_El

Point [ Neme | Range | value | Operation
0 IED_40_0 -100.000 to 100,000 | 100,000 _Execute |
1 IED_40_ 1 -100.000 t0 100,000 | -100.000 _Execute |
2 IED_A0_2 -100.000 t0 100,000 | -100.000 _Execute |
3 IED_A0_3 -100.000 t0 100,000 | -100.000 _Execute |
4 IED_A0_ 4 -100.000 t0 100,000 | -100.000 _Execute |
5 IED_40_5 -100.000 t0 100,000 | -100.000 _Execute |
6 IED_40_6 -100.000 t0 100,000 | -100.000 _Execute |
7 IED_40_7 -100.000 t0 100,000 | -100.000 _Execute |
g IED_A0_8 -100.000 t0 100,000 | -100.000 _Execute |
g IED_40_ 9 -100.000 t0 100,000 | -100.000 _Execute |
10 IED_40_ 10 -100.000 t0 100,000 | -100.000 _Execute |
11 IED_40_ 11 100,000 to 100,000 | -100.000  Execute
Back
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The Digital Outputs Command will give you a screen similar to Figure 2-34. You may Open or Close, then
click the Execute button for a result similar to Point 0 of Figure 2-34. The Momentary Time reflects the
momentary time in ms set up in Configuration.

Figure 3-31 Modbus Master Digital Outputs Command
Modbus(M) Digital Outputs Command

Port #: 2 Faort Mame : Port 2
IED#:1 IED Name : MB_IED_1

Page 1 of 2 CoTo et ==
Pont | ame | Momentary Tmeims) | __Poin poratons __
0 IED_DO_0 450 ®iopen O Close

1 IED_DO_ 1 600 O open O Close

2 IED_DO_ 2 450 O open O Close

3 IED_DO_3 450 O open O Close

4 IED_DO_4 450 O open O Close

5 IED_DO_5 450 O open O Close

B IED_DO_6 450 O open O Close

7 IED_DO_7 450 O open O Close

8 IED_DO_8 450 O open O Close

9 IED_DO_ 9 450 O open O Close

10 IED_DO_10 450 O open O Close

11 IED_DO_ 11 450 O open O Close

12 IED_DO_ 12 450 O open O Close

12 IED_DO_ 13 450 O open O Close

14 IED_DO_ 14 450 O open O Close

15 IED_DO_15 450 O open O Close
Open on IED_DO_ 0 : Successful
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4 2179

The 2179 protocol is a protocol that communicates between the RTU and an IED. This protocol is
provided as a standard on many reclosers and regulators.

The RTU can be configured to periodically poll one or more IEDs using 2179 protocol for transducer-like
inputs. In addition, the RTU will accept commands from the master station for transmission to a Recloser
unit. The subsequent reply is returned to the master station.

Multiple IEDs can be physically connected to the RTU via a single RS-232 communication port when the
units are party-lined through another media (modem, fiber optics, etc.) connected to the port. Each IED is
assigned a unique address.

The communication protocol used between the RTU and the IEDs is described in the document from
Cooper Power Systems entitled "Serial Communications Protocol, Data 2179-Revision 2", dated April
1997, reference number R280-90-12. This document describes the generic protocol used to communicate
with the Cooper Power Systems CL-4C Regulator Control and the LTC-4C Power Transformer Control
units. The point database for the Form 4C Recloser Control is described in the document from Cooper
Power Systems titled "Communications Point Data Base, Data 2180 - Revision 3", dated April 1997,
reference number R280-90-11. An additional document, DATA 2180A, contains information about status
sequence numbers used in 2-bit data processing.

4.1 Polled Data

The remote periodically polls one or more IEDs for analog, status and pulse accumulator data. The poll
rate is configurable at the RTU.

4.2 Database Mapping Theory

The RTU database mapping varies depending on the model of the connected device. Refer to the vendor
documentation supplied with the unit for the sequence number assignments.

4.2.1 Pulse Accumulator Data
The user may configure from 0 to 32 values to be processed into the RTU accumulator database.

4.2.2 2 Bit Status Change Option

Newer Form 4C Reclosers have firmware that allows the Form 4C to detect changes and set change bits to
report to the RTU. The RTU IED database may then be configured to cause the RTU to scan the IED
status points to acquire the change bits from the IED. The following parameters apply to the 2 bit status
change data acquisition:

1. Change bits are ignored on initial scans of the IED by the RTU and after lost communications has
been restored with the IED.

2. Table 4-1 defines the action taken by the RTU firmware when the combinations of state/change
bits are received from the IED:
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Table 4-1 2179 Two Bit Status

RTU Current State 2179 Current State 2179 Change Bit RTU Events Queued
1 1 0 none
0 0 0 none
1 0 0 change to 0
0 1 0 change to 1
1 1 1 change to 0, change to 1
0 0 1 change to 1, change to 0
1 0 1 change to 0, change to 1, change to 0
0 1 1 change to 1, change to 0, change to 1

4.2.3

4.2.4

4.2.5

Simple Status Data

The user may configure from 0 to 256 points. Values that have been configured are stored in the status
database so that they may be mapped. Refer to the vendor documents for sequence number assignments.

Status Data in Cooper Form 4C devices containing software version 5.05 and above and display version
6.05 and above contain firmware which enables 2-Bit Status with Change function codes. If the Form 4C
supports this function code, use "Two Bit Status Configuration" editor to enable the status points from the
Form 4C device to store into the RTU status database. If the Form 4C does not support the function code
or the change detection feature is not desired, use "Simple Status Configuration" to configure the status
points.

If status points are defined on both "Two Bit Status Configuration” and "Simple Status Configuration™, data
scans will be made only for status with change detection and the simple status data will be derived from the
status with change detection data.

Analog Data

The user may configure from 0 to 128 points to store in the RTU analog database. Configured values are
stored in the analog database so that they may be mapped. Refer to the vendor documents for sequence
number assignments.

Control Outputs

Control operations supported by the Form 4C Recloser are implemented as pseudo SBO control points
within the RTU. The user may configure from 0 to 256 control points associated with the RTU SBO
control point database.

For Cooper Form 4C Reclosers, control sequence numbers 00,01 and 02 provide Close operation only. The
Trip for these sequence numbers acts as a no-op and performs no useful function. Refer to the vendor
documents for sequence number assignments.
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4.3 Communication Port Configuration
From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click 2179 from the Protocol drop-down menu as shown.
Figure 4-1 2179 Communication Port Configuration

Communication Port Configuration

opy

Port#1 (K v[K v RTU to [ED 2173 v|[Port01 | [ configure |
Port =2 [K ¥ K ¥ R 06 Port2 iy (IR |
Port#3 K v|[K v Port 3 [ Portod | |
-
Port=24 |K ¥ K v Port 4 CIQEIQ%I(MJ‘ l Port 04 ] [ ]
Port#5 |K v[K v Port 5 cng0it - (Por0s | | |
Port 26 |K v ||K + Port 6 Electran [ Port06 | | |
IRQE ETI
Port#7 |K »| K v Port 7 Harris (M) IPGHD?I [ - l
Port=8 K ¥ K ¥ Port 8 evpascn - |(Poree] | |
Port£9 (K v|K v Port 9 Eﬁgﬁﬂfﬁm] [ Port0g | | |
Port 10 (K v | K v Port 10 SEL [Port10 | | |
) IRQE '+ Series V(M)
Port211 K »|K Port 11 Symax [Port11 ] | |
Port #12 [K ~|[K v Port 12 E_‘;‘;'jdata [Portiz ] | ]
Communication Associations _ LL?LTJ? T —
8979
C2100H
cocl
cocll
DNPR
FM
Harris (F)
IDLC
L&N v

4.3.1 Port Number
Physical Port number of the RTU.

4.3.2 RTSand DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

4.3.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

4.3.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 4 - 2179 Config@WEB RTU to IED Protocols 110

While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

4.3.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

4.3.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

[ Cancel H Submit ]

4.3.4 Protocol

From the drop-down list, select the protocol for this port.

4.3.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

4.3.6 Point Operations

Click this button to assign points.

4.3.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

4.3.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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4.4 Configure Protocol
Under the heading Configure Protocol, click Port n to configure the 2179 port. As a minimum, you must
enter the "Number of IEDs" this port will be connected to. You may accept all other defaults or fill in the
form according to the information following Figure 2-2.
Figure 4-2 2179 Communication Channel Configuration
2178 Communication Channel Setup
Fort#:1 Fort Mame : RTU to IED
Mumber of IECs 2
Baud Rate * Se00 W
Parity * MNone »
Data Bits * g W
Stop Bits * 1 |
CTS Delay * ] (ms}
Fx Timeout * 2 (5ec)
Interkyte Time * 100 |{ms)
Modem Turn Off Time 0 (ms)
Fall Time 2000 (ms)
Retries Before Failing - . :
Foints 3 ftimes)
Default: 0. Echo of TX datareceived (Mo () Yes
H U E R | cancel | | submit |
Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.
Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.
4.4.1 Number of IEDs (0-32)
Enter the number of IEDs connected to this port. The default setting is 0.
4.4.2 Baud Rate (300 -19200)
From the drop-down menu, select the baud rate. The default setting is 9600.
4.4.3 Parity (None, Odd, Even)
From the drop-down menu, select the parity for the associated channel. The default setting is None.
4.4.4 DataBits (5,6,7,8)
From the drop-down menu, select the data bits for the associated channel. The default setting is 8.
4.4.5 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.
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4.4.6 CTS Delay (0-250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
0.

Note: The RTS (Request To Send) signal will stay ON unless a non-zero value is entered for CTS
(Clear To Send) in the communication interface. This means the RTU will send, but not receive.
Always enter a non-zero value for CTS in the communications user interface.

4.4.7 RxTimeout (0 - 30sec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 2 sec.

4.4.8 Inter-byte time (0 - 250ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 100 msec.

4.4.9 Modem Turn Off Time (0 - 250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 0.

4.4.10 Poll Time (0-10,000ms)

Enter the time to delay between a sequence of polling all the devices connected to this communications port
with the 2179 protocol. The default is 2000 msec.

4.4.11 Retries Before Failing Points (0 —99)

Enter the number of times the RTU will attempt communications with a 2179 device before marking all
points attached to the device as failed. The default is 3.

4.4.12 Echo of TX data received (No, Yes)

Set this button to Yes if the protocol driver is to be used in "ECHO" mode (i.e., one or more IEDs in a fiber
optic loop [the RTU receives the message it transmits]). Set this button to No if the protocol driver is to be
used in the "NON ECHO" mode of operation (i.e., point-to-point fiber optic, radio or direct RS-232
connection).

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.
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4.5 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic information about
the IED as shown below.

Figure 4-3 1ED Configuration
2179 IED Configuration

Port#:1 Port Mame : RTU to IED
IED Slave Copy
IED # IED Name ddress, On Sca Device Type Message Timers{ms) Config {0 IEDN
2179_IED_1 Standard  TBM-150,80T-500,A0T-3500
2 2179_IED_2 2 Y Standard  TBM-150,80T-500,A0T-3500

451 IED#

The number of the IED on this communication channel.

4.5.2 |IED Name

Click on the IED Name. A pop-up window will appear. See section 4.5.8.1 below.

4.5.3 |IED Address

Reflects the entry in the pop-up menu. See section 4.5.8.1 below.

4.5.4 On Scan

Reflects the entry in the pop-up menu. See section 4.5.8.1 below

4.5.5 Device Type

Reflects the entry in the pop-up menu. See section 4.5.8.1 below.

4.5.6 Message Timers(ms)
Reflects the entries in the pop-up menu. See section 4.5.8.1 below.

4.5.7 Slave Config

Click on Edit to edit the IED points. See section "4.5.16.1 Slave Configuration Edit".

4.5.8 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 4 - 2179 Config@WEB RTU to IED Protocols 114

45.8.1 |IED Name & Address Configuration
When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown in Figure
2-6. Edit this pop-up window according to the directions below. After editing, your choices are reflected
as explained under Figure 2-5.

Figure 4-4 1ED Configuration

2179 IED Configuration
Port Mame : RTU to IED

Fort#:1

’E IED Name E On Scan | Device Type Message Timers(ms) m 1;:1“3“

1 2179_IED_1 Standard  TBM-150,50T-500 A0T-3500

2 2179_IED_2 A Standard  TBI-150,S0T-500,A0T-3500
T EE— e
IED Name 2179_IED_1
IED Address 1
On Scan * ®Yes O No
Device Type Standard v
Message Timers
Tirme Between Messages 150 (ms).[TEM]
Selectto Operate Time a00 (Ms)[30T]
After Dperate Time 3500 |(ms)[AOT]

4.5.9 |IED Name

Accept the default name or type a name of your choosing.

4.5.10 IED Address
Enter the IED address. The default is 1.

4.5.11 On Scan
Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to reboot.

4.5.12 Device Type

Enter the scan type from the drop-down menu. The ENERGYLINE devices use a different opcode to send
the analog data from the IED to the RTU. The default is Standard.

4.5.13 Time Between Messages (0—12750ms)

Enter the time to wait between the receipt of a valid message from a data request until the next data request
is made. The default time of 150ms is correct for a Cooper Form 4C.

4.5.14 Select to Operate Time (0-—12750ms)

Enter the time to wait between the receipt of a valid message from a select message until the operate
message is sent. The default time of 500ms is correct for a Cooper Form 4C.
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4.5.15 After Operate Time (0-12750ms)

Enter the time to wait after the receipt of a valid message from a operate message. The default time of
3500ms is correct for a Cooper Form 4C.

Not all operate messages require this long a timeout. The user may wish to shorten the timeouts if multiple
2179 devices are in the loop or if a few communications errors on a single device are acceptable.

4.5.16 Set/X
Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard
changes.

45.16.1 Slave Configuration Edit

4.5.17 Slave Config

Click on Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 4-5 1ED Configuration

2178 IED Configuration

Pot®:1 Part Mame : RTU to IED
IED#:1 IED Mame : 2179 _IED_1

e
Pulse Accumulators
Two Bit Status
Simple Status

Analog Inputs

m|[m]|(m][m
[ ) (e Y ) e Y ) e

Cantrol Cutputs

m
(=
=3

4.5.18 Type
The type of point.

4.5.19 Edit

Click on Edit to edit points. The editing of each point type will be covered in the following sections.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
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4.5.20 IED Pulse Accumulators Configuration

From the 2179 IED Configuration screen, click on Edit for Pulse Accumulators. A screen similar to Figure
2-13 will appear.

Figure 4-6 2179 Accumulators Configuration

2179 Accumulators Configuration

Port #: 1 Part Mame : Port 1
IED # : 1 IED Marme : 2179 _1ED 1

Page 1 of 2 GDTDI El Mext ==

40 |IED_ACC_40 @ ves Mo

41 |IED_aCC_41 @ ves Mo
42 JIED_acC_42 " yes & Mo
43 | JIED_acC_43 " yes & Mo
44 |IED_ACC_44 @ ves Mo
45 JIED_aCC_45 " yes & Mo
46 | JIED_acC_46 " yes & Mo
47 |JIED_&CC_47 @ ves Mo
48 JIED_acC_48 " yes & Mo
49 | JIED_aCC_49 " yes & Mo
44 [ED_acC_4a @ ves Mo
48 | JIED_acC_4B " yes & Mo
4C | JIED_acC_4c " yes & Mo
4D |iED_acc_4D " yes & Mo
48 | JIED_acC_4E " yes & Mo
4F  JIED_ACC_4F " yes & Mo

Cancel Subrmit

4.5.21 SEQ# (Hex)

The sequence number in hex code. This number cannot be changed.

4.5.22 Name

If the Add Points to Database button is Yes, you may assign a name to the point or accept the default name.

4.5.23 Add Points to Database
Click the Yes button to add this point to the database. The default is No.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

4.5.24 |ED Two Bit Status Configuration

From the 2179 IED Configuration screen, click on Two Bit Status. A screen similar to the one below will
appear.

Figure 4-7 2179 Two Bit Status Configuration

2179 Two Bit Status Configuration

Port #: 1 Port Mame : Port 1
IED # : 1 IED Marme : 2179 _1ED 1

Page 1 of 16 GoTo | GDl Mext ==

00-0  JIED_MCD_00-0 " ves & Mo

001 |IED_MCD_00-1 " es & Mo
002 |IED_MCD_00-2 @ ves C Mo
003 |IED_MCD_00-3 @ ves C Mo
004 |IED_MCD_00-4 @ ves C Mo
005 |IED_MCD_00-5 " es & Mo
006 |IED_MCD_00-6 " es & Mo
007 |IED_MCD_00-7 " es & Mo
010 |IED_MCD_01-0 " es & Mo
01-1 |IED_MCD_01-1 @ ves C Mo
012 |IED_MCD_01-2 @ ves C Mo
013 |IED_MCD_01-3 " es & Mo
014 |IED_MCD_01-4 " es & Mo
015 |IED_MCD_01-5 " es & Mo
016 |IED_MCD_01-6 " es & Mo
017 |IED_MCD_01-7 " es & Mo

Cancel Subrnit

4.5.25 SEQ# (Hex)

The sequence number in hex code. This number cannot be changed. The first number is the sequence
number. The second number is the bit number.

4.5.26 Name

If the Add Points to Database button is Yes, you may assign a name to the point or accept the default name.

4.5.27 Add Points to Database
Click the Yes button to add this point to the database. The default is No.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

4.5.28 IED Simple Status Configuration

From the 2179 IED Configuration screen, click on Simple Status. A screen similar to the one below will
appear.

Figure 4-8 2179 Simple Status Configuration

2179 simple Status Configuration

Port #: 1 Port Mame : Port 1
IED # : 1 IED Marme : 2179 _1ED 1

Page 1 of 17 GoTo | GDl Mext ==

1 Joomm_sTS

300 [IED_STS_300 @ ves C Mo
301 fED_STS 301 " es & Mo
302 [IED_STS 302 @ ves C Mo
303 [IED_STS 303 " es & Mo
304 [IED_STS_30-4 @ ves C Mo
305 [IED_STS 305 " es & Mo
306 [IED_STS_306 @ ves C Mo
307 JiED_STS 307 " es & Mo
308 [IED_STS 308 @ ves C Mo
309 [IED_STS 309 " es & Mo
30-10 [IED_STS_30-10 @ ves C Mo
30-11 |iED_STS_30-11 " es & Mo
30-12 [[ED_STS_30-12 @ ves C Mo
30-13 |(ED_STS_30-13 " es & Mo
30-14 [[ED_STS_30-14 @ ves C Mo

Cancel Subrnit

4.5.29 SEQ# (Hex)

The sequence number in hex code. This number cannot be changed. The first number is the sequence
number. The second number is the bit number.
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4.5.30 Name

If the Add Points to Database button is Yes, you may assign a name to the point or accept the default name.

4.5.31 Add Points to Database

Click the Yes button to add this point to the database. The default is No.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

4.5.32 |IED Analog Configuration

From the 2179 IED Configuration screen, click on Edit for Analogs. A screen similar to Figure 4-9 will

appear.
Figure 4-9 2179 Analog Input Configuration
2179 Analog Inputs Configuration
Port #: 6 Paort MName : Paort 6
IED# : 1 IED Mame : 2179_IED_1

[ext ==

Add Points to
Database

80 * vas Mo
81 [IED_aI 21 @ yes Mg
82 |IED_AI g2 |-32768 [32787 /"Click on Header to & ves Mo
83 [ED_aI 83 [22762 Change All Mo
84  [IED_&1 84 |-32768 Mo
85 |lED_Al8S [-32768 & Mo
86 |IED_AI g6 [-32768 & Mo
87 |IED_&1 87 |-32768 32757 7 = & ves © No
88 [IED_a1 g3 |-3z2768 fzz767 L5 5 & ves Mo
89 [IED_a1 83 [-32768 32757 5 5 @ yes Mo
ga  |IED_sI_8a -32768 32767 5 5 @ ves © Mo
88 [IED_aI 2B [-32768 32787 15 5 & ves C No
8C  fIED_aI BC [-32768 32787 [5 5 @ ves Mo
80 |JIED_AI €D [-32762 32787 15 5 & ves " No
BE  |IED_AIEE |-32768 [z2767 5 5 & ves Mo
BF  |IED_AI &F |-32768 [z2767 5 5 & ves " No

Cancel Subrnit

4.5.33 Point
The protocol sequence number in hex.
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4.5.34 Name

Enter the name of the point (or accept the default name).

4.5.35 CMin

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

4.5.36 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

4.5.37 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

4.5.38 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

4.5.39 Add Points to Database

Click Yes to add the point to the database. If the point is not added, the point will be grayed out.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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4.5.40 IED Control Output Configuration

From the 2179 IED Configuration screen, click on Control Output. A screen similar to the one below will
appear.

Figure 4-10 2179 Control Output Configuration

2179 Control Cutput Configuration

Port # 0 1 Part Mame : Port 1
IED # : 1 IED Marme : 2179 _1ED 1

Page 1 of 16 GaTo I El Mext ==

00 |Control00 C ¥es & Mo

01  |Control01 @ yes Mo
02  |Control02 @ yes Mo
02 |Control03 @ yes Mo
04  |Control-04 @ yes Mo
05  |Control0S C ¥es & Mo
06  |Control0g C ¥es & Mo
07  |Control07 C ¥es & Mo
08  |Control0g C ¥es & Mo
09  |Control0g C ¥es & Mo
0&  |control-oa C ¥es & Mo
0B |Control0E C ¥es & Mo
0C  |Controloc C ¥es & Mo
0D |contral-oD C ¥es & Mo
0E  |Control0E C ¥es & Mo
OF  |ControloF C ¥es & Mo

Zancel Submit

4.5.41 SEQ# (Hex)

The sequence number in hex code. This number cannot be changed.

4.5.42 Name

If the Add Points to Database button is Yes, you may assign a name to the point or accept the default name.

4.5.43 Add Points to Database

Click the Yes button to add this point to the database. The default is No.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

4.6 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 4-11 Data Display Screen

Configuration | Data Display I

Command

Up/Download

Config@WEB

Senal Comm

Applications Ethernet Comm

Annunciator

STS

References

Analog Inputs

ACC

Analog Outputs
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 4-12 Display Communication Port Data

Display Communication Port Data

Port Comm Display
| mper | FTS[OR[ wme | powcol o) o
K

Port #1 K RTUte IED 2179 [view] | portData |
Fort &2 K K Port 2 Mone
Fort#2 K K Port 3 Mone
Fort &4 K K Port 4 Mone
Fort #5 K K Port 5 Mone
Fort #6 K K Port & Maone
Fort &7 K K Port ¥ Mone
Fort#8 K K Port 8 Mone
Fort#9 K K Port 9 Mone
FPort#10 K K FPart 10 Miane
FPaort #11 K K Port 11 Maone
FPort#12 K K Port 12 Maone

Communication Associations

4.6.1 Port Number
Physical Port number of the RTU.

4.6.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

4.6.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

4.6.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

4.6.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

4.6.3 Name

The port name given during configuration or default name accepted.
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4.6.4 Protocol

The configured protocol for this port.

4.6.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

4.6.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

4.6.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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4.6.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 4-13 2179 Communication Counters Display
2179 Communication Counters Display

Port#: 2 Faort Mame : Port 2

pant | Countertlame | Counts |
1 Attempts 0
2 Good Replies ]
3 Mo Replies ]
4 RX Timeouts 1]
] CRC Erraors 1]
6 Framing Errors 0
Fi Owverruns 1]
8 Parity Errors 0

Data Trap
[ED Comm Counters
Reset Comm Counters

4.6.9 Point Number

A logical point number for reference only.

4.6.10 Counter Name

The following counters are monitored:

4.6.10.1 Attempts
This indicates the cumulative number of transmitted messages since the last reset or power-up.

4.6.10.2 Good Replies

This indicates the cumulative number of transmitted messages that received a response since the
last reset or power-up. This count can be affected by the Rx timeout delay value selected.
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4.6.10.3 No Replies
This indicates the cumulative number of transmitted messages that did not receive a response since
the last reset or power-up. This count can be affected by the Rx timeout delay value selected.

4.6.10.4 RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

4.6.10.5 CRC Errors
This indicates the cumulative number of received messages with CRC errors since the last reset or
power-up. This can be affected by parity and MTO.

4.6.10.6 Framing Errors
This indicates the cumulative number of framing errors since the last reset or power-up. This can
be affected by parity.

4.6.10.7 Overruns
This indicates the cumulative number of over-run errors since the last reset or power-up.

4.6.10.8 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

4.6.11 Counts

The counts for each type of Counter.

4.6.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

4.6.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

2179 IED Comm Counters Display

Port #: 2 Port Mame : Port 2
Messages [
IED Name Sent
1 2179 1ED 1 ] ] 0 ] ] 0 ] ]
2 2179 [ED 2 ] ] ] ] ] ] ] ]

46.13.1 IED#
The number of the IED

4.6.13.2 IED Name
The name of the IED

4.6.13.3 Messages Sent
Messages sent to this IED since the last reset or since the last time the counters were cleared.

4.6.13.4 Valid Replies
Valid messages received from this IED since the last reset or since the last time the counters were
cleared.
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4.6.13.5 No Replies
The number of no replies from this IED since the last reset or since the last time the counters were
cleared.

4.6.13.6 Timeouts
The number of timeouts from this IED since the last reset or since the last time the counters were
cleared.

4.6.13.7 Security Errors
The number of security errors from this IED since the last reset or since the last time the counters
were cleared.

4.6.13.8 Framing Errors
The number of framing errors from this IED since the last reset or since the last time the counters
were cleared.

4.6.13.9 Overrun Errors
The number of overrun errors from this IED since the last reset or since the last time the counters
were cleared.

4.6.13.10 Parity Errors
The number of parity errors from this IED since the last reset or since the last time the counters
were cleared.

4.6.14 Reset Comm Counters
Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

4.6.15 IED Displays
From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.
Figure 4-14 2179 IED Display

2179 IED Display
Port#:1 FortMame : RTU to IED

| | IED | | Slave
IED # IED Name ddress On Scan | Device Type Message Timers{ms) Data
2179_IED_1 Standard  TBM-150, S0T-500, A0T-3500

2 2179_IED_2 2 ¥ Standard  TBI-150, SOT-500, AOT-3500

Back
4.6.16 IED #

The number of the IED on this communication channel.

4.6.17 IED Name

The name that was chosen, or accepted as default, during configuration.
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4.6.18 I|ED Address

The IED Address chosen during configuration.

4.6.19 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

4.6.20 Device Type

The device type that was chosen during configuration. The possible types are Standard and Energyline.

4.6.21 Message Timers (ms)

The Message Timers in milliseconds. TBM is Time Between Message, SOT is Select to Operate Time, and
AOT is After Operate Time.

4.6.22 Slave Data
Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will
appear.
Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

From the 2179 IED Display screen, click View under Slave Data to get the screen shown in Figure 2-23.

Figure 4-15 2179 IED Display
2179 IED Display

Port #: 1 Part Mame : Port 1
IED #: 1 IED Mame : 2179 _1ED_1
Pulser Accumulators =i

T Bit Status i

Sirnple Status Wi

HHHH

&nalog Inputs Wiy
Control Outputs

Back |

4.6.23 Type
The type of point.

4.6.24 View Data

Click the View button to view points.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells

you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the previous screen.
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4.6.24.1 Pulse Accumulators

From the 2179 IED Display screen, click View for Pulse Accumulators to get the screen shown in Figure
2-24.

Figure 4-16 2179 Accumulators Input Display
2179 Accumulator Inputs Display

Fort#:1 Port Mame : RTU o IED
IED #: 1 IED Mame : 2179 IED_1
Pagel of 1 Eo o
] e I com
40 IED_ACC_40 E 1]
41 IED_ACC_41 E 1]
42 IED_ACC_42 E 1]
43 IED_ACC_43 E 1]
44 IED_ACC_44 E 1]
45 IED_ACC_45 E 1]
46 IED_ACC_46 E 1]
47 IED_ACC_47 E 1]
48 IED_ACC_48 E 1]
44 IED_ACC_49 E 1]
44 IED_ACC_4A E 1]
4B IED_ACC_4B E 1]
4 IED_ACC_4C E 1]
4D IED_ACC_4D E 1]
4E IED_ACC_4E E 1]
4F IED_ACC_4F E 1]

Back |

4.6.25 Point

Protocol sequence number.

4.6.26 Point Name

The name of the point assigned during configuration.

4.6.27 Point Status

Please see the Config@WEB Secure Software Users Guide.

4.6.28 Count

The counts from the IED.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.
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4.6.28.1 Two Bit Status

From the 2179 IED Display screen, click View for Two Bit Status to get the screen shown in Figure 2-25.

Figure 4-17 2179 Two Bit Status Inputs Display

2179 Two Bit Status Inputs Display

Port Mame : Port 1
IED Marme : 2179 1ED 1

GDTul_El

Port #: 1
IED #:1

Pagel of 1

lmlﬂ

0-0 IED_MCD_00-0 F OPEN

0-1 IED_MCD_00-1 F OPEM .
0-2 IED_MCD_00-2 F OPEN .
0-3 IED_MCD_00-3 F OPEN .
0-4 IED_MCD_00-4 F OPEM .
0-5 IED_MCD_00-5 F OPEM .
06 IED_MCD_00-6 F OPEM .
0-7 IED_MCD_00-7 F (OPEM .
1-0 IED_MCD_01-0 F OPEN .
1-1 IED_MCD_01-1 F OPEM .
1-2 IED_MCD_01-2 F OPEN .
1-3 IED_MCD_01-3 F OPEN .
1-4 IED_MCD_01-4 F OPEM .
15 IED_MCD_01-5 F OPEM .
1-6 IED_MCD_01-6 F OPEM .
17 IED_MCD_01-7 F (OPEM .

Back |

4.6.29 Point

Protocol sequence number and bit.

4.6.30 Point Name

The name of the point assigned during configuration.

4.6.31 Point Status

Please see the Config@WEB Secure Software Users Guide.

4.6.32 Point State

4.6.33

Indicates the current state of the point is either OPEN or CLOSED.

°
A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
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return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

4.6.33.1 Simple Status
From the 2179 IED Display screen, click View for Simple Status to get the screen shown in Figure 4-18.

Figure 4-18 2179 Simple Status Inputs Display

2179 Simple Status Inputs Display

Port #: 1 Port Mame : Port 1
IED #:1 IED Mame @ 2179 IED_1
Pagel of 1 Ga Tao I_ El

R A RN | 2 a2 21
COMM_STS CLOSED -
30-0 [ED_STS_30-0 F OFEM -
30-1 [ED_STS_30-1 F OFEM .
30-2 [ED_STS_30-2 F OFEM -
30-3 [ED_STS_30-3 F OFEM -
30-4 [ED_STS_30-4 F OFEM .
30-5 [ED_STS_30-5 F OFEM -
30-6 [ED_STS_30-6 F OFEM -
30-7 [ED_STS_30-7 F CFEM .
30-8 [ED_STS_30-8 F OFEM -
30-9 [ED_STS_30-9 F OFEM .
30-10 IED_STS_20-10 F OFEM -
30-11 IED_S5TS_30-11 F OFEM -
30-12 IED_S5TS_30-12 F OFEM .
30-13 IED_S5TS_30-13 F OFEM -
30-14 IED_S5TS_30-14 F OFEM -

Back |

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not the comm. channel is operational. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

4.6.34 Point

Protocol sequence number and bit.

4.6.35 Point Name

The name of the point assigned during configuration.

4.6.36 Point Status

Please see the Config@WEB Secure Software Users Guide.
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4.6.37 Point State

Indicates the current state of the point is either OPEN or CLOSED.

4.6.38 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

4.6.38.1 Analog Inputs
From the 2179 IED Display screen, click View for Analog Inputs to get the screen shown in Figure 4-19.

Figure 4-19 2179 Analog Inputs Display
2179 Analog Inputs Display

Fort#:1 Fort Mame : RTU to IED
IED#:1 IED Mame : 2179 _IED_1
Fagel of 1 CoTo
(ot | pomdame | pomiStaus | pomtvake | pontCounts
g0 IED_AIL 80 E -3.000 -32768
g1 IED_AI 81 E -3.000 -32768
g2 IED_AI 82 E -3.000 -32768
83 IED_AI 83 E -3.000 -32768
g4 IED_AI 84 E -3.000 -32768
85 IED_AI 85 E -3.000 -32768
86 IED_AI B6 E -3.000 -32768
87 IED_AI 87 E -3.000 -32768
g8 IED_AI B8 E -3.000 -32768
g9 IED_AI B9 E -3.000 -32768
BA IED_AL 8A E -3.000 -32768
BB IED_AI BB E -3.000 -32768
BC IED_AIL 8C E -3.000 -32768
8D IED_AI 8D E -3.000 -32768
BE IED_AI BE E -3.000 -32768
BF IED_AI BF E -3.000 -32768

Back
4.6.39 Point

Protocol sequence number.

4.6.40 Point Name

The name of the point assigned during configuration.

4.6.41 Point Status
Please see the Config@WEB Secure Software Users Guide.
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4.6.42 Point Value

The engineering unit (EGU) value.

4.6.43 Point Counts

The counts from the IED.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

4.6.43.1 Control Outputs
There is no display for Control Outputs.

4.7 Implementation Details

The following functions are supported by the driver:

4.7.1 Basic Scan

1.

Simple status data (Function code 0, command 1)
The simple status data is returned as status points in the RTU database.

2 bit Status change data(Function code 0, command 4)
The 2 bit status change data is returned as status points in the RTU database.

16-bit signed Analog data (Function code 0, command 8, if ENERGY LINE option, command 10)
The analog data is stored in the RTU analog database as 16 bit signed analog data.

16-bit Pulse Accumulator data (Function code 0, command 40)
The accumulator data is stored in the RTU accumulator database as a 16 bit quantity. The rollover
value is 65535.

4.7.2 Supervisory Control

1.

2.
3.
4

Select Open (Function code 10, command 10)
Select Close (Function code 10, command 11)
Operate (Function code 10, command 20)

Reset Select (Function code 10, command 21)

4.8 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.
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Figure 4-20 Command Tab Page

Configuration Data Display || Up/Download

Config@WEB

Senal Comm

Applications Ethermnet Comm

Analog Outputs

IITHT
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2200 manual.
Under Command Port Data, click Port Data.

Figure 4-21 Serial Comm Command Communications Port Data
Command Communication Port Data

Port | 15 | DTR Name Protocol  |Command Port | o pode
Number a

Port#1 K K Part 1 2179 Morrnal v

Port #2 K K Faort 2 Mone \

Port#32 K k Fort 3 Mone

Fort #4 b b Paort 4 Mone

Port #5 K K Paort & Maone

Port #6 K k Port & Mone

Port #7 K K Fort ¥ Mone

Port #3 K K Faort 8 Mone

Fort #9 K K Fort s Mone

Fort#10 K K Fort10 Mone

Fort#11 K k Paort 11 Mone

Port#12 b b Fort 12 Mone

The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.
Figure 4-22 2179 IED Command
2179 IED Command
Fort#:1 Fort Mame : RTU o I[ED
’E IED Hame ! IEr[:zss On Scan | Device Type Message Timers{ms)
2179_IED_1 Standard TBM-150, S0T-500, AQT-3500 Command
2 2179_|ED_2 2 Y Standard TBM-150, S0T-500, AQT-3500 Cnmmand
[Back]
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The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command Control Outputs.
Figure 4-23 2179 IED Command

2179 IED Command

Port #: 1 Port Mame : Port 1
IED #: 1 IED Mame @ 2179 _1ED_1

Pulse Accumulators
Two Bit Status

Cortrol Outputs Cornrmarid |

Back |

The Control Outputs Command will give you a screen similar to Figure 2-34. You may Trip or Close, then
click the Execute button for a result similar to Point 0 of Figure 2-34.

Figure 4-24 2179 Control Outputs Command

2179 Control Gutputs Command.

Port #: 1 Port Mame ; Port 1
IED# : 1 IED Marne @ 2179 IED 1

oo Control-00 & Trip  Close  Execute |
01 Caontrol-01 C Trip © Close  Execute |
02 Cortrol-02  Trip 0 Cose Execute |
E] Cortrol-03 C Trip O Cose Execute |
04 Cortrol-04 C Trip C Close Execute |
05 Cortrol-05 C Trip C Close Execute |
Trip on Contral-00 ; Successul Back

4.9 Cooper Form 4C Configuration

The following codes must be verified or changed for successful communications between the RTU and the
Cooper Form 4C. Information about these codes is contained in the publication R280-90-11
Communications Point Data Base Data 2180 from Cooper Power Systems.

49.1 Code 81

Code 81 must be set according to the baud rate selected for use by the RTU. Refer to the Cooper document
for the correct setting to match the RTU configuration.

49.2 Code 82

Code 82 must be set to the correct address as specified by the RTU database record.

49.3 Code 83

Code 83 should be set to mode 2.
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4.9.4 Code 84

Code 84 must be changed from 1 to 5 for 4800 baud operation. Telvent has not verified this setting for
other baud rates.

49,5 Code 85

Code 85 should be set to 50ms.

To ensure that the values displayed are those that are actually being used after changing any parameters,
both DC and AC should be removed and reapplied to the device to force a hardware reset by following the
directions provided with the Form 4C.

The Cooper Form 4C may show nonzero Number of failures on the RTU communications display in the
following conditions:

Any device is connected to the Data Port.
Any reclosing operation is in progress.

Any supervisory control has been sent through the Digital Communications Accessory for the
device to execute.

In the above cases, when the Form 4C is performing any of these functions, it considers the requests
through the Digital Communications Accessory to be of lower priority and ignores the requests issued on
this port.

4.9.6 SBO Immediate Operate

An SBO Immediate Operate function was added to the driver. If the MTU protocol supports this mode of
operation of SBO control, the function may now be passed to the 2179 driver for transmission to the 2179
protocol IED. The driver will translate the Immediate Operate to Select/Operate messages in the 2179
protocol.

Note: If no data points are configured to be acquired from the slave device in the 2179 database
record, the slave device will not be scanned, even if the device is otherwise correctly configured
for scanning in the database.
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5 TransData

5.1 Communication Port Configuration
TransData is a protocol that communicates between the RTU and the TransData MARK V Meter. The
communication protocol used between the RTU and the meters is described in the document from
TransData, Inc., entitled "Mark V Digital Transducer Output Protocol”, dated June 29, 1995.

Note: The IED interface must be configured in the PERCENT OF RANGE SCALING mode for
proper operation.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Transdata from the Protocol drop-down menu as shown.

Figure 5-1 Transdata Communication Port Configuration

Communication Port Configuration

v RTU to [ED Transdata || Portd1 | [ Configure

~ RQS Port 2 e — gl

4 Port 3 2179 [ Port03 | |
Arbiter
v Port 4 C2020(M) [ Porto4 | |
BﬂpuﬁqHLMJ [Port0s | |
= Port & Elactran l Faort 06 l [

|
|
|
|
|
IRQ6 |+ ETI - :
|
|
|
|
|

hd Port 5

~ Port 7 Harris (M) l Fort 07 l [
A Port 8 lJnI;;IrEHASCII [ Port0s ] |

3 Port 9 Modbus(M) [ Port03 | |
— Cluantum

3 Port 10 SEL [ Port10 | |
IRQE » — Series V(M)

I Port 11 Symax ’ Port 11 l [

W M Tickle [ Port 12 l [

Communication Associations _ ;;?{TJ? T — Back
8979
C2100H
cDCl
cDC
DMPR
FM
Harris (R)
IDLC
L&M hd

W

Port #11
Port 12

Ol I P |l il il ) il | | I i il
e Bl o (B R B e ) e e 1 o = o 1 i ) e

b

5.1.1 Port Number
Physical Port number of the RTU.

5.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.
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Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

5.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

5.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

5.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

5.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

5.1.4 Protocol

From the drop-down list, select the protocol for this port.

5.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

5.1.6 Point Operations

Click this button to assign points.

5.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

5.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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5.2 Configure Protocol

Under the heading Configure Protocol, click Port n to configure the Transdata port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 5-2 Transdata Communication Channel Configuration

Transdata Communication Channel Setup

Fort#:1 Port Mame : RTU to IED

Mumnber of IEDs 2

Baud Rate * SE00 v

Parity Mone v

Data Bits * g |«

Stop Bits(0 = 3ync) * 1w

CTS Delay * ] ms)

Fux Timeout * 230 (ms)

Fall Time 2000 (ms)
Default: 0. Retries Before Failing Points 3 ftimes)
Range: 0 to 32. | Cancel | | Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

5.2.1 Number of IEDs (0 - 32)

Enter the number of TransData meters connected to this port. The default setting is 0.

5.2.2 Baud Rate (300 —19200)

From the drop-down menu, select the baud rate. The default setting is 9600.

5.2.3 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is None.

5.2.4 Data Bits (5,6,7,8)

Enter the data bits for the associated channel. The default setting is 8.

5.2.5 Stop Bits (0,1,2)

Enter the stop bits for the associated channel. The default setting is 1.

5.2.6 CTS Delay (0 -250ms)

Enter the clear-to-send delay in milliseconds for the associated channel. This is the delay of time the
channel will wait to start transmitting following Request-To-Send being asserted. The default setting is 0.
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Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a hon-zero value for CTS in the RS485
port communications user interface.

5.2.7 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 250.

5.2.8 Poll Time (0-10,000ms)

Enter the time to delay between a sequence of polling all the devices connected to this communications
port. The default is 2000.

5.2.9 Retries Before Failing Points (0 —99)

Enter the number of times the RTU will attempt communications with a device before marking all points
attached to the device as failed. The default is 3.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

5.3 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic information about
the IED as shown below.

Figure 5-3 IED Configuration

Transdata IED Configuration
Port#: 1 Port Mame : RTU fo IED

| Address z =
AMNA Size | ACC Size Slave Copy
IED # IED Name _ _ On Scan
‘ | Meter | Base (Bit) (Bit) Config to IEDn
1 TD_IED_1 1 0 16 24 ¥ Capy
2 TD_IED_2 2 0 16 24 ¥ Capy

Eack|

5.3.1 IED#

The logical number of the IED on this communication channel.

5.3.2 |ED Name

Click on the IED Name. A pop-up window will appear. See section 5.3.9 below.

5.3.3 IED Address

Reflects the entries in the pop-up menu. See section 5.3.9 below.
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5.3.4 ANA Size (Bit)

Reflects the entries in the pop-up menu. See section 5.3.9 below.

5.3.5 ACCSize (Bit)

Reflects the entries in the pop-up menu. See section 5.3.9 below.

5.3.6 On Scan

Reflects the entry in the pop-up menu. See section 5.3.9 below.

5.3.7 Slave Config
Click on Edit to edit the IED points. See section "5.3.17 Slave Configuration Edit".

5.3.8 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

5.3.9 IED Name & Address Configuration

When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown in Figure

2-6. Edit this pop-up window according to the directions below. After editing, your choices are reflected
as explained under Figure 2-5.

Figure 5-4 1ED Configuration
Transdata IED Configuration

Port#:1

FPort Mame : RTU to IED

| Address ANA Size | ACC Size Copy
IED # Wmm (Bit) @ | OnSean {:onﬁg to IEDN
1 0

1 TO_IED_1

16 24 v | [Edt] (Cooy]
2 TD_IED_2 2 0 16 24 Y (Edit] [ Copy]

IED #1 Configuration [Ea_ck]
IED Mame TD_IED_ 1

Meter Address 1

Base Address 0

Analog Size 16 ¥ Bit

Accumulator Size 24 ¥ Bit

On Scan * ®ves O No Sel

5.3.10 IED Name

Accept the default name or type a name of your choosing.

S2200-AAA-00004 Baseline
Proprietary and Confidential to Schneider Electric

Document Version 6.5



Chapter 5 - TransData Config@WEB RTU to IED Protocols 143

5.3.11 Meter Address

Enter the Meter address. The default is 1.

5.3.12 Base Address

Enter the address for the base unit. The default is 0.

5.3.13 ANA Size (Bit) (16, 12)

Select the Analog bit size. Default is 16.

5.3.14 ACC Size (Bit) (24, 20)

Select the Accumulator size. Default is 24.

5.3.15 On Scan

Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to reboot.

5.3.16 Set/X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard
changes.
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5.3.17 Slave Configuration Edit

5.3.18 Slave Config

Click Edit to continue. A screen similar to Figure 2-10 will appear. The screen has certain values as
default and some points are added to database as default. You may change these defaults according to the

situation.
Figure 5-5 IED Configuration
Transdata Meter Configuration
Port #: 2 Port Mamme @ Port 2
IED # @1 IED MName : TD_IED_L
COMM STATUS A, A, |~
Volts
volts Total o |150 C Yes @ Mo
Ph & Wolts o |150 @ yes © Mo
Ph C valts o |150 @ yes © Mo
Ph B valts o [150 @ves CNo |
Amps
Amps Total o |5 " fes @ Mo
Ph & Amps o |5 @ yes © Mo
Ph C &mps o |5 @ yes © Mo
Ph B &mps o |5 @ yes © Mo
Watts
Watts Taotal -1500 |15IIIIII @ ez " Mo
Ph & Watts -1500 |1500 " ves Mo
Ph C Watts -1500 |1500 " ves Mo
Ph B Watts -1500 |1500 " ves Mo
VAR
WARS Total -1500 |1500 * ves " Mo -
. . iZancel Subrnit

5.3.19 Point Name

The name of the point. These names are hard-coded and match the values returned from the meter.

5.3.20 EGU Min/EGU Max

Enter the engineering units minimum and maximum for the point.

5.3.21 Add Points to Database

Click Yes to add the point to the database. Some points are defaulted to Yes. Points that are not set to Yes
will not be mappable as 1/0 points in the RTU.
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Port Mame : Port 2

WARS Total -1500 |1s00 @ ves C MNo
Ph & VARS -1500 |1s00 C Yes & MNo
Ph C YARS -1500 |1s00 C Yes & MNo
Ph B YARS -1500 |1s00 C Yes & MNo
o
Q1 Total -1500 |1s00 " ves Mo
Ph & Q -1500 |1s00 C Yes & MNo
Ph C Q 11500 [1500 " es & Mo 2
PHEQ -1500 |1s00 C Yes & MNo
VA
WA Total -1500 |1s00 @ ves C MNo
Ph & va, -1500 |1s00 C Yes & MNo
Ph C wa -1500 |1s00 C Yes & MNo
Ph B wa -1500 |1s00 C Yes & MNo
YD
VA2 Total o |22500 C Yes & MNo
Ol 5tk 0 [2acnn S & hd
Cancel Subrnit
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Transdata Meter Configuration

Port #: 2 Port Marne : Port 2
W**2 Total o |22500  yes @ Mo
Ph & y**2 o |22500  yes @ Mo
Ph C W*#2 o |z2500  ¥es & Mo
Ph B W**2 o |z2500  ¥es & Mo
1**2
I**2 Total o |25  ¥es & Mo
Ph & I%*2 o |25  ¥es & Mo
Ph C I**2 o |25  ¥es & Mo
Ph B I**2 o |25  ¥es & Mo
PF
PF Total -1 1  yes @ Mo
Ph & PF -1 1 @ ves © Mo .
Ph C PF -1 1 @ ves © Mo
Fh B PF -1 1 @ ves © Mo
Neutral/Freq/Spare
Amps Meutral o |5 @ ves " Mo
Frequency |57 63 * ves Mo >
Cancel Submit
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Port #: 2 Port Marne : Port 2
IED# ;1 IED Marme : TD IED 1
Add Points to Database
eutral/Freq/5pare =
Amps Meutral o |5 @ ves " Mo
Frequency |57 |63 @ ves " Mo
Spare o |5 " fes @ Mo
CH 1-8
Chan 1 Total Usage My A,  ves O Mo
Chan 1 Demand My, M & ves Mo
Chan 2 Total Usage MNj8, M A  ves % Mo
Chan 2 Dermand YA M  ves Mo
Chan 3 Total Usage My A, ves © Mo
Chan 3 Demand My, M C ves % Mo
Chan 4 Total Usage MNj8, M A  ves % Mo
Chan 4 Dermand YA M  ves Mo
Chan 5 Total Usage My A, ves © Mo
Chan 5 Demand My, M C ves % Mo
Chan 6 Total Usage MNj8, M A  ves % Mo
Chan & Dermand YA M  ves Mo -
Chan 7 Total Usage My A, ves © Mo
Cham 7 Cormand AT bS8, ™ e (% B hd
Cancel | Subrnit
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Port Mame ; Port 2

Chan 1 Demand MyA MJ A, = ves O Mo
Chan 2 Total Usage MyA MY, T ves # Mo
Chan 2 Demand My Mf A " Yes ¥ Mo
Chan 3 Total Usage ML M  ves % Mo
Chan 3 Demand MyA MJ A, C ves * Mo
Chan 4 Total Usage MyA MY, T ves # Mo
Chan 4 Demand My Mf A " Yes ¥ Mo
Chan S Total Usage ML M  ves % Mo
Chan 5 Dermand MyA MJ A, C ves * Mo
Chan & Total Usage MyA MY, T ves # Mo
Chan 6 Demand My Mf A " Yes ¥ Mo
Chan 7 Total Usage ML M  ves % Mo
Chan 7 Dermand MyA MJ A, C ves * Mo
Chan 8 Total Usage MyA MY, T ves # Mo
Chan 8 Demand My Mf A " Yes ¥ Mo
Date/Time
Date MJA MfA " Yes % Mo
Time M Mf&, " ves & Mo B
Cancel Subrnit
Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Move the scroll bar on the
right to access all the points. Click the Cancel button to discard changes. Click the Submit button to accept

the changes.
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5.3.22 Analog Database

The configured analogs are stored in the RTU database in the following order:

Table 5-1 TransData Stored Analog Types

Config@WEB RTU to IED Protocols

Fields Type
Volts T,A,C,B unsigned
Amps T,A,C,B unsigned
Watts T,A,C,B signed
VAR T,A,C,B signed
Q T,A,C,B signed
VA T,A,C,B signed
V2 T,A,C,B unsigned
12 T,A,C,B unsigned
PF T,A,C,B signed
INeutral unsigned
Frequency signed
Spare unsigned

The channel data is stored as 24 bit integer values and roll over from the maximum value of 16,777,215 to
0. Date and time values are the decimal equivalents of the raw data values from the meter.

5.4 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 5-6 Data Display Screen

Configuration | Data Display |

Config@WEB

Command | Up/Download

References

Analog Inputs

|
gL
— e e
|
— L
e
—
|

Senal Comm

Applications Ethernet Comm

Analog Outputs

Annunciator
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 5-7 Display Communication Port Data

Display Communication Port Data

Port Comm Display
| mper | TS [0 wme | poocol ool oo
K

Port #1 K RTU ta IED Transdata [view| [ PortData |
Fort &2 K K Port 2 Mone
Fort#2 K K Port 3 Mone
Fort #4 K K Port 4 Mone
Fort#5 K K Port & Mone
Fort #4 K K Port 6 Mone
FPort #7 K K Port 7 Maone
Fort#2 K K Port & Mone
Fort#9 K K Port @ Mone
Fort#10 K K Fort 10 Mane
Fort#11 K K Port 11 Miane
Port#12 K K Part 12 Maone

Communication Associations

5.4.1 Port Number
Physical Port number of the RTU.

5.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

5421 "K"represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

5.4.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

5.4.23 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

5.4.3 Name

The port name given during configuration or default name accepted.
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5.4.4 Protocol

The configured protocol for this port.

5.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

5.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

5.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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5.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 5-8 Transdata Communication Counters Display

Transdata Communication Counters Display

Pot#:3 FaortMame : Port 3

pont | comtertame | couts
1 Attempts 85
2 Good Replies 0
3 MNo Replies 85
4 RX Timeouts ]
] CRC Errars ]
o Framing Errars ]
i Owerruns ]
g Parity Errars ]

Data Trap
IEC Comm Counters
Reset Comm Counters

5.4.9 Point Number

A logical point number for reference only.

5.4.10 Counter Name

The following counters are monitored:

5.4.10.1 Attempts
This indicates the cumulative number of transmitted messages since the last reset or power-up.

5.4.10.2 Good Replies

This indicates the cumulative number of transmitted messages that received a response since the
last reset or power-up. This count can be affected by the Rx timeout delay value selected.
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5.4.10.3

5.4.10.4

5.4.10.5

5.4.10.6

5.4.10.7

5.4.10.8
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No Replies
This indicates the cumulative number of transmitted messages that did not receive a response since
the last reset or power-up. This count can be affected by the Rx timeout delay value selected.

RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

CRC Errors
This indicates the cumulative number of received messages with CRC errors since the last reset or
power-up. This can be affected by parity and MTO.

Framing Errors
This indicates the cumulative number of framing errors since the last reset or power-up. This can
be affected by parity.

Overruns
This indicates the cumulative number of over-run errors since the last reset or power-up.

Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

5.4.11 Counts

The counts for each type of Counter.

5.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

5.4.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

Transdata IED Comm Counters Display

Port # . 2 FPaort Mame :Part 2
Messages
IED Name Sent
1 TO_IED 1 74 ] 74 ] ] ] ] ]
2 TO_IED 2 74 ] 74 ] ] ] ] ]

5.4.13.1

5.4.13.2

5.4.13.3

5.4.13.4

IED #
The number of the IED

I[ED Name
The name of the IED

Messages Sent
Messages sent to this IED since the last reset or since the last time the counters were cleared.

Valid Replies
Valid messages received from this IED since the last reset or since the last time the counters were
cleared.
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5.4.13.5 No Replies
The number of no replies from this IED since the last reset or since the last time the counters were
cleared.

5.4.13.6 Timeouts
The number of timeouts from this IED since the last reset or since the last time the counters were
cleared.

5.4.13.7 Security Errors
The number of security errors from this IED since the last reset or since the last time the counters
were cleared.

5.4.13.8 Framing Errors
The number of framing errors from this IED since the last reset or since the last time the counters
were cleared.

5.4.13.9 Overrun Errors
The number of overrun errors from this IED since the last reset or since the last time the counters
were cleared.

5.4.13.10 Parity Errors
The number of parity errors from this IED since the last reset or since the last time the counters
were cleared.

5.4.14 Reset Comm Counters
Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

5.4.15 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 5-9 Transdata IED Display

Transdata IED Configuration
Pot#:1 Paort Mame : RTU o IED

Address

Meter Base
1 0

1 TD_IED_1
2 TD_IED_2 2 0 Y iew

REH

Back

5.4.16 IED #

The logical number of the IED on this communication channel.

5.4.17 IED Name

The name that was chosen, or accepted as default, during configuration.
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5.4.18 Meter Address

The Meter address chosen, or accepted as default, during configuration.

5.4.19 Base Address

The Base address chosen, or accepted as default, during configuration.

5.4.20 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

5.4.21 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will
appear.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

From the Transdata IED Display screen, click View under Slave Data to get the screen shown in Figure
2-23. Click either Analogs, Accumulators, or Comm Status.

Figure 5-10 Transdata IED Display

Transdata IED Configuration
Port#:1 Faort Mame . RTU to IED

Address
IED # IED Name On Scan
Meter Base

TO_IED_1 ".IE'.h

2 TD_IED_2 2 0 Y | View

@ Analogs
Accumulators

Comim Status
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5.4.21.1 Analogs
From the Transdata IED Configuration screen, click View, then click Analogs. Reference the screen
shown in Figure 5-11.

Figure 5-11 Transdata Analog Inputs Display

Transdata Analog Inputs Display

Port # . 2 Port Mame : Port 2
IED # : 1 IED Marme : TD_IED 1
Pagel of 1 Go To I_ El
] Ph & olts F 0.000 ]
1 Ph C %alts F 0.000 ]
2 Ph B %alts F 0.000 ]
3 Ph & Amips F 0.000 ]
4 Ph C Amps F 0.000 ]
5 Fh B Amps F 0.000 ]
a] Watts Total F -1500.000 ]
7 WARS Total F -1500.000 ]
a W8 Total F -1500.000 ]
=] Ph & PF F -1.000 ]
10 Ph C PF F -1.000 ]
11 Fh B PF F -1.000 ]
12 &rnps Meutral F 0.000 ]
13 Frequency F 57.000 0

Back |

5.4.22 Point

The logical number of the point.

5.4.23 Point Name

The point name. Only those points that were set to Yes under Add Points to Database will appear here.

5.4.24 Point Status

Please see the Config@WEB Secure Software Users Guide.

5.4.25 Point Value

The engineering unit (EGU) value being calculated by the RTU based on the settings of the EGU min,
EGU max, and the current binary value being returned by the meter.

5.4.26 Point Counts

The binary counts being returned from the meter for each point.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

5.4.26.1 Accumulators
From the Transdata IED Configuration screen, click View, then click Accumulators. Reference the screen
shown in Figure 5-12.
Figure 5-12 Transdata Accumulators Inputs Display

Transdata Accumulator Inputs Display

Port®:1 Part Mame : RTU o IED

IED#:1 IED Mame : TD_IED 1
Pagel of 1 GoTo

| e [EE] om

1 Chan 1 Total Usage F 1]

Chan 1 Demand F 1]

5.4.27 Point

Protocol logical point number.

5.4.28 Point Name

The point name. Only those points that were set to Yes under Add Points to Database will appear here.

5.4.29 Point State
Please see the Config@WEB Secure Software Users Guide.

5.4.30 Count

The counts from the IED.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.
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5.4.30.1 Comm Status
From the Transdata IED Configuration screen, click View, then click Comm Status. Reference the screen
shown in Figure 5-13.

Figure 5-13 Transdata Status Inputs Display

Transdata Status Inputs Display

Port#:1 FortMame : RTU to IED
[ED#:1 [ED Mame : TD_IED 1

Fagel of 1 CoTo
1 -

0 COMM STATUS

5.4.31 Point

Logical point number.

5.4.32 Point Name

Hard-coded name of the communications failure bit.

5.4.33 Point Status

Not used.

5.4.34 Point State

A Point State of 1 = Closed means the IED is in communications failure. A state of 0 = Open means there
is good communications to the IED.

5435 o

A red dot indicates the IED is in comm. failure; a green dot indicates the IED has valid communications.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

5.5 Cable Connections

The TransData Mark V Meter communications cable connections are shown in Table 5-2. The TransData
end of the cable may be a quick disconnect.

Table 5-2 TransData Cable Connections

RTU DB9M TransData DB25F
RXD-2 TXD-23
TXD-3 RXD-10
DGND-5 DGND-11
S2200-AAA-00004 Baseline Document Version 6.5
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6 Quantum Protocol

6.1 Communication Port Configuration
The Quantum protocol is a protocol that communicates between the RTU and a Quantum meter using the
Quantum Digital Interface Protocol (QDIP). The RTU may be configured to periodically poll one or more
Quantum meters.

Config@WEB RTU to IED Protocols 160

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Quantum from the Protocol drop-down menu as shown.

Figure 6-1 Quantum Communication Port Configuration

Communication Port Configuration

Portzl (K v | K RIU to [ED Quantum A ’ Port 01 l [ Configure l
Port#2 (K v [K v ROS Port 2 r\_lo,g'e{&rfo— =1 [Portoz ] | |
Port#3 K v|K v Port 3 an [ Port03 | | |
Port24 K v K + Port 4 C2020(M) [ Port4 | | |
C2100H(M)
Portz5 K v | K v Port 5 DNPM o lF'ortEEl [ l
Port#6 [K ¥k M Port 6 e [Portos | | |
b W - e g
Port #7 |K v| K v Port 7 arms (1) [ Porto7 | | ]
Port #8 K v K v Port 8 Jem2ascl S| Por0s ] | |
Port#9 K ¥|K Port 9 o [ Portos | | |
Port 210 |[K W[ K v IRQE Port 10 gghes\.’fl\-’lj [F'-:erDl [ l
Port 211 [K v|K v Port 11 Symax [Port11] | ]
Port 12 [K ¥|K v Port 12 Transdata [ Porti2 | | |
— Tunnel
Communication Associations N _::éfg};(g}—}? -
C2100H
coCl
cocl
DNPR
FM
Harris (R)
IDLC
L&N v

Port Number
Physical Port number of the RTU.

6.1.1

6.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular

RTU for variations.
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6.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

6.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

6.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

6.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Name 7]

[ Cancel ][ Submit ]

6.1.4 Protocol

From the drop-down list, select the protocol for this port.

6.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

6.1.6 Point Operations

Click this button to assign points.

6.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

6.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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6.2

Configure Protocol

Under the heading Configure Protocol, click Port n to configure the Quantum port. As a minimum, you
must enter the "Number of IEDs" this port will be connected to. You may accept all other defaults or fill in
the form according to the information following Figure 2-2.

Figure 6-2 Quantum Communication Channel Configuration

Quantum Meter Communication Channel Setup

Port#: 1 Port Mame : RTU o IED
Mumber of IEDs 2
Baud Rate * 1200 »
Parity * Mone »
CTS Delay * 1] (ms)
Fx Timeout * 5000 |{ms)
Interkbyte Time * 100 |{ms)
Default: 0. Retries Before Failing Points 3 times)
i LRUIDE, | cancel | | submit |
Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.
Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.
6.2.1 Number of IEDs (0 - 32)
Enter the number of IEDs connected to this port. The default setting is 0.
6.2.2 Baud Rate (300 — 19200)
From the drop-down menu, select the baud rate. The default setting is 1200.
6.2.3 Parity (None, Odd, Even)
From the drop-down menu, select the parity for the associated channel. The default setting is None.
6.2.4 CTS Delay (0 -250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
0.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.
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6.2.5 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 5000ms.

6.2.6 Interbyte time (0 —250ms)

Enter the interbyte time for the associated channel. The interbyte time is the time allowed for the next byte
of a message to be received after a byte has been accepted before the RTU discards the partial message and
begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 100 msec.

6.2.7 Retries Before Failing Points (0-99)

Enter the number of times the RTU will attempt communications with a device before marking all points
attached to the device as failed. The default setting is 3.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

6.3 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic information about
the IED as shown below.

Figure 6-3 IED Configuration

Quantum IED Cenfiguration
Port#: 1 Port Mame : RTU to IED

IED Copy
IED # IED Name ddress ’W Config to IEDn

QM_IED_1 ¥ (Edtt] [copy]
2 QM_IED_2 2 ¥ [Edi] [Copy]

6.3.1 IED#

The logical number of the IED on this communication channel.

6.3.2 |ED Name

Click on the IED Name. A pop-up window will appear. See section 6.3.6.1 below.

6.3.3 IED Address

Reflects the entry in the pop-up menu. See section 6.3.6.1 below.

6.3.4 On Scan

Reflects the entry in the pop-up menu. See section 6.3.6.1 below.
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6.3.5 Slave Config

Click on Edit to edit the IED points. See section "4.5.16.1 Slave Configuration Edit".

6.3.6 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

6.3.6.1 IED Name & Address Configuration
When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown in Figure
2-6. Edit this pop-up window according to the directions below. After editing, your choices are reflected
as explained under Figure 2-5.

Figure 6-4 1ED Configuration

Quantum IED Configuration
Fort#:1 Fort Mame . RTU to IED

IED Copy
| IED # IED Name ddress ’? Config | to IEDn

QM_IED_1 y [Ed]
2 QM_IED_2 y [Ed] m
o Compuraten ] * R

IED Mame QM_IED 1
IED Address 1
On Scan * ® Yes O MNo Set

6.3.7 |IED Name

Accept the default name or type a name of your choosing.

6.3.8 IED Address (1 -65534)

Enter the IED address. The default is 1.

6.3.9 On Scan

Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to reboot.

6.3.10 Set/X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard
changes.
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6.3.10.1 Slave Configuration Edit

6.3.11 Slave Config

Click the Edit button to continue. A screen similar to Figure 2-10 will appear. The Quantum meter has a
set of 32 registers that must be configured in the meter prior to having the RTU begin polling. The
configuration on this screen should match the configuration of the meter.

Figure 6-5 IED Configuration

Cuantum Meter Configuration

Port #: 2 Paort Mame : Port 2
IED # : 1 IED Marme : QM _IED_1

Page 1 of 2

-1 |COMM STATUS 5TS
1 |REGISTER_1 / [ana =] o |s0000
° IRE Click on Header to I\- IMI ;I ID ID g::grlfg%nﬁl\_l';eader °
3 Change All [ana > o 20000
4 [ (e x| o [e0o00
5 et [acc =] |0 [0
6 [ama =] |-e0000 60000 7
7 |-30000 20000
: e BB
9 |REGISTER_O [ana =] o o
10 |REGISTER_ 10 [ana =] o o
11 |REGISTER_ 11 [ana =] o o
12 |REGISTER_ 12 [ana =] o o
13 |REGISTER_ 13 [ana =] o o
14  |REGISTER_ 14 [ana =] o o
15  |REGISTER_ 15 [ana =] o o
16  |REGISTER_ 16 ana =l o o
Cancel | Subrmit

6.3.12 Point

Protocol logical point number. This number cannot be changed.

6.3.13 Name

Enter the name of the point (or accept the default name). Notice that there is an automatically-assigned
Name (which cannot be changed) for the Comm Status.
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6.3.14 Type (None, ANA, ACC)

From the drop-down menu, select None, ANA, or ACC to define to the RTU how the register is to be used.
An entry of None defines the register to be unused and this register will not be available for mapping within
the RTU. An entry of ANA (Analog) defines this register to be an analog quantity and it will be available
for mapping as an analog point within the RTU. An entry of ACC (Accumulator) defines this register to be
an accumulator quantity and it will be available for mapping as an accumulator point within the RTU. By
selecting Type in the header, a drop-down menu will appear that allows all the register types on this page to
be defined at once.

6.3.15 EGU Min

Enter a minimum engineering unit value for the point. This value is only used for registers defined as
analog quantities. All entries in this column may be changed at once by clicking on the header. If ACC or
None was chosen as the type of point, EGU Min will be grayed out.

6.3.16 EGU Max

Enter a maximum engineering unit value for the point. This value is only used for registers defined as
analog quantities. All entries in this column may be changed at once by clicking on the header. If ACC or
None was chosen as the type of point, EGU Max will be grayed out.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click Next>> to go to the
next 16 points, if applicable. Click <<Prev to navigate to the previous 16 points, if applicable. Page n of n
tells you which page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click the Cancel button to discard changes and return to the IED
Configuration screen. Click the Submit button to accept the changes and return to the IED Configuration
screen.

Please note: No configuration changes take effect until the RTU is reset.
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6.4 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 6-6 Data Display Screen

Configuration | Data Display | Command | Up/Download
Config@WEB

References
Analog Inputs
Senal Comm

Applications Ethernet Comm

Analog Outputs

HSPCI

JIITHT
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 6-7 Display Communication Port Data

Display Communication Port Data

Port Comm Display
e [F1S[OR|  wame | pooco ot pona
K

Port #1 K RTU to IED Quantum | View| | PortData |
Fort#2 K K Port 2 Mone
Fort#2 K K Port 3 Mone
Fort &4 K K Port 4 Mone
Fort#5 K K Port 5 Mone
Fort #6 K K Port & Mone
Fort &7 K K Port ¥ Mone
Fort #3 K K Port & Mone
Fort#9 K K Port 8 Mone
Fart#10 K K Part 10 Mane
Faort#11 K K FPart 11 Mane
Fort#12 K K Port 12 Mane

Communication Associations

6.4.1 Port Number
Physical Port number of the RTU.

6.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

6.4.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

6.4.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

6.4.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

6.4.3 Name

The port name given during configuration or default name accepted.
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6.4.4 Protocol

The configured protocol for this port.

6.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

6.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

6.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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6.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 6-8 Quantum Communication Counters Display

Quantum Communication Counters Display
Port#:4 Fort Mame : Port 4

Cpam | Comortame | coms |

Messages Sent
Messages Received
Mo Replies 63

Rx Timeouts
Security Errors
IB Timer Errors
Overrun Errors
Framing Errors

Parity Errors

o E

L¥ N T (e TN O 5 Y N Y Y 86 B S
[ g o O e e g o

Data Trap

6.4.9 Point Number

A logical point number for reference only.

6.4.10 Counter Name

The following counters are monitored:

6.4.10.1 Messages Sent
This indicates the cumulative number of transmitted messages since the last reset or power-up.

6.4.10.2 Messages Received
This indicates the cumulative number of received messages since the last reset or power-up.

6.4.10.3 No Replies
This indicates the cumulative number of transmitted messages that did not receive a response since
the last reset or power-up. This count can be affected by the Rx timeout delay value.
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6.4.10.4 RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

6.4.10.5 Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

6.4.10.6 IB Timer Errors
This indicates the cumulative number of Interbyte timer errors since the last reset or power-up.
This count can be affected by the setting of the Interbyte Time in configuration.

6.4.10.7 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

6.4.10.8 Framing Errors
This indicates the cumulative number of framing errors since the last reset or power-up. This can
be affected by parity.

6.4.10.9 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

6.4.11 Counts

The counts for each type of Counter.

6.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

6.4.13 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 6-9 Quantum IED Display

Quantum IED Display
Port # . 2 Port Mame ; Port 2

; IED -
IED # IED Mame Address On Scan

1 QrM_IED 1 1 f Wi |

2 QM_IED_2 2 ¥ View |
Back

6.4.14 IED #

The logical number of the IED on this communication channel.

6.4.15 IED Name

The name that was chosen, or accepted as default, during configuration.
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IED Address

6.4.16

The IED Address chosen during configuration.

Config@WEB RTU to IED Protocols

6.4.17 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

6.4.18 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will

Port # : 2
IED #: 1

appear.

Navigation

172

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

From the Quantum IED Display screen, click View under Slave Data to get the screen shown in Figure

2-23.

Figure 6-10 Quantum IED Display
Cuantum Meter Data Display

Port Mame : Port 2
IED Mame : OM_TED_1

'
-

L [ ) I R Y L

COMM STATUS
REGISTER_ 1
REGISTER_ 2
REGISTER_ 3
REGISTER_ 4
REGISTER_S
REGISTER_ &
REGISTER_ ¥
REGISTER_ &
REGISTER_ 9
REGISTER_ 10
REGISTER_ 11
REGISTER_ 12
REGISTER_ 13
REGISTER_ 14
REGISTER_ 15
REGISTER_ 15

6.4.19 Reg

The Register number that is the source of the point.

6.4.20 Point Name

The name that was chosen, or accepted as default, during configuration.
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6.4.21 Mode

Displays the data type as defined in the RTU for each register.

6.4.22 Reg Type

This number shows the variables coming back from the IED. This value is returned in Octet 2 of the
program table. Consult the IED manufacturer's documentation that came with the meter.

6.4.23 Point State

Please see the Config@WEB Secure Software Users Guide.

6.4.24 Point Value

6.5

The value being returned from the meter for each register.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

RS-232 Interface

Unless a splitter or other multi-dropline device is used, only one meter may be connected to an RS-232
communication port at the RTU (i.e., two or more meters may not share the same communication port).
However, additional RTU RS-232 communication ports may be connected to additional meters.

Figure 6-11 shows the connections between an RS-232 RTU and a Quantum Meter using a direct RS-232
connection.

Figure 6-11 Quantum Meter Cable

Ometer Male DB25 RTU Male DB9
Signal Pin Pin Signal
Tx Data 21 2 RxData
Rx Data 22 3 TxData
RTS 23 =—
CTsS 24 ——
CD 25 7 RTS
GND 13 5 GND
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7 Arbiter

Arbiter is a protocol that communicates between the RTU and the Arbiter Systems GPS Satellite-
Controlled Clock. This clock supplies time syncs once per second from an RS232 port.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Arbiter from the Protocol drop-down menu as shown.

Figure 7-1 Arbiter Communication Port Configuration

Communication Port Configuration

Port#1 |K v |K » RTU to IED Arbiter | [ Porto1 | | |
Port#2 (K v|K v - Port 2 EGQET&JED_ Al [Por02 ] | ]
Port#3 K v||K v Port 3 2% [ Portos | | |
Port 24 |K ~[K [ Port 4 ccz;m] [ Porto4 | | |
Port 25 (K [ K Port 5 E]?\JFE':[E’IHLMJ [F'ortDE] [ l
Port#6 |K v|K v Port 6 Electian [ Port06 | | |
IRQE ETI
Port£7 (K v|K v Port 7 Harris (M) [ Port07 | | : ]
Port =8 |K %[ K + Port § !Jnérf.gl}glsc” [PDI‘IDS] [ l
Port 29 [K v|[K v Port 9 Modbus(M) I [ Portos J ]
Port #10 |K ¥||K ~ Port 10 SEL [ Port10 | | |
IRQ6 Sernes VM)

Port#11 (K ¥|K v Port 11 Symax [ Port11 ] | |

Tunnel
Communication Associations — ML?{TR T/ —

8979

C2100H

cocl

cocll

DNPR

FM

Harris (R)

IDLC

L&N v

7.1.1 Port Number
Physical Port number of the RTU.

7.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

7.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).
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7.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

7.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

7.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

7.1.4 Protocol

From the drop-down list, select the protocol for this port.

7.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

7.1.6 Point Operations

Click this button to assign points.

7.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

7.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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7.2 Configure Protocol

Under the heading Configure Protocol, click Port n to configure the Arbiter port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 7-2 Arbiter Communication Channel Configuration

Arbiter Communication Channel Satup
Port#: 1 Faort Mame : RTU to IED

Baud Rate * Se00 |»

Farity * Mone |»

Data Bits * g W

Stop Bits * 1 |»

CTS Delay * 30 (ms)

Fx Timeout * 300 {ms)

B4 Time * 30 (ms)

Interbyte Time * 30 (ms)

Modem Turn Off Time * 0 (ms)

Hardware CTS Mo O yes
Defanlt 50, Hardware DCD ®No Oes
Range: 0 to 250. Time Format ® Local QUTC

| cancel | [ Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for CTS Delay.

7.2.1 Baud Rate (300 —19200)

From the drop-down menu, select the baud rate. The default setting is 9600.

7.2.2 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is None.

7.2.3 Data Bits (5,6,7,8)

Enter the data bits for the associated channel. The default setting is 8.

7.2.4 Stop Bits (0,1,2)

Enter the stop bits for the associated channel. The default setting is 1.

7.2.5 CTS Delay (0 -250ms)

Enter the clear-to-send delay in milliseconds for the associated channel. This is the delay of time the

176

channel will wait to start transmitting following Request-To-Send being asserted. The default setting is 50.
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Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

7.2.6 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 500.

7.2.7 B4 Time (0-250ms)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time required on the
channel following a transmission from the RTU prior to turning on the RTU's receive interrupts. Default
setting 50.

7.2.8 Inter-byte time (0 - 250ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 50 msec.

7.2.9 Modem Turn Off Time (0 —250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 0.

7.2.10 Hardware CTS (No, Yes)

Click the radio button for Yes if you want the Hardware Clear-To-Send option selected. When this option
is selected, the Arbiter will not be polled unless the CTS signal is detected by the communications
controller chip. This signal is examined after the user programmed CTS delay time has timed out. At the
point where the RTU starts its CTS timer, the RTS signal is asserted to the modem. The CTS signal is
asserted by the modem to the RTU after the programmed CTS delay. Configuring a CTS delay in the RTU
along with the hardware CTS will insure a minimum CTS delay of the configured time. The default setting
is No.

7.2.11 Hardware DCD (No, Yes)

Click the radio button for Yes if you want the Hardware DCD selected. When this option is selected, the
channel communications driver will accept requested message data bytes only if the carrier is detected by
the modem. If the carrier is not detected, the data bytes are discarded. The default setting is No.

7.2.12 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the hardware manual for time
settings under the CPU block.

If you want time synchronization from this device, you must know whether the device is sending Local
time or UTC time, then set this radio button to match.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

7.3 Point Operations

The Arbiter has no point operations.

7.4 Data Display

The Arbiter has no Data Display functions.
7.5 Arbiter Systems Satellite-Controlled Clock Interface
7.5.1 Arbiter Systems Model 1084A/B/C

7.5.2 GPS Satellite-Controlled Clock

The following example configures the Arbiter Systems Satellite-Controlled Clock for use with the Telvent
SAGE RTU.

In the following example:

1. [ENTER] means to press the [ENTER] key on the Arbiter keypad.
2. [SETUP] means to press the [SETUP] key on the Arbiter keypad.
3. All other information between the characters [ and "]" is directions used to set the value.

The firmware interface for the Arbiter Systems Satellite-Controlled Clock expects the clock to be
configured in the following way:

Set Main RS-232? [ENTER]
Set Port Config? [ENTER]
Set Baud Rate = 9600 [change to 9600] [ENTER]
Set Word Length = 8 Bits [change to 8 bits] [ENTER]
Set Stop Bits = 1 [change to 1] [ENTER]
Set Parity = OFF [change to OFF] [ENTER]
Set Broadcast? [ENTER]
Set Broadcast = EXT. ASCII [change to EXT. ASCII] [ENTER]
Select UTC or Local = Local [change to UTC] [ENTER]
Set A Event [SETUP]
Set Local Hour [ENTER]
Set Daylight Saving = ON [change to ON] [ENTER]
Set local offset = 5 [change to correct value for local time] [ENTER]
All other setup items, use [SETUP]

When configured in this manner, the Arbiter will transmit the UTC time once each second at the top of the
second.

As there is no security for the broadcast message, the RTU does reasonability checks on the data received
from the clock.

The clock data is rejected for any of the following reasons:

1. Total of 26 bytes not received from clock
2. 1st byte not <CR>

3. 2nd byte not <LF>

4. Time Quality Indicator not ' ' or *?'
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4th byte not '
Year digits not in range of 00 through 99
7th byte not *'

Day digits not in the range of 001 through 365 for normal year or 001 through 366 for leap
year

9. 11th byte not "'

10. Hour digits not in the range of 00 to 23
11. 14th byte not "'

12. Minute digits not in the range of 00 to 59
13. 17th byte not "'

14. Second digits not in the range of 00 to 59
15. 20th byte not "'

16. Milliseconds digits not "000"

17. 24th, 25th or 26th byte not "

Since the year field is only two digits, any year received from the clock that is 70 or greater is assumed to
be in the 20th century (19XX).

© N o u

Any year received that is 70 or less is assumed to be in the 21st century (20XX).

If the RTU does not receive a valid time message from the Arbiter, the RTU will transmit a "B5" ASCI|I
message to the clock in an attempt to cause the clock to change its time message to the correct format for
the RTU firmware to interpret.

The Arbiter sends the time to the RTU every second; the Arbiter driver uses every tenth time sample to set
the system time.
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8 Electran

8.1

The Config@WEB RTU is programmed to accept data in burst mode from one or more Electran units.

The Electran is a substation metering device that accepts metered analog inputs, performs A/D conversion
of these inputs, mathematically processes them, and outputs them in digital form as pseudo-analog and
pseudo-accumulator quantities.

Burst Mode Data Transmission

The user can configure the RTU to operate with one or more Electran units. The meter data is stored in the
RTU internal database for transmission to the master station.

Data communication with the RTU is at 4800 bps asynchronous. Analog points and accumulator points are
transmitted in burst mode, with an updated data burst transmitted every three seconds.

Each analog data point uses a 3-byte packet as follows:

Bit # 7 6 5 4 3 2 1 0
1st byte 0 point # 0 - 127

2nd byte 1 1 MS 6 Data Bits

3rd byte 1 1 LS 6 Data Bits

Bit 6 of the first byte allocates RTU space for 64 or 128 analogs (0=64).

Each accumulator data point uses a 3 byte packet as follows:

Bit # 7 6 5 4 3 2 1 0
1st byte 1 0 0 | point #0 - 31

2nd byte 1 1 MS 6 Data Bits

3rd byte 1 1 LS 6 Data Bits

Bit 4 of the first byte allocates RTU space for 16 or 32 analogs (0=16).

Binary Sign Analog
111111111111 + Full Scale Positive
100000000001 + 1/2048 Full Scale Positive
100000000000 0 Zero
011111111111 - 1/2048 Full Scale Negative
000000000000 - Full Scale Negative

Where one channel with 128 pseudo-analogs and 32 pseudo-accumulators is used, one bit in the first of the
three data bytes for each pseudo data point will be set for pseudo analog points 64 through 127 and pseudo
accumulator points 17 through 31.

The Electran accumulator count continually cycles and has a rollover of FFE (Hex). The RTU increments
its accumulator count by a delta amount equal to the present value received from the Electran minus the
previous value. If loss of power causes the RTU to reinitialize, the Electran will send a value of FFF (Hex)
to the RTU for a period of 10-15 seconds. This will reset the RTU accumulator reference to zero, thereby
resynchronizing the RTU accumulators.
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8.2 Communication Port Configuration

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Electran from the Protocol drop-down menu as shown.

Figure 8-1 Communication Port Configuration

Communication Port Conﬁguration

Port Configu figure Pmnt
e 7 PR :

Port#] (K v K v RTU to [ED Electran v |[ Port01 ] [ configure |
Port#2 K | K v o Port 2 ot e - [ Port02 | | |
Port#3 K ¥ K v Port 3 2179 [ Port03 | | |
Arbiter
Porizd |K ¥ | K+ Port 4 C2020(M) [F'CII'HH] ’ ]
. C2100H(M) .
Port#5 |K ¥ | K v Port 5 ONPM W [F'c:rtDE] l ]
Port#6 K v K v Port 6 [ Port06 | | ]
IRQE |+ - ETI -
Port #7 |K % | K Port 7 Harris (M) [ Fort 07 ] l ]
|
. Modbus(M) .
Port #9 | K 5] ¥ & e Quantum [F'ortDEl] ’ ]
Port#10 K v| K v Port 10 SEL [ Port10 | | ]
IRQE |+ Series V(M)
Port 211 |K | K v Port 11 Symax [ Port11 | | ]
. Tickle -
Port=12 K ¥ K ¥ Port12 . Transdata [ Port 12] ’ ]
Tunnel
Communication Associations —MTU-RTU —
8979
C2100H
chCl
cocl
OMNPR
F
Harris (R}
IDLC
LE&N hd
8.2.1 Port Number
Physical Port number of the RTU.
8.2.2 RTS and DTR
Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.
Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.
8.2.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).
8.2.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
S2200-AAA-00004 Baseline Document Version 6.5

Proprietary and Confidential to Schneider Electric



Chapter 8 - Electran Config@WEB RTU to IED Protocols 182

RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

8.2.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

8.2.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

[ Cancel ][ Submit ]

8.2.4 Protocol

From the drop-down list, select the protocol for this port.

8.2.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

8.2.6 Point Operations

Click this button to assign points.

8.2.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

8.2.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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8.3 Configure Protocol

Under the heading Configure Protocol, click Port n to configure the Electran port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 8-2 Electran Communication Channel Configuration

Electran Communication Channel Setup

Port#:1 Fort Mame : RTU to IED

Baud Rate * 4800 v

Parity * Odd »

Data Bits * g W

Stop Bits * 1w

Fx Timeout * e000  [{ms)

Delay for first byte * 10 (ms}
Default- 6000. Interbyte Time * 10 (ms)

Eange: 0 to 60000.

| cancel | | Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Rx Timeout.

8.3.1 Baud Rate (300 - 19200)

From the drop-down menu, select the baud rate. The default setting is 4800.

8.3.2 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is Odd.

8.3.3 DataBits (5,6,7,8)

Enter the data bits for the associated channel. The default setting is 8.

8.3.4 Stop Bits (0,1,2)

Enter the stop bits for the associated channel. The default setting is 1.

8.3.5 RxTimeout (0-60,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 6000.

8.3.6 Delay for First Byte (1ms) (0 to 60,000)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device to begin its
response before the MTU assumes it is not going to reply and moves on to the next device. This parameter

is typically set long because of delays in IED response. Valid entries are in the range of 0-60,000 ms. The
default setting is 10 ms.
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Note: This timer must be less than Rx Timeout (above).

8.3.7 Interbyte time (0 — 250ms)

Enter the interbyte time for the associated channel. The interbyte time is the time allowed for the next byte
of a message to be received after a byte has been accepted before the RTU discards the partial message and
begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 10 msec.

Please note: No configuration changes take effect until the RTU is reset.

8.4 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear.

Figure 8-3 Electran IED Configuration

Electran IED Configuration

Pot# 1 Faort Mame : RTU to IED
IED#:1 IED Mame : Electran_IED_1

Analogs Inputs 128

Accumulators 32 Edit

8.4.1 Type

The type of point.

8.4.2 Number

8.4.2.1 Analog Inputs (0 —128)
Enter the number of Analog points.

8.4.2.2 Accumulators (0 - 32)
Enter the number of Accumulators points.

8.4.3 Edit

Click the Edit button to edit points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
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8.4.4 Electran Analog Input Configuration

From the Electran IED Configuration screen, click on Edit for Analogs. A screen similar to Figure 2-13
will appear.

Figure 8-4 Electran Analog Input Configuration

Electran Analog Input Configuration

Pot#1 Faort Mame : RTU to IED
IED# @1 IED Mame : Electran_IED_1

Fage 1 of 8 GUTUI:I Mext ==

IED_ANALOG 0
1 |IED_ANALOG 1 | |-100 | 100 ;\ﬁ
2 |[IED_ANALOG 2 | [-100 | [100 /g::;r'fg‘;” Header to
3 |IED_ANALOG 3 | |-100 | 100
4 |IED_ANALOG 4 | |-100 | 100
5 |IED_ANALOG 5 | |-100 | 100 andlor change
& |IED_ANALOG 6 | |-100 100 7T
7 |IED_ANALOG 7 |] -100 | 100 |
8 |IED_ANALOG 8 | |-100 | 100 |
9 |IED_ANALOG @ | |-100 | 100 |
10 |IED_ANALOG 10 | |-100 | 100 |
11 |IED_ANALOG 11 | |-100 | 100 |
12 |IED_ANALOG 12 | |-100 | 100 |
13 |IED_ANALOG 13 | |-100 | 100 |
14 |IED_ANALOG 14 | |-100 | 100 |
15 |IED_ANALOG 15 | |-100 | 100 |

| cancel | [ submit |

8.4.5 Point

Protocol logical point number. This number cannot be changed.

8.4.6 Name

Enter the name of the point (or accept the default name).

8.4.7 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

8.4.8 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.
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8.4.9

8.4.10 Point

Navigation

Config@WEB RTU to IED Protocols

186

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click

the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

Electran Accumulators Configuration
From the Electran IED Configuration screen, click on Edit for Accumulators. A screen similar to Figure

8-5 will appear.

Port # 1
IED# :1

Figure 8-5 Electran Accumulators Configuration

Electran Accumulators Configuration

Page 1 of 2

Fort Mame : RTU o IED
IED Mame : Electran_IED 1

coTo|  |[69) Next ==

(pont | Mame

[ L T o ! L 1 o 1 e T B e

[ T A 1 T —_
m B W M = D

\IED_ACC_ D

\IED_ACC_ 1

\IED_ACC_ 2

\IED_ACC_ 3

\IED_ACC_ 4

\IED_ACC_5

\IED_ACC_6

\IED_ACC_7

\IED_ACC_ 8

\IED_ACC_ 9

\IED_ACC_ 10

\IED_ACC_ 11

\IED_ACC_ 12

\IED_ACC_ 13

\IED_ACC_ 14

\IED_ACC_ 15

[ Cancel | [ Submit |

Protocol logical point number. This number cannot be changed.
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8.4.11 Name

Enter the name of the point (or accept the default name).

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

8.5 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 8-6 Data Display Screen

Configuration | Data Display J Command | Up/Download
Config@WEB

References
Analog Inputs

Senal Comm

Applications Ethernet Comm

Analog Outputs

JTITHT

S
Ty
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 8-7 Display Communication Port Data

Display Communication Port Data

Port Comm Display
| mper | FTS[OR[ wme | powcol o) o
K

Port #1 K RTUte IED Electran [view] | portData |
Fort &2 K K Port 2 Mone
Fort#2 K K Port 3 Mone
Fort &4 K K Port 4 Mone
Fort #5 K K Port 5 Mone
Fort #6 K K Port & Maone
Fort &7 K K Port ¥ Mone
Fort#8 K K Port 8 Mone
Fort#9 K K Port 9 Mone
FPort#10 K K FPart 10 Miane
FPaort #11 K K Port 11 Maone
FPort#12 K K Port 12 Maone

Communication Associations

8.5.1 Port Number
Physical Port number of the RTU.

8.5.2 RTSandDTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

8.5.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

8.5.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

8.5.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

8.5.3 Name

The port name given during configuration or default name accepted.
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8.5.4 Protocol

The configured protocol for this port.

8.5.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

8.5.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

8.5.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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8.5.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 8-8 Electran Communication Counters Display

Electran Communication Counters Display
Port#:1 Fort Mame : Port 1

Msgs Received
RX Timeouts
B4 Timeouts
IB Timeouts
Parity Errors

Overruns

Framing Errors

P I
o R e e e e et e

L= R TN SSRTPY I N

Data Trap

8.5.9 Point

A logical point number for reference only.

8.5.10 Counter Name

The following counters are monitored:

8.5.10.1 Messages Received

This indicates the cumulative number of valid received messages since the last reset or power-up.

8.5.10.2 RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

8.5.10.3 B4 Timeouts
This indicates the cumulative number of B4 Timer Violations. This count can be affected by the
setting of the Delay for first byte in configuration.
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8.5.10.4 IB Timer Errors
This indicates the cumulative number of IB Timer errors since the last reset or power-up.. This
count can be affected by the setting of the Interbyte Time in configuration.

8.5.10.5 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

8.5.10.6 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

8.5.10.7 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

8.5.11 Counts

The counts for each type of Counter.

8.5.12 DataTrap

Please see the Config@WEB Secure Software Users Guide.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

8.5.13 Electran IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 8-9 Electran IED Display

Electran IED Display

Pot#:1 Fort Mame : RTU to IED
IED#:1 IEC Mame : Electran_IED_1

e | tumoer | Vew
Analog Inputs 128
Digital Inputs 1
Accumulators 32

8.5.14 Type

The type of point.

8.5.15 Number

The number of points of each type configured for this logical RTU.

8.5.16 View

Click the View button to view points.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

8.5.16.1 Analog Inputs
From the Electran IED Configuration screen, click View for Analog Inputs. Reference the screen shown in

Figure 5-11.
Figure 8-10 Electran Analog Inputs Display
Electran Analog Inputs Display
Port 5 :1 Fort Mame : RTU o IED
IED#:1 IED Mame : Electran_IED_1
Pagel of 8 T MNext==
1] IED_AMALOG O F -100.000 -2048
1 IED_AMNALOG 1 F -100.000 -2048
2 IED_AMALOG 2 F -100.000 -2048
3 IED_AMNALOG 3 F -100.000 -2048
4 IED_AMNALOG 4 F -100.000 -2048
5 IED_AMALOG 5 F -100.000 -2048
b IED_AMALOG & F -100.000 -2048
i IED_AMALOG 7 F -100.000 -2048
8 IED_AMNALOG 8 F -100.000 -2048
g IED_AMALOG 9 F -100.000 -2048
10 IED_AMALOG 10 F -100.000 -2048
11 [ED_AMALOG 11 F -100.000 -2048
12 [ED_AMALOG 12 F -100.000 -2048
13 IED_AMALOG 13 F -100.000 -2048
14 IED_AMALOG 14 F -100.000 -2048
15 IED_AMALOG 15 F -100.000 -2048
Back |

8.5.17 Point

The logical number of the point.

8.5.18 Point Name

The point name.

8.5.19 Point State
Please see the Config@WEB Secure Software Users Guide.

8.5.20 Point Value

The engineering unit (EGU) value being calculated by the RTU based on the settings of the EGU min,
EGU max, and the current binary value being returned by the meter.

8.5.21 Point Counts

The binary counts being returned from the meter for each point.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

8.5.21.1 Digital Inputs
From the Electran IED Configuration screen, click View for Digital Inputs. Reference the screen shown in
Figure 8-11.

Note: The only Digital Input point available is the COMM_STS.

Figure 8-11 Electran Digital Inputs Display

Electran Status Inputs Display

Port#:1 FortMame : RTU to IED
IED #: 1 IED Mame : Electran_IED 1

Fagel of 1 GoTo
_Pomt | PomName | PontStatus | PoitState | -

=1 COMM_STS CLOSE .

8.5.22 Point

The logical number of the point.

8.5.23 Point Name
The point name. The only Digital Input point available is the COMM_STS.
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8.5.24 Point Status

Not applicable to Electran.

8.5.25 Point State

Config@WEB RTU to IED Protocols

Indicates that point is either OPEN or CLOSED.

8.5.26 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

194

Note: A CLOSED (red) point indicates that the comm. channel is failed. An OPEN (green) point

indicates that the comm. channel is operational.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click <<Prev
to navigate to the previous 16 points, if applicable. Page n of n tells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the Go button. Click
Next>> to go to the next 16 points, if applicable. Click the Back button to return to the previous screen.

8.5.26.1 Accumulators
From the Electran IED Display screen, click View, then click Accumulators. Reference the screen shown

below.

Pot#:1
IED #: 1

00 = N L

=
Lo L) R o B

—
(=]

Fagel of 2

IED_ACC_ 0
IED_ACC_ 1
IED_ACC_2
IED_ACC_3
IED_ACC_4
IED_ACC_5
IED_ACC_&
IED_ACC_7
IED_ACC_8
IED_ACC_ S
IED_ACC_ 10
IED_ACC_ 11
IED_ACC_ 12
IED_ACC_ 13
IED_ACC_ 14
IED_ACC_ 15

Figure 8-12 Electran Accumulators Inputs Display
Electran Accumulator Inputs Display

Part Mame : RTU to IED

Point
Status

T

b 8 e e i e e e e o e i e i e e B i i i R |

IED Mame : Electran_IED_1

Mext==

[ R v N s e v e v v s s s s s s s g e

8.5.27 Point

Protocol logical point number.

Back
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8.5.28 Point Name

The point name.

8.5.29 Point State
Please see the Config@WEB Secure Software Users Guide.

8.5.30 Count

The counts from the IED.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.
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O SEL

9.1

9.1.1

9.1.2

Special Features

The SEL protocol communicates between the RTU and a SEL relay controller. The SEL interface allows
for fast meter, fast target, and fast operate communications between the RTU and the SEL relay controller.

The RTU can be configured to poll one or more SEL controllers using SEL protocol. Each SEL controller
requires its own physical connection to the RTU via a communications port because this type of SEL
interface cannot be party-lined. Most of the newer SEL relays support the DNP protocol, which can be
party-lined. However, DNP does not support the port tunneling function most relay personnel are
interested in (see below).

Auto Configuration

The Auto Configuration feature saves time. When you click on AUTO_CONFIG, the RTU interrogates the
newer-style relay controllers for their configuration, including point names, and populates the RTU’s
database. Once the SEL device’s configuration is uploaded to the RTU, it is a simple drag-and-drop task to
map the points of interest to the protocols or applications within the RTU.

Tunnel Function

In addition to fast messaging, this interface allows you to tunnel directly through the RTU to a SEL port.
You can use terminal messages to change relay configuration, check on relay health, and to get relay
reports and files not normally associated with SCADA data. This tunneling function is independent of
polling. That means you may query the SEL controller while the RTU performs its normal polling
operations.
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mmunication Port Configuration

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click SEL from the Protocol drop-down menu as shown.

Figure 9-1 Communication Port Configuration

Communication Port Configuration

Port . | Configure Configure Point Copy
e <75 TR
Port#1 |K [»|[K v RTU to [ED Mone ~ [ Port 01 ] [ Configure ]
—RTUHED —
Port#2 (K v[K v o Port 2 2179 [ Portoz | | )
Port#3 [K v|K v Port 3 Caoze) [Port03 ] | |
Port#4 |K ¥||K v Port 4 C2100H(M) [ Port04 | | |
Port#5 |K v K » Port & Electran [F'Ol't%] [ - ]
Port=6 K v K v Port 6 E;:-ns M [ Port06 | | : |
i LY LIV
Port #7 | K S| K & Port 1 iewpasc) [MiLeeoz Ji - ]
Port#8 K v| K v Port § ModbusM) [ Port08 | | |
Part=9 K v]K v Part9 [Fors ] | |
. Series V(M)
Port%l[] K | K o6 B Port 10 Si:”;ili I"I [F'ortm] [ ]
Port #11 |K v||K v Port 11 Tickle [ Port11 | | |
Transdata L
Port #12 | K v || K » Port 12 Tunnel [F'Ol't 12] [ ]
—MTLU-RTL —
Communication Associations g%i%EH
chcl
cocl
DMFR
FM
Harris (R)
IDLC
L&MN b
Port Number

Physical Port number of the RTU.

RTS

and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

9.211

9.21.2

"K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
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complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

9.2.1.3 "L" represents Negative RS232 Voltage.

The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Protocol

From the drop-down list, select the protocol for this port.

Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

Point Operations

Click this button to assign points.

Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

Communication Associations

Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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9.3 Configure Protocol

Under the heading Configure Protocol, click Port n to configure the SEL port. You may accept all defaults
or fill in the form according to the information following Figure 2-2.

Figure 9-2 SEL Communication Channel Configuration

SEL Communication Channel Setup

Fort#: 1 Pordt Mame : RTU to IED
Relzy Name Get Event Data (HIS) ®No OYes
Protocal Type SEL_AUTO v [ AUTO_CONFIG ] Event/SER Buffer Size 64 (kBytes)
Relay Type Check Events Interval (sec)
Level 1 Password OTTER Cycle Time After Event (sec)
Check ID on Restart O None @ Full O Relay Type Only lgnore Events Glder Than 2 (hours)
Include Targets CinNo & Yes Time to Ignore Events After Event (sec)and
et SER Data ®nNe OvYes Reset Location after ignore times out
Check SER Interval (sec) Get Fault Data (EVE] Mo Yes
SER Records to Read Samples per Cycle 4 16
Baud Rate * QB00 W Events to Store

Parity * Mone [»

Data Bits * g W

Stop Bits * 1

CT=s Delay * 20 (ms)

Ry Timeout* 5000 |ims)

Delay for first byte 1000 |(ms)

Interbyte Time * 20 (ms)

Retries Before Failing Points |3

Hardware CTS @nNo OYes

Hardware DCD ® Mo O Yes

Foll Time 100 (ms)

Accumulator Units Kio |»

Invert Trip/Close @no O ves

[ Export | [ Import | [ Cancel | [ Submit |

Auto Configuration is a special feature explained in the next section.

Note: All communication parameters with an asterisk * beside their names can be changed on the
fly. That is, the change will take effect after Submit without having to reset.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 9 - SEL Config@WEB RTU to IED Protocols 200

9.3.1 AUTO_CONFIG

For the AUTO_CONFIG to work, the SEL task must be running in the RTU. This means you must select
“SEL” as a protocol, reset the RTU, then perform the AUTO_CONFIG steps. Follow the Notes steps to
ensure proper functioning.

Notes:

1) Select SEL for the protocol on the port of choice.

2) Set the communications parameters correctly (baud rate, etc.) for the particular SEL device.
3) Select “SEL_AUTO” for “Protocol Type” field beside the AUTO_CONFIG button.

4) Enter the correct Levell Password for the SEL device.

5) Reboot the RTU. This allows the SEL task to start running.

6) Run AUTO_CONFIG as detailed below.

7) Select the data points to be stored in the RTU database.

8) Reboot the RTU. This allows the RTU to start scanning the IED for its configured /O points.

9.3.1.1 Detailed Procedure

Note: If event data or Sequence of Events Report (SER) data are required, set the appropriate
checkboxes, click “Submit” and return to the configuration page before clicking on
AUTO_CONFIG. The RTU needs to send additional commands to the relay to acquire data on
these inputs.

When you select SEL_AUTO as the Protocol Type, then click the AUTO_CONFIG button, the RTU
queries the SEL device’s database, then brings those points, including point names, back to the RTU. The
process is shown in the series of Figures below.

Microsoft Internet Explorer E]

9 Ay configuration changes made will be lost,
‘*-'.'/ Do you wish bo continue,

[ ok { [ Cancel

Click OK in response to the above dialog box. You will get a sequence of messages on the progress of
AUTO_CONFIG, as shown below. The final message should be “Auto Config completed successfully”, as
shown.

Auto Config Status. ALto Config Status. AUto Config Status,

Replacing Config. Starting Auto Config. Logging an

Auto Config Status. AUto Config Status. Auto Config Status.
Getting ID Getting FM config Getting O names
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Microsoft Internet Explorer El

L "_-q Auto Config completed successfuly
L]

The end result of a successful Auto Config is shown in Figure 9-3. Notice the comments. Also shown is
the result of clicking “Get Event Data.” If Auto Config fails, Table 9-1 shows the meaning of failure
messages.

Figure 9-3 After Running Auto Configure

SEL Communication Channel( Picks up the Relay
Name (RID) from the
SEL device. This
field is editable after

Fort Mame . RTU to IED

Relay Mame an AUTO_CONFIG. ®No Oves
Protocol Type SEL_AUTO v | [__AUTO_CONFIG | - 64 | (kBytes)
Relay Type Check Events Interval (sec)
Level 1 Password OTTER Cycle Time After Event (sec)
Check ID on Restart O MNene & Full O Relay Type Only *iﬂﬂﬂ\ffpicks up the Relay 2 (hours)
Include Targets O No & Yes M Type (FID) fromthe  ent (sec)and
Get SER Data ®no OYes 1§islla ?:geéd}l;glt;e, erignore times out
Check SER Interval (sec) Get Mo ifes
SER Records to Read Samples per Cycle 4 16
Baud Rate * QB00 W Events to Store

Parity * Mone »

Data Bits * g

Stop Bits * 1

CTE Delay ~ 20 (ms)

Ry Timeout* 5000 |ims)

Delay for first byte * 1000 |{ms)

Interbyte Time * 20 (ms)

Retries Before Failing Points |3

Hardware CTS @nNo OYes

Hardware DCD ®No OYes

Poll Time 100 (ms)

Accumulator Units Kio |»

Invert Trip/Close ®no OYes

[ Export | [ Import | [ Cancel | [ Submit |

Default: 5000.

Range: 0 to 60000.

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Rx Timeout.
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If the auto configuration process detects an error, one of the following failure messages may be displayed.

Table 9-1 SEL Auto Config Failure Messages

Message

Meaning

Failed to log in

Unable to obtain Level 1 access to the relay. This most often occurs either because the
baud rate or the password was incorrect.

Failed to get ID

Did not get a recognizable response to either the ID command or the SHOWSET
command

Failed getting FM config

Unable to read the Fast Meter configuration message A5C1*

Failed to read BNA

Unable to read the binary names via the BNA command.

Failed to read DNA

Unable to read digital point names via the DNA command.

Failed Fast Operate cfg

Unable to read the Fast Operate configuration message ASCE*

Failed - no memory.

Unable to obtain temporary memory space in the RTU.

Failed to open IED file

Could not open the SEL IED configuration file iedspr.xml

Failed open template file

Could not open the protocol template configuration file ptemp.xml

Failed updating ANA tags

An error occurred wile updating the configuration file for SEL analog points.

Failed reading CAS

Could not read or parse the compressed ASCII (CAS) response needed for processing
event data.

Failed reading HIS

Could not read or parse the uncompressed event history (HIS) response.

Failed reading CEV

Could not read or parse the compressed event (CEV) segment of the CAS response
needed to process full (CEV) event reports.

Failed updating STS tags

An error occurred while updating the SEL status point configuration file.

Failed updating SBO tags

An error occurred wile updating the control output configuration file.

Failed to open port file

Could not open the port file (portxx.xml) for update.

Failed to update config

An error occurred in updating the IED configuration file iedspr.xml

Finished -- failed

Auto configururation failed for an unknown reason.

* Refer to SEL Application Guide AG95-10 for the formats of the auto configuration messages.

Relay Name

Type in the name of the relay. AUTO_CONFIG will pick up the name from the SEL (RID), but it will still

be editable.

Protocol Type

Select a protocol type from the drop-down menu. The choices are as follows:

SEL_AUTO and [__AUTO_CONFIG

Select “SEL_AUTO” to perform auto configuration and follow steps above. This works with
newer relays (300 and above). The AUTO_CONFIG button is not valid for any other “protocol
types”. SEL._AUTO is the default.

Select X51 for protocol type if the relay is a SEL 151 or 251. The RTU will automatically default
to an appropriate configuration for this type of relay.

Select X21 for protocol type if the relay is a SEL 121 or 221. The RTU will automatically default
to an appropriate configuration for this type of relay.

9.3.1.2
9.3.1.3 X51
9314 X21
9.3.15

XPG10

Select XPG10 for protocol type if the relay is a SEL 1PG10 or 2PG10. The RTU will
automatically default to an appropriate configuration for this type of relay.
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9.3.1.6 X21F

Select X21F for protocol type if the relay is a SEL 121F or 221F. The RTU will automatically
default to an appropriate configuration for this type of relay.

Note: Some versions of X21F firmware may not work unless “Include Targets” is set to “No”.

9.3.1.7 X51C

Select X51C for protocol type if the relay is a SEL 151C or 251C. The RTU will automatically
default to an appropriate configuration for this type of relay.

9.3.1.8 251-2

Select 251-2 for protocol type if the relay is a SEL 251-2. The RTU will automatically default to
an appropriate configuration for this type of relay.

9.3.19 279H

Select 279H for protocol type if the relay is a SEL 279H. The RTU will automatically default to
an appropriate configuration for this type of relay.

9.3.1.10 NO DATA

The "NO DATA" protocol type is used to allow only the tunnel function to the relay. When in this
mode, the RTU will log on to the relay and send "ID" commands to verify the state of the
communications link and update the communications status point associated with the relay.

Relay Type

Enter the type of relay. The default is Unknown. If the protocol type is SEL Auto, this field will be grayed
out and non editable. AUTO_CONFIG will pick up the type (FID) from the SEL device during auto
configuration.

Level 1 Password

Enter the Level 1 Password for the connected SEL device. This is required for the auto-configuration
function. The default is OTTER.

Check ID on Restart

Note: This field doesn’t apply for relays that can’t be auto configured.

9.3.1.11 None

No check that the relay is the same as that autoconfigured.

9.3.1.12 Full

Check the entire ID string to see that the relay connected is the same model and firmware version
as that auto configured.

9.3.1.13 Relay Type Only

Check only that the relay is the same model as that auto configured.

Include Targets

Some 100- and 200- series relays do not return targets. For them, Include Targets must be set to No so the
RTU will send the correct fast meter command.

Get SER Data (No, Yes)

Select Yes or No to SER Data. The default is No. (Note: SER means Sequence of Events Recorder.)
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Check SER Interval (10 — 86400 sec)

Enter the time in seconds to check for SER data. The default is every 10 sec.

SER Records to Read (1 —50)

Enter the number of SER records to read. The default is 5.

Baud Rate (300 — 19200)

From the drop-down menu, select the baud rate. The default setting is 9600.

Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is None.

Data Bits (5,6,7,8)

Enter the data bits for the associated channel. The default setting is 8.

Stop Bits (0,1,2)

Enter the stop bits for the associated channel. The default setting is 1.

CTS Delay (0 to 250ms)

Enter the clear-to-send delay in milliseconds for the associated channel. This is the delay of time the
channel will wait to start transmitting following Request-To-Send being asserted. Valid entries are in the
range of 0-250 msec. The default setting is 20.

Rx Timeout (0 —60,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 500.

Delay for First Byte (0 to 60,000ms)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device to begin its
response before the RTU assumes it is not going to reply and moves on to the next device. This parameter
is typically set long because of delays in IED response. Valid entries are in the range of 0-60,000 ms. The
default setting is 50 ms.

Note: This timer must be less than Rx Timeout (above).

Interbyte time (0 — 30000ms)

Enter the interbyte time for the associated channel. The interbyte time is the time allowed for the next byte
of a message to be received after a byte has been accepted before the RTU discards the partial message and
begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 20 msec.

Please note: No configuration changes take effect until the RTU is reset.

Retries Before Failing Points(0 — 10)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

Hardware CTS (No, Yes)

Click the radio button for Yes if you want the Hardware Clear-To-Send option selected. When this option
is selected, the IEDs will not be polled unless the CTS signal is detected by the communications controller
chip. This signal is examined after the user programmed CTS delay time has timed out. At the point where
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the RTU starts its CTS timer, the RTS signal is asserted to the modem. If no hardware CTS signal is

present, the port aborts the transmission and tries again. Configuring a CTS delay in the RTU along with
the hardware CTS will insure a minimum CTS delay of the configured time. The default setting is No.

Hardware DCD (No, Yes)

Click the radio button for Yes if you want the Hardware DCD selected. When this option is selected, the
channel communications driver will accept requested message data bytes only if the carrier is detected by
the modem. If the carrier is not detected, the data bytes are discarded. The default setting is No.

Poll Time(50 — 10000)

Enter the time (in milliseconds) that the RTU will take to poll this IED. The default is 100.

Accumulator Units(Kilo, Mega)

Select the units for the accumulators. The default is Kilo.

Invert Trip/Close (No.Yes)

Allows the logic of Trip/Close to be inverted.

Event Setup

Get Event Data (HIS) (No/Yes)

Extract event summary data (event type, location, etc.) from the event history command (HIS or CHIS).
When set to Yes, Analog and Status points are created at the end of the ANA’s and STS’s to bring back
events as shown below. Please see “Note” below illustration.

Event Analog Points Event Status Points
SEL Analog Inputs Configuration SEL Status Configuration
Fort# .2 Part Mame : Part 2 Port#:3 Port Mame : SEL_Mews
IED#% 1 IED Mame : FEEDER 1 IED# -1 IED Narme - FEEDER 1
== Previous Page 3 of 4 GQTUI—EI Mext == Page 106 GOT0|:| Next ==
|| | e e (] it
33 |veaT [ o | 300  ves " No o |l |
34 HIS-MONTH | o | 100 & Yes " No 1 [NewEvent | ®Yes Ono
35 sy o [100 e e 2 EventTargetl | ®ves Ono
¢ TEER | . [0 & ves © No 3 EventTarget2 | @ves Ono
4 EventTarget3 | ®Yes O No
37 |HISHOUR | o | 100 @ ves C No
5  |EventTarget4 | ®ves Ono
38 HSMN [ o | 100 £ Yes £ No B EventTargets | ®ves Ono
3 HisseC | o | 100 @ Yes € No 7 EventTargett | @®ves Ono
40 |HIS-MSEC | o | 100 @ Yes  No 8 |[EventTargets | @ves ONo
41 HISEVENT | o | 1000 & ves © No g EventTargetd | ®ves Ono
42 [HIS-LOCATION | o | 100  Yes € No 10 |EventTargetd | ®ves Ono
43 |HIS-CURR | o | 100 & vYes T No 11 |EventTargetl0 | ®ves Ono
44 |HISFREQ | s | & & ves " No 12 |EventTargetll | ®ves Ono
45 |HIS-GROUP | o | 100  Yes C No 13 |EventTarget12 | @ves Qo
46 |HISSHOT [ o [ 100 & Yes © No 14 |EventTarget13 | ®ves Ono
47 [EvEFREQ [ss [ 65 & ves " No 15 |EventTargetl4 | ®ves Ono
48 |EVE-SAM/CYC_A | o [ 100 & ves " No [ cancel ] [ submit |
Cancel Submit
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SEL Analog Inputs Configuration SEL Status Configuration
Faort#:3 Port Mame : SEL_MNe Port#:3 Port Mame : SEL_Mew
IEC# 1 |IED Mame - FEEDER 1 IED# .1 IED Mame : FEEDER. 1
== Previous Page 3 of 2 Eolo == Previous Page20of6 coTo Next ==
F Add Points to
oo [ o | e A

ventTarge ¥ M

33 |EventCurrent 0 1000 ®Yes O Mo 2 * =
- Eventr o 100 ® o 17 EventTargetlc @ Yes )Mo

ventFreg Yes Mo
35 s Oves @ MNo
EventGrou ] 16

E Oz @ 19 OYes @ Mo

36 |EventShot i 16 ®Yes ONo 20 OYes ®No
37 |FaultDatal 0 1000 @ves Ono 21 Oves @ No
38  |FaultDataz 0 1000 ®¥es ONo 22 O Yes G)No
39 |FaultData3 0 1000 ®ves O Mo 23 OYes ) No
40  |FaultData4 0 1000 ®ves ONo 24 OYes @ No
41 |FaultData5 i 1000 ®Yes ONo 25 OYes @ No
42 |FaultDatas 0 1000 @Yes ONo = OYes @No
43 [FauttData7 0 1000 @ Yes OMNo & OYes @No

28

44 |FaultDatag 0 1000 ®Yes ONo OYes ®MNo

29 Yi M

[ cancel | [ submit @5 OL0

30 OYes @) No

3 Oves @ MNo
[ cancel | [ submi |

Note 1: Points taken from the Event History are prefixed with “HIS-* to distinguish them from
similar data from other sources. Similarly, points taken from the Event Summary are prefixed
with “EVE-“. These names may be edited if desired.

Note 2: You do not need to set “Get SER Data” to Yes for “Get Event Data (HIS)” to work
properly.

Event/SER Buffer Size (8 — 128 kBytes)

Enter the kByte size to be used for Events. The default is 64 kBytes. (Note: SER means Sequence of
Events Recorder.)

Check Events Interval (10 — 3600 sec)

Enter the interval in seconds in which to check for Events. The default is 300 sec.

Cycle Time After Event (0 —60,000)

Enter the time in seconds for the RTU to listen for more Events after detecting a new one. The default is 15
seconds.

Ignore Events Older Than (-1 — 744 hours)

Enter the number of hours. This prevents old events from being reported again on restart. Enter -1 if all
old event reports are desired. The default is 2 hours.

Time to Ignore Events After Event (0 — 60000 sec)

Enter the time in seconds to ignore events after the event of interest. The default is 15 sec.

Reset Location after ignore times out

If the fault location received from the relay needs to be set to zero after the "Time to Ignore Events After
Event" (the initial event triggering the timer) expires, check this box. The time that the value is reset is
approximate but will always be after the timer expires. The time that the location analog point is set to zero
is affected by the communications timing with the relay. This function is enabled only if the "Time to
Ignore Events After Event" is non zero.
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Get Fault Data (EVE) (No/Yes)

Read the compressed event data (CEV) and extract data from the event summary line (per-phase currents,
etc.).

Note: The CEV command requires about one minute acquiring data, so use of this feature slows
down data acquisition.

Samples per Cycle (4/16)

Choose either 4 samples per cycle or 16 samples per cycle.

Events to Store (0 — 30)

Enter the number of events you wish to store in Flash memory. The default is 10.

Xmit Events via FMS (No/Yes)

"Yes" allows Events to be returned through FMS. If the Feeder Monitor System (FMS) is configured either
on a serial port or an Ethernet socket, the Feeder Monitor Master software can be used to upload event
records to the PC on which the Feeder Monitor Master is running. This can be done either as a text copy of
the event in the form returned by the compressed event (CEV) command to the relay, or in the form used
by the FMS system. In FMS format, only the wave shape records of the three-phase currents and voltages
are returned. SEL offers the option of getting four samples per cycle for 15 cycles or 16 samples per cycle
for 16 cycles, as selected by the “Samples per Cycle” field above.

FMS Feeder No,

If "Yes" is selected to "Xmit Events via FMS", then you must select the appropriate Feeder Number to be
used by the Feeder Monitor Master software. Note that if there are ACI boards configured for the RTU as
well as SEL relays, the first feeder numbers are reserved for the ACI boards, and the “FMS Feeder No.”
should be assigned to the next available records.

Event Data Format

If the “Xmit Events via FMS” option is selected, these options determine the format of the data to be
returned. If SEL format is selected, the Feeder Monitor Master will store events in compressed event
(CEV) format in a directory specified in the Feeder Monitor Master setup. If the FMS format is selected,
the currents and voltages will be extracted from the event report as FMS wave shape records and sent to the
Feeder Monitor Master in a format similar to that used for ACI data

Export

The Export function copies everything in the SEL configuration except the Name to an xml file. The Exp
button exports a configuration in xml format from the SEL to the RTU as a template. The templates are
protocol/IED specific. This template is stored in the RTU. When you choose Up/Download tab and click
on “Get” (get files from RTU), you will transfer these templates to your PC.
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Choose from one of the existing file types (if present), or create a new xml file type. Click Save after your

selection.
Save Template
Feplace Existing
OR)
Create Mew
Import

The Import button imports a configuration in xml format as shown below. Choose from one of the existing
file types (if present) shown in the pull-down menu. If a new file type has been created under Export, that
file type will also show up in the pull-down menu. When you set up another RTU, choose the
Up/Download tab and click “Send” (send files to RTU), the template you save in the first RTU will be
downloaded to the second RTU. Click Get after your selection below.

Load Template w

oad Template n

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

9.4 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear.
Figure 9-4 SEL IED Configuration

SEL IED Configuration
Port # 4 PortMame :Part 4 [ Number field is not ]

[ED#:1 [ED Mame : FEEDER editable.

Type

Analogs nputs

Status Inputs
Accumulatars

Caontrol Qutputs

Back

mijmi|mjf|m
—~ ||~ |||~ ]|~

Type

The type of point.

Number (This field is not editable)
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Edit
Click the Edit button to edit points.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.

9.4.1 SEL Analog Input Configuration

From the SEL IED Configuration screen, click on Edit for Analogs. A screen similar to Figure 2-13 will
appear.

Figure 9-5 SEL Analog Input Configuration

SEL Analog Inputs Configuration

Port # : 4 Part Mame : Part 4
IED # : 1 IED Marme @ STATION A

Page 1 of 3 GaTo Mext ==

, - . . Add Points to
EGU Min | EGLU Max Database

1 A_PH_AMPS -1000
2 B_PH_AMPS -1000
] C_PH_AMPS -1000
4 A_PH_WOLTS ]
3 B_PH_WVOLTS ]
a] C_PH_VWOLTS ] 120\ and/or change o
7 M_AMPS -1000 1000 L —1 @ves OMNo
8 A_PH_WATTS -20000 20000 ®ves ONo
Q B_PH_WATTS -30000 20000 ®ves OMo
10 C_PH_WATTS -30000 20000 ®ves OMo
11 TOTAL_WATTS -9000a0 Q0000 ®ves OMo
12 A_PH_WAR -30000 20000 ®ves OMo
13 B_PH_WAR -30000 20000 ®ves OMo
14 C_PH_WAR -30000 20000 ®ves OMo
15 TOTAL_WAR -9000a0 Q0000 ®ves OMo
16 A _PH_WA -20000 20000 ®ves ONo
| Cancel | | Subrit

Pnt

Protocol logical point number. This number cannot be changed.

Name

Enter the name of the point (or accept the default name).
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EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Add Points to Database

Click “No” if you do not want a point added to the database. The default is Yes.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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9.4.2 SEL Status Configuration

From the SEL IED Configuration screen, click on Edit for Status Inputs. A screen similar to Figure 8-5

will appear.
Figure 9-6 SEL Status Configuration
SEL Status Configuration
Port # 4 Port Marme @ Port 4
IED # : 1 IED Marme : STATION &
Page 1 of 28 GoTo

R > S —
a Current Page »
1 STSET ®ves OMNo ‘-Ialue\*{}} s
2 Oyes ®No
3 [TLED1Z @ves OMNo 1Al Pages
4 TLED13 ®ves OMNo
5 Oves ®Nao
& TLED1S ®ves OMNo
7 TLED16 ®ves OMNo
= TLED17 ®ves OMNo
g TLED18 ®ves OMNo
10 Oves ®Nao
11 | TLEDZ2O @ves OMNao
12 | TLED21 @ves OMNao
13 | TLEDZ22 @ves OMNao
14 | TLEDZ23 @ves OMNao
15 | TLED24 @ves OMNao

| cancel | [ submit |
Point

Protocol logical point number. This number cannot be changed.

Name

Enter the name of the point (or accept the default name).

Add Points to Database

Click “Yes” if you want a point added to the database. By clicking on the header, all points displayed on
this page may be turned ON or OFF with a single radio-button click. The default is No.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

9.4.3 SEL Accumulators Configuration
From the SEL IED Configuration screen, click on Edit for Accumulators Inputs. A screen similar to Figure

9-7 will appear.
Figure 9-7 SEL Accumulators Configuration
SEL Accumulators Configuration
Port #: 4 Port Marme @ Port 4
IED # : IED Mame : STATION &
1 |PH_&_wH ®ves Oha
2 PH_A_WH- ®ves Oha
3 |PH_&_WARH ®ves Oha
4  |PH_A&_WARH- ®ves Oha
S |PH_E_WH ®ves Oha
& PH_B_WH- ®ves ONo
7 PH_B_"&RH ®ves ONo
8  |PH_B_VA&RH- ®ves Oha
9 |PH_C_WH ®ves Oha
10 |PH_C_WH- ®ves Oha
11 |PH_C_ARH ®ves ONo
12 |PH_C_WARH- ®ves Oha
13 | TOT_wWH ®ves Oha
14 | TOT_WH- ®ves Oha
15 |TOT_WARH ®ves ONo
16 |[TOT_WARH- ®ves ONo

| cancel | | submit |

Point

Protocol logical point number. This number cannot be changed.

Name

Enter the name of the point (or accept the default name).

Add Points to Database

Click “No” if you do not want a point added to the database. The default is Yes.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
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return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

SEL Control Outputs Configuration

From the SEL IED Configuration screen, click on Edit for Control Outputs. A screen similar to Figure 9-8
will appear.

Figure 9-8 SEL Control Outputs Configuration
SEL Contrel Outputs Configuration

Port# . 4 Port Mame : Port 4
ED# -1 IED Mame : FEEDER 1
= mm | =
1 BREAKER_1 @ives O Mo

2 REMBIT_1 Latched | (ves Mo

3 REMBIT_2 Latched | (ves Mo

4 REMBIT_3 Latched | (ves Mo

5 REMBIT_4 Latched | (ves Mo

B REMBIT_S Latched | (ves Mo

7 REMBIT_f Latched | (ves Mo

8 REMBIT_7 Latched | (ves Mo

g REMBIT_& Latched | (ves Mo

| Cancel | | Submit |

Point

Protocol logical point number. This number cannot be changed.

Name

Enter the name of the point (or accept the default name).

Type

From the drop-down menu, select either Latched or Pulsed according to the SEL documentation for that
point. If the point is Trip/Close only, such as Breaker Bits, a drop-down menu is not shown.

Add Points to Database

Click “No” if you do not want a point added to the database. The default is Yes.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

9.5 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 9-9 Data Display Screen

Configuration | Data Display |

Config@WEB

Command | Up/Download

References

Analog Inputs

||
e
— e
|
— L
e
—
— L |

Serial Comm

Applications Ethernet Comm

Analog Outputs

Annunciator
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 9-10 Display Communication Port Data
Display Communication Port Data

Comm Display
“ o

Fort #1
Fort#2
Fort#3
Port #4
Fort #5
Fort #6
Fort #7
Fort #38
Fort#49
Fort#10
Fort#11
Port#12

=0 = i = S = o e O e S = = S =S

K

K Fart 1 DMPR View | Port Data

K Port 2 DNPI view|  Port Data |
K Port 3 SEL view|  PortData |
K Fort 4 Mone Vie | Port Data |
K Port Maone \figw | Data |
K Port & Mone Vigw | ‘ort Data |
K Port 7 Mone 2 | Port Data |
K Forts Mone fl=1 | Port Data |
K Faort @ Maong lig | Part: Data |
K Fart 10 Maong lig | Paor Datd |
K Fart 11 Maong e | Paort: Data |
K Port12 Mone £ | Data |

Communication Associations  Config | Backl

Port Number
Physical Port number of the RTU.

RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

9511

9.51.2

9513

Name

"K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

"L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

The port name given during configuration or default name accepted.

Protocol

The configured protocol for this port.
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Comm Counters

Click the View button under Comm Counters to display a set of Communication Counters for this port.

Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

Communication Associations

Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 9-11 SEL Communication Counters Display
SEL Communication Counters Display

Port #:2 Fort Mame : Port 2

“pont | Couertame | coms
1 Messages Sent 467
2 Messages Received 463
3 RX Timeouts 1]
4 Security Errars 1]
] Framing Errors 20
] Invalid Address 0
7 Invalid Function 0
8 Invalid Data Type 1]
] Too Many Bytes 1]
10 Too Few Bytes 1]
11 Hardware CTS Errors 1]
12 B4 Timer Violations 0
13 IB Timer Violations 0
14 Owerrun Errors 1]
15 Parity Errors 1]
16 Hardware DCD Errors 1]

Data Trap
Reset Comm Counters
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A logical point number for reference only.

Counter Name

The following counters are monitored:

9521

9.5.2.2

9.5.2.3

9524

9.5.25

9.5.2.6

9.5.2.7

9.5.2.8

9.5.2.9

9.5.2.10

9.5.2.11

9.5.2.12

9.5.2.13

9.5.2.14

9.5.2.15

Messages Sent
This indicates the cumulative number of valid sent messages since the last reset or power-up.

Messages Received
This indicates the cumulative number of valid received messages since the last reset or power-up.

RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

Invalid Address
This indicates the cumulative number of messages received for which the system global group
address was used by the RTU address was neither the broadcast address nor the RTU ID.

Invalid Function
This field is not used.

Invalid Data Type
This field is not used.

Too Many Bytes
This field is not used.

Too Few Bytes
This field is not used.

Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

B4 Timer Violations
This indicates the cumulative number of B4 Timer Violations. This count can be affected by the
setting of the Delay for first byte in configuration.

IB Timer Errors
This indicates the cumulative number of IB Timer Errors. This count can be affected by the
setting of the Interbyte Time in configuration.

Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.
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9.5.2.16 Hardware DCD Errors

9.5.3

This indicates the cumulative number of DCD errors since the last reset or power-up.

Counts

The counts for each type of Counter.

Data Trap

Please see the Config@WEB Secure Software Users Guide.

Reset Comm Counters

Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

SEL IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 9-12 SEL IED Display

SEL IED Display

Port #: 2 Fort Mame : Port 2
IED#:1 IED Name : SEL-351-R114-WM-2003003-D20010629

Analog Inputs ]
Status Inputs 18
Accumulators 16
Control Qutputs 1
Event Records
(Back]

Type

The type of point.

Number

The number of points of each type configured for this logical RTU.

View

Click the View button to view points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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9.5.3.1 Analog Inputs
From the SEL IED Display screen, click View for Analog Inputs. Notice that the three screen shots shown
below include the Event data, which follows other ANA points.

Figure 9-13 SEL Analog Inputs Display

SEL Analog Inputs Display

219

Port # . 4 Fort Mame : Port 4
IED#:1 IED Marme : FEEDER 1
==Prey Page2 of 4 Go To Mests=
pomt | pomtName | pom Staus | ot vae |
17 B_PH_WA F -30000.000

18 C_PH_WA F -30000.000

19 TOTAL WA F -90000. 000

20 A _PH_PF F -1.000

21 B_PH_PF F -1.000

22 __PH_PF F -1.000

23 TOTAL_FF F -1.000

24 EventMonth F 0.000

29 EventDay F 0,000

26 Event'rear F 0,000

27 EvertHour F 0,000

28 EventMinute F 0,000

29 EventSecond F 0.000

a0 Eventisec F 0,000

a1 EventLocation F 0,000

a2 EventType F 0,000
Back |

. |See the Note under Point Value
Fi header.
Aalog IRPUTS DIsplay

Port # ;4 Fort Warme : Port 4
IEC#:1 IED Mame : FEEDER 1
==Prey Page3 af4 GoTo MNext=>»
pom | pomtName | pomt Staus | ot vaue |
33 EventCurrent F 0.000

24 EventFreq F 0,000

] EventGroup F 0,000

30 EventShot F 0.000

37 FaultDatal F 0.000

38 FaultDataz F 0.000

39 FaultData3 F 0.000

40 FaultDatad F 0.000

41 FaultDatas F 0.000

42 FaultDatas F 0.000

43 14 F -100,000

44 B F -100,000

45 IC F -100,000

46 I F -100,000

47 WA F -100,000

43 WE F -100,000
Back |
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Figure 9-15 SEL Analog Inputs Display
SEL Analog Inputs Display

Port #: 4 FPaort Mame : Port 4

[ED#:1 [ED Marme : FEEDER 1
==Prey Paged of 4 &o To

40 WiC F -100.000

S0 W5 F -100.000

51 FREC F 55,000

52 YBAT F 0.000

Point
The logical number of the point.

Point Name

The point name. Only those points that were set to Yes under Add Points to Database will appear here.

Point State

Please see the Config@WEB Secure Software Users Guide.

Point Value

This is the engineering unit (EGU) value being calculated by the RTU based on the settings of the EGU
min, EGU max, and the current binary value being returned by the meter.

Note: The Point Value of the Point Name “EventType” is detailed in Table 9-2, where the Point
Value corresponds to the Code #. As an example, if the Point Value for EventType is “5”, then
the Event is “ER2”, which means, “SELogic control of equation setting ER2”. Notice that there is
a Code # 0, which means, “Unknown event type”.

Note: The SEL protocol supports the Tunnel Function and Event checking simultaneously.
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Table 9-2 SEL Event Type Point Value

| Event Code# | Description

0 Unknown event type
TRIG 1 Execution of TRI serial port command
PULSE 2 Execution of PUL serial port command
ER 3 SELogic control of equation setting ER
ER1 4 SELogic control of equation setting ER1
ER2 5 SELogic control of equation setting ER2
CLS3 6 Assertion of Relay Word bit CLS3
CLS2 7 Assertion of Relay Word bit CLS2
CLS1 8 Assertion of Relay Word bit CLS1
TRIP4 9 Assertion of Relay Word bit TRIP4
TRIP3 10 Assertion of Relay Word bit TRIP3
TRIP2 11 Assertion of Relay Word bit TRIP2
TRIP1 12 Assertion of Relay Word bit TRIP
TRIP 13 Assertion of Relay Word bit TRIP2
TRP1 14 TRP1 tripping element assertion
TRP2 15 TRP2 tripping element assertion
TRP3 16 TRP3 tripping element assertion
ABG 17 Two phase-to-ground fault
ABGT 18 Two phase-to-ground fault with trip
ACG 19 Two phase-to-ground fault
ACGT 20 Two phase-to-ground fault with trip
CAG 21 Two phase-to-ground fault
CAGT 22 Two phase-to-ground fault with trip
BCG 23 Two phase-to-ground fault
BCGT 24 Two phase-to-ground fault with trip
AB 25 Phase-to-phase fault
ABT 26 Phase-to-phase fault with trip
AC 27 Phase-to-phase fault
ACT 28 Phase-to-phase fault with trip
CA 29 Phase-to-phase fault
CAT 30 Phase-to-phase fault with trip
ABC 31 Three phase fault
ABCT 32 Three phase fault with trip
AG 33 Single phase-to-ground fault
AGT 34 Single phase-to-ground fault with trip
BG 35 Single phase-to-ground fault
BGT 36 Single phase-to-ground fault with trip
CG 37 Single phase-to-ground fault
CGT 38 Single phase-to-ground fault with trip
SBFTR 39 Rising edge of Relay Word Bit SBFTR, the OR combination of a breaker failure trip
87BTR 40 Rising edge of Relay Word Bit 87BTR, the OR combination of a busbar protection trip
A 41 Single Phase-to-ground fault (Peterson Coil and ungrounded/high-impedance grounded
AT 42 Single Phase-to-ground fault (Peterson Coil and ungrounded/high-impedance grounded
B 43 Single Phase-to-ground fault (Peterson Coil and ungrounded/high-impedance grounded
BT 44 Single Phase-to-ground fault (Peterson Coil and ungrounded/high-impedance grounded
C 45 Single Phase-to-ground fault (Peterson Coil and ungrounded/high-impedance grounded
CT 46 Single Phase-to-ground fault (Peterson Coil and ungrounded/high-impedance grounded
MER 47 Element assertion in the MER equation assertion
EXT 48 Report triggered by assertion of the EXT designated input
EXTC 49 Report triggered by the TRIGGER command

Events Appends T if TRIP asserted (ABG T as an example)
Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
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return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

9.5.3.2
From the SEL IED Display screen, click View for Status Inputs. Notice that the two screen shots below

contains Event Data.

Port # ;4
[ED#:1

LY o TR S R T Iy [ O P TR R i o

e i e =
£ WM = O

iy
on

Status Inputs

Figure 9-16 SEL Digital Inputs Display
SEL Status Inputs Display

Fagel aof 2

Pom | pomame | pomtaus | poin sae | - |

COMM_STS
MewEvent
EventTargetl
EventTarget2
EventTarget3
EventTargetd
EventTargets
EventTargeta
EventTarget?
EventTargetd
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EventTarget10
EventTarget1l
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Figure 9-17 SEL Digital Inputs Display
SEL Status Inputs Display

Fagez of 2 GoTo

Fort Hame : Port 4
IEDC Marne : FEEDER 1

1a EventTargetls CPEM L
17 EventTargetlo F CPEM L
15 STSET F CPEM .
19 EM F CPEM .
20 TRIFP F CPEM .
21 INST F CPEM .
22 COMM F CPEM .
23 SCOTR F CPEM .
24 POEM F CPEM .
25 HOEM F COPEM L
26 GOEM F CPEM .
27 QDEM F CPEM .

Back

223

Note: The COMM_STS point is automatically assigned to show whether the comm. channel is
working or not. A CLOSED (red) point indicates that the comm. channel is failed. An OPEN

(green) point indicates that the comm. channel is operational.

Note: The EventTarget points are shown only if event retrieval is enabled and these points are
selected to be added to the database. The NewEvent point is toggled when a new event is detected.
The state of this point is not significant, but a change of state indicates that new event data points

are available.

Point

The logical number of the point.

Point Name

The point name.

Point State

Please see the Config@WEB Secure Software Users Guide.

Point State

Indicates that point is either OPEN or CLOSED.

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

S$2200-AAA-00004

Baseline
Proprietary and Confidential to Schneider Electric

Document Version 6.5



Chapter 9 - SEL

Config@WEB RTU to IED Protocols 224

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click <<Prev
to navigate to the previous 16 points, if applicable. Page n of n tells you which page (of a total number of
pages) you are on. Go to a specific page by typing in the page number, then click the Go button. Click
Next>> to go to the next 16 points, if applicable. Click the Back button to return to the previous screen.

9.5.3.3 Accumulators

Port #
IED #:

Accumulators are available only for those relay types that provide the analogs necessary to compute
instantaneous power. They represent an integration of power into kilowatt hours or megawatt hours,
according to the Accumulator Units field on Figure 9-2 above.

From the SEL IED Display screen, click View, then click Accumulators. Reference the screen shown in
Figure 5-12.

Figure 9-18 SEL Accumulators Inputs Display

SEL Accumulator Inputs Display

i3 Fort Mame : Port 3
1 [ED Mame : SEL_RELAY _1

Fagel of 1 GoTo I_ El

| T o

L I e S N Y oy [T S IS Y 86

PH_A_WH+ F 0
PH_A_WH- F 0
PH_A_VARH+ F 0
PH_A_VARH- F 0
PH_B_WH+ F 0
PH_B_WWH- F 0
PH_B_VARH+ F 0
PH_B_VARH- F 0
PH_C_WH+ F 0
PH_C_WWH- F 0
PH_C_VARH+ F 0
PH_C_VARH- F 0
TOT_WH+ F 0
TOT_WH- F 0
TOT_VARH+ F 0
TOT_VARH- F 0

Back |

Point

Protocol logical point number.

Point Name
The point name. Only those points that were set to Yes under Add Points to Database will appear here.

Point State
Please see the Config@WEB Secure Software Users Guide.

Count
The counts as calculated.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.

9.5.3.4 Event Records Display and Retrieval
If the option to capture and save full-format SEL events (CEV option) has been selected during
configuration, clicking the View button for Event records will bring up a display giving the date, time and
type of the most recent events captured.

Note: Be patient. Retrieving Event files takes a long time.

Figure 9-19 SEL Event Headers Display
SEL Event Headers Display

Port #: 2 Fort Mame : Port 2
[ED#:1 IED Mame : FEEDER 1 TID =STATION
Pagel of 1 GoTo

x| 0 | oo | Timo | Tyo | Downioss

1 2 03/08/2007 23:41:42.928  PULSE
2 3 01/01/3980 04:07:48.847 ER
3 4 01/01/3980 23:50:53.371 ER
4 5 01/02/3980 00:43:57.930  ER
5 6 01/02/3980 00:44:14.372  TRIP
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Clicking the Get button for a given event record presents the option to save the event to a file or to view it
on the screen.

Figure 9-20 Records Display
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9.6 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.

Figure 9-21 Command Tab Page

Configuration | Data Display || Up/Download

Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

IITHT
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2300 manual.
Under Command Port Data, click Port Data.

Figure 9-22 Serial Comm Command Communications Port Data
Command Communication Port Data

Port | 15 | DTR Name Protocol  |COmmand Port | oo pode
Number Data

Fort #1 K K Fort1 OMPR Mormal %
Pot#2 K K Part 2 DIPM Normal
Fort #3 b b Paort 3 cDC | Mormal »
Port #4 K K Port 4 SEL Marrnal
Port #5 K k Paorta Mone \
Port #6 K K Fort & Mone
Port #7 K K Fort ¥ Mone
Fort #3 K K Faort 8 Mone
Fort #9 K K Fort s Mone
Fort#10 K k FPort 10 Mone
Port #11 b b Fort 11 Mone
Port#12 K K Paort 12 Maone
The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command Control Outputs.
Figure 9-23 SEL IED Command
SEL IED Command.
Port # . 4 Port Marme :Port 4
IED#: 1 IED Mame : FEEDER 1
e | Number Fommand
Analog Inputs 52
Status Inputs 28
Accumulators ila]
Control Qutputs =
G Y
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The Control Outputs Command will give you a screen similar to Figure 2-34. The screen will display
either Trip and Close only, or Pulse only, depending on the appropriateness for that particular point. After
selecting an action, click the Execute button as shown in Figure 2-34.

Figure 9-24 SEL Control Outputs Command
SEL Contrel Outputs Command.

Port#: 4 Fort Marme : Port 4
IED# .1 IED Mame : FEEDER. 1
(Point | MName | PontOperations |

1 BREAKER_1 ®Trip O Close Pulse \

2 REMBIT_1 OTrip O Close Fulse

3 REMBIT_Z O Trip O Close Fulse

4 REMBIT_3 O Trip O Close Pulse

5 REMBIT_4 OTrip O Close Pulse

B REMBIT_5 OTrip O Close Fulse

7 REMBIT_B O Trip O Cloze Pulse

8 REMBIT_7 O Trip O Close Pulse

g REMBIT_8 OTrip O Close Fulse

Back

9.7 Tunnel Function

The Tunnel Function is now accomplished through the SEL Emulation application. Please see the
Config@WEB Applications Manual.

9.8 SEL Auto Configuration Theory

The software for auto-configuration does the following tasks:

RTU logs on to the SEL relay (Level 1 access needed to get some of the data)
Sends cancel sequence (0x11, 0x18) to stop any previous command.
Checks for a level 1 prompt ("=>"

Sends "Quit" to relay to start from a known state.

Checks for a level 1 prompt.

Sends "ACC" to relay.

Checks for Level 1 prompt (sent if relay has no defined Level 1 password).
Looks for password request (“Password ?")

If seen, sends the password from the configuration screen.

© o N o gk wDdhRE

Checks for Level 1 prompt.
10. Returns an indication of success or failure to log on.
Get relay ID information
11. Send "ID".
12. Look for "FID=". Extracts following string and stores it in device type.
13. Send "SHOWSET" to get RID.
14. Look for "RID=". If found, extracts following string and stores it in device ID.
15. If no response to SHOWSET (some relays don't support it) copy device type into device ID.
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16. Send 0x18, 0x0d to cancel any remaining SHOWSET response.

If configured to get Event History data (HIS), reads the relay.xml file to determine the capabilities of
the relay.

17. If the RTU supports compressed event history (CHIS) for this relay, send "CAS" to the relay
to retrieve the formats of compressed ASCII messages. Find the CHIS definition and the
header line within that definition. Extract the names and positions of the time, date and analog
data returned by the relay. Store the point names and their formats (integer, floating point, or
string).

1. If configured to get Event Summary data (EVE) and the RTU supports compressed
events (CEV) for this relay, find the definition of the CEV definition. Count lines to the
summary data line. Extract the names of analogs from the column headers and their
formats.

2. Otherwise, event summary data is not collected.

18. Ifthe RTU supports only uncompressed event history data for this relay, send an “HIS 1”
command to retrieve a sample of the event history. Find the line containing the column
headings and extract the names and positions of the time, date and analog data returned by the
relay. Store the names, formats and the offset from the beginning of the data line to one
character past the end of the column name, which is used as a limit on the field width to detect
when a data item is left blank in the event history. When HIS is used, no event summary data
(EVE) is retrieved.

19. If the RTU supports neither compressed nor uncompressed event history for this relay, no
event data can be reported for the relay. See Table 9-3 for a list of relays and the features that
the RTU supports for them.

Read Fast Meter configuration
20. Send Faster Meter configuration request OXA5C1.
21. If response, checks message checksum.
22. Extracts Fast Meter parameters from the response.
23. Repeat for three attempts if error or no reply.

24. Allocate database space for the number of analogs, digital inputs and controls indicated in the
Fast meter response.

25. Extract analog names and scaling factors from Fast Meter config if present.

26. Extract number of defined calculations and extract parameters for each from the Fast Meter
config.

Open the port configuration file and extract event enable, SER enable and event target format.
If SER data are to be retrieved, retrieve SER status point names.
27. Send "SHOWSET R" command.

28. Search response for "SER1=...", "SER2=...", "SER3=..." and "SER4=..." to get points the user
has selected for inclusion in Sequence of Events Recorder reports. If present, each is followed
by a list of target names, divided by commas. Extract all such names into storage, up to a
maximum of 40.

Get relay status point names

29. Allocate storage for the number of status flags and status banks indicated in the Fast Meter
config.

30. Check device type to see if the relay is a 421 which requires "DNA X" to retrieve digital point
names.

31. Send "BNA" to get binary point names. Names come in sets of 8, separated by commas and
followed by a checksum. Extract all names, skipping any "*" marking unused bit positions.
BNA typically returns only one line, with one or two names defined.

32. Send "DNA" or "DNA X" to get digital point names. Extract point names as for BNA above.
DNA or DNA X may return up to 400 or 500 point names in sets of eight.
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33. If no names were returned by "DNA", send "DNA X" in case this is a 400-series relay like the
421 that requires the alternate command.

Get Fast Operate configuration
34. Send OxAS5CE to request fast-operate configuration.
35. If response, check the checksum.
36. Repeat up to 3 times on error or no reply.

37. Allocate storage for the number of breakers and "remote bits" defined in the Fast Operate
config.

38. For each breaker, extract and store the 1-byte commands to perform a Trip or Close on that
breaker.

39. For each remote bit, extract and store the 1-byte commands to perform an Open, Close or
Pulse on that remote bit.

Update the configuration XML for this relay.
40. Open iedspr.xml. Find the IED for this serial port.
41. Open the protocol template file ptemp.xml. Find the template for SEL IEDs.
42. Update the device ID and instance number.
43. Replace the old IED with the IED template.
44. Update Analog XML section

1. Ifthere are no defined calculations, delete the "standard" 23 calculated analogs and the
accumulators. Then correct point numbers and entity ID's for the event analog points.

2. If there are calculations, set the entity ID's for the 16 power accumulators and the
standard analogs.

3. Ifthere are any old analog tags following the event points, delete them.
Create analog point XML for all "acquired" analogs from the Fast Meter configuration.
5. For frequency analog, VBAT and VDC, insert analog scaling factors for those point
types.

6. If configured to get event data and the RTU supports either the compressed or
uncompressed event history functions, insert analog points for the date, time, event type
and other analogs returned in the event history, as identified in step 3.a above.

7. If configured to get event history data and event summary data and the RTU supports the
compressed event (CEV) function, insert analog points for the analog data returned in the
event summary line of the CEV response.

8. Replace the AI_LIST in iedspr.xml with the new Al_LIST just created.
45. Update the Status XML section

1. Openanew XML string table and create the DI_LIST tag.

2. Initialize the comm status point, always the first point.

3. Copy the event target status points from the IED template XML. Set entity ID's for
targets.

4. If the event targets are ASCII names (as opposed to binary strings), assume that the first
16 status points are the event targets. Rename the event targets with the names obtained
from DNA with a prefix "EVT-" to distinguish them from the same points received as
ordinary status points.

5. If Sequence of Events reports are enabled and SER target names were obtained with
"SER1", etc., create SER target XML. Create two special points for "Relay newly
powered up" and "Settings changed", as these must be handled differently (no target
names to look up, and always "Asserted"). Create SER point XML for all names
retrieved with "SER1", etc.

6. Create XML for all status point names acquired with "BNA" or DNA".
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46.

47,

48.

49.

50.
51.
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7. Replace the DI_LIST tag from the IED template with the DI_LIST just created.
Update the Digital Output XML section

1. Create XML tags for all breakers defined in the Fast Operate configuration.

2. Create XML tags for all remote bit points defined in the Fast Operate configuration.
3. Replace the template DO_LIST with the DO_LIST just created.

Update the SCAN XML section with number of points, etc., retrieved with the Fast Meter
configuration.

Update the number of defined calculations. This tag is used by the GUI to know whether to
expect the "standard" 23 calculated analogs to be present, or not.

For all defined calculations, create XML for all calculation parameters (line configuration,
calculation type, current analog offsets, voltage analog offsets, skew, RS and XS correction
offsets if present.

Update the iedspr.xml file.
Open and update the port file for device type and device ID retrieved above.
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Table 9-3 SEL Relays Supported Features

Relay Model Compressed History Compressed Event Uncompressed History
(CHIS) Support (CEV) Support (HIS) Support
300G Yes Yes No
311A Yes Yes No
311B Yes Yes No
311C Yes Yes No
311L No No No
321 Yes Yes No
351 Yes Yes No
351A Yes Yes No
351R Yes Yes No
351S Yes Yes No
387 Yes Yes No
387A Yes Yes No
387E Yes Yes No
387L No No No
421 No No Yes
451 No No Yes
487B Yes No No
501 No No No
547 Yes Yes No
551 Yes No No
551C Yes No No
587 Yes No No
5877 Yes Yes No
651R No No Yes
701 No No No
710 No No No
734 No No Yes
749M Yes No No
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10 Series V Master

10.1 Serial Comm Port Configuration

Series V Master is a protocol that communicates between the RTU and an IED. It can be used to front-end
an existing RTU in order to add new communication functionality within the substation while preserving
the existing hardware 1/0.

The Series VV Master protocol running on an RTU can also be used at the master station as a front-end
processor scanning multiple RTUs and converting the data to a different protocol.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Series V Master from the Protocol drop-down menu as shown.

Figure 10-1 Series V Master Communication Port Configuration

Communication Port Configuration

Pori#l K v|K v RTU to [ED SeriesV(M)  ~|[ Port01 | [ Configure |
Port=2 K ¥IK ¥ pos Port 2 ren— ) [Penz] [ |
Port#3 (K v|K v Port 3 iﬁ [ Port03 | | |
roier
Port#4 K v|K v Port 4 C2020(M) [ PortD4 | | |
Port#5 |K v [|K Port 5 B:E\J‘IF.DIEJlHl‘MJ ’F'ortDEl [ l
Port#6 |K v| K v o Port 6 E?ICt"an lF'ortDE] [ ]
o W
Port #7 [K ¥[[K v Port 7 Haris (V) [ Port07 | [ |
Port28 |K v|K v Port § JEm2ascl | [Ponos] | |
Port 20 |K v|K v Port 9 ModbusM) -l Cponos | [ |
Port £10 | K W|[K v | Port 10 Esv [Port10] | ]
Port #11 |K ¥ K ~ Port 11 Symax [ Port11 | | |
ICKl2
Port 212 K v || K + DPort 12 Transdata l Port 12] [ l
Tunnel
Communication Associations _T; {':9"" RTU—
oo
C2100H
cocl
coc i
DNPR
FM
Harris (R)
IDLC
L&N

10.1.1 Port Number
Physical Port number of the RTU.

10.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.
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Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

10.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

10.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

10.1.2.3 "L" represents Negative RS232 Voltage.

The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

10.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

10.1.4 Protocol

From the drop-down list, select the protocol for this port.

10.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

10.1.6 Point Operations

Click this button to assign points.

10.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

10.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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10.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the Series V Master port. You may accept
all defaults or fill in the form according to the information following Figure 2-2.

Figure 10-2 Series V Master Communication Channel Configuration

Series V (M) Communication Channel Setup

Fort#: 1 FPort Mame : RTU o IED

rumnber of IEDs 2

Security Type ®LRc OCRC

Baud Rate * 1200

Parity * Odd |+

Data Bits * g W

Stop Bits © 1w

CTS Delay * 20 ms)

Fx Timeout * 10000 |ims)

Interbyte Time * 100 | {ms)

Modem Turn Off Time * 1] (ms)

Fall Time 100 (ms)

Delay before first Byte * 3000 Wms)

Hardware CTS ®No OYes

Hardware DCD &Moo O ves

Fetries Before Failing - : :

Foints 3 {times)
Default: 0. Integrity Scan Interval 30 fmin
Fange: 0 to 32. '

[ Cancel] [ 5L||:|m'rt]

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

10.2.1 Number of IEDs (0-32)

Enter the number of IEDs on the port. The default setting is 0.

10.2.2 Security Type (LRC-CRC)

Click the security type. The Series V Communication Protocol uses two types of error detection
techniques: Longitudinal Redundancy Check (LRC) or Cyclic Redundancy Check (CRC). Both security
codes are described in the Series V Protocol Manual, B8300-AAA-00005. The default setting is LRC.

10.2.3 Baud Rate (300-19200)

From the drop-down menu, select the baud rate. The default setting is 1200.
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10.2.4 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is Odd.

10.2.5 Data Bits (5,6,7,8)

From the drop-down menu, select the data bits for the associated channel. The default setting is 8.

10.2.6 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.

10.2.7 CTS Delay (0 —250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
20.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

10.2.8 Rx Timeout (0 - 60,000 msec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 10000 msec.

Note: This timer must be greater than Delay for First Byte timer (below).

10.2.9 Interbyte Time (0 —250ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 100 msec.

10.2.10 Modem Turn Off Time (0 — 250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 0.

10.2.11 Poll Time (0 - 10,000ms)

Enter the time to delay between a sequence of polling all the devices connected to this communications
port. Default setting is 100.

10.2.12 Delay before First Byte (0 to 10,000ms)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device to begin its
response before the MTU assumes it is not going to reply and moves on to the next device. This parameter
is typically set long because of delays in IED response. The default setting is 5000ms.

Note: This timer must be less than Rx Timeout (above).
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10.2.13 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.

10.2.14 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver

will accept message data bytes only if carrier is detected. If carrier is not detected, the data bytes are
discarded. Default setting is No.

10.2.15 Retries Before Failing Points (0 — 99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

10.2.16 Integrity Scan Interval (0 - 10000 min)

Enter the time interval in minutes for integrity scans. The default is 30.

Please note: No configuration changes take effect until the RTU is reset.

10.3 Point Operations

From the Serial Comm Communication Port Configuration screen, click the Configure button under Point

Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Figure 10-3 IED Configuration
Series V(M) IED Configuration
Pot #1 F'l:urt Mame : RTU to IED

IED On Copy
IED # e ddress | “BER | scan {:onﬁg to IEDn

SYM_IED_1 [copy]

2 SVM_IED_2 Y oy - [copy]
o comuaton | % [

IED Mame SVM_IED_1
IED Address 1

Analog By Exception Reporting . &) ves (O No
On Scan * ®ves ONo Set

10.3.1 IED #

The logical number of the IED on this communication channel.

10.3.2 IED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.
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10.3.2.1 IED Name
The name of the IED. Type in a name, or accept the default.

10.3.2.2 IED Address
The address of the IED. Type in an address, or accept the default.

10.3.2.3 Analog By Exception Reporting (ABER)
Reports analogs that exceed the Deadband (DB). Click No to disable ABER, or accept the default
(Yes).

10.3.2.4 On Scan
Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to
reboot.

10.3.25 Set/X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

10.3.3 IED Address

Reflects the entry in the pop-up menu. See above.

10.3.4 ABER (Analog By Exception Reporting)

Y means the Analog By Exception function is ON. N means this function is OFF. See above.

10.3.5 On Scan

Reflects the entry in the pop-up menu. See above.

10.3.6 Slave Config

Click the Edit button to edit the IED points.

10.3.7 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration
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10.3.7.1 Slave Configuration Edit
10.3.8 Slave Config
Click Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 10-4 IED Configuration
Series V(M) IED Configuration

Port # 1 FortMame : RTU to IED
IED#:1 IED Mame : SWM_IED_1
C e | tumor | Ear
Analogs Inputs 12
Status Inputs 12
Accumulator Inputs 12
SBO Outputs 12

10.3.9 Type

The type of point.

10.3.10 Number

Enter the number of points from your IED.

10.3.11 Edit

Click the Edit button to edit points.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
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10.3.12 IED Analog Configuration

From the Series VV Master IED Configuration screen, click on Edit for Analog Inputs. A screen similar to
Figure 2-13 will appear.

Figure 10-5 Series V Master Analog Input Configuration

Series ¥ (M) Analog Input Configuration

Port # 4 Port Mame : Port 4
IED # : 1 IED Marme : SYWM_IED_1

Page 1 of 2 et =

0 |[ED_ANALOG D 7
1 [IED_AMALOG 1 7
2 |IED_ANALDG 2 Click on Header to 7
3 |[ED_ANALOG 3 -2000 2000 Change All 7
4 |[ED_ANALOG 4 -2000 2000 7
S |[ED_ANALOG S -2000 2000 7
6  |[ED_ANALOG & -2000 2000 7
7 |[ED_ANALOG 7 -2000 2000 7
8  |[ED_ANALOG B -2000 2000 / -100 100 7
9 |[ED_ANALOG 3 -2000 2000 -100 100 7
10 |[ED_&NALOG 10 -2000 2000 -100 100 7
11 |[ED_&MALOG 11 -2000 2000 -100 100 7
12 |[ED_&MALOG 12 -2000 2000 -100 100 7
13 |[ED_ANALOG 13 -2000 2000 -100 100 7
14 |[ED_ANALOG 14 -2000 2000 -100 100 7
15 |[ED_&NALOG 15 -2000 2000 -100 100 7
[Cancel ] [ Subrmit ]

10.3.13 Point

Protocol logical point number. This number cannot be changed.

10.3.14 Name

Enter the name of the point (or accept the default name).

10.3.15 C Min

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

10.3.16 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

10.3.17 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.
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10.3.18 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

10.3.19 DB (Deadband)

Instructs the slave device to set the analog by exception deadband for a specified point, or for all points.
The deadband value sent to the IED slave device is in raw counts. Downloading a deadband count of zero
would effectively tell the IED to report all analogs. The default deadband count to be downloaded to the
IEDis 7.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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10.3.20 IED Status Configuration

From the Series VV Master IED Configuration screen, click on Edit for Status. A screen similar to Figure
2-14 will appear.

Figure 10-6 Series V Master Status Input Configuration
Series V (M) Status Configuration

Port # 4 Port Marne @ Port 4
IEC # @1 [EC Marme @ SWM_IED_1
Page 1 of 2

—— Mext ==

~eont | ame

-1

0 [ED_STS 0O

1 [ED_STS 1

2 [ED_STS 2

3 [ED_STS 3

4 [ED_STS 4

5 [ED_STS 5

& [ED_STS 6

7 [ED_STS 7

= [ED_STS &

9 [ED_STS 9

10 [ED_STS 10

11 [ED_STS 11

12 [ED_STS 12

13 [ED_STS 13

14 [ED_STS 14

| Cancel | | Submit |

10.3.21 Point

Protocol logical point number. This number cannot be changed. The COMM_STS point is automatically
assigned to show whether this IED has valid connections.

10.3.22 Name

Enter the name of the point (except for COMM_STS which can not be changed) or accept the default name.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

From the Series VV Master IED Configuration screen, click on Edit for Accumulator Inputs. A screen

similar to Figure 2-15 will appear.

Figure 10-7 Series V Master Accumulators Configuration

Series V(M) Accumulator Configuration

Paort Mame : Port 4
IED Marme @ SyM_IED 1

Page 1 of 2
GoTo

R

Port # 4
IED # : 1

]

L T o S Y T iy [ Y I L B ]

[ e =
mn = 0 PpPo= O

IED_ACC O
IED_ACC 1
IED_ACC 2
IED_ACC 3
IED_ACC 4
IED_ACC S
IED_ACC 6
IED_ACC 7
IED_ACC 8
IED_ACC O
IED_ACC 10
IED_ACC 11
IED_ACC 12
IED_ACC 13
IED_ACC 14
IED_ACC 15

10.3.24 Point

Protocol logical point number. This number cannot be changed.

10.3.25 Name

Enter the name of the point or accept the default name.

Navigation

| Cancel | | Submit |

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

10.3.26 IED Controls Configuration
Click on Edit for SBO Outputs. A screen similar to Figure 2-17 will appear.

Figure 10-8 Series V Master Binary Outputs Configuration
Series V(M) Controls Configuration

Port # 4 Port Marme : Port 4
[EC # : 1 [EC Mare : SWM_IED_1
__ Pont | MName __|Executefime

0 IED_SBO O 500

1 IED_SBO 1 500

2 IED_SBO 2 500

3 IED_SBO 3 500

4 IED_SBO 4 500

= IED_SBO S 500

B IED_SBO G 500

7 IED_SBO 7 500

2 IED_SBO & 500

g IED_SBO 9 500

10 IED_SBO 10 500

11 IED_SBO 11 500

[Car‘u:el ] [ Subrnit ]

10.3.27 Point

Protocol logical point number. This number cannot be changed

10.3.28 Point Name

Enter the name of the point (or accept the default name)

10.3.29 Execute Time

Enter the default Execute Time (or accept the default)

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

10.4 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 10-9 Data Display Screen

Configuration | Data Display J Command | Up/Download
Config@WEB

References
Analog Inputs
Serial Comm

Applications Ethernet Comm

Analog Outputs

Alarm

JIITHT

Annunciator
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 10-10 Display Communication Port Data
Display Communication Port Data

Port Comm Display
| imer | TS |0 teme | pooca ] o
K

Port #1 K RTU to IED Series V(M) [ view| | Port Data |
Fort &2 K K Port 2 Mone
Fort#2 K K Port 3 Mone
Fort #4 K K Port 4 Mone
Fort#5 K K Port 5 Mone
Fort #6 K K Port & Mone
Fort &7 K K Port ¥ Mone
Fort &2 K K Port 8 Mone
Fort &9 K K Port 8 Mone
Paort#10 K K FPart 10 Maone
Paort #11 K K Port 11 Maone
Port#12 K K Port 12 Mone

Communication Associations

10.4.1 Port Number
Physical Port number of the RTU.

10.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

10.4.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

10.4.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

10.4.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

10.4.3 Name

The port name given during configuration or default name accepted.
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10.4.4 Protocol

The configured protocol for this port.

10.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

10.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

10.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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10.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 10-11 Series V Master Communication Counters Display

Series V(M) Communication Counters Display
Port#:1 FPaort Mame : RTU to IED

Cpont | comtortomo | coums

Messages Sent 1
Messages Received
RX Timeouts 1
B4 Timer Violations
IB Timer Violations
Security Errars
Parity Errars
Owerrun Errors
Framing Errars
Hardware DCD Errors
Hardwsare CTS Errors
Short Messages

L

=]

—
MHD'-.DCCI"H-JD\U'ILLAJI\JH
s g e N v Y e e OO o e O O o O v e Y e}

Data Trap

10.4.9 Point Number

A logical point number for reference only.

10.4.10 Counter Name

The following counters are monitored:

10.4.10.1 Messages Sent

This indicates the cumulative number of transmitted messages since the last reset or power-up.

10.4.10.2 Messages Received

This indicates the cumulative number of received messages since the last reset or power-up.

10.4.10.3 RX Timeouts

249

This indicates the cumulative number of times that no response was received since the last reset or

power-up. This count can be affected by the setting of the Rx Timeout in configuration.
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10.4.10.4 B4 Timer Violations
This indicates the cumulative number of B4 Timer violations. This count can be affected by the
setting of the B4 Time in configuration.

10.4.10.5 IB Timer Violations
This indicates the cumulative number of Interbyte timer violations since the last reset or power-up.
This count can be affected by the setting of the Interbyte Time in configuration.

10.4.10.6 Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

10.4.10.7 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

10.4.10.8 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

10.4.10.9 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

10.4.10.10 Hardware DCD Errors
This indicates the cumulative number of DCD errors since the last reset or power-up.

10.4.10.11 Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

10.4.10.12 Short Messages

This indicates the cumulative number of times the IED being scanned returns a “Short Message”
or error response since the last reset or power-up.

10.4.11 Counts

The counts for each type of Counter.

10.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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10.4.13 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 10-12 Series V Master IED Display
Series V(M) IED Display
Paort = @ Fort Mame : FLTLI to IED

IED # IED Name 'ED ABER On Scan
ddress Dﬂtﬂ

SVM_IED_1
2 SVM_IED_2 2 ¥ ¥

Back
10.4.14 IED #

The logical number of the IED on this communication channel.

10.4.15 IED Name

The name that was chosen, or accepted as default, during configuration.

10.4.16 IED Address

The IED Address chosen during configuration.

10.4.17 ABER (Analog By Exception Reporting)

Y (Yes) means the Analog By Exception function is ON. N (No) means this function is OFF.

10.4.18 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

10.4.19 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will
appear.

Navigation

Port # : n tells you which port you are on. Port Name : hame tells you the name of the port. Click the
Back button to return to the previous screen.
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From the IED Display screen, click View under Slave Data to get the screen shown in Figure 2-23.

Figure 10-13 Series V Master IED Display
Series V(M) IED Display

Pot#:1 FPaort Mame : RTU to IED
[ED#:1 IED Mame : SVYM_IED_1

e —— L
Analog Inputs

Status Inputs 13
Accumulatars 12

SBO Cutputs 12

Back

10.4.20 Type
The type of point.

10.4.21 Number

The number of points from your IED.

10.4.22 View

Click the View button to view points.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the previous screen.
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10.4.22.1 Analog Inputs
From the Series VV Master IED Display screen, click View for Analog Inputs to get the screen shown in

Figure 2-24.
Figure 10-14 Series V Master Analog Inputs Display
Series V(M) Analog Inputs Display
Port # : 1 Port Mame : RTU to IED
IED#:1 IEC Mame : SVM_IED 1
Fagel of 1 CoTo
1] IED_ANALOG 0 E -100.000 0
1 IED_ANALOG 1 E -100.000 0
2 IED_ANALOG 2 E -100.000 0
3 IED_ANALOG 3 E -100.000 0
4 IED_ANALOG 4 E -100.000 0
e, IED_ANALOG 3 E -100.000 0
G IED_ANALOG & E -100.000 0
7 IED_ANALOG 7 E -100.000 0
8 IED_ANALOG 8 E -100.000 0
9 IED_ANALOG 9 E -100.000 0
10 IED_ANALOG 10 E -100.000 0
11 IED_ANALOG 11 E -100.000 0
Back
10.4.23 Point
Protocol logical point number.
10.4.24 Point Name
The name of the point assigned during configuration.
10.4.25 Point Status
Please see the Config@WEB Secure Software Users Guide.
10.4.26 Point Value
The engineering unit (EGU) value.
10.4.27 Point Counts
The counts from the IED.
Navigation
Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.
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10.4.27.1 Status Inputs
From the Series V Master IED Display screen, click View for Status Inputs to get the screen shown in

Figure 2-25.
Figure 10-15 Series V Master Status Inputs Display
Series V(M) Status Inputs Display
Port#:1 Port Mame : RTU o IED
IED #: 1 IED Mame : SWVM_IED_1

Fagel of 1 GoTo
_Pont | PontName | Point Statws | Point State | -
L

=1 COMM_STS CLOSED

] IED_ST5 0 F OPEN -
1 IED_STS 1 F OPEN .
2 IED_5TS 2 F OPEN -
3 IED_5T5 3 F OPEN .
4 IED 5T5 4 F OPEN .
= IED_5T5 5 F OPEN -
s IED_STS 6 F OPEN .
7 IED_STS 7 F OPEN .
8 IED_STS5 8 F OPEN -
9 IED_STS5 9 F OPEN .
10 IED_5TS 10 F OPEN -
11 IED_S5TS 11 F OPEN .

Back

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not this IED is in good communications. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

10.4.28 Point

Protocol logical point number.

10.4.29 Point Name

The name of the point assigned during configuration.

10.4.30 Point Status

Please see the Config@WEB Secure Software Users Guide.

10.4.31 Point State
Indicates that point is either OPEN or CLOSED.
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10.4.32 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

10.4.32.1 Accumulator Inputs
From the Series VV Master IED Display screen, click View for Accumulators to get the screen shown in

Figure 2-26.
Figure 10-16 Series V Master Counter Inputs Display
Series V(M) Accumulater Inputs Display
Pot#:1 Fort Mame : RTU to IED
[EC #:1 I[EC Mame : SVM_IED_1
Pagel of 1 GoTo
T A
0 [ED_ACC O F 1]
1 IED_ACC 1 F 1]
2 IED_ACC 2 F 1]
2 [ED_ACC 3 F 1]
4 IED_ACC 4 F 1]
5 IED_ACC 3 F 1]
6 IED_ACC 6 F 1]
7 IED_ACC 7 F 1]
g8 IED_ACC 8 F 1]
= IED_ACC 9 F 1]
10 IED_ACC 10 F 1]
11 IED_ACC 11 F 1]

Back
10.4.33 Point

Protocol logical point number.

10.4.34 Point Name

The name of the point assigned during configuration.

10.4.35 Point Status
Please see the Config@WEB Secure Software Users Guide.
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10.4.36 Count

The accumulated count.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

10.4.36.1 SBO Outputs

10.5

Configuration | Data Display || Up/Download

There is no display for SBO Outputs.

Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.

Figure 10-17 Command Tab Page

Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

[IITHT

$2200-AAA-00004
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2200 manual.
Under Command Port Data, click Port Data.

Figure 10-18 Serial Comm Command Communications Port Data
Command Communication Port Data

ame protocol | TP Test
Number

Port#1 RTU ta IED Series V(M) mrmrmal v
Port #2 K K Faort 2 Maone \
Port #3 K K Fort 3 Mone
Fort#4 K K Port 4 Mone
Port #5 K K Port 5 Mone
Port 6 K K Port B Mone
Port &7 K K Port ¥ rone
Port #3 K K Faort & Mone
FPort #9 K K Fort 9 Mone
Fort#10 K K Paort 10 Maone
Fort#11 K K Port 11 Mone
Fort #12 K K Fort 12 Mone
The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.
Figure 10-19 Series V Master IED Command
Series V(M) IED Command
Port # : Port Mame : RTU to IED

IED # IED Name 'ED ABER On Scan Slave Data
ddress

SVM_IED_1

2 SVM_IED_2 2 ¥ ¥ -
|Back
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The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command SBO Outputs.

Figure 10-20 Series V Master IED Command
Series V(M) IED Command

Portz:1 Fort Mame : RTU o IED

[ED#:1 IED Mame : SWVM_IED_1

1yve
Analog Inputs 12
Status Inputs 13
Accumulators 12

SEO Outputs 12

(2]

Click on the Command button. The resulting screen will look like Figure 10-21 after either a Trip or Close
has been selected, then click the Execute button.

Figure 10-21 Series V SBO Outputs Command
Series V(M) SBO Outputs Command

Pot#:1 Fort Mame : RTU o IED
IED#:1 IED Mame : SVM_IED_1
Page 1 of 1 GoTo
Cpoint | Name | brocutsTime(ms) | __PontOporatons
0 IED_SBO 0 500 @ Trip O Close
1 IED_SBO 1 500 O Trip O Close
2 IED_SBO 2 500 O Trip O Close
3 IED_SBO 3 500 O Trip O Close
4 IED_SBO 4 500 O Trip O Close
5 IED_SBO 5 500 O Trip O Close
& IED_SBO 6 500 O Trip O Close
7 IED_SBO7 500 O Trip O Close
8 IED_SBO 8 500 O Trip O Close
g IED_SBO 9 500 O Trip O Close
10 IED_SBO 10 500 O Trip O Close
11 IED_SBO 11 500 O Trip O Close
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11 Symax

11.1 Serial Comm Port Configuration
Symax is a protocol that communicates between the RTU and an IED.
From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Symax from the Protocol drop-down menu as shown.

Figure 11-1 Symax Communication Port Configuration

Communication Port Configuration

Port . Configure Configure Point Copy
e 7 PR i
Port#] |K v[K » RTU to [ED Symax v|[Port01] [ configure |
Port=2 (K ¥IK ¥ 206 Port 2 rEn— | LPete2] | |
Port#3 |K v|K v Port 3 2179 [ Portds | | ]

roier
Port2d [K v[K + Port 4 C2020(M) [ Porto4 | | |
Port £5 |K v|[K v Port 5 v (T
Port#6 K v|K v Port 6 lectran [Port0s | | : |
Port 7 |K wl[K IRGS v Port 7 Harris (M) [Port07 | | . |
—— !

Port #8 |K v||K v Port 8 JEMB ASC [ Portos | | l
Port £9 [K v|[K v Port 9 podoust) - ["Portos ] | |
. SEL Port 10 C
Fort £10|K MK & IRQE - Series V(M) [Porti0 ) | l
Port#11 [K v|K v Port 11 __Symax____|BICEUSERN ]
Port 212 [k vk v Port 12 | Tromedaa | [Poni2][ 1

Tunnel
Communication Associations —MTU-RTU — m
5979
c2100H
chDCl
chDcl
DMPR
Fi
Harris (R)
DLC
L&N W

11.1.1 Port Number
Physical Port number of the RTU.

11.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

11.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).
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11.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

11.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

11.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

11.1.4 Protocol

From the drop-down list, select the protocol for this port.

11.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

11.1.6 Point Operations

Click this button to assign points.

11.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

11.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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11.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the Symax port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 11-2 Symax Communication Channel Configuration
Symax Communication Channel Setup

Fort#:1 Port Mame - RTU to IED

Mumber of IECs 2

Symax Master Address 100

Baud Rate * S0l |w

Parity * Even |+

Data Bits * 8w

Stop Bits * 1 | »

CTS Delay * 20 (ms)

Moderm Turn Off Time * a (ms)

Fx Timeout * 2000 [{ms)

B4 Time * 30 (ms}

Interbyte Time * 230 |(ms)

Hardware CTS ®Noe OvYes

Hardware DCD ®nNo Oves

Fetries Before Failing - - :

Points 3 {times)
Defadlt- 0. Read Cycle 3000 |{ms)
Range: 0 to 32. Time Format ) Local O UTC

| cancel | | submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

11.2.1 Number of IEDs (0-32)

Enter the number of IEDs on the port. The default setting is 0.

11.2.2 Symax Master Address (0 - 199)

Enter the Symax Master address. Since Symax is designed for network communications, multiple masters
are allowed in the same network. The default is 100.

11.2.3 Baud Rate (300-19200)

From the drop-down menu, select the baud rate. The default setting is 9600.
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11.2.4 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is Even.

11.2.5 Data Bits (5,6,7,8)

From the drop-down menu, select the data bits for the associated channel. The default setting is 8.

11.2.6 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.

11.2.7 CTS Delay (0 —1000ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
20.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

11.2.8 Modem Turn Off Time (0 - 250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 0.

11.2.9 Rx Timeout (0-30,000 msec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 2000 msec.

11.2.10 B4 Time (0 —250ms)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time required on the
channel following a transmission from the RTU prior to turning on the RTU's receive interrupts. Default
setting 50.

11.2.11 Interbyte Time (0 — 250ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 250 msec.

11.2.12 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.
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11.2.13 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver
will accept message data bytes only if carrier is detected. If carrier is not detected, the data bytes are
discarded. Default setting is No.

11.2.14 Retries Before Failing Points (0 — 99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

11.2.15 Read Cycle (0-90,000ms)

This is the base time at which data scanning from Symax IEDs takes place. All data scanning will be in
multiples of this value. Analogs and Accumulators are set up in multiples of cycles on a per point basis to
be scanned. The default is 3000.

Please note: No configuration changes take effect until the RTU is reset.

11.2.16 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the hardware manual for time
settings under the CPU block.

If you want to send time synchronization to this device, you must know whether the device will accept
Local time or UTC time, then set this radio button to match.

11.3 Point Operations
From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Figure 11-3 IED Configuration
Symax IED Configuration

IED Sync Device
IED # IED Name Address Interval Type On Sca
1 1 &0 Y

Port Mame : RTU o IED

SY_IED_1 CM2i00¢ It
2 SY_IED_2 2 60 PMBC Y Edit

IED #2 Configuration E3 (Back
IEC Mame SY_IED_2
IED Address 2
2ync Interval &0 (sec)
Device Type PMBxx ™
On Scan * ®ves OMNo Set
11.3.1 IED #
The logical number of the IED on this communication channel.
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11.3.2 IED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.

11.3.2.1 IED Name
The name of the IED. Type in a hame, or accept the default.

11.3.2.2 IED Address
The address of the IED. Type in an address, or accept the default.

11.3.2.3 Sync Interval
The time interval in seconds at which the RTU will sync the Symax IEDs. Accept the default time
or enter a new time.

11.3.2.4 Device Type
Select either CM2xxx or PM6xx as the Symax Device Type. Since there are protocol differences
between these two Symax devices, it is necessary to define to the RTU which device it is
scanning.

11.3.2.5 On Scan
Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to
reboot.

11.3.2.6 Set/X
Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

11.3.3 IED Address

Reflects the entry in the pop-up menu. See above.

11.3.4 Sync Interval

The time interval at which the RTU will sync the Symax IED. See above.

11.3.5 Device Type

Reflects either CM2xxx or PM6xx. See above.

11.3.6 On Scan

Reflects the entry in the pop-up menu. See above.

11.3.7 Slave Config

Click the Edit button to edit the IED points.

11.3.8 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.
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11.3.9 Export

The Exp button exports a configuration in xml format from the IED to the RTU as a template. The
templates are protocol/IED specific. This template is stored in the RTU. When you choose Up/Download
tab and click on “Get” (get files from RTU), you will transfer these templates to your PC.

Choose from one of the existing file types (if present), or create a new xml file type. Click Save after your

selection.
Symax |IED Configuration
Port# .3 Fort Mame : Port 3
IED Sync evice Slave Copy Export
IED # IED Name Address Interval Type Silse Confi g to IEDNn Impurt
1 Sy_IED_1 T2 (Edit] (oo | Exp rnp
Save Template n
Replace Existing — w
. | (OR)
iy 1 |lcreaten
EiasehneCME}-{}-{}{ il feate Hew

BaselinePMaxx. xmi

11.3.10 Import

The Imp button imports a configuration in xml format as shown below. Choose from one of the existing
file types (if present) shown in the pull-down menu. If a new file type has been created under Export, that
file type will also show up in the pull-down menu. When you set up another RTU, choose the
Up/Download tab and click “Send” (send files to RTU), the template you save in the first RTU will be
downloaded to the second RTU. Click Get after your selection below.

Symax IED Configuration
Fort#:3 Fort Mame : Port 3

IED Sync evice Slave Copy Export
IED i IED Name Address Interval Type Slsee Config to IEDNn Import
Sy_IED_1 CMZex i Edit Copy Expr| |Imp
oad Template n Back

syma.mi Load Termplats
Baseline CM2X 0, xml
BaselinePMax, xmil

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration
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11.3.10.1 Slave Configuration Edit

11.3.11 Slave Config

Click Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 11-4 IED Configuration

Symax IED Configuration

Port # 1 FPaort Mame : RTU to IED
IED #: 2 IED Mame : SY_IED_2

Type Number

i

m | M {m]{m]|[m
&) b= = =
o EIEIIED G

Analogs Inputs 16
Binary Inputs 16

Counters 32

Analog Cutputs 12

11.3.12 Type

The type of point.

11.3.13 Number

Enter the number of points from your IED.

11.3.14 Edit

Click the Edit button to edit points.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
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11.3.15 IED Analog Configuration

From the Symax IED Configuration screen, click on Edit for Analog Inputs. A screen similar to Figure
2-13 will appear.

Figure 11-5 Symax Analog Input Configuration

Symax Analog Input Configuration

Port # 2 Fart Hame : Port 2
[ED# ;1 [ED Mame : 5Y_IED_1

Pane 1 0f 4

F, Frequency Hz
1 T, Termperature -10000 10000
2 |1, Phase A Current 0 32767 g:}i;ﬁg%n&ifader to i'u'tccl)‘ Ic:]rér':ﬁldnetr 10
3 IB, Phase B Current 0 = al
4 IC, Phase C Current 0
5 IM, Meutral Current 0 and/or change
] VAR, A-B Wolts ]
T WBIC, B-C Wolts ] 1015 1
] WA, C-2 Wolts ] 1016 1 ]
4 WA, Phase & Wolts 0 1018 1
10 VB, Phase B Wolts ] 1019 1
11 W, Phase C Wolts ] 1020 1
12 PF&, Power Factor A+ ] 1031 1
13 PF&, Power Factor &- -327a7 1031 1
14 PFZ, Power Factor C -1000 1033 1
15 PFT, Powwer Factar T -1000 1000 -1 1 1034 1
| Cancel | | Submit |
11.3.16 Point
Protocol logical point number. This number cannot be changed.
11.3.17 Name
Enter the name of the point (or accept the default name).
11.3.18 C Min
Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.
11.3.19 C Max
Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.
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11.3.20 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

11.3.21 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

11.3.22 Register

Enter the Symax register number associated with the point to be scanned as defined in the IEDs’ users
manual.

11.3.23 Cycle

Enter the value to be multiplied by the Read cycle to define how often each point is to be scanned.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

11.3.24 IED Status Configuration

From the Symax IED Configuration screen, click on Edit for Status Inputs. A screen similar to the one
below will appear

Figure 11-6 Symax Status Input Configuration
Symax Status Configuration

Port # 3 Fort Mame : Port 3
IED# :1 |[ED Mame 5 IED 1

J IED_STS 0 2‘J'DCIick on Header to
1 IED_S5T51 241 Change All
2 [[ED TS 2 24 w <
3 IED_STS 3 24 Valuell
4 [IED_STS4 24 p—
5 |IED STSS 24t )
G IED_S5TS5 6 2400 N 0 ¥ |1
[ IED_STS 7 2400 0 |1
| Cancel | | Submit |
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11.3.25 Point

Protocol logical point number. This number cannot be changed. The COMM_STS point is automatically
assigned to show whether this IED has valid connections.

11.3.26 Name

Enter the name of the point (except for COMM_STS which can not be changed) or accept the default name.

11.3.27 Register #

Enter the Symax register number associated with the point to be scanned as defined in the IEDs’ users
manual.

11.3.28 BIT

Select the BIT (0-15) from the defined register to be read into the RTU as a status point.

11.3.29 Cycle

Enter the value to be multiplied by the Read cycle to define how often each point is to be scanned.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. 1ED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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11.3.30 IED Accumulators Configuration

From the Symax IED Configuration screen, click on Edit for Accumulator Inputs. A screen similar to
Figure 2-15 will appear.

Figure 11-7 Symax Accumulators Configuration
Symax Accumulator Configuration

Port # 3 Port Mame : Port 3
IED# :1 IED Mame : 5Y_IED 1

0 IED_ACC O 16 hd

! IED_ACC1 32 bt Click on Header to

2 IED_ACC 2 Power Maters * | Change All

3 IED_ACC 3 SquareD CM2000 b

4 IED_ACC 4 SquareD CM2000 Incr

5 IED_ACC 5 SquareD CM4000 w

i] IED_ACC B IONM hd

[ IED_ACC 7 Power Meter Signed %

8 IED_ACC S

9 IED_ACC9 16 w0 1

[ cancel | [ Submit |

11.3.31 Point

Protocol logical point number. This number cannot be changed.

11.3.32 Name

Enter the name of the point or accept the default name.

11.3.33 Type

Select the accumulator type from the drop—down menu. Examples of the types are shown above. All
entries in this column may be changed at once by clicking on the header.

11.3.33.1 16
16-bit binary counter in one Modbus register

11.3.33.2 32
32-bit binary counter in two successive ModBus registers, first register treated as containing the
high-order 16 bits. Selecting 32 bits will cause the protocol to combine the value from the next
logical register with that of the current register value. l.e., If you configure point 1 to be a 32 bit
point, the RTU will poll the IED for registers 1 and 2 and combine their values to create 1 32 bit
number. Point 2 then should be configured to get register number 3 instead of register 2.

11.3.33.3 Power Meters, Square D CM2000, Square D CM2000 Incr., Square D

CM4000
All counters are treated as three 16-bit registers. The two bytes of each register are reversed. First
register is divided by 1000 to convert from watts to kilowatts. The second register is multiplied by
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1000 and added to the first. The third register is multiplied by 100,000 and added to the previous
result. The resulting value runs from 0 to 999,999,999 kilowatts.

11.3.33.4 ION
ABB ION meter accumulators are received in two registers. The first register is multiplied by
10,000 and added to the second register. Counters run from 0 to 99,999,999.

11.3.33.5 Power Meter Signed
By setting for this Type, the protocol will accept signed counters. That is, In signed mode, the
power meter IED considers the direction of power flow, allowing the accumulated energy
magnitude to both increase and decrease.

11.3.34 Register #

Enter the Symax register number associated with the point to be scanned as defined in the IEDs’ users
manual.

11.3.35 Cycle

Enter the value to be multiplied by the Read cycle to define how often each point is to be scanned.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. 1ED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

11.3.36 Analog Outputs

From the Symax IED Configuration screen, click on Edit for Analog Outputs. A screen similar to the one
below will appear.

Figure 11-8 Symax Analog Output Configuration
Symax Analeg Output Configuration

Part # 2 Fort Mame : Port 2
IED 3 ;1 IED Mame :SY_IED 1
LT T T B T A T
IED_2~0_0 -32767 32767

1 IED_20_ 1 -32767 32767 -100 100 ] 1

2 IED_aD_ 2 -32767 32767 -100 100 ] 1

3 IED_ 203 -32767 32767 -100 100 ] 1
| Cancel | | submit |

11.3.37 Point

Protocol logical point number. This number cannot be changed
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11.3.38 Name

Enter the name of the point (or accept the default name)

11.3.39 C Min

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header

11.3.40 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header

11.3.41 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header

11.3.42 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header

11.3.43 Register #

Enter the Symax register number associated with the point to be scanned as defined in the IEDs’ users
manual.

11.3.44 Cycle

Enter the value to be multiplied by the Read cycle to define how often each point is to be scanned.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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11.4 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 11-9 Data Display Screen

Configuration | Data Display | Command | Up/Download
Config@WEB

References
Analog Inputs
Senal Comm

Applications Ethernet Comm

Analog Outputs

JTITHT

Annunciator
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 11-10 Display Communication Port Data

Display Communication Port Data

Port#10
Port#11
Port#12 K

_D
[}
=
3t
[y]
xR R R & & = = = =

K RTU to IED Symax [view | ' [ Port Data |
K Fort 2 Mone
K Port 3 Mone
K Port 4 Mone
K FPort 5 Mone
K FPort 6 Mone
K Port 7 Mone
K Fort 8 Mone
K Port9 Mone
K Port 10 Mone
K Port 11 Mone
K Port 12 Mone

Communication Associations

11.4.1 Port Number
Physical Port number of the RTU.

11.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

11421

11.4.2.2

11.4.2.3

"K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

"L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

11.4.3 Name

The port name given during configuration or default name accepted.
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11.4.4 Protocol

The configured protocol for this port.

11.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

11.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

11.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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11.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 11-11 Symax Communication Counters Display

Symax Communication Counters Display
Port#:4 FPort Mame : Port 4

Messages Sent
Good Replies
Mo Reply/Timeout
Checksurm Errors
Framing Errors
Owerrun Errars
Parity Errors
Bad Replies
Write Failures
IB Timer Violations
Device Busy
Hardware DCD Errors
Hardware CTS Errors

2w s oo s e

e
[

DDDDDDDDDDDDDI

—
[£%]

Data Trap
IED Comm Counters
Reset Comm Counters

11.4.9 Point Number

A logical point number for reference only.

11.4.10 Counter Name

The following counters are monitored:

11.4.10.1 Messages Sent
This indicates the cumulative number of transmitted messages since the last reset or power-up.

11.4.10.2 Good Replies

This indicates the cumulative number of good replies since the last reset or power-up.
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11.4.10.3 No Replies/Timeout
This indicates the cumulative number of no replies or timeouts since the last reset or power-up.

11.4.10.4 Checksum Errors
This indicates the cumulative number of Checksum Errors since the last reset or power-up.

11.4.10.5 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

11.4.10.6 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

11.4.10.7 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

11.4.10.8 Bad Replies
This indicates the cumulative number of Bad Replies since the last reset or power-up.

11.4.10.9 Write Failures
This indicates the cumulative number of Write Failures since the last reset or power-up.

11.4.10.10 IB Timer Violations
This indicates the cumulative number of Interbyte timer violations since the last reset or power-up.
This count can be affected by the setting of the Interbyte Time in configuration.

11.4.10.11 Device Busy

This indicates the cumulative number of times the IED was too busy to reply since the last reset or
power-up.

11.4.10.12 Hardware DCD Errors
This indicates the cumulative number of DCD errors since the last reset or power-up.

11.4.10.13 Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

11.4.11 Counts

The counts for each type of Counter.

11.4.12 Data Trap
Please see the Config@WEB Secure Software Users Guide.

11.4.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

Symax |[ED Comm Counters Display

Port #: 1 Port Mame :Part 1
IED Name Messages - Security | Framing |Overrun | Parity
Sent
1 Sy _IED 1 0 0 0 0 0 0 0 0
2 Sy _IED 2 1] ] 1] 1] 1] 0 ] 1]
Daone
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11.4.13.1 IED #
The number of the IED

11.4.13.2 IED Name
The name of the IED

11.4.13.3 Messages Sent
Messages sent to this IED since the last reset or since the last time the counters were cleared.

11.4.13.4 Valid Replies
Valid messages received from this IED since the last reset or since the last time the counters were
cleared.

11.4.13.5 No Replies
The number of no replies from this IED since the last reset or since the last time the counters were
cleared.

11.4.13.6 Timeouts
The number of timeouts from this IED since the last reset or since the last time the counters were
cleared.

11.4.13.7 Security Errors
The number of security errors from this IED since the last reset or since the last time the counters
were cleared.

11.4.13.8 Framing Errors
The number of framing errors from this IED since the last reset or since the last time the counters
were cleared.

11.4.13.9 Overrun Errors
The number of overrun errors from this IED since the last reset or since the last time the counters
were cleared.

11.4.13.10 Parity Errors

The number of parity errors from this IED since the last reset or since the last time the counters
were cleared.

11.4.14 Reset Comm Counters
Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : hame tells you the name of the port. Click the
Back button to return to the previous screen.
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11.4.15 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 11-12 Symax IED Display

Symax IED Display
Fort#:1 FPort Mame : RTLI to IED

IED Sync ter
| IED 3 IED Name ddress Interval On Sca Data
SY_IED_1 cmzm

2 SY_IED_2 2 60 PMBaxx i View

Eack|

11.4.16 IED #

The logical number of the IED on this communication channel.

11.4.17 IED Name

The name that was chosen, or accepted as default, during configuration.

11.4.18 IED Address

The IED Address chosen during configuration.

11.4.19 Sync Interval

The time interval in seconds at which the RTU will time-sync the Symax IED.

11.4.20 Meter Type

Reflects either CM2xxx or PM6xX.

11.4.21 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

11.4.22 Slave Data

Click View to examine the data being returned from this device.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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From the IED Display screen, click View under Slave Data to get the screen shown in Figure 2-23.

Figure 11-13 Symax IED Display

Symax IED Display

Port#1 Part Mame : RTU o IED
IED #: 2 IED Marme : SY_IED_2
B~ M - 2
Analogs Inputs [iewvy

Binary Inputs aliry fiewy
Counters 32 fiewy

Analog Outputs 12 fiewy

= | = || = ||| =
!

Bac

11.4.23 Type

The type of point.

11.4.24 Number

The number of points from your IED.

11.4.25 View

Click the View button to view points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. 1ED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to

return to the previous screen.
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11.4.25.1 Analog Inputs
From the Symax IED Display screen, click View for Analog Inputs to get the screen shown in Figure 2-24.

Figure 11-14 Symax Analog Inputs Display
Symax Analog Inputs Display

Port#:1 Port Mame : RTU to IED
IED#:1 IED Mame : SY_IED_1
Pagel of 1 o To
Cpont | Reg | Pomname | pomtstaus | Pontvalue | PomtCouts
] 1 IED_ANALOG O F -100.000 -32767
1 2 IED_ANALOG 1 F -100.000 -32767
2 3 IED_AMALOG 2 E -100.000 -32767
3 4 IED_AMALOG 3 E -100.000 -32767
4 5 IED_AMNALOG 4 E -100.000 -32767
5 G IED_ANALOG 3 F -100.000 -32767
6 Fi IED_ANALOG & F -100.000 -32767
Fi & IED_ANALODG 7 F -100.000 -32767
8 g IED_AMALOG 8 E -100.000 -32767
g 10 IED_AMALOG O E -100.000 -32767
10 11 IED_AMALOG 10 E -100.000 -32767
11 12 IED_ANALOG 11 F -100.000 -32767
1z 13 IED AMNALOG 12 F -100.000 -32767
13 14 IED_ANALDG 13 F -100.000 -32767
14 15 IED_AMALOG 14 F -100.000 -32767
15 16 IED AMALDG 15 E -100.000 -32767

11.4.26 Point

Protocol logical point number.

11.4.27 Reg

Reflects the register chosen during Configuration.

11.4.28 Point Name

The name of the point assigned during configuration.

11.4.29 Point State
Please see the Config@WEB Secure Software Users Guide.

11.4.30 Point Value

The engineering unit (EGU) value.

11.4.31 Point Counts

The counts from the IED.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
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on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

11.4.31.1 Status Inputs
From the Symax IED Display screen, click View for Status Inputs to get the screen shown in Figure 2-25.

Figure 11-15 Symax Status Inputs Display
Symax Status Inputs Display

Pot#:1 Fort Mame : RTU to IED
IED#:1 I[EC Mame : SY_IED_1
Pagel of 2 CoTo Mext==

_Pont | Reg | Bt | PomtName | PointStats | PointState |
-1 -1 0 COMM_STS CLOSE !
0 2400 1 IED_STS O F OPEN .
1 2400 6 IED_STS 1 F OPEN .
2 2400 2 IED_STS 2 F OPEN .
3 2400 1 IED_STS 3 F OPEN .
4 2400 ] IED_STS 4 F DOPEM -
S 2400 0 IED_STS 5 F OPEN .
6 2400 0 [ED_STS 6 F OPEN .
i 2400 0 IED_STS 7 F OPEN .
8 2400 0 IED_STS 8 F OPEN .
g 2400 0 [ED_STS 4 F OPEN .
10 2400 0 IED_STS 10 F OPEN .
11 2400 0 IED_STS 11 F OPEN .
12 2400 1] IED_5T5 12 F DOPEM -
13 2400 0 IED_STS 13 F OPEN .
14 2400 0 IED_STS 14 F OPEN .

Back

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not this IED is in good communications. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

11.4.32 Point

Protocol logical point number.

11.4.33 Reg

Reflects the register chosen during Configuration.

11.4.34 Bit

Reflects the Bit chosen during Configuration.

11.4.35 Point Name

The name of the point assigned during configuration.
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11.4.36 Point State

Please see the Config@WEB Secure Software Users Guide.

11.4.37 Point State
Indicates that point is either OPEN or CLOSED.

11.4.38 ¢

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

11.4.38.1 Accumulator Inputs
From the Symax IED Display screen, click View for Accumulators to get the screen shown in Figure 2-26.

Figure 11-16 Symax Counter Inputs Display
Symax Accumulators Display

Port#:1 Paort Mame : RTU o IED
Pagel of 2 Colo Mext==

e | Reg [ vommee o] o |
1] 1200 IED_ACC O E ]

1 1200 IED_ACC 1 E ]

2 1200 IED_ACC 2 E ]

3 1200 IED_ACC 3 E 1]

4 1200 IED_ACC 4 E ]

3 1200 IED_ACC 5 E ]

6 1200 IED_ACC 6 E ]

¥ 1200 IED_ACC 7 E 1]

a8 1200 IED_ACC 8 E 1]

g 1200 IED_ACC 9 E 1]

10 1200 IED_ACC 10 E ]

11 1200 IED_ACC 11 E ]

12 1200 IED_ACC 12 E ]

13 1200 IED_ACC 13 E ]

14 1200 IED_ACC 14 E ]

15 1200 IED_ACC 15 E 1]

Back

11.4.39 Pnt

Protocol logical point number.

11.4.40 Reg

Reflects the register chosen during Configuration.
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11.4.41 Point Name

The name of the point assigned during configuration.

11.4.42 Point State

Please see the Config@WEB Secure Software Users Guide.

11.4.43 Count

The accumulated count.

Navigation

284

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

11.4.43.1 Analog Outputs

From the Symax IED Display screen, click View for Analog Outputs to get the screen shown below.

Symax Analog Outputs Display

Port#:1 Port Mame : RTU to IED
Pagel of 1
P Reg | pomname | pomtsiaus | pontvale | pomnCouts
1] 1800 IED_AD_ 0 -100.000 1]
1 1801 IED_AD_1 -100.000 1]
2 1802 IED_AD_ 2 -100.000 1]
3 1803 IED_AD_ 3 -100.000 ]
4 1804 IED_AD_ 4 -100.000 1]
5 1805 IED_AD_ 5 -100.000 1]
b 1806 IED_AD_6 -100.000 1]
fi 1807 IED_AD_7 -100.000 1]
8 1808 IED_AD_ 8 -100.000 1]
g 1809 IED_AD_ 9 -100.000 1]
10 1810 IED_AOQ_ 10 -100.000 1]
11 1811 IED_AD_ 11 -100.000 1]
Back

11.4.44 Point

Protocol logical point number.

11.4.45 Reg

Reflects the register chosen during Configuration.

11.4.46 Point Name

The name of the point assigned during configuration.
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11.4.47 Point State

Please see the Config@WEB Secure Software Users Guide.

11.4.48 Point Value

The engineering unit (EGU) value.

11.4.49 Point Counts

The number of counts.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.
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12 L&N C2100H Master

12.1

Config@WEB RTU to IED Protocols 286

Serial Comm Port Configuration

is a protocol that communicates between the RTU and an IED. It can be used to front-end an existing
RTU in order to add new communication functionality within the substation while preserving the existing
hardware 1/0.

The protocol running on an RTU can also be used at the master station as a front-end processor scanning
multiple RTUs and converting the data to a different protocol.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click from the Protocol drop-down menu as shown.

Figure 12-1 Communication Port Configuration

Communication Port Configuration

Port Configure
2

Port#1 (K v[K v RTU to IED c2100HM) v/ Port01 ] [ Configure |
Port#2 |K ¥|K v o Port 2 'jﬂ;erwfp_ A1 Port0z | | |
Port#3 K v[K v Port 3 2179 [ Port03 | | |

Arbiter
Port#4 K v|[K v Port 4 Co0200) [ Porto4 | | ]
Port #5 (K v ||K v Port 5 SINEY [ Port05 | | ]
Port 26 | K ~||K + Port 6 Electran [F'curtDE] [ ]

IRQB | - ETI
Port #7 K #||K + Port 7 Harris (M) [F'Gl'tﬂ?] [ ]
Port#8 |K MK v Port § UnérfﬂrznAgc]| [ Port0s | | ]
Port#9 K v|[K v Port 9 modous() 1 [ Portos J [ |
Port #10 |K ¥ |K v Port 10 SEL [ Port10 | | |
IRQG6 |+ Series V(M)

Port #11 | K w|[K w Port 11 Symax [F'C'ITH ] [ ]
Port #12 K (vi[k v Port 12 Transdaa | Pori2] ]

Tunnel
Communication Associations — ML.':"rJIrER T —

8979

C2100H

CDCI

CoCI

DNPR

I

Harris (R}

IDLC

L&N v

12.1.1 Port Number

Physical Port number of the RTU.

12.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular

RTU for variations.
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12.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

12.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

12.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

12.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Name 7]

[ Cancel ][ Submit ]

12.1.4 Protocol

From the drop-down list, select the protocol for this port.

12.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

12.1.6 Point Operations

Click this button to assign points.

12.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

12.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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12.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n. You may accept all defaults or fill in the form
according to the information following Figure 2-2.

Figure 12-2 Communication Channel Configuration
L&N C2100H(M) Communication Channel Setup

Fort#:1 Fort Mame : RTU to IED
Mumber of IEDS 2
Baud Rate * 1200 ™
Parity * Mone |»
CTS Delay * 25 (ms}
Fx Timeout * 2000 |{ms)
Tx Timeout 5000 |{ms)
B4 Time * 10 (ms}
Modem Turn Off Time * 0 (ms)
Hardware CTS ®MNo OvYes
Hardware DCD ® Mo OvYes
Midtransmission MARK 2 (bytes)
Zelect Timeout 10 (sec)
Idle Time 1000 (ms)
Defanlt: 0. Retries 3
Range: 0 to 32. [ Cancel] [ Subrnit ]

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

12.2.1 Number of IEDs (0-32)

Enter the number of IEDs on the port. The default setting is 0.

12.2.2 Baud Rate (300 - 19200)

Select the communications speed for the associated channel. Default setting is 1200.

12.2.3 Parity (None, Odd, Even)

From the drop-down menu, select the parity for the associated channel. The default setting is None.

12.2.4 CTS Delay (0 - 1000ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
25.
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12.2.5 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. Default setting is 2000 (2 seconds).

12.2.6 Tx Timeout (0-30,000ms)

Enter the transmit timeout for the associated channel. This value limits the maximum transmission time
from the RTU to the master. Default setting is 5000 (5 seconds).

12.2.7 B4 Time (0-250ms)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time required on the
channel following a transmission from the RTU prior to turning on the RTUs receive interrupts. Default
setting is 10.

12.2.8 Modem Turn Off Time (0-250ms)

Enter the time delay after the last transmitted byte before turning off the modem. Default setting is 0.

12.2.9 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then reply data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.

12.2.10 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver
will accept requested message data frames only if carrier is detected by the modem. If carrier is not
detected, the data frames are discarded. Default setting is No.

12.2.11 Midtransmission MARK (0 — 255 bytes)

Enter the number of 8 bit marks to be transmitted between data blocks 8 and 9 of transmissions longer than
8 blocks. Default is 2.

12.2.12 Select Timeout (1 - 25 sec)

Enter the time in seconds that an SBO Select will be armed. Default is 10.

12.2.13 Idle Time (1 - 25,000 ms)

Enter the number of milliseconds to delay between polling messages to IEDs. Default is 1000.

12.2.14 Retries (1-25)

Enter the number of retries on poll messages before marking the data from that IED as failed. Default is 3.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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12.3 Point Operations

From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Figure 12-3 IED Configuration

L&N C2100H(M) IED Configuration
Pot#1 F'I:urt Mame : RTU to IED

|ED On Copy
IED # N ddress | Scan | Config | to IED“
1

CHM_IED_1 v [Edi
2 CHM_IED_2 2 v [Edd] m
o7 comguaton | X|

IEC Mame CHM_IED_2
IED Address 2
On Scan * ®ves O Mo

12.3.1 IED #

The logical number of the IED on this communication channel.

12.3.2 IED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.

12.3.2.1 IED Name
The name of the IED. Type in a name, or accept the default.

12.3.2.2 IED Address
The address of the IED. Type in an address, or accept the default.

12.3.2.3 On Scan
Determines whether or not the IED is being scanned. Click No to disable the scan, or accept the
default (Yes).

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to
reboot.

12.3.2.4 Set/X
Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

12.3.3 |IED Address

Reflects the entry in the pop-up menu. See above.

12.3.4 On Scan

Reflects the entry in the pop-up menu. See above.
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12.3.5 Slave Config

Click the Edit button to edit the IED points.

Config@WEB RTU to IED Protocols 291

12.3.6 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

12.3.6.1 Slave Configuration Edit

12.3.7 Slave Config

Click Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 12-4 |ED Configuration
L&N C2100H Configuration

Port#:1 Status Select 1 » FortMame : RTU to IED

IED#:1 [ED MAME : CHM_IED_1

BT T

Section 14 Section 94 ACC w Analog Inputs
Section 1B ANA W Section 9B Status Inputs Edit
Section 24 5T5 v Section 10A ACC |» Accumulatars
Section 2B TS & section 10B Raise/Lower
Section 34 ANA W Section 114 ACC w Analog Qutputs
Section 3B ANA ¥ Section 118 SA0
Section 44 AMA W Section 124 ACC w
Section 4B ANA ™ Section 128
Section 54 ANA | W Section 134 SM W
Section 5B AMNA W Section 138 SMA v
Section 64 Mone » Section 144 MNone
Section 5B Mone » Section 14B Mone
Section TA Hone Section 154 Mone
Section 7B Mone Section 158 Mone %
Section 84 Mone » Section 164 MNone
Section 8B W Section 168 Mone
5TS | cancel | [ submit |
ACC
BCD

12.3.8 Status Select, Pass/Group, or Pass

12.3.8.1 Status Select 1 or 2

Select Status Select 1 or 2 to edit what types of points are to be included in the response message.
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12.3.8.2 Pass/Group 1 through 4
Select Pass/Group 1 through 4 to edit what types of points are to be included in the response
message. Raise/Lower, Analog outputs, and SBO points may be mapped only in groups 1-4.

12.3.8.3 Pass 5through 12
Select Pass 5 through 12 to edit what types of points are to be included in the response message.

12.3.9 Configure Sections

12.3.9.1 ANA
Analog Inputs, 12-bit. Uses one section. See Analog Inputs MAP function.

12.3.9.2 STS
Status, 1-bit. Twelve status points will fit in one section. See Status Inputs MAP function.

12.3.9.3 ACC
Block is an accumulator. This is valid only in the 1st data block as required by the protocol. It
uses both the 1st and 2nd data blocks to return a 24 bit value in binary format. The 1st data block
contains the most significant 12 bits and the 2nd data block contains the least significant 12 bits.

12.3.9.4 BCD

Block is an accumulator. This is valid only in the 1st data block as required by the protocol. It
uses both the 1st and 2nd data blocks to return 6 BCD digits. The 1st data block contains the most
significant 3 BCD digits and the 2nd data block contains the least significant 3 BCD digits.

12.3.10 Type

The different types of 1/0 points supported by this protocol.

12.3.11 Edit

Click the Edit button to configure the point types for this group.

Please note: No configuration changes take effect until the RTU is reset.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
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12.3.12 IED Analog Configuration

From the IED Configuration screen, click on Edit for Analog Inputs. A screen similar to Figure 2-13 will
appear.

Figure 12-5 Analog Input Configuration
L&N C2100H Ceonfiguration

Pot #:3 Part Mame : Port 3
IED #: 1 [ED MAME : CHM_IED 1

C2100H(M) Analog Input Configuration

1 CHIED_AMNA_1
2A 1 CHIED_ANA_2 Click on Header to 085
2B 1 [cHED_ANnA_3 Change All 095
Change Al
3A 1 |CHIED_ANA_4 095
3B 1 CHIED_AMNA_S 093
4 A 1 CHIED_AMNA_G& 093
4B 1 CHIED_AMNA_T 1] / 4095
BA 1 CHIED _AMNA_8 ] 4095
5B 1 CHIED _AMNA_S ] 4095

12.3.13 Sect

Protocol logical section number. This number cannot be changed.

12.3.14 Point

Protocol logical point number. This number cannot be changed.

12.3.15 Name

Enter the name of the point (or accept the default name).

12.3.16 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

12.3.17 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
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Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

12.3.18 IED Status Configuration

From the IED Configuration screen, click on Edit for Status. A screen similar to Figure 2-14 will appear.

Figure 12-6 Status Input Configuration (Section A)

L&N C2100H Configuration

Port #: 4 Port Name : Port 4
IED#: 1 IED NAME : CHM_IED_1

C2100H(M) Status Configuration

Page 1 of 4 GoTo Next ==
24 1 CHIED_STS_2_1 Oves ®No
24 2  |CHIED_STS_2_2 @ ves ONo
2A 3 Yes Mo
A 4 CHIED_STS_2_ 4 ®ves O No
A 3 Yes Mo
2A 6 CHIED STS 2 6 OYes ®No
2A 7 |CHIED_STS 2 7 Oves ®No
24 8 |CHIED_STS_2_8 Oves ®No
24 9  (CHIED_STS_2_ 9 Oves ®No
24 10 |CHIED_STS_2_10 Oves ®No
24 11 CHIED_STS_2_11 Oves ®No
24 12 (HIED_ST5_2_12 ®ves ONo

12.3.19 Sec

Protocol logical section number. This number cannot be changed.

12.3.20 Point

Protocol logical point number. This number cannot be changed.

12.3.21 Name

Enter the name of the point (except for COMM_STS which can not be changed) or accept the default name.
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12.3.22 MCD (Multiple Change Detect)

Click Yes to make any point a status-with-memory point. The point following then becomes the memory
bit and is disabled. The last point in section A can be an MCD point, and its corresponding memory bit
becomes the first element of the following B section. But as shown below, the last point in a B section
cannot be defined as a status-with-memory point.

Figure 12-7 Status Input Configuration (Section B)

L&N C2100H Configuration
Port # : 4 Port Name : Port 4
IED#:1 IED NAME : CHM_IED_1
C2100H(M) Status Configuration
== Previous Page 2 of 4 GoTo @ Mext ==
| Sec [Pont | Name |
2B 1 Yes Mo
2B 2 CHIED_STS_3_2 Oves (&) No
2B 3  CHIED_STS_3_3 ®¥es O Mo
2B 4 es Mo
28 5 |CHIED_STS_3.S O¥es ®No
28 6  CHIED_STS_3.6 OYes ®No
2B 7T (CHIED_STS_3_7 ®Yes ONo
2B g Yes Mo
2B 9  CHIED_STS_3_9 ®yes ONo
2B 10 Yes Mo
2B 11 (CHIED_STS_3_11 ®)ves (O No
2B 12
Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. 1ED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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12.3.23 IED Accumulators Configuration

From the IED Configuration screen, click on Edit for Accumulator Inputs. A screen similar to Figure 2-15
will appear.

Figure 12-8 Accumulators Configuration

L&N C2100H Ceonfiguration

Port#:3 Part Mame : Port 3
IED #: 1 IEC MAME : CHM_IED_1

C2100H(M) Accumulators Configuration

| Sect [Polt | Neme |

104 1 CHIED_ACC_10
124 1 CHIED_ACC_12
144 1 CHIED_ACC_14
164 1 CHIED_ACC 16

12.3.24 Sect

Protocol logical section number. This number cannot be changed.

12.3.25 Point

Protocol logical point number. This number cannot be changed.

12.3.26 Name

Enter the name of the point or accept the default name.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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12.3.27 IED Raise/Lower Configuration

Click on Edit for Raise/Lower. A screen similar to Figure 2-17 will appear.

Figure 12-9 Digital Outputs Configuration
L&N C2100H Configuration

Port #: 2
IEC % : 1

Fart Mame ; Part 2
[EDCr MAME : CHI_IED 1

C2100H(M) Digital Output Configuration

Fage 1 of 2 GoTo

Mext ==

[ sea | Mame

1-R
1-L
2-R
2-L
3-R
3-L
4-R
4-L
5-R
5-L
B-R
B-L
7-R
7-L
g8-R
g-L

CHIED 1 -R
CHIED 1 -L
CHIED 2 -R
CHIED 2 -L
CHIED 3 -R
CHIED 3 -L
CHIED 4 - R
CHIED 4 - L
CHIED 5 - R
CHIED 5 - L
CHIED & - R
CHIED & - L
CHIED 7 - R
CHIED 7 - L
CHIED 2 -R
CHIED 2 -L

12.3.28 Seq

Diare

Protocol logical sequence number. This number cannot be changed

12.3.29 Name

Enter the name of the point (or accept the default name)

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

12.3.30 IED Analog Outputs Configuration

Click on Edit for Analog Outputs. A screen similar to the one below will appear.

Figure 12-10 Analog Outputs Configuration

L&N C2100H Configuration

Pot#:3 Faort Mame : Port 3
IED #: 1 IED MAME : CHM_IED _1

C2100H(M) Analog Output Configuration

CHIED_AD_1
: CHIED_AO_2 Click on Headerto Y022
3 |CHIED_AO_3 Change All 105
4 CHIED_AQ_4 _hange &l 195
5 |cHIED_AOS 005
6 |CHIED_AO_6 A0S
7 |CHIED_AO_7 o / 4005
8 |CHIED_AO_8 0 4005
9 [CHIED_AO_O 0 2005
10 |CHIED_AO_10 0 4005
11 |CHIED_AO_11 0 4005
12 |CHIED_AO_12 0 4005

12.3.31 Point

Protocol logical point number. This number cannot be changed

12.3.32 Name

Enter the name of the point (or accept the default name)

12.3.33 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

12.3.34 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

12.3.35 IED SBO Configuration

Click on Edit for SBO. A screen similar to the one below will appear.

Figure 12-11 SBO Configuration

L&N C2100H Configuration

Port #: 3 FPaort Mame : Port 3
IED #: 1 IEC MAME : CHM_IED_1

C2100H(M) SBO Configuration

Execute Time

1 CHIED _SB0O_1
2 CHIED_5BO_2 Click on Header to
3 CHIED_SBO_3 Change
4 |CHIED_SBO 4 change A
5 CHIED _SB0O_3
i} CHIED_SBO_6
T CHIED _SB0O_7 SIZI/
3 CHIED_SBO_8 500
9 CHIED_SBO_9 500
10 CHIED_SBO_10 500
11 CHIED_SB0O_11 500
12 CHIED_SBO_12 500
12.3.36 Point
Protocol logical point number. This number cannot be changed
12.3.37 Name
Enter the name of the point (or accept the default name)
12.3.38 Execute Time
Enter the Execute Time (or accept the default)
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

12.4 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 12-12 Data Display Screen

Configuration | Data Display |

Config@WEB

Command | Up/Download

References
Analog Inputs
Senal Comm

Applications Ethernet Comm

Analog Outputs

TITHT

Annunciator
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 12-13 Display Communication Port Data
Display Communication Port Data

Port Comm Display
= N 5 = -1

Port#1 K K RTU to IED C2100HM)  [view] [ PortDatz |
Fort#2 K K Port 2 Mone
Port #3 K K Port 3 Mone
Fort #4 K K Port 4 Mone
Fort#5 K K Port & rMone
Fort #6 K K Port & rone
Fort #7 K K Port 7 rone
Fort #3 K K Port 8 Mone
Fort#9 K K Port 9 Mone
Fort&10 K K Fort 10 Mone
Port#11 K K Port 11 Mone
FPort#12 K K FPort12 Mone
Communication Associations

12.4.1 Port Number

Physical Port number of the RTU.

12.4.2 RTS and DTR

12.4.2.1

12.4.2.2

12.4.2.3

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

"K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

"L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

12.4.3 Name

The port name given during configuration or default name accepted.
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12.4.4 Protocol

The configured protocol for this port.

12.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

12.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

12.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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12.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 12-14 Communication Counters Display

C2100H({M) Communication Counters Display
Port#:1 FPortMame : Port 1

Messages Received
Messages Sent
B4 Timer Violations
BCH Security Errors
Owerrun Errors
Framing Errors
Hardware DCD Errors
Hardware CTS Errors

CICICICICICICICII

fo= IESTIY. PR I SRR Y Y

Data Trap

12.4.9 Point

A logical point number for reference only.

12.4.10 Counter Name

The following counters are monitored:

12.4.10.1 Messages Sent
This indicates the cumulative number of transmitted messages since the last reset or power-up.

12.4.10.2 Messages Received
This indicates the cumulative number of received messages since the last reset or power-up.

12.4.10.3 B4 Timer Violations

This indicates the cumulative number of B4 Timer violations. This count can be affected by the
setting of the B4 Time in configuration.
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12.4.10.4 BCH Security Errors
This indicates the cumulative number of BCH security errors since the last reset or power-up.

12.4.10.5 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

12.4.10.6 Framing Errors

This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

12.4.10.7 Hardware DCD Errors
This indicates the cumulative number of DCD errors since the last reset or power-up.

12.4.10.8 Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

12.4.11 Counts

The counts for each type of Counter.

12.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

12.4.13 Display Port Data

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 12-15 IED Display

L&N C2100H({M) IED Display
Port# 1 Port Mame : RTU o IED

| IED | On | Slave
IED# IED Name Address | Scan | Data
1 CHI_IED_1 1 Y

2 CHM_IED_2 2 Y

|Back

12.4.14 IED #

The logical number of the IED on this communication channel.

12.4.15 IED Name

The name that was chosen, or accepted as default, during configuration.

12.4.16 IED Address

The IED Address chosen during configuration.
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12.4.17 On Scan

305

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

12.5 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will

appear.

From the IED Display screen, click View under Slave Data to get the screen shown in Figure 2-23.

Figure 12-16 IED Display

€2100H(M) IED Display

FPart Mame : Port 2
[ED Marme : CHM_IED 1

Port # : 2
[ED#:1

L twe | mber ] view

Analog Inputs 4
Status Inputs 49
Arcumulators 5
Analog Outputs 12
Digital Dutputs 24
SHO Qutputs 12
Back
12.5.1 Type
The type of point.
12.5.2 Number
The number of points from your IED.
12.5.3 View
Click the View button to view points.
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12.6 Analog Inputs

From the IED Display screen, click View for Analog Inputs to get the screen shown in Figure 2-24.

Figure 12-17 Analog Inputs Display
C2100H(M) Analog Inputs Display

Port#:1 PortMame : RTU to IED
IED#:1 IED Mame : CHM_IED_1
Pagel of 1 CoTo
551 1B CHIED_AMA_1 F 0.000 1]
551 3A CHIED_AMA_4 F 0.000 1]
551 3B CHIED_AMA_S F 0.0o0 ]
551 44 CHIED_AMA_G F 0.000 1]
551 4B CHIED_AMA_7 F 0.00a ]
551 A CHIED_AMA_8 F 0.000 1]
551 5B CHIED_AMA_S F 0.00a 1]
Back

12.6.1 Pass

Protocol logical Pass/Group number:

SS1-2  Status Select 1 and 2
P1-12 Pass/Group 1 thru 4 and Pass 5 thru 12

12.6.2 Sect

Protocol logical section number.

12.6.3 Point Name

The name of the point assigned during configuration.

12.6.4 Point State
Please see the Config@WEB Secure Software Users Guide.

12.6.5 Point Value

The engineering unit (EGU) value.

12.6.6 Point Counts

The counts from the IED.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

12.7 Status Inputs
From the IED Display screen, click View for Status Inputs to get the screen shown in Figure 2-25.

Figure 12-18 Status Inputs Display
C2100H(M) Status Inputs Display

Port # : 1 Port Mame : RTU to IED

IED#:1 IED Mame : CHM_IED_1

Pagel of 2 Co To Mext==

_Pass | Sect | Pomt |  PomtName | PointStatus | PointState | |
] CHM_COMM_STS CLOSE .
551 24 1 CHIED_5T5_ 2 1 E OPENM .
551 28 2 CHIED_STS5_2 2 E OPEN .
551 24 3 CHIED_ST5_ 2 3 E OPENM .
551 24 4 CHIED_ST5_2 4 E OPENM .
551 28 5 CHIED_ST5_2 5 E OPEN .
551 24 6 CHIED_ST5_ 2 6 E OPENM .
551 24 7 CHIED_ST5_ 2 7 E OPENM .
551 248 8 CHIED_STS_2 8 F OPEN .
551 24 9 CHIED_ST5_2 9 E OPENM .
551 24 10 CHIED_ST5_2_10 E OPENM .
551 248 11 CHIED_S5TS 2 11 F OPEN .
551 24 12 CHIED_ST5_2 12 E OPENM .
551 2B 1 CHIED_5T5_ 3 1 E OPENM .
551 2B 2 CHIED_STS5_3_ 2 F OPEN .
551 2B 3 CHIED_ST5_3 3 E OPENM .
Back

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not this IED is in good communications. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

12.7.1 Pass

Protocol logical Pass/Group number:

SS1-2  Status Select 1 and 2
P1-12 Pass/Group 1 thru 4 and Pass 5 thru 12

12.7.2 Sect

Protocol logical section number.
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12.7.3 Point

Protocol logical point number.

12.7.4 Point Name

The name of the point assigned during configuration.

12.7.5 Point State
Please see the Config@WEB Secure Software Users Guide.

12.7.6 Point State
Indicates that point is either OPEN or CLOSED.

12.7.7 o
A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

12.8 Accumulator Inputs

From the IED Display screen, click View for Accumulators to get the screen shown in Figure 2-26.

Figure 12-19 Counter Inputs Display
C2100H({M) Accumulator Inputs Display

Port #:1 Port Mame : RTU o IED
[ED#:1 [ED Mame : CHM_IED 1
Pagel of 1 GoTo
s [ oo | e [ ] cm
551 94 1 CHIED _ACC_16 E 0
551 104 1 CHIED _ACC_18 E 0
551 114 1 CHIED _ACC_20 E 0
551 124 1 CHIED _ACC 22 E 0
Back
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12.8.1 Pass

Protocol logical Pass/Group number:

SS1-2  Status Select 1 and 2
P1-12 Pass/Group 1 thru 4 and Pass 5 thru 12

12.8.2 Sect

Protocol logical section number.

12.8.3 Point

Protocol logical point number.

12.8.4 Point Name

The name of the point assigned during configuration.

12.8.5 Point State
Please see the Config@WEB Secure Software Users Guide.

12.8.6 Count

The accumulated count.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.
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Analog Outputs

From the IED Display screen, click View for Analog Outputs to get the screen shown below.

Figure 12-20 Analog Outputs Display
C2100H(M) Analog Outputs Display

FPort# Pot#: 3
[ED#:1

Fagel of 2 CoTo

Faort Mame : Port 3

I[ED Mame : CHM_IED_1

Mext==

0 CHIED_AO_1 0.000
1 1 CHIED_AO_2 F 0.000
1 2 CHIED_AO_3 F 0.000
1 3 CHIED_AO_4 F 0.000
1 5 CHIED_AO_S F 0.000
1 ] CHIED_AO_6 F 0.000
1 B CHIED_AO_7 F 0.000
1 7 CHIED_AO_8 F 0.000
1 8 CHIED_AO_9 F 0.000
1 2 CHIED_AO_10 F 0.000
1 10 CHIED_AO_11 F 0.000
1 1l CHIED_AO_12 F 0.000

12.9.1 Group

Protocol logical Group number:

12.9.2 Point

Protocol logical point number.

12.9.3 Point Name

The name of the point assigned during configuration.

12.9.4 Point State

Please see the Config@WEB Secure Software Users Guide.

12.9.5 Point Value

12.10

The engineering unit (EGU) value.

Navigation

Back

310

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.
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Figure 12-21 Command Tab Page

Configuration Data Display II Up/Download
Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

TITHT

The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2300 manual.
Under Command Port Data, click Port Data.

Figure 12-22 Serial Comm Command Communications Port Data
Command Communication Port Data

Port | ors | DTR Name Protocol  |command Port| o o pode
Humber Data
K

Port #1 K RTU to IED C2100H(M) Normal [+
Port #2 K K Port 2 Mone \

Port #3 K K Port 3 Mone

Port #4 K K Fort 4 rone

Port #35 K K Port 5 Mone

Port #6 K K FPort B Mone

Port &7 K K Port ¥ Maone

Port#28 K K Fort 2 Mone

Port #9 K K Port 8 Mone

FPort#10 K K Paort 10 Mone

Fort&11 K K Port 11 Mone

FPort#12 K K Port 12 rone
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The resultant screen will be similar to Figure 2-31. Click on the Command button.

Figure 12-23 IED Command

L&N C2100H(M) IED Command
Pot#1 Fart Mame : RTU to IED

IED | On
IED # IED Name Address | scan | StaveData
1 CHII_IED_1 1
2 CHM_IED 2 2 Command |

= | =

Back

312

The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them

configured as in this example, you will be able to command various outputs.

Figure 12-24 |IED Command
C2100H({M) IED Command

Port # ;2 Fort Marme : Port 2
IEC #: 1 IED Marme : CHM_IED 1
we | umber | Commana
Analog Inputs 4
Status Inputs 49
Accumulators ]
Analog Outputs 12
Digital Outputs 24
SB0 Outputs 12
|Ela|:k
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Click on the Analog Outputs Command button. The resulting screen will look like Figure 10-21. Type ina
value for the chosen AO channel, then click the Execute button. The output channel will be driven to that

value.

Pot#:3
IED #: 2

.1

A A A A A A A A A A

.1

]
1
2
3
4
5
G
7
8
4

11

Figure 12-25 Analog Outputs Command

C2100H(M) Analog Outputs Command

Pagelofl

CHIED_AQ_1
CHIED_AQ_2
CHIED_AQ_3
CHIED_AO_4
CHIED_AQ_5
CHIED_AO_G
CHIED_AQ_7
CHIED_AO_8
CHIED_AQ_9

CHIED_AO_10

CHIED_AOQ_11

CHIED_AO_12

GoTo
Growp [ Pont | Name | Range |

0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000
0.000 to 4095.000

Faort Mame : Port 3
IED Mame : CHM_IED_2

Value

2000.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

Operation

CHIED _AQ_1 : Success

g R

Back
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Click on the Command button for Digital Outputs. The resulting screen will look like the figure below.
Type in an execute time, then click the Execute button.

Figure 12-26 Digital Outputs Command
C2100H(M) Digital Outputs Command

Port #: 3 PortMame : Port 3
ED #: 2 IED Name : CHM_IED_2
Fage 1 of 1 CoTo
Ccrop | ot | tame | ExocusTmetme) | pumoporaons |
1 1 CHIED_1-R 500
1 2 CHIED_1-L 0
1 3 CHIED_2-R 0
1 4 CHIED_2-L 0
1 5 CHIED_3-R 0
1 6 CHIED_3-L 0
1 7 CHIED_4-R 0
1 2 CHIED_4-L 0
1 9 CHIED_5-R 0
1 10 CHIED_5-L 0
1 11 CHIED_6-R 0
1 12 CHIED_6 - L 0
1 13 CHIED_7-R 0
1 14 CHIED_7-L 0
1 15 CHIED_8-R 0
1 16 CHIED_8-L 0
1 17 CHIED_9-R 0
1 18 CHIED_9-L 0
1 19 CHIED_10-R 0
1 20 CHIED_10-L 0
1 21 CHIED_11-R 0
1 22 CHIED_11-L 0
1 23 CHIED_12-R 0
1 24 CHIED_12-L 0
Open on CHIED_1 - R : Successful
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Click on the Command button for SBO Outputs. The resulting screen will look like the one below after
either a Trip or Close has been selected, then Executed with the Execute button.

Figure 12-27 SBO Outputs Command
C2100H{M) SBO Qutputs Command

Port#:3 Port Mame : Port 3
[EC #:2 IEC Mame : CHM_IED_2
Fage 1 of 1 GaoTo

Grow | pont | __tame | BrocutaTimo(ns) | __Pom Oporaions__
1 1 CHIED_SBO_1 500 @ Trip O Close

1 2 CHIED_SBO_2 500 O Trip O Close

1 3 CHIED_SBO_3 500 O Trip O Close

1 4 CHIED_SBO_4 500 O Trip O Close

1 5 CHIED_SBO_& 500 O Trip O Close

1 B CHIED_SBO_# 500 O Trip O Close

1 7 CHIED_SBO_7 500 O Trip O Close

1 8 CHIED_SBO_8 500 O Trip O Close

1 8 CHIED_SBO_4 500 O Trip O Close

1 10 CHIED_SBO_10 500 O Trip O Close

1 11 CHIED_SBO_11 500 O Trip O Close

1 12 CHIED_SBO_12 500 O Trip O Close
Trip on CHIED_SBO_1 : Successful
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13 Tunnel Function

13.1 Serial Comm Port Configuration

is a protocol that allows the user to set up a terminal emulation program on the Ethernet side of the RTU
and talk directly to many devices, including Beckwith. Because this “protocol” handles only simple
communications, there is no point configuration.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. From this
screen, click Tunnel from the Protocol drop-down menu as shown.

Figure 13-1 Communication Port Configuration

Communication Port Configuration

Port Configure Pmnt Copy
Mo ETTE G

Port#] K v RTU to [ED Tunnel || Port01 ] [ |
Port#2 |K %K v .y Port 2 None en— lPet02] | ]
Port#3 K v | K v Port 3 2179 [ Porto3 | | |

Avbiter
Pori#4 | K M| K [¥ Port 4 C{QEItEEDI[M] | Port04 ] | |
Port#5 |K »|K v Port 5 gﬁjﬁﬁ,ﬁ‘im) [ Port0s ||| |
Port #6 (K v||K v Port 6 Electran [ Portos ||| : |

_ IRQ6 ETI =
Port 27 |K v|[K v Port 7 Harris (M) [ Port07 ||| |
Port=8 (K v]K v Port § IJnériﬂrSAgc]| [ Port0s | | |
Port#9 K ¥|K v Port 9 Eﬁ;i?;:f,&“" [ Port09 | | |
Port £10 |K | K v Port 10 SEL [ Port10 | |
: IRQE |+ Series V(M)

Port #11 |[K # | K v Port 11 Symax ’POHH l [ l
Port212 K v|K v Port 12 T [Portiz] | ]
Commumication Associations - T/ —

8979

C2100H

cocl

cocli

DNPR

FM

Harris (R)

IDLC

13.1.1 Port Number LEN =

Physical Port number of the RTU.

13.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.
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13.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

13.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

13.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

13.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Name 7]

[ Cancel ][ Submit ]

13.1.4 Protocol

From the drop-down list, select the protocol for this port.

13.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

13.1.6 Point Operations

Click this button to assign points.

13.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

13.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 13 - Tunnel Function Config@WEB RTU to IED Protocols 318

13.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n. You may accept all defaults or fill in the form
according to the information following Figure 2-2.

Figure 13-2 Communication Channel Configuration
Tunnel Through Communication Setup

Fort#:2 Port Mame : Port 2
Protocol () Binary O ASCII
Baud Rate * Q00w
Parity * Mone |»
Stop Bits * 1w
Rx Timeout * so0l  |(ms)
Tx Timeout 100 (ms)
B4 Time * 1000 |{ms)
Interbyte Time = S0 (ms)
Half Duplex ®No OvYes
CTS Delay * a0 (ms)
Modem Turn Off Time * |0 (ms)
Hardware CTS &Moo O Yes
Hardware DCD ®No O Yes
TCP Port Mumber ga00
Defauit- 500, Session Timeout 30 {rmin.}
Range: 0 to 30000 Buffer Size 1 (KBytes)

[Cancel] [ Submit ]

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Rx Timeout.

13.2.1 Protocol (Binary— ASCIl)

Select the format of information that is to be tunneled. The default is Binary.

13.2.2 Baud Rate (300 - 19200)

Select the communications speed for the associated channel. Default setting is 9600.

13.2.3 Parity (None, Odd, Even)

From the drop-down menu, select the parity for the associated channel. The default setting is None.
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13.2.4 Stop Bits (0, 1, 2)

Enter the Stop Bits for the associated channel. The default is 1.

13.2.5 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. Default setting is 500 (0.5 seconds).

13.2.6 Tx Timeout (0 - 3,000ms)

Enter the transmit timeout for the associated channel. This value limits the maximum transmission time
from the RTU to the master. Default setting is 100 ms.

13.2.7 B4 Time (0-10,000ms)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time required on the
channel following a transmission from the RTU prior to turning on the RTU's receive interrupts. Default
setting 1000 msec.

13.2.8 Interbyte Time (10— 5000ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 50 msec.

13.2.9 Half Duplex (No, Yes)

Click the radio button for Yes if you want half duplex operation. This function enables the RTU to
properly condition the RS-232 control lines. The CTS delay is used for carrier conditioning. In full duplex
operation, the CTS signal is used for collision avoidance. In Half duplex operation, the DCD signal is used
for collision avoidance and to enable the receiver. The default setting is No.

13.2.10 CTS Delay (0 —250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
0.

13.2.11 Modem Turn Off Time (0 - 250ms)

Enter the time delay after the last transmitted byte before turning off the modem. Default setting is 0.

13.2.12 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then reply data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.

13.2.13 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver
will accept requested message data frames only if carrier is detected by the modem. If carrier is not
detected, the data frames are discarded. Default setting is No.
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13.2.14 TCP Port Number

This is the port number for the TCP socket connection. The default setting is 8800. Each additional port

must be uniquely numbered. If you configure more than one serial Tunnel port, use a unique TCP Port
Numbers for each.

Note: For each Telnet session, the TCP port number in the Tunnel protocol setup and the Telnet
session must match.

13.2.15 Session Timeout (1 - 1000 min.)

Enter the time delay before your Tunnel session times out. Default setting is 30 minutes.

13.2.16 Buffer Size (1 — 20 kBytes)

Enter the required buffer size. Default setting is 1 kByte.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

13.2.17 Telnet Session Host Address

There is a variation in the host address depending on whether your connection method is PPP or TCP/IP.
See the following sections.

13.2.17.1 PPP Host Address
Select Winsock as the Connection method. Set the Port number to 24. If you are using PPP, enter the PPP
host address of the RTU as shown below.

Figure 13-3 Connect Using Winsock & PPP Host Address
Connect To EE|

W Tunnel Function

Enter detailz far the hasgt that vau want ta call
Host addrezs; | 90.0.0.50

Puort number: 24

Connect uzing: | TCPAP [Winsock) b

[ Ok l [ Cancel
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Note: For each Telnet session, the TCP port number in the Tunnel protocol setup and the Telnet
session must match.

13.2.17.2 TCP/IP Host Address

Select Winsock as the Connection method. Set the Port number to 24. If you are using TCP/IP, enter the
TCP/IP host address of the RTU as shown below.

Figure 13-4 Connect Using Winsock & TCP/IP Host Address

Connect To

W2 Tunnel Function

Enter detailz for the hosgt that vou want to call

Host address: | 172.18.150.50 |

Port number: | 24 |

Connect using: | TCRAR [winzock] w |

[ OF. H Cancel ]

Note: For each Telnet session, the TCP port number in the Tunnel protocol setup and the Telnet
session must match.
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14 Incom

14.1 Serial Comm Port Configuration

Incom is a protocol that communicates between the RTU and an IED. It can be used to front-end an
existing RTU in order to add new communication functionality within the substation while preserving the
existing hardware 1/0.

The Incom protocol running on an RTU can also be used at the master station as a front-end processor
scanning multiple RTUs and converting the data to a different protocol.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click Incom from the Protocol drop-down menu as shown.

Figure 14-1 Communication Port Configuration

Communication Port Configuration

Port Configure Pomt Copy
e P TR T

Port £1 [K »[[K =] Port 1 [DNFR ~| Pordi | Map Points Copy |
Port =2 IK "”l{ "l Port 2 [DNPM - PDHD?_' Caonfigure | I_ Copyl
Port #3 IK '”l{ 'I Port 3 Incom | PortDSl Configure | |_ Copyl
Port 24 [K =|[K =] Port 4 N eD — ] _Portt4 | | I copy|
Port 25 [K =|[K =] Port 5 2179 Port05 | | [ copy|
t
Port =6 IK "'”I{ "Ilm Port 6 Crgglg?;:m:,\ Port 06 | | I— CUPY'
Port=7 [K ][« =] Port 7 gi‘ggﬁ'\”’-‘ Port07 | | [ copy]|
Port #8 IK "'”I{ "I Port 8 E'ﬁﬂfan Port 08 | | I— Copyl
Port =9 Il{ "”l{ "I Port 9 Harris (M) Port 03 | | I_ COF‘Y'
10 [<I[E] — com
Port 210 |K =||K = Im Port 10 BN ASCI Port 10 | | I— Copyl
Port #11 IK_L”E, Port 11 MaodbusiM) Paort 11 | | I— Copyl
Quantum
Port 12 [K ][k ~] Port 12 SEL Port12 | | [ copy]|
Series V(M)
Communication Associations ©0nfig | ?fy’ralax Backl
ickle
Transdata
Tunnel
—MTU-RTU —
8979
C21004
chCl
cocl
DNPR
Fi
Harris (R)
IDLC
L&N -
14.1.1 Port Number
Physical Port number of the RTU.
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14.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

14.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

14.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

14.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

14.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

[ Cancel ][ Submit ]

14.1.4 Protocol

From the drop-down list, select the protocol for this port.

14.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

14.1.6 Point Operations

Click this button to assign points.

14.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

14.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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14.2  Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the Incom port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 14-2 Communication Channel Configuration

Incom Communication Channel Setup

Fort#: 2 Fort Mame : Port 2

Number of IEDs 1|

Baud Rate * Se00 W

Parity * MNone |»

Data Bits * 8w

Stop Bits(0 = Sync) * 1|

CTE Delay * 20 (ms)

Fx Timeout * 2000 (ms)

Foll Time 2000 (ms)

Retries Before Failing Foints 3 times)
Default: 0. Echo Commands CINo (3 Yes

Eange: 0 to 32.

| cancel | [ Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

14.2.1 Number of IEDs (0-32)

Enter the number of IEDs on the port. The default setting is 0.

14.2.2 Baud Rate (300-19200)

From the drop-down menu, select the baud rate. The default setting is 9600.

14.2.3 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is None.

14.2.4 Data Bits (5,6,7,8)

From the drop-down menu, select the data bits for the associated channel. The default setting is 8.

14.2.5 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.
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14.2.6 CTS Delay (0 —250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
20.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

14.2.7 Rx Timeout (0 - 30,000 msec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 2000 msec.

14.2.8 Poll Time (0 —10,000ms)

Enter the time to delay between a sequence of polling all the devices connected to this communications
port. Default setting is 2000.

14.2.9 Retries Before Failing Points (0 — 99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

14.2.10 Echo Commands (No, Yes)

Select Yes or No to echo commands back to the RTU. The default is Yes.

Please note: No configuration changes take effect until the RTU is reset.

14.3 Point Operations

From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Figure 14-3 IED Configuration
Incom IED Configuration
Fort#:1 Fort Mame :Port 1

IC_IED_1 1 ¥ 1000 m (copy |
IED #1 Configuration n Back

IED Marne IC_IED 1

Meter Address 1
Delay Between Msg 1000 (msec)

On Scan * ® Yes O No Set
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14.3.1 IED #

The logical number of the IED on this communication channel.

14.3.2 I|ED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.

14.3.2.1

14.3.2.2

14.3.2.3

14.3.2.4

14.3.2.5

IED Name
The name of the IED. Type in a hame, or accept the default.

Meter Address
The address of the Meter. Type in an address, or accept the default.

Delay Between Msg (1 — 32767 msec.)
Type in the delay between messages or accept the default. Default is 2000 msec.

On Scan
Determines whether or not the Meter is being scanned. Click No to disable the scan, or accept the
default (Yes).

Set/ X
Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

14.3.3 |ED Address

Reflects the entry in the pop-up menu. See above.

14.3.4 On Scan

Reflects the entry in the pop-up menu. See above.

14.3.5 Delay (ms)

Reflects the entry in the pop-up menu. See above.

14.3.6 Slave Config

Click the Edit button to edit the IED points.

14.3.7 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : hame tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration
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14.3.7.1 Slave Configuration Edit
14.3.8 Slave Config

Click Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 14-4 1ED Configuration
Incom Meter Configuration

Port # 1 Part Mame : Port 1
[ED#:1 IED Mame : IC_IED_1

Status Inputs

Caontrol Qutputs

14.3.9 Type
The type of point.

14.3.10 Number

Reflects a fixed number of various types of points from your IED.

14.3.11 Edit

Click the Edit button to edit points.

Navigation

327

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to

return to the IED Configuration screen.
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14.3.12 IED Analog Configuration

From the IED Configuration screen, click on Edit for Analog Inputs. A screen similar to Figure 2-13 will

appear.
Figure 14-5 Analog Input Configuration
Incom Meter Analog Inputs Configuration
Fort#:1 For Mame :Port 1
ED# :1 IED Mame :IC_IED_1
0 Ph & Amps 0 &00 < Yes (Mo
1 Ph B Amps 0 ea0 Z Click on Header to
2 Ph € Amps ] 600 ® Change All
3 Meutral Amps ] 150 ) ved |k
4 Oy
5 and/or change
B Yes () No
7 |Ph & volts Xfror 0 1000 ®ves O No
8 |Ph B Wolts Xfror 0 1000 ®ves O No
g Ph  Wolts Xfrmr 0 1000 ®ves ONo
10 |Ph & volts 0 12000 ®ves O No
11 |Ph B wolts 0 12000 ®ves O No
12 |Ph C wolts 0 12000 ®ves O No
| Cancel | | Submit

14.3.13 Point

Protocol logical point number. This number cannot be changed.

14.3.14 Name

Enter the name of the point (or accept the default name).

14.3.15 EGU Min

Accept the default or enter a minimum engineering unit value for the point. All entries in this column may
be changed at once by clicking on the header.

14.3.16 EGU Max

Accept the default or enter a maximum engineering unit value for the point. All entries in this column may
be changed at once by clicking on the header.

14.3.17 Add Points to Database (Yes, No)

Accept the default or click either Yes to add a point to the database or no to exclude a point from the
database.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

14.3.18 IED Status Configuration

From the IED Configuration screen, click on Edit for Status. A screen similar to Figure 2-14 will appear.

Figure 14-6 Status Input Configuration
Incom Meter Status Configuration

Fort#:1 Fort Marme : Port 1
IEC# @1 |E|::I Marme IC_IED_1

Fage 1 of 3 GoTo [ext ==

0 |v2nGT .Bpu 0 1 ®ves O No

1 W2p GT .2 pu 1 Demand 1 1 ®ves (Mo

2 |V1p GT .06 pu 2 1 ®ves O No

3 Sensitive Trip 3 1 @ ves O Mo

4 Time Delay Sen Trip 4 1 @ ves O Mo

] Y1n and W1p ] 1 @ ves O Mo

& War Trip B 1 @ ves O Mo

7 Breaker Pumping 7 1 @ ves O Mo

& Remate Trip 0 1 @ ves O Mo

a Checksum Failure 1 2 @ ves O Mo

10 |Overcurrent Trip 2 2 @ ves O Mo

11 |Sen Mon-Sen Trip 3 2 @ ves O Mo

12 |Pwr Up RAM Fai 4 2 ®ves O Mo

13 |watt Trip 5 2 ®ves O No

14 Time Delay watt Trip 6 2 ®ves O Mo

| Cancel | | submit |

14.3.19 Point

Protocol logical point number. This number cannot be changed. The COMM_STS point is automatically
assigned to show whether this IED has valid connections.

14.3.20 Point Name

Enter the name of the point (except for COMM_STS which can not be changed) or accept the default name.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 14 - Incom Config@WEB RTU to IED Protocols 330

14.3.21 Byte

Reflects which byte the status point has been assigned to.

14.3.22 Bit

Reflects which bit the status point has been assigned to.

14.3.23 Add Points to Database (Yes, No)

Accept the default or click either Yes to add a point to the database or no to exclude a point from the
database. All selections in this column may be changed at once by clicking on the header.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

14.3.24 IED Controls Configuration

Click on Edit for Control Outputs. A screen similar to Figure 2-17 will appear.

Figure 14-7 Digital Output Configuration
Incom Meter Digital Output Configuration

Port#:1 Fort Marme : Port 1
ED# : 1 |ED Wame :IC_IED_1
Close Byte

0 IC_SBO 1

1 IC_SBo 2

2 IC_SBO 3

3 IC_SBO 4

4 IC_SBO 5

5 IC_SBO 6

14.3.25 Point

Protocol logical point number. This number cannot be changed

14.3.26 Name

Enter the name of the point (or accept the default name)
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14.3.27 Trip Byte

From the pull-down menu, select the bit within the three bytes for Trip (or accept the default).

14.3.28 Close Byte

From the pull-down menu, select the bit within the three bytes for Close (or accept the default).

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

14.4 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 14-8 Data Display Screen

Configuration | Data Display |

Config@WEB

Command | Up/Download

References
Analog Inputs
Senal Comm

Applications Ethernet Comm

Analog Outputs

JITHT

Annunciator -—
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 14-9 Display Communication Port Data
Display Communication Port Data

Comm Display
“ oy

Fort#1 K Fort 1 DMPR View | Port Data

Pot#2 K K Port2 DNPI view|  Port Data |
Pot#3 K K Port 3 Incom view|  Port Data |
Pot#4 K K Port 4 None View|| [Portpata |
Pot# K K Ports None View | ata |
Pot#6 K = K Port & None View | Data |
Port&7 K K Port 7 Mone fig | ‘ort Data |
Pot#8 K K Portg None ew | [PortDat |
Fort#9 K K Fort @ Mone lig | Port Data |
Pot#10 K K Port 10 None iew| | [PortData |
Pot#11 K K Port 11 None iew| | [PortData |
Pot#12 K K Port 12 None ew|| [Prorpat |

Communication Associations  Config | Backl

14.4.1 Port Number
Physical Port number of the RTU.

14.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

14.4.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

14.4.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

14.4.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at power up and always be the negative
RS232 voltage.

14.4.3 Name

The port name given during configuration or default name accepted.
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14.4.4 Protocol

The configured protocol for this port.

14.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

14.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

14.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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14.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 14-10 Communication Counters Display

Incom Communication Counters Display
Port #:2 Port Mame : Port 2

Attempts
Valid Replias
Mo Replies
RX Timeouts
CRC Errars
Framing Errors
Cwerruns
Parity Errors

l:ll:ll:ll:ll:ll—'-l:ll—'-I

[ T s R o5 Y R T T LN

Data Trap
IEC Comm Counters
Reset Comm Counters

14.4.9 Point

A logical point number for reference only.

14.4.10 Counter Name

The following counters are monitored:

14.4.10.1 Attempts
This indicates the cumulative number of transmitted messages since the last reset or power-up.

14.4.10.2 Valid Replies

This indicates the cumulative number of received messages since the last reset or power-up.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 14 - Incom Config@WEB RTU to IED Protocols 335

14.4.10.3 No Replies
This indicates the cumulative number of no replies since the last reset or power-up.

14.4.10.4 RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

14.4.10.5 CRC Errors
This indicates the cumulative number of CRC Errors since the last reset or power-up.

14.4.10.6 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

14.4.10.7 Overruns
This indicates the cumulative number of overrun errors since the last reset or power-up.

14.4.10.8 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

14.4.11 Counts

The counts for each type of Counter.

14.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

14.4.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

Incom IED Comm Counters Display

Port # 1 Fort Mame :Part 1
Messages
IED Name Sent
1 IC_IED 1 (a] ] (a] ] ] ] ] ]
2 IC_IED_2 4 ] 4 ] ] ] ] ]

144131 IED #
The number of the IED

14.4.13.2 IED Name
The name of the IED

14.4.13.3 Messages Sent
This indicates the cumulative number of transmitted messages since the last reset or power-up.

14.4.13.4 Valid Replies
This indicates the cumulative number of received messages since the last reset or power-up.

14.4.13.5 No Replies

This indicates the cumulative number of no replies since the last reset or power-up.
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14.4.13.6 Timeouts

This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

14.4.13.7 Security Errors
This indicates the cumulative number of CRC Errors since the last reset or power-up.

14.4.13.8 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

14.4.13.9 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

14.4.13.10 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

14.4.14 Reset Comm Counters

Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

14.4.15 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 14-11 1ED Display
Incom IED Data
Fort#:1 Fort Mame ; Port 1

IC_IED_T 1000
2 IC_IED_2 2 v 1000
Back

14.4.16 IED #

The logical number of the IED on this communication channel.

14.4.17 IED Name

The name that was chosen, or accepted as default, during configuration.

14.4.18 IED Address

The IED Address chosen during configuration.

14.4.19 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.
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14.4.20 Delay (ms)

This is the delay between messages in miliseconds.

14.4.21 Slave Data

Click View to examine the data being returned from this device, then click either Analog or Status to view
as shown below.
Figure 14-12 IED Display

Incom IED Data
Port#:1 Fort Mame : Port 1

IC_IED_1 1000 ‘u"lew
IC_IED_2 1000 i

[

Analogs
Status

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

14.4.21.1 Analog Inputs

From the IED Data Display screen, click Analog to get the screen shown below.

Figure 14-13 Analog Inputs Display
Incom Analog Inputs Display

Fort#:1 Fort Hame : Port 1
IEC 3#: 1 IED Marme : IC_TED 1

Pagel of 1 &o To

1 FPh & Amps 0.000 ]
2 Fh B Amps F 0.000 ]
3 Ph C Amps F 0.000 ]
4 Meutral Amps F 0,000 ]
=] Ph & walts ¥fror F 0.000 ]
a] Fh B vaolts Xfrr F 0.000 ]
7 Ph C vaolts Xfrr F 0.000 ]
a Ph & volts F 0.000 ]
=] Ph B %alts F 0.000 ]
10 Ph C %alts F 0.000 ]
Back
14.4.22 Point
Protocol logical point number.
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14.4.23 Point Name

The name of the point assigned during configuration.

14.4.24 Point State
Please see the Config@WEB Secure Software Users Guide.

14.4.25 Point Value

The engineering unit (EGU) value.

14.4.26 Point Counts

The counts from the IED.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

14.4.26.1 Status Inputs
From the IED Data Display screen, click Status to get the screen shown below.

Figure 14-14 Status Inputs Display

Incom Status Inputs Display

Fort#:1 Faort Mame ; Port 1
IED#:1 [ED Mame (IC_IED_1

Pagel af 2 Eu T Mext==

]
pom | pomtame | pomstaus | pomstts | -

] COMM STATUS CLOSED -
1 Wan GT .8 pu F OPEM -
2 W2p 5T .2 pu 1 Dernand F CPEM L
] Wip GT .06 pu F OPEM -
4 Sensitive Trip F CQPEM -
5 Time Delay Sen Tip F CPEM L
a] Wi and Wi1p F CJPEM -
Fi War Trip F CPEM L
8 Breaker Purnpinig F JPEM -
= Remote Trip F CPEM L
10 Checksum Failure F JPEN L
11 Cwearcurrent Trip F COPEM L
12 Sen  Mon-Sen Trip F CQPEM -
13 Pur Lo RAM Fail F OPEM -
14 Viatt Trip F OPEM -
15 Time Delay Watt Trip F CPEM L

Back
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Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not this IED is in good communications. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

14.4.27 Point

Protocol logical point number.

14.4.28 Point Name

The name of the point assigned during configuration.

14.4.29 Point State
Please see the Config@WEB Secure Software Users Guide.

14.4.30 Point State

Indicates that point is either OPEN or CLOSED.

14.4.31 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

14.5 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.
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Figure 14-15 Command Tab Page

Configuration Data Display || Up/Download
Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

TITHT

The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2400 manual.
Under Command Port Data, click Port Data.

Figure 14-16 Command Communications Port Data
Command Communication Port Data

Port | o1s | DTR Name Protocol  |COMmand Port | oo pode
MNumber Data

Port#1 K K Port 1 Incom Marrnal &
Port #2 K K Part 2 DMPR NEII'I'I'IEI| hd
Pot#3 K K Port 3 DIMPM Mormal v
Port#4 K K Port 4 ETI Mormal v
Port #5 K K Fort 5 Mone
Port #6 K K Fort & Mone
Port #7 K K Fort ¥ Mone
Port #2 K k Fort 2 Mone
Port #9 K k Portd Maone
FPort#10 K K Paort10 Maone
FPort#11 K k Paort 11 Mone
Fort#12 K K Port 12 Mone
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The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.

Figure 14-17 IED Command

Incom IED Command
Port # 1 Fort Mame : Port 1

IC_IED_1 Cummand

Back

The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command SBO Outputs.

Figure 14-18 IED Command
Incom IED Command

Port # 1 Paort Mame : Port 1
[ED#:1 [ED Mame  IC_IED 1

we | umber | Command _

Analog Inputs 13

Status Inputs 33

SBO Outputs 6
En

Click on the Command button. The resulting screen will look like Figure 10-21 after either a Trip or Close
has been selected, then Executed with the Execute button.

Figure 14-19 Incom SBO Outputs Command

Incom SBO Outputs Command

Port # 01 Fort Marme : Port 1
IED#:1 IED Mame (IC_IED 1

Fage 1 of 1 =oTo

ol pPeratons
[ [ [ [ [

0 IC_SBO 1 0 0 0 0 0 0 ®Tip O Close

1 [C_SBO 2 ] ] ] 1] ] ] ) Ttip () Close

2 [C_SB0 3 ] ] ] 1] ] ] ) Ttip () Close

3 [C_SBO 4 ] ] ] 1] ] ] ) Ttip () Close

4 [C_SBO S ] ] ] 1] ] ] ) Ttip () Close

il [C_SBOG ] ] ] 1] ] ] ) Ttip () Close
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15 ETI

15.1 Serial Comm Port Configuration

is a protocol that communicates between the RTU and an IED. It can be used to front-end an existing
RTU in order to add new communication functionality within the substation while preserving the existing
hardware 1/0.

The protocol running on an RTU can also be used at the master station as a front-end processor scanning
multiple RTUs and converting the data to a different protocol.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click from the Protocol drop-down menu as shown.
Figure 15-1 ETI Communication Port Configuration
Communication Port Configuration

Port Configure Configu Pomt Copy
N FS TR

Port =1 Il{ v”I{ "l Port 1 IDNF‘H J Port 01 | Map Points | I_ Copyl
Port #2 Il{ v”I{ "l Port 2 IDNF'I'\;'I j POf’[DEl Configure | I_ Copyl
Port #3 Il{ v”I{ "I Port 3 ETI - Por’[D3| Configure | I_ Copyl
Port =4 II{ "'”I'{ "I Port 4 TDEET&!ED— = Por‘[D"rl | I— Copyl
Port 25 [K =[[K =] Port 5 )2;;3 Port05 | | [ copy|
t
Port 26 ||{ vlll{ vllm Port 6 Crznlzecrlzm:l \ Port 06 | - | I_ CDle
Port 27 [« ][« 7] Port 7 S Port07 | . | [ copy]
Port 28 [K ~|[K =] Port WSl Port08 | - | [ copy]
Port29 [k =[[ =] Port 9 Haris (M) Port09 | | [ Copy|
Port 10 [ ][k =] - Port 10 el Port10 | | [ copy|
Pot 211 |K_L”GI - Port 11 Modbus(M) Port11 | | [ copy|
Quantum
Port 212 [K =|[k =] Port 12 SEL Port 12 | | [ copy|
Series VM)
Communication Associations ©0onfig | ?;\rr&ax Back
ickle
Transdata
Tunnel
—MTU-RTU —
3979 |
C2100H
cDCl
cocl
DNPR
Fiu
Harris (R}
IDLC
L&EN -
15.1.1 Port Number
Physical Port number of the RTU.
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15.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

15.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

15.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

15.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

15.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

[ Cancel ][ Submit ]

15.1.4 Protocol

From the drop-down list, select the protocol for this port.

15.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

15.1.6 Point Operations

Click this button to assign points.

15.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

15.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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15.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the port. You may accept all defaults or
fill in the form according to the information following Figure 2-2.

Figure 15-2 ETI Communication Channel Configuration
ETl Communication Channel Setup

Fort#: 2 Fort Mame : Port 2

Mumber of IEDs 1|

Baud Rate * S9e00 v

Parity * Mone »

Data Bits * g W

Stop Bits * 1+

CTS Delay * 0 (ms)

Fx Timeout * 2000 | {ms)

B4 Time * 10 (ms)

Interbyte Time * 100 | (ms)

Modermn Turn Off Time * ] (ms)

Foll Time 2000 (ms)
— Eﬂeit:tegs Before Failing 3 e
Ranagef-l] ;u 3 Echo of TX datareceived (Mo () Yes

| cancel | [ submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

15.2.1 Number of IEDs (0-32)

Enter the number of IEDs on the port. The default setting is 0.

15.2.2 Baud Rate (300-19200)

From the drop-down menu, select the baud rate. The default setting is 9600.

15.2.3 Parity (None, Odd, Even)

Enter the parity for the associated channel. The default setting is None.

15.2.4 Data Bits (5,6,7,8)

From the drop-down menu, select the data bits for the associated channel. The default setting is 8.
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15.2.5 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.

15.2.6 CTS Delay (0 —250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
0.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

15.2.7 Rx Timeout (0 - 30,000 msec)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 2,000 msec.

15.2.8 B4 Time (0-250 msec)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time required on the
channel following a transmission from the RTU prior to turning on the RTU's receive interrupts. Default
setting 10 msec.

15.2.9 Interbyte Time (0 —250ms)

Enter the inter-byte time for the associated channel. The inter-byte time is the time allowed for the next
byte of a message to be received after a byte has been accepted before the RTU discards the partial message
and begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 100 msec.

15.2.10 Modem Turn Off Time (0 — 250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 0.

15.2.11 Poll Time (0 - 10,000ms)

Enter the time to delay between a sequence of polling all the devices connected to this communications
port. Default setting is 2000.

15.2.12 Retries Before Failing Points (0 — 99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

15.2.13 Echo of TX Data received (No, Yes)

Select Yes or No to echo commands back to the RTU. The default is Yes.

Please note: No configuration changes take effect until the RTU is reset.
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15.3 Point Operations
From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Fort#: 4

Figure 15-3 IED Configuration

Electronics Technologies Inc. IED Configuration
FPart Mame : Port 4

IED Slave Copy
| IED # IED Hame ! dr.:lress On Scan Message Timers{ms) Config | to IEDn
1 1 N

ETLIED_1

TBM-150,30T-500,A0T-3500

IED #1 Configuration Back

IED Mame ETI_IED_1
IED Address 1
On Scan * ®ves OMNo

Message Timers
Time Between Messages 150 (ms).[TEM]
Selectto Operate Time 300 (ms).[30T]

After Operate Time 3500 |(ms)[AOT]

15.3.1 IED #

The logical number of the IED on this communication channel.

15.3.2 IED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.

15.3.2.1

15.3.2.2

15.3.2.3

15324
15.3.2.5

15.3.2.6

IED Name
The name of the IED. Type in a name, or accept the default.

IED Address
The address of the IED. Type in an address, or accept the default.

On Scan
Determines whether or not the IED is being scanned. Click No to disable the scan, or accept the

default (Yes).

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to
reboot.

Message Timers

Time Between Msg (0 - 12750 msec.)

Type in the delay between messages or accept the default. Default is 150 msec.

Select to Operate Time (0 - 12750 msec.)
Type in the delay between a Select command and an Operate command or accept the default.
Default is 500 msec.
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15.3.2.7 After Operate Time (0 - 12750 msec.)
Type in the delay between separate SBO commands or accept the default. Default is 3500 msec.

15.3.2.8 Set/X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

15.3.3 IED Address

Reflects the entry in the pop-up menu. See above.

15.3.4 On Scan

Reflects the entry in the pop-up menu. See above.

15.3.5 Message Timers (ms)

Reflects the entry in the pop-up menu. See above. (TBM = Time Between Messages, SOT = Select to
Operate Time, AOT = After Operate Time)

15.3.6 Slave Config

Click the Edit button to edit the IED points.

15.3.7 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

15.3.7.1 Slave Configuration Edit

15.3.8 Slave Config

Click Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 15-4 IED Configuration
Electronic Technologies, In¢. IED Configuration

Port#:1 Port Mame :Port 1
[EC #: 1 I[EC Mame :ETI_IED_1
=
Simple Status
Analog Inputs
Control Qutputs
15.3.9 Type
The type of point.
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15.3.10 Configure

Click the Edit button to edit points.
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Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.

15.3.11 IED Simple Status Configuration

From the IED Configuration screen, click on Edit for Simple Status. A screen similar to Figure 2-14 will
appear.

Figure 15-5 Simple Status Configuration
ETI Simple Status Configuration

Fort#:1 Fort Mame :Port 1
IED# :1 IED Marne :ETI_IED_1
Fade 1 0f3 SoTo Mext ==
B 5
(Hex) Database
-1
30-0  IED_STS_30-0 ®ves O No
301 IED_STS_30-1 ®ves O No
a0-2  IED_STS_30-2 ®ves O No
a0-3 Oves Mo
30-4 Oves & No
30-5 Oves Mo
A0- Oves Mo
30-7  IED_STS_30-7 ®ves O No
30-8  IED_STS_30-8 ®ves O No
30-9  IED_STS_30-9 ®ves O No
30-10  IED_STS_30-10 ®ves O No
30-11 Oves Mo
30-12  IED_STS_30-12 ®ves O No
a0-13 Oves Mo
30-14  IED_STS_30-14 ®ves O No

| cancel | [ submit |

15.3.12 SEQ# (Hex)

This is the Status sequence in Hex.

15.3.13 Point Name

This is the name of the point. If the point is added to the database, you may change the name of the point
or accept the default name.
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15.3.14 Add Points to Database (Yes, No)

Click Yes to add a point to the database.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

15.3.15 IED Analog Configuration

From the IED Configuration screen, click on Edit for Analog Inputs. A screen similar to Figure 2-13 will

appear.
Figure 15-6 Analog Input Configuration
ETI Analeg Inputs Configuration
Port#:1 Port Mame :Port 1
IED# 1 IED Mame ETI_IED_1
Page 1 of 2 GoTo et ==
EGU Min EGU Max “".f'ﬂf:;:t::"
80 |IED_AI_80 -32768 32767 -5 S ®ves OMo
a2 IED_AT_32 -32768 32767 -5 a Click on Header to N
a4 IED_AI 84 -327638 32767 -5 3 Change All
86 |IED_AIE6 -32768 32767 5 5 Change Al
a8 IED_AT_38 -32768 32767 -5 a
249 IED_AI 89 -32768 32767 -5 3 and/or change Y
BA Oves @ No
] Oyes ®No
ac IED AT _BC -32768 32767 -5 =] ®ves OMo
ah IED_AI_&8D -327638 32767 -5 3 ®ves O Mo
8E IED_AT_BE -32768 32767 -5 5 ®ves O Mo
aF IED_AI SF -32768 32767 -5 =] ®ves OMo
40 IED_AI 90 -327638 32767 -5 =] ®ves O Mo
91 Ovyes ®No
a2 IED AT 92 -32768 32767 -5 a ®ves OMo
93 IED_AI 932 -327638 32767 -5 =] ®ves OMNo
| Cancel | | Subrmit |
15.3.16 SEQ# (Hex)
This is the Analog sequence in Hex.
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15.3.17 Name

If the point has been added to the database, enter the name of the point (or accept the default name).

15.3.18 C Min

If the point has been added to the database, accept the default or enter a minimum count for the point. All
entries in this column may be changed at once by clicking on the header.

15.3.19 C Max

If the point has been added to the database, accept the default or enter a maximum count for the point. All
entries in this column may be changed at once by clicking on the header.

15.3.20 EGU Min

If the point has been added to the database, accept the default or enter a minimum engineering unit value
for the point. All entries in this column may be changed at once by clicking on the header.

15.3.21 EGU Max

If the point has been added to the database, accept the default or enter a maximum engineering unit value
for the point. All entries in this column may be changed at once by clicking on the header.

15.3.22 Add Points to Database (Yes, No)

Click Yes to add a point to the database.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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15.3.23 IED Controls Configuration

Click on Edit for Control Outputs. A screen similar to Figure 2-17 will appear.

Figure 15-7 Digital Output Configuration

ETI Control Output Configuration

Fort#:1 Fort Marme : Port 1
IED# 1 IED Mame (ETI_IED_1
(Hex) Database

00 |ControlO0 ®yes O Mo
o Control-01 ®yes O Mo
02 Control-02 ®yes O Mo
03 Control-03 ®yes O Mo
04 Control-04 ®yes O Mo
05 Control-05 ®yes O Mo
06 Control-06 ®yes O Mo
oy Control-07 ®yes O Mo
08 Control-08 ®yes O Mo
09 Caontrol-09 ®yes O Mo

| Cancel | | Submit |

15.3.24 SEQ# (Hex)

This is the Control sequence in Hex.

15.3.25 Name

If the point has been added to the database, enter the hame of the point (or accept the default name)

15.3.26 Add Points to Database (Yes, No)
Click Yes to add a point to the database.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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15.4 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 15-8 Data Display Screen

Configuration | Data Display | Command | Up/Download
Config@WEB

References
Analog Inputs
Serial Comm

Applications Ethernet Comm

Analog Outputs

TITHT

Annunciator
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 15-9 Display Communication Port Data
Display Communication Port Data

Comm Display
“ o

Fort #1
Fort #2
Fort#3
Fort#4
Port #5
Fort #6
Fort #7
Fort #3
Fort #9
Port#10
Port#11
Port#12 K

= e e = S = e e = S = i =

K Fort 1 DMPR View | Port Data

K Port 2 DNPI view|  Port Data |
K Port 3 ETI view|  Port Data |
K Part 4 Mone Wigw | Farn: Datd |
K Fort s Mone Vigw | 2 |
K Port & Mone Wi | Data |
K Fort? Mone lig | ‘ort Data |
K Fort s Mone [ | Part Data |
K Fort 8 Mone lig | Rart Data |
K Fart 10 Mone lig | Fart Datd |
K Fart 11 Mone lig | Farn: Datd |
K Fart 12 Mone E | Farn: Datd |

Communication Associations  Config | Eackl

15.4.1 Port Number
Physical Port number of the RTU.

15.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

154.2.1

15.4.2.2

15.4.2.3

"K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

"L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

15.4.3 Name

The port name given during configuration or default name accepted.
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15.4.4 Protocol

The configured protocol for this port.

15.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

15.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

15.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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15.4.8 Communication Counters
Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 15-10 Communication Counters Display

ETI Communication Counters Display
Port#:3 FPort Mame : Port 3

Attempts
Valid Replies
Mo Replies
RX Timeouts
CRC Erraors
Framing Errors
Owverruns
Parity Errors

DDDDDDDDI

fo IIESTIE. PR I CORTY R

Data Trap
[ED Comm Counters
Reset Comm Counters

15.4.9 Point

A logical point number for reference only.

15.4.10 Counter Name

The following counters are monitored:

15.4.10.1 Attempts
This indicates the cumulative number of transmitted messages since the last reset or power-up.

15.4.10.2 Valid Replies

This indicates the cumulative number of received messages since the last reset or power-up.
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15.4.10.3 No Replies
This indicates the cumulative number of no replies since the last reset or power-up.

15.4.10.4 RX Timeouts

This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

15.4.10.5 CRC Errors
This indicates the cumulative number of CRC Errors since the last reset or power-up.

15.4.10.6 Framing Errors

This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

15.4.10.7 Overruns
This indicates the cumulative number of overrun errors since the last reset or power-up.

15.4.10.8 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

15.4.11 Counts

The counts for each type of Counter.

15.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

15.4.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

ETI IED Comm Counters Display

Port #:1 Fort Mame :Part 1
Messages i . Overrun | Parity
IED Name Sent i Errors | Errors
1 ETI_IED_1 &= ] 63 ] ] ] ] ]
2 ETI_IED 2 ] ] ] ] ] ] ] ]

Done

15.4.13.1 IED #
The number of the IED

15.4.13.2 IED Name
The name of the IED

15.4.13.3 Messages Sent

This indicates the cumulative number of transmitted messages since the last reset or power-up.

15.4.13.4 Valid Replies

This indicates the cumulative number of received messages since the last reset or power-up.

15.4.13.5 No Replies

This indicates the cumulative number of no replies since the last reset or power-up.
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15.4.13.6 Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

15.4.13.7 Security Errors
This indicates the cumulative number of CRC Errors since the last reset or power-up.

15.4.13.8 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

15.4.13.9 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

15.4.13.10 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

15.4.14 Reset Comm Counters
Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

15.4.15 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 15-11 IED Display

ETI IED Display
Port##: 1 Paort Mame : Port 1

ETI_IED_1 TEM-150, SOT-500, AOT-3500
2 ETI_IED_2 2 ¥ TEM-150, S0T-500, AOT-3500

Back
15.4.16 IED #

The logical number of the IED on this communication channel.

15.4.17 IED Name

The name that was chosen, or accepted as default, during configuration.

15.4.18 IED Address

The IED Address chosen during configuration.
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15.4.19 Message Timers (ms)

TBM (Time Between Messages in milliseconds)
SOT (Select to Operate Time in milliseconds)
AOT (After Operate Time in milliseconds)

15.4.20 Slave Data

Click View to examine the data being returned from this device, then click either Analog or Status to view
as shown below.
Figure 15-12 IED Display
ETI IED Display

Fort#:1 Fort Mame : Port 1
IEC3#: 1 IED Marme ETI_IED_1

Tye
Simple Status
Analog [Inputs

Control Qutputs

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.
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15.4.20.1 Simple Status Inputs

From the IED Data Display screen, click Status to get the screen shown below.

Figure 15-13 Status Inputs Display

ETI Simple Status Inputs Display

Fort3#:1 Faort Mame ; Port 1
IED#:1 [ED Mame (ETI_IED 1

FPagel of 1 GoTo
pom | pomName | pomstatus | pom stae | +_

-1 COMM_STS CLOSED .
20-0 [ED_STS_30-0 F OPEM -
20-1 [ED_STS_30-1 F OPEM .
20-2 [ED_STS_30-2 F OPEM .
20-7 [ED_STS_30-7 F CPEM -
20-8 [ED_STS_30-8 F OPEM .
20-9 [ED_STS_30-9 F OPEM .

30-10 [ED_STS_20-10 F OPEM -
20-12 [ED_STS_=0-12 F OPEM .
30-14 I[ED_STS_=20-14 F OPEM -

[ Back |

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not this IED is in good communications. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

15.4.21 Point

Protocol logical point number.

15.4.22 Point Name

The name of the point assigned during configuration.

15.4.23 Point Status
Please see the Config@WEB Secure Software Users Guide.

15.4.24 Point State
Indicates that point is either OPEN or CLOSED.

15.4.25 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.
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Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

15.5 Analog Inputs

From the IED Data Display screen, click Analog to get the screen shown below.

FPort#:1
IECr3#:1

Figure 15-14 Analog Inputs Display
ETI Analog Inputs Display

Fagel of 1 Go To

Fort Hame ; Port 1
IEC Mame :ETI_IED_1

a0
g2
24
(=]]
a8
a9
ac
=] ]
gE
8F
a0
o2
o3

IED_AI 80
IED_AI 82
IED_AL 84
IED_AI 86
IED_AI 88
IED_AI 89
IED_AL 8C
IED_AI 80
IED_AI BE
IED_AI 8F
IED_AI 90
IED_AI &2
IED_AI 93

L T T e B |

-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000
-3.000

-32768
-32768
-32768
-32768
-32768
-32768
-32768
-32768
-32768
-32768
-32768
-32768
-32768

15.5.1 Point

Protocol logical point number.

15.5.2 Point Name

The name of the point assigned during configuration.

15.5.3 Point Status
Please see the Config@WEB Secure Software Users Guide.

15.5.4 Point Value

The engineering unit (EGU) value.

15.5.5 Point Counts

The counts from the IED.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.

Figure 15-15 Command Tab Page

Configuration Data Display

UplDownioad

Config@WEB

Senal Comm

Applications Ethernet Comm

Analog Outputs

[ITHT
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2300 manual.
Under Command Port Data, click Port Data.

Figure 15-16 ETI Serial Comm Command Communications Port Data

Command Communication Port Data

Port | 15 | DTR Protocol  |Command Port | oo ode
Number Data

Part#1 K K Port1 Drmal v
Fort#2 K K Fort 2 OHPR \ ormal | v
Port#3 K K Port 3 DMPM MNormal
Fort#4 K K Paort 4 Maone
Fort#5 K K Paort & Mone
Fort #6 K K Fort & Mone
Fort#7 K K Faort ¥ Mone
Fort#8 K K Fort 8 Hone
Fort#9 K K Fort 9 Mone
Fort#10 K K Fort 10 Maone
Port #11 b b Fart 11 Mone
Port#12 K K Fort12 Maone
The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.
Figure 15-17 ETI IED Command
ETI IED Command
Port # 1 Fort Mame : Port 1
| IED Name A d'dEr':“ ’; Slave Data
ETI_IED_1 Cummand
2 ETI_IED_2 2 v [M]
The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command SBO Outputs.
Figure 15-18 ETI IED Command Details
ETlI IED Command
Port #: 1 Fort Marme : Port 1
IED#: 1 IED Mame (ETI_IED 1
we | Wumbor | Command _
Analog Inputs 13
Status Inputs 10
S0 Outputs 10
[Back]
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Click on the Command button. The resulting screen will look like Figure 10-21 after either a Trip or Close
has been selected, then Executed with the Execute button.

Figure 15-19 ETI SBO Outputs Command

ETI SBO Outputs Command

Paort #: 1 Part Mame : Part 1
[ED#: 1 IED Marme :ETI_IED_1

Fage 1 of 1 GoTo

oo Caontrol-00 @ Trip O Close
01 Contral-01 O Trip O Close
0z Contral-02 O Trip O Close
03 Cantral-03 O Trip O Close
04 Cantral-04 O Trip O Cloze
05 Contral-05 O Trip O Close
06 Contral-06 O Trip O Close
o7 Caontrol-07 O Trip O Cloze
08 Caontrol-08 O Trip O Close
09 Control-09 O Trip O Close
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16 Harris(M)

16.1 Communication Port Configuration

Harris(M) is a protocol that communicates between the SAGE RTU and one or more (up to 32) RTUs or
IEDs per port using the Harris 5000, 5500, or 6000 protocols.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. From this
screen, click Harris(M) from the Protocol drop-down menu as shown.

Figure 16-1 Harris(M) Communication Port Configuration

Communication Port Conﬁguration

Port Configure Pomt Copy
e P PR

Port 21 IK v”I{ 'I Portl DNFR Pr:mD‘I Map Points | |_ Copy
Port 22 IK *”K "'I RQ6 Port 2 TGQET&ED— ii Port02 | Canfigure | I— Copyl
Port#3 [K =]k =] Port 2 2179 Port03 | | T copy]
Port 24 [k =[x 7] Port 4 ég;‘mj ‘ Port04 | | [ _Copy]
Port =5 IE”K_L, Port 3 gi}g&HLMJ | Port05 | | I_ Copyl
I e
ort # d | LS Port 7 : - opy
Port 29 IE”K_L, Port @ I\élodt;us[f\flj | Port09 | | I_ Copyl
E—— Quantum _
Port =10 IK "I||{ 'I P 10 SEL Port 10 C
o - ||F'\QE 'l = Series V(M) - - | | I_ 0py|
Port 211 IK v”I{ 'I Port 11 Symax | Port 11 | | |— Copyl
Port 212 [K ][k =] Port 12 TR Port12 | | [ copy]|
Communication Associations ml _LL?[T,LI Tif— Back |
8979
C2100H L
cDCI
CDC I
DMNPR
F
Harris (R}
IDLC
L&N hd

16.1.1 Port Number
Physical Port number of the RTU.

16.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.
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16.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

16.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

16.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

16.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Name 7]

[ Cancel ][ Submit ]

16.1.4 Protocol

From the drop-down list, select the protocol for this port.

16.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

16.1.6 Point Operations

Click this button to assign points.

16.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

16.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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16.2 Configure Protocol

Under the heading Configure Protocol, click Port n to configure the Harris(M) port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 16-2 Harris(M) Communication Channel Configuration
Harris (M) Communication Channel Setup

Fort#&: 15 Fort Mame : Port 15

Mumber of IEDs 1

Baud Rate * Q500 v

Parity * Odd |+

Data Bits * 7w

Stop Bits * 1w

CTS Delay * 30 (ms)

Fx Timeout * 1000 |{ms)

Interbyte Time * 20 (ms)

Moderm Turn Off Time * ] (ms)

Fall Time 1000 (ms)

Delay Before First Byte * 130 (ms)

Hardware CTS ®No OYes

Hardware DCD &Moo O Yes

Esitrrﬁs Before Failing 3 mes)

Integrity Scan Interval 1] (min}

Time Synch Interval &0 (sec)
Dt 0. .AF:cumuIatnr Freeze Interval | 60 % {(min)
Range: 0 to 32. Time Format ® Local OuUTC

| Cancel | | Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of RTUs.

16.2.1 Number of IEDs (0-32)

Enter the number of IEDs on the port. The default setting is 0.

16.2.2 Baud Rate (300 - 19200)

Select the communications speed for the associated channel. Default setting is 9600.
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16.2.3 Parity (None, Odd, Even)

Select the parity for the associated channel. The default setting is Odd.

16.2.4 Data Bits (5,6,7,8)

From the drop-down menu, select the data bits for the associated channel. The default setting is 7.

16.2.5 Stop Bits (0,1,2)

From the drop-down menu, select the stop bits for the associated channel. The default setting is 1.

16.2.6 CTS Delay (0 - 250ms)

Enter the Clear-To-Send delay in milliseconds for the associated channel. This is the time delay the
channel will wait to start transmitting following Request-To-Send signal being asserted. Default setting is
30.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.

16.2.7 Rx Timeout (0-60,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. Default setting is 1000 (1 second).

Note: This timer must be greater than Delay Before First Byte timer (below).

16.2.8 Interbyte Time (0-250ms)

Enter the interbyte time allowed before the received message is terminated. Default setting is 20.

16.2.9 Modem Turn Off Time (0 - 250ms)

Enter the delay time that the modem will maintain the carrier after the last data byte has been transmitted.
Default setting is 0.

16.2.10 Poll Time (0-10,000ms)

Enter the time to delay between a sequence of polling all the devices connected to this communications
port. The default is 1000 msec.

16.2.11 Delay Before First Byte (100 to 10,000ms)

Enter the delay time for the associated channel. This is the time allowed for a Slave Device to begin its
response before the MTU assumes it is not going to reply and moves on to the next device. This parameter
is typically set long because of delays in IED response. The default setting is 150ms.

Note: This timer must be less than Rx Timeout (above).
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16.2.12 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then reply data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.

16.2.13 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver
will accept requested message data bytes only if carrier is detected by the modem. If carrier is not detected,
the data bytes are discarded. Default setting is No.

16.2.14 Retries Before Failing Points (0 — 99)

Enter the number of times the RTU will attempt communications before marking all points attached to the
device as failed. The default is 3.

16.2.15 Integrity scan interval (0 to 10000 min)

Enter the number of minutes for the execution of an Integrity Scan. An integrity scan is a full refresh of all
data from every IED on scan. The default is 60.

16.2.16 Time sync interval (0 to 10000 sec)

Enter the time for synchronizing the Slave Devices from the DNPM real-time clock. This is the time in
seconds between time sync messages from the DNPM to the IEDs. The default is 60.

16.2.17 Accumulator Freeze Interval (0 to 63 min)
Enter the number of minutes between accumulator freezes. The default is 60.

16.2.18 Time Format (Local, UTC)

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regards to time syncs, set Time Format to Local Time.
See Time Configuration Settings in the Configuration chapter of the hardware manual for time
settings under the CPU block.

If you want to send time synchronization to this device, you must know whether the device will accept
Local time or UTC time, then set this radio button to match.

Navigation

Port # : n tells you which port you are on. Port Name : hame tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3 Point Operations

From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Port # 2

Figure 16-3 IED Configuration
Harris(M) IED Configuration
Fort Mame : Port 2

IED Frozen Oon | S Copy
IED # IED Name T : ccuml P& | scan | C to |ED"
Y

ave
onﬁg

HRS_IED_1 s000
n l_l
IED Mame HRS_IED_1
IED Address 1
Protocol Type 3000 =
Comm Status HRSM_COMM_STS
Use Frozen Accumulators 7 ®ves O Mo
On Scan * ® Yes O No Set

16.3.1 IED #

The logical number of the IED on this communication channel.

16.3.2 IED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.

16.3.2.1

16.3.2.2

16.3.2.3

16.3.2.4

16.3.2.5

16.3.2.6

IED Name
The name of the IED. Type in a name, or accept the default.

IED Address
The address of the IED. Type in an address, or accept the default.

Protocol Type (5000, 5500, 6000)

From the drop-down list, select the type of RTU emulation to be performed: 5000, 5500 or 6000.
This field is used to determine which protocol Op Codes will be valid along with defining specific
header information used in RTU to IED responses. This field is also used by the Automatic
Configuration function to determine valid port types. Default setting is 5000.

Comm Status
Accept the default name for the Comm Status bit or type in a new name.

Use Frozen Accumulators? (Yes, No)
Determines whether or not to send accumulator freezes to the IED. The default is Yes.

On Scan

Determines whether or not the IED is being scanned. Click No to disable the scan, or accept the
default (Yes).
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Note: The IED may be switched On Scan to Off Scan and vice versa without the need to
reboot.

16.3.2.7 Set/X
Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

16.3.3 IED Address

Reflects the entry in the pop-up menu. See above.

16.3.4 Frozen Accum
Y means the RTU is sending accumulator freezes to the IED. N means this function is OFF. See above.

16.3.5 Type

Reflects the type of Harris protocol selected above (5000, 5500, or 6000).

16.3.6 On Scan

Reflects the entry in the pop-up menu. See above.

16.3.7 Slave Config

Click the Edit button to edit the IED points.

16.3.8 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration
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16.3.9 Slave Configuration Edit, Type 5000
From the Harris(M) IED Configuration screen, click Slave Config Edit. You will get the following screens.

Figure 16-4 Harris(M) IED Setup for 5000, First Seven Types
Harris IED Setup

Port&: 2 Port Mame : Port 2
IED#:1 IED Mame : HRS_IED 1
Typo [ catius | _Edtuputs
1 32 Pt Control & Ind |+ Edit
2 32 Pt Analog In v Edit
3 8 PL 12 bit ACC In hd Edit
4 4 Pt 24 bit ACC In hd Edit
5 4Pt32btACCIn ¥
] B Pt Raise/Lower Out »
7 4 pt Analog Out v
Figure 16-5 Harris(M) IED Setup for 5000, Eighth Type
Harris IED Setup
Port&: 2 Port Mame : Port 2
IED#:1 IED Mame : HRS_IED_1
Type | catiopts | Eatoupus |
1 16 Pt Digital Out |+
2 Mone i
3 Mone hd
4 Mone hd
5 Mone hd
] Mone b
T Mone hd
16.3.10 Port
The physical port number which will be associated with the point type.
16.3.11 Type
The type of point as shown above.
16.3.12 Edit Inputs
If the Harris(M) port has an input map, this button will be active.
16.3.13 Edit Outputs
If the Harris(M) port has an Output map, this button will be active.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
32 Pt. Control & Ind, Edit Inputs
Figure 16-6 Harris(M) Status Configuration for 5000
Harris (M) Status Configuration

Port # 2 Port Mame : Port 2
[EC# :1 I[EC Mame : HRS_IED_1
Page1of2 coTo Mext ==
(ot [ Name |
0 I[ED_STS1_0
1 [ED_STS1 1
2 I[ED_STS1_2
3 I[ED_STS1_3
4 IED_STS1_4
5 I[ED_STS1_5
B [ED_STS 1. 6
7 I[ED_STS1_7
8 I[ED_STS 1.8
8 [ED_STS 1. 9
10 I[ED_STS 1_10
11 [ED_STS 1_11
12 [ED_STS 1_12
13 [ED_STS 1_13
14 [ED_STS 1_14
15 I[ED_STS 1_15

| cancel | [ Submit |

16.3.14 Point

The protocol point number.

16.3.15 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

16.3.15.1 32 Pt. Control & Ind, Edit Outputs
Figure 16-7 Harris(M) Controls Configuration for 5000
Harris (M) Controls Configuration

Port # 2 Fort Mame : Port 2
[EC # -1 IEC Mame : HRS_IED_1
~ Pom | tame | EscoutoTme]

0 IED_SBO 1_0 500

1 IED_SBO 1_1 500

2 IED_SBO 1_2 500

3 IED_SBO 1_3 500

4 IED_SBO 1_4 500

5 IED_SBO 1_5 500

fi IED_SBO 1_6 500

7 IED_SBO 1_7 500

8 IED_SBO 1_8 500

g IED_SBO 1_9 500

10 IED_SBO 1_10 500

11 IED_SBO 1_11 500

12 IED_SBO 1_12 500

13 IED_SBO 1_13 500

14 IED_SBO 1_14 500

15 IED_SBO 1_15 500

| Cancel | | Submit |

16.3.16 Point

The protocol point number.

16.3.17 Name

Enter the name of the point or accept the default.

16.3.18 Execute Time

Enter the hold-in time for the control, or accept the default.

Navigation

373

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells

you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to

return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click

the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

16.3.18.1 32 Pt. Analog In, Edit Inputs
Figure 16-8 Harris(M) Analog Input Configuration for 5000

Harris (M) Analeg Input Configuration

Pot # 2 Fort Mame : Port 2
[ED# :1 IED Mame : HRS_IED_1

Page 10of2 GUTUI:I. et ==
(Pt | wame | cmin | Chax | Fumin | EcUmax |

0 |IED_ANALOG 1_0 | |-2000 | 2000 | -100 | 100 |
1 |IED_ANALOG 1_1 | |-2000 | 2000 | -100 | 100 |
2 |IED_ANALOG 1_2 | |-2000 | 2000 | -100 | 100 |
3 |IED_ANALOG 1_3 | |-2000 | 2000 | -100 | 100 |
4 |IED_ANALOG 1_4 | |-2000 | 2000 | -100 | 100 |
5  |IED_ANALOG 1_5 | |-2000 | 2000 | -100 | 100 |
6 |IED_ANALOG 1_6 | |-2000 | 2000 | -100 | 100 |
7 |IED_ANALOG 1_7 | |-2000 | 2000 | -100 | 100 |
8 |IED_ANALOG 1_8 | |-2000 | 2000 | -100 | 100 |
9 |IED_ANALOG 1_9 | |-2000 | 2000 | -100 | 100 |
10 |IED_ANALOG 1_10 | |-2000 | 2000 | -100 | 100 |
11 |IED_ANALOG 1_11 | |-2000 | 2000 | -100 | 100 |
12 |IED_ANALOG 1_12 | |-2000 | 2000 | -100 | 100 |
13 |IED_ANALOG 1_13 | |-2000 | 2000 | -100 | 100 |
14 |IED_ANALOG 1_14 | |-2000 | 2000 | -100 | 100 |
15 |IED_ANALOG 1_15 | |-2000 | 2000 | -100 | 100 |

| Cancel | [ Submit |

16.3.19 Point

The protocol point number.

16.3.20 Name

Enter the name of the point or accept the default.

16.3.21 C Min

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

16.3.22 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.
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16.3.23 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

16.3.24 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.24.1 8 Pt. 12 bit ACC In, Edit Inputs

Figure 16-9 Harris(M) Accumulator Configuration for 5000

Harris (M) Accumulator Configuration

Port # 2 Faort Mame : Port 2
IED# 1 IED Mame : HRS_IED_1

__pont | Mame |
IED_ACC1_0
IED_ACC1_1
IED_ACC1_2
IED_ACC1_3
IED_ACC1_4
IED_ACC1_5
IED_ACC1_6
IED_ACC1_7

=] M e W R = O

[ cancel | | Submit |

16.3.25 Point

The protocol point number.

16.3.26 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
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the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.26.1 4 Pt. 24 bit ACC In, Edit Inputs
Figure 16-10 Harris(M) Accumulator Configuration for 5000
Harris (M) Accumulator Configuration

Port # 2 Port Mame : Port 2
IED# :1 IED Mame - HRS_IED_1
| Pont | MName
0 [ED_ACC1_0
1 [ED_ACC1 1
2 [ED_ACC1_2
3 [ED_ACC1_3
[ cancel | | Submit |

16.3.27 Point

The protocol point number.

16.3.28 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.28.1 4 Pt. 32 bit ACC In, Edit Inputs
Figure 16-11 Harris(M) Accumulator Configuration for 5000
Harris (M) Accumulateor Configuration

Port # 2 Fort Mame : Port 2

IED# @1 |[ED Mame : HRS_IED_1
0 IED_ACC1_0
1 IED_ACC1_1
2 IED_ACC1_2
3 IED_ACC1_3

[ cancel | | Submit |
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16.3.29 Point

The protocol point number.

16.3.30 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.30.1 6 Pt. Raise/Lower Out, Edit Outputs
Figure 16-12 Harris(M) Raise/Lower Configuration for 5000
Harris (M) Raise/Lower Configuration

Port # 2 Port Mame : Port 2
[EC# :1 I[EC Mame : HRS_IED_1
_ Pont | MName

1-0 IED_R/L1_0

1-1 IED_R/L1_1

1-2 IED_R/L1_2

1-3 IED_R/L1_3

1-4 IED_R/L1_4

1-5 IED_R/L1_5

[ cancel || Submit |

16.3.31 Point

The protocol point number.

16.3.32 Name

Enter the name of the point or accept the default.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.32.1 4 Pt. Analog Out, Edit Outputs
Figure 16-13 Harris(M) Analog Output Configuration for 5000
Harris (M) Analog Output Configuration

Port # 2 Port Mame : Port 2
[EC# :1 I[EC Mame : HRS_IED_1
~Pom | Weme | Cmn | Ciax | Eoulin | Eoutiax

0 [ED_AD 1_0 0 4095 0 4095

1 [ED_AD 1 1 0 4095 0 4095

2 [ED_AD 1_2 0 4095 0 4095

3 IED_AD 1_3 0 4095 0 4095

16.3.33 Point

The protocol point number.

16.3.34 Name

Enter the name of the point or accept the default.

16.3.35 C Min

Enter the Min count number from the IED vendor's documentation.

16.3.36 C Max

Enter the Max count number from the IED vendor's documentation.

16.3.37 EGU Min

Enter a minimum engineering unit value for the point.

16.3.38 EGU Max

Enter a maximum engineering unit value for the point.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.38.1 16 Pt. Digital Out, Edit Outputs
Figure 16-14 Harris(M) Digital Output Configuration for 5000
Harris (M) Digital Output Configuration

Port & 2 Fort Mame : Port 2
IED# :1 IED Mame : HRS_IED_1
| pont | MName |

0 IED_ DO 1_0

1 IED DO 11

2 IED DO 1_2

3 IED DO 1_3

4 IED_ DO 1_4

5 IED DO 1_5

] IED DO 1 &

7 IED DO 1_7

g IED_ DO 1_8

9 IED_ DO 1.9

10 IED_ DO 1_10

11 IED_ DO 1_11

12 IED DO 1_12

13 IED_ DO 1_13

14 IED_DO1_14

15 IED_ DO 1_15

[ cancel | Submit |

16.3.39 Point

The protocol point number.

16.3.40 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.41 Slave Configuration Edit, Type 5500
From the Harris(M) IED Configuration screen, click Slave Config Edit. You will get the following screen.

Figure 16-15 Harris(M) IED Setup for 5500
Harris IED Setup

Port#: 2 Fort Mame : Port 2
IED #:1 IED Name : HRS_IED_1
ot | e canous | catoupus |

1 16 Pt Control & Ind |+ Edit

2 16 Pt Analog In » Edit

3 8Pt 12 bt ACCIn ¥ Edit

4 8PL24 bt ACCIn v

5 6 Pt Raise/Lower Out | »

B 4 Pt Analog Out v

7 16 Pt Digital Qut v

16.3.42 Port

The physical port number.

16.3.43 Type

The type of point as shown above.

16.3.44 Edit Inputs

If the Harris(M) port has an input map, this button will be active.

16.3.45 Edit Outputs

If the Harris(M) port has an Output map, this button will be active.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 16 - Harris(M) Config@WEB RTU to IED Protocols 381

16.3.45.1 16 Pt. Control & Ind, Edit Inputs
Figure 16-16 Harris(M) Status Configuration for 5500
Harris (M) Status Configuration

Port # 2 Port Mame : Port 2
IED# :1 IED Mame : HRS_IED_1
| Point | MName |
0 IED_STS1.0
1 I[ED_5T51_1
2 I[ED_5T51_2
3 I[ED_ST51_3
4 I[ED_ST51_4
5 IED_ST51_5
] I[ED_STS51_6
7 I[ED_S5T51_7
g I[ED_ST51_8
9 I[ED_ST51_9
10 IED_ST51_10
11 I[ED_ST51_11
12 I[ED_ST51_12
13 IED_ST51_13
14 IED_ST51_14
15 IED_ST51_15

[ Cancel | [ Submit |

16.3.46 Point

The protocol point number.

16.3.47 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.47.1 16 Pt. Control & Ind, Edit Outputs
Figure 16-17 Harris(M) Controls Configuration for 5500
Harris (M) Controls Configuration

Port # 2 Fort Mame : Port 2
[EC # -1 IEC Mame : HRS_IED_1
ot | Meme | ExocuieTime

0 IED_SBO 1_0 500

1 IED_SBO 1_1 500

2 IED_SBO 1_2 500

3 IED_SBO 1_3 500

4 IED_SBO 1_4 500

5 IED_SBO 1_5 500

i IED_SBO 1_6 500

7 IED_SBO 1_7 500

[ cancel | | Submit |

16.3.48 Point

The protocol point number.

16.3.49 Name

Enter the name of the point or accept the default.

16.3.50 Execute Time

Enter the hold-in time for the control, or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.50.1 16 Pt. Analog In, Edit Inputs
Figure 16-18 Harris(M) Analog Input Configuration for 5500
Harris (M) Analog Input Configuration

Port # 2 Fort Mame : Port 2
IED# -1 IED Name - HRS_IED_1
Cpom | ome | cmm | cmax | coumn | coura |
0 |IED_ANALOG 2_0 | |-2000 | |zo00 | -100 | 100 |
1 |IED_ANALOG 2_1 | |-2000 | |zo00 | -100 | 100 |
2 |IED_ANALOG 2_2 | |-2000 | |zo00 | -100 | 100 |
3 |IED_ANALOG 2_3 | |-2000 | |zo00 | -100 | 100 |
4 |IED_ANALOG 2_4 | |-2000 | |zo00 | -100 | 100 |
5  |IED_ANALOG 2_5 | |-2000 | |zo00 | -100 | 100 |
B |IED_ANALOG 2_6 | |-2000 | |zo00 | -100 | 100 |
7 |IED_ANALOG 2_7 | |-2000 | |zo00 | -100 | 100 |
8 |IED_ANALOG 2_8 | |-2000 | |zo00 | -100 | 100 |
9 |IED_ANALOG 2_0 | |-2000 | |zo00 | -100 | 100 |
10 |IED_ANALOG 2_10 | |-2000 | |zo00 | -100 | 100 |
11 |IED_ANALOG 2_11 | |-2000 | |zo00 | -100 | 100 |
12 |IED_ANALOG 2_12 | |-2000 | |zo00 | -100 | 100 |
13 |IED_ANALOG 2_13 | |-2000 | |zo00 | -100 | 100 |
14 |IED_ANALOG 2_14 | |-2000 | |zo00 | -100 | 100 |
15 |IED_ANALOG 2_15 | |-2000 | |zo00 | -100 | 100 |

[ Cancel ] [ Submit ]

16.3.51 Point

The protocol point number.

16.3.52 Name

Enter the name of the point or accept the default.

16.3.53 C Min

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

16.3.54 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

16.3.55 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.
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16.3.56 EGU Max

16.3.56.1

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

8 Pt. 12 bit ACC In, Edit Inputs
Figure 16-19 Harris(M) Accumulator Configuration for 5500

Harris (M) Accumulator Configuration

Port # 2 Part Mame : Port 2
IED# 1 IED Marme : HRS_IED 1

| pont | Name |
IED_ACC 3_0
IED_ACC3_1
IED_ACC 3_2
IED_ACC 3_3
IED_ACC 3_4
IED_ACC 3_5
IED_ACC 3_B
IED_ACC 3_7

b IR = ¢ S & § (NN U 'S T %o TS |

[ Cancel | | Submit |

16.3.57 Point

The protocol point number.

16.3.58 Name

Enter the name of the point or accept the default.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.58.1 8 Pt. 24 bit ACC In, Edit Inputs
Figure 16-20 Harris(M) Accumulator Configuration for 5500

Harris (M) Accumulator Configuration

Port # 2 Faort Mame : Port 2
IED# 1 IED Mame : HRS_IED_1

__pont | Mame |
IED_ACC4_0
IED_ACC4_1
IED_ACC 4_2
IED_ACC 4_3
IED_ACC 4_4
IED_ACC4_5
IED_ACC4_6
IED_ACC 4_7

= o M e W ) = O

[ cancel | | submit |

16.3.59 Point

The protocol point number.

16.3.60 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.60.1 6 Pt. Raise/Lower Out, Edit Outputs
Figure 16-21 Harris(M) Raise/Lower Configuration for 5500
Harris (M) Raise/Lower Configuration

Port & 2 Port Mame : Port 2
IED# :1 IED Mame : HRS_IED_1
_ Pont | MName |

5-0 IED_R/L5_D

5-1 IED_R/LS5_1

h-2 IED_R/L5_2

5-3 IED_R/L5_3

5-4 IED_R/L 5_4

5-5 IED_R/L5_5

[ cancel || Submit |

16.3.61 Point

The protocol point number.

16.3.62 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. 1ED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.62.1 4 Pt. Analog Out, Edit Outputs
Figure 16-22 Harris(M) Analog Output Configuration for 5500
Harris (M) Analeg Output Configuration

Port # 2 Port Mame : Port 2
IED# :1 IED Mame : HRS_IED_1
“ e | tame | cwn | cwex | fwun | oo

] IED_AOQ &_0 1] 4095 1] 4095

1 IED_AOQ 61 1] 4095 1] 4095

2 IED_AOQ 6 _2 1] 4095 1] 4095

3 IED_AOQ &_3 1] 4095 1] 4095
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16.3.63 Point

The protocol point number.

16.3.64 Name

Enter the name of the point or accept the default.

16.3.65 C Min

Enter the Min count number from the IED vendor's documentation.

16.3.66 C Max

Enter the Max count number from the IED vendor's documentation.

16.3.67 EGU Min

Enter a minimum engineering unit value for the point.

16.3.68 EGU Max

Enter a maximum engineering unit value for the point.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.68.1 16 Pt. Digital Out, Edit Outputs
Figure 16-23 Harris(M) Raise/Lower Configuration for 5500
Harris (M) Digital Output Configuration

Port # 2 Fort Mame : Port 2
[EC# :1 I[EC Mame : HRS_IED_1
_ pont [ Name

0 IED_DO7_0

1 IED_DO7_1

2 I[ED_DO 7_2

3 I[ED_DO7_3

4 IED_DO 7_4

5 IED_DO 7_5

B I[ED_DO7_6

7 IED_DO 7_7

8 I[ED_DO7_8

g8 I[ED_DO7_9

10 IED_DO 7_10

11 IED_DO 7_11

12 IED_DO7_12

13 IED_DO7_13

14 IED_DO 7_14

15 IED_DO 7_15

[ cancel | Submit |

16.3.69 Point

The protocol point number.

16.3.70 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.71 Slave Configuration Edit, Type 6000
From the Harris(M) IED Configuration screen, click Slave Config Edit. You will get the following screens.

Figure 16-24 Harris(M) IED Setup for 6000, First Eight
Harris IED Setup

Port&: 2 Fort Mame : Port 2
IED #: 1 IED Mame : HRS_IED_1
| Port Type | Edtiputs | EditOuputs
1 32 Pt Control & Ind |+ Edit Edit
2 63 Pt Control & Ind |+ Edit Edit
3 63 Pt Control & SOE |+ Edit
4 32 Pt Analog In A Edit
5 63 Pt Analog In A Edit
i 8 Pt 12 bit ACC In hd Edit
7 8Pt24 bt ACCIN v
Figure 16-25 Harris(M) IED Setup for 6000, Last Three
Harris IED Setup
Port®: 2 Fort Mame : Port 2
IED #: 1 IED Mame : HRS_IED_1
ot | e [ catius | atOuts
1 6 Pt Raise/Lower Qut »
2 4 Pt Analog Out v
3 16 Pt Digital Qut v
4 Mone hd
5 Mone hd
] Mone hd
7 Mone hd
16.3.72 Port
The physical port number.
16.3.73 Type
The type of point as shown above.
16.3.74 Edit Inputs
If the Harris(M) port has an input map, this button will be active.
16.3.75 Edit Outputs
If the Harris(M) port has an Output map, this button will be active.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
32 Pt. Control & Ind, Edit Inputs
Figure 16-26 Harris(M) Status Configuration for 6000
Harris (M) Status Configuration

Port # 2 Port Mame : Port 2
[EC# :1 I[EC Mame : HRS_IED_1
Page1of2 coTo Mext ==
(ot [ Name |
0 I[ED_STS1_0
1 [ED_STS1 1
2 I[ED_STS1_2
3 I[ED_STS1_3
4 IED_STS1_4
5 I[ED_STS1_5
B [ED_STS 1. 6
7 I[ED_STS1_7
8 I[ED_STS 1.8
8 [ED_STS 1. 9
10 I[ED_STS 1_10
11 [ED_STS 1_11
12 [ED_STS 1_12
13 [ED_STS 1_13
14 [ED_STS 1_14
15 I[ED_STS 1_15

| cancel | [ Submit |

16.3.76 Point

The protocol point number.

16.3.77 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

16.3.77.1 32 Pt. Control & Ind, Edit Outputs
Figure 16-27 Harris(M) Controls Configuration for 6000
Harris (M) Controls Configuration

Port # 2 Fort Mame : Port 2
[EC # -1 IEC Mame :HRS_IED_1
~ Pom | tame | EscoutoTme]

0 IED_SBO 1_0 500

1 IED_SBO 1_1 500

2 IED_SBO 1_2 500

3 IED_SBO 1_3 500

4 IED_SBO 1_4 500

5 IED_SBO 1_5 500

fi IED_SBO 1_6 500

7 IED_SBO 1_7 500

8 IED_SBO 1_8 500

g IED_SBO 1_9 500

10 IED_SBO 1_10 500

11 IED_SBO 1_11 500

12 IED_SBO 1_12 500

13 IED_SBO 1_13 500

14 IED_SBO 1_14 500

15 IED_SBO 1_15 500

| cancel | | submit |

16.3.78 Point

The protocol point number.

16.3.79 Name

Enter the name of the point or accept the default.

16.3.80 Execute Time

Enter the hold-in time for the control, or accept the default.

Navigation

391

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells

you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to

return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click

the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

16.3.80.1 63 Pt. Control & Ind, Edit Inputs
Figure 16-28 Harris(M) Status Configuration for 6000

Harris (M) Status Configuration

Port # 2 FPaort Mame : Port 2
IED# 1 IED Mame : HRS_IED_1

Fage1ofd coTo Mext ==

IED_STS 2 0
IED_S5TS2 1
IED_S5TS 2 2
IED_STS 2_3
IED_STS 2_4
IED_STS 2 5
IED 5TS2 6
IED_S5TS 2 7
IED_5TS2 8
IED_5TS2 9
10 |IED_STS 2_10
11 |IED_STS2_11
12 |IED_STS2_12
13 |IED_STS2_13
14  |IED_STS 2_14
15 |IED_STS 2_15

| cancel | [ Submit |

16.3.81 Point

The protocol point number.

16.3.82 Name

Enter the name of the point or accept the default.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.82.1

63 Pt. Control & Ind, Edit Outputs
Figure 16-29 Harris(M) Controls Configuration for 6000
Harris (M) Controls Configuration

Port # 2 Fort Mame : Port 2
IED# 1 IED Mame : HRS_IED_1
Page 1of 2

GoTo Mext==

~Pom | tame | ExcouieTme]
0 IED_SBO 2_0 S00
1 IED_SBO 2_1 S00
2 IED_SBO 2_2 S00
3 IED_SBO 2_3 S00
4 IED_SBO 2_4 S00
5 IED_SBO 2_5 S00
6 IED_SBO 2_6& S00
7 IED_SBO 2_7 S00
8 IED_SBO 2_8 S00
g IED_SBO 2_9 S00
10 IED_SBO 2_10 S00
11 I[ED_SBO 2_11 S00
12 I[ED_SBO 2_12 S00
13 IED_SBO 2_13 S00
14 IED_SBO 2_14 S00
15 IED_SBO 2_15 S00

[ cancel | [ Submit |

16.3.83 Point

The protocol point number.

16.3.84 Name

Enter the name of the point or accept the default.

16.3.85 Execute Time

Enter the hold-in time for the control, or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

16.3.85.1 63 Pt. Control & SOE, Edit Inputs
Figure 16-30 Harris(M) Status Configuration for 6000

Harris (M) Status Configuration

Port # 2 Paort Mame : Port 2
IED# 1 IED Mame : HRS_IED 1

Page1ofd4d CoTo Mext ==

IED_S5TS 3.0
IED_S5TS 3 1
IED_STS 3 2
IED_STS 3_3
IED_STS 3_4
IED_STS 3.5
IED_5TS3. 6
IED_STS 3 7
IED_STS3 8
IED_5TS3 9
10  |IED_STS 3_10
11 |IED_STS3_11
12 |IED_STS 3_12
13 |IED_STS 3_13
14  |IED_STS 3_14
15 |IED_STS 3_15

| Cancel | | Submit |

16.3.86 Point

The protocol point number.

16.3.87 Name

Enter the name of the point or accept the default.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.87.1

63 Pt. Control & SOE, Edit Outputs
Figure 16-31 Harris(M) Controls Configuration for 6000
Harris (M) Controls Configuration

Port # 2 FPort Mame : Port 2
IED# @1 IED Mame : HRS_IED_1
Page 1of 2

GoTo Mext==

~Pom | tame | ExecuioTme]
0 IED_SBO 3_0 S00
1 IED_SBO 3_1 S00
2 IED_SBO 3_2 S00
3 IED_SBO 3_3 S00
4 IED_SBO 3_4 S00
5 IED_SBO 3_5 S00
] IED_SBO 3_6 S00
7 IED_SBO 3_7 S00
g IED_SBO 3_8 S00
9 IED_SBO 3_9 S00
10 IED_SBO 3_10 S00
11 IED_SBO 3_11 S00
12 IED_SBO 3_12 S00
13 IED_SBO 3_13 S00
14 IED_SBO 3_14 S00
15 IED_SBO 3_15 S00

[ cancel | [ Submit |

16.3.88 Point

The protocol point number.

16.3.89 Name

Enter the name of the point or accept the default.

16.3.90 Execute Time

Enter the hold-in time for the control, or accept the default.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.
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Please note: No configuration changes take effect until the RTU is reset.

16.3.90.1 32 Pt. Analog In, Edit Inputs
Figure 16-32 Harris(M) Analog Input Configuration for 6000

Harris (M) Analeg Input Configuration

Pot # 2 Fort Mame : Port 2
IED# :1 IED Mame : HRS_IED_1

Page 1of 2 GUT”I:I. Mext ==
(P | wame | cmin | chax | rcumin | Ecumax |

0 |IED_ANALOG 4_0 | |-2000 | 2000 | -100 | 100 |
1 |IED_ANALOG 4_1 | |-2000 | 2000 | -100 | 100 |
2 |IED_ANALOG 4_2 | |-2000 | 2000 | -100 | 100 |
3 |IED_ANALOG 4_3 | |-2000 | 2000 | -100 | 100 |
4 |IED_ANALOG 4_4 | |-2000 | 2000 | -100 | 100 |
5  |IED_ANALOG 4_5 | |-2000 | 2000 | -100 | 100 |
6  |IED_ANALOG 4_6 | |-2000 | 2000 | -100 | 100 |
7 |IED_ANALOG 4_7 | |-2000 | 2000 | -100 | 100 |
8 |IED_ANALOG 4_8 | |-2000 | 2000 | -100 | 100 |
9 |IED_ANALOG 4_9 | |-2000 | 2000 | -100 | 100 |
10 |IED_ANALOG 4_10 | |-2000 | 2000 | -100 | 100 |
11 |IED_ANALOG 4_11 | |-2000 | 2000 | -100 | 100 |
12 |IED_ANALOG 4_12 | |-2000 | 2000 | -100 | 100 |
13 |IED_ANALOG 4_13 | |-2000 | 2000 | -100 | 100 |
14 |IED_ANALOG 4_14 | |-2000 | 2000 | -100 | 100 |
15 |IED_ANALOG 4_15 | |-2000 | 2000 | -100 | 100 |

| Cancel | | Submit |

16.3.91 Point

The protocol point number.

16.3.92 Name

Enter the name of the point or accept the default.

16.3.93 C Min

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

16.3.94 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.
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16.3.95 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

16.3.96 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.96.1 63 Pt. Analog In, Edit Inputs
Figure 16-33 Harris(M) Analog Input Configuration for 6000

Harris (M) Analog Input Configuration

Port # 2 Faort Mame : Port 2
IED# @1 IED Mame : HRS_IED_1

Page 1 of 4 GUTUI:I. Hext ==
o | mame | cmn | cmax | roumin | Ecumax |

0  |IED_ANALOG 5_0 | |-2000 | 2000 | |-100 | 100 |
1 |IED_ANALOG 5_1 | |-2000 | 2000 | |-100 | 100 |
2 |IED_ANALOG 5_2 | |-2000 | 2000 | |-100 | 100 |
3 |IED_ANALOG 5_3 | |-2000 | 2000 | |-100 | 100 |
4 |IED_ANALOG 5_4 | |-2000 | 2000 | |-100 | 100 |
5  |IED_ANALOG 5_5 | |-2000 | 2000 | |-100 | 100 |
6  |IED_ANALOG 5_6 | |-2000 | 2000 | |-100 | 100 |
7 |IED_ANALOG 5_7 | |-2000 | 2000 | |-100 | 100 |
8 |IED_ANALOG 5_8 | |-2000 | 2000 | |-100 | 100 |
9 IED_ANALOG 5_9 | |-2000 | 2000 | |-100 | 100 |
10 |IED_ANALOG 5_10 | |-2000 | 2000 | |-100 | 100 |
11 |IED_ANALOG 5_11 | |-2000 | 2000 | |-100 | 100 |
12 |IED_ANALOG 5_12 | |-2000 | 2000 | |-100 | 100 |
13 |IED_ANALOG 5_13 | |-2000 | 2000 | |-100 | 100 |
14 |IED_ANALOG 5_14 | |-2000 | 2000 | |-100 | 100 |
15 |IED_ANALOG 5_15 | |-2000 | 2000 | |-100 | 100 |

| Cancel | | submit |
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16.3.97 Point

The protocol point number.

16.3.98 Name

Enter the name of the point or accept the default.

16.3.99 C Min

Enter the Min count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

16.3.100 C Max

Enter the Max count number from the IED vendor's documentation. All entries in this column may be
changed at once by clicking on the header.

16.3.101 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

16.3.102 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.102.1 8 Pt. 12 bit ACC In, Edit Inputs
Figure 16-34 Harris(M) Accumulator Configuration for 6000

Harris (M) Accumulator Configuration

Port # 2 Faort Mame : Port 2
IED# 1 IED Mame : HRS_IED_1

__pont | Mame |
IED_ACC 6_0
IED_ACCEB_1
IED_ACC 6_2
IED_ACC 6_3
IED_ACC &6_4
IED_ACC 6_5
IED_ACC 6_6B
IED_ACC 6_7

b IR o ¢ SR & & F U % T e TR

[ cancel | | Submit |

16.3.103 Point

The protocol point number.

16.3.104 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.104.1 8 Pt. 24 bit ACC In, Edit Inputs
Figure 16-35 Harris(M) Accumulator Configuration for 6000

Harris (M) Accumulator Configuration

Port # 2 Faort Mame : Port 2
IED# 1 IED Mame : HRS_IED_1

__pont | Mame |
IED_ACC7_D
IED_ACC7_1
IED_ACC7_2
IED_ACC7_3
IED_ACC 7_4
IED_ACC7_5
IED_ACC7_B
IED_ACC7_7

= o M e W ) = O

[ cancel | | submit |

16.3.105 Point

The protocol point number.

16.3.106 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.106.1 6 Pt. Raise/Lower Out, Edit Outputs
Figure 16-36 Harris(M) Raise/Lower Configuration for 6000
Harris (M) Raise/Lower Configuration

Port # 2 Port Mame : Port 2
IED# :1 IED Mame : HR5_IED 1
_ Pont | MName |

1-0 IED_R/L1_D

1-1 IED_R/L1_1

1-2 IED_R/L1_2

1-3 IED_R/L1_3

1-4 IED_R/L1_4

1-5 IED_R/L1_5

[ cancel || submit |

16.3.107 Point

The protocol point number.

16.3.108 Name

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

16.3.108.1 4 Pt. Analog Out, Edit Outputs
Figure 16-37 Harris(M) Analog Output Configuration for 6000
Harris (M) Analeg Output Configuration

Port # 2 Port Mame : Port 2
IED# :1 IED Mame : HRS_IED_1
“ e | tame | cwn | cwex | fwun | oo

] IED_AOQ 1_0 1] 4095 1] 4095

1 IED_AO 1 1 1] 4095 1] 4095

2 IED_AOQ1_2 1] 4095 1] 4095

3 IED_AOQ 1_3 1] 4095 1] 4095
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16.3.109 Point

The protocol point number.

16.3.110 Name

Enter the name of the point or accept the default.

16.3.111 C Min

Enter the Min count number from the IED vendor's documentation.

16.3.112 C Max

Enter the Max count number from the IED vendor's documentation.

16.3.113 EGU Min

Enter a minimum engineering unit value for the point.

16.3.114 EGU Max

Enter a maximum engineering unit value for the point.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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16.3.114.1

16 Pt. Digital Out, Edit Outputs
Figure 16-38 Harris(M) Raise/Lower Configuration for 6000
Harris (M) Digital Output Configuration

Port & 2 Port Mame : Port 2
IED# :1 IED Mame : HRS_IED_1
| pont [ MName |

0 IED_DO1_0

1 IED_ DO 1 1

2 IED_DO1_2

3 IED_DO1_3

4 IED_DO 1_4

5 IED_DO1_5

] IED_ DO 1 &

7 IED_DO1_7

g IED_DO1_8

9 IED_DO1_9

10 IED_DO 1_10

11 IED_DO 1 11

12 IED_ DO 1_12

13 IED_ DO 1_13

14 IED_DO 1_14

15 IED_DO 1 15

[ cancel || submit |

16.3.115 Point

The protocol point number.

16.3.116 Name

16.4

Enter the name of the point or accept the default.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

Data Display

Click the Data Display tab as shown in Figure 2-18.
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Figure 16-39 Data Display Screen

404

Configuration | Data Display I Command | Up/Download
Config@WEB

Applications

Senal Comm

Ethernet Comm

References

JIITHT

Analog Inputs

Analog Outputs

Figure 16-40 Display Communication Port Data

Click Serial Comm to get the screen shown in Figure 2-19.

Display Communication Port Data

Port
K

Port #1
Fort #2
Fort #3
Fort#4
Fort #5
Fort #6
Fort #7
Fort #3
Port #9
Port#10
Port#11
Port #12

K

= e e = S = S e S = S = = =

K

AA|IARAIA A AR|AZA A KA

K

L R e
ounte

Port 1
Port 2
Port 3
Port 4
Port 5
Port &
Port 7
Port 8
Port @
Fort 10
Fort 11
Fort 12

DHNPR
Harris (M}
rone
Mone
Mone
Mone
Mone
Mone
Mone
Mone
rone

Mane

View

C:f

Port Data
|

Port Data

View

Port Data |

s
Wi

Part Data |

Port Data |

o

e

Port Data |

o

o

Port Data |

el

Port Data |

o

Port Data |

o

Port Data |

1

Port Data

Communication Associations Cnnﬂgl

Eackl
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16.4.1 Port Number
Physical Port number of the RTU.

16.4.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

16.4.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

16.4.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

16.4.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

16.4.3 Name

The port name given during configuration or default name accepted.

16.4.4 Protocol

The configured protocol for this port.

16.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

16.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

16.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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16.4.8 Communication Counters

Under Comm Counters, click View to get the screen shown in Figure 2-20. The Comm Counters are the
same for all three types of protocol.

Figure 16-41 Harris(M) Communication Counters Display
Harris (M) Communication Counters Display

Pot#:2 FPaort Mame : Port 2

pont | Comtertame | comts__|
1 Messages Sent 14352
2 Messages Received ]
3 Mo Response 1431
4 B4 Timer Violations 0
5 IB Timer Violtions 0
7] Multiple ID Byte detections ]
7 Security Errors 0
8 Parity Errors 0
] Overrun Errors 1]
10 Framing Errors 0
11 Hardware DCD Errors 1]
12 Hardware CTS Errors 1]

Data Trap
I[ED Comm Counters
Reset Comm Counters

16.4.9 Point Number

A logical point number for reference only.

16.4.10 Counter Name

The following counters are monitored:

16.4.10.1 Messages Sent
This indicates the cumulative number of transmitted messages since the last reset or power-up.

16.4.10.2 Messages Received

This indicates the cumulative number of received messages since the last reset or power-up.
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16.4.10.3 No Response
This indicates the cumulative number of sent messages that were not responded to since the last
reset or power-up.

16.4.10.4 B4 Timer Violations
This indicates the cumulative number of B4 Timer violations. This count can be affected by the
setting of the B4 Time in configuration.

16.4.10.5 IB Timer Violations
This indicates the cumulative number of Interbyte timer violations since the last reset or power-up.
This count can be affected by the setting of the Interbyte Time in configuration.

16.4.10.6 Multiple ID Byte detections
This indicates the cumulative number of Multiple 1D Byte detections since the last reset or power-

up.

16.4.10.7 Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

16.4.10.8 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

16.4.10.9 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

16.4.10.10 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

16.4.10.11 Hardware DCD Errors
This indicates the cumulative number of DCD errors since the last reset or power-up.

16.4.10.12 Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

16.4.11 Counts

The counts for each type of Counter.

16.4.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

16.4.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

Harris (M) IED Comm Counters Display

Port #: 2 Fort Mame : Port 2
IED Name Messages Security | Framing | Overrun | Parity |Message|Last Err
Sent Errors | Opcode
il HRS_IED 1 2725 ] 2724 ] ] ] ] ] 12
PortStatus Done
16.4.13.1 IED #

The number of the IED
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16.4.13.2 IED Name
The name of the IED

16.4.13.3 Messages Sent
Messages sent to this IED since the last reset or since the last time the counters were cleared.

16.4.13.4 Valid Replies

Valid messages received from this IED since the last reset or since the last time the counters were
cleared.

16.4.13.5 No Replies

This indicates the cumulative number of sent messages that were not responded to since the last
reset or power-up.

16.4.13.6 Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

16.4.13.7 Framing Errors
This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

16.4.13.8 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

16.4.13.9 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

16.4.13.10 Message Errors
This indicates the cumulative number of message errors since the last reset or power-up.

16.4.13.11 Last Err Opcode
The "Last Err Opcode™” field on IED error counters display contains the Harris Operation Code for
the last message that failed to get a response. The operation codes (in decimal) are as follows

Data Dump (analogs and accumulators)

Status Change Check

Status Change Dump

Status Dump (used for integrity check and when there is a change overflow)
Control Point Arm

Control Point Operate

Raise/Lower

Set Point Arm (Digital output or analog output)
10 Set Point Operate

11 Power Fail Reset

12 Port Status Scan

17 SOE Time Synchronization

18 SOE Change Dump

19 SOE Time Sync Adjust

23 Time Synchronization (non-SOE)

24 Set Freeze Interval

O oOoO~NO O~ WwOo

16.4.14 Port Status

On the Port Status display (shown below), the possible error codes are as follows

P/F Power Fail
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o/L Off line (port not configured)
M/F Message Fail (previous message was invalid)
SOE  SOE change available for download

Harris (M) Harris Port Status

Port # : 2 Port Mame : Port 2
IED # IED Hame Changes OverAll Port 1 Port 2 Port 3 Port 4 Port 5 Port 6 Port 7
i HRS_IED 1 0
[ CommCounters ] ResetStatus

16.4.15 Reset Status Button

Click this button to reset the status of all Harris ports.

16.4.16 Comm Counters Button

Click this button to return to the individual Comm Counters view.

16.4.17 Done

Click this button to return to the overall Comm Counters view.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

16.4.18 Display Port Data

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 16-42 Harris(M) IED Display

Harris Master IED Display
Port#:2 Port Mame : Port 2

IED Frozen Slave
IED # IED Name ddress | Accum Type |On Sca Data

HR5_IED_1 e000 ".-'IE W

Back

16.4.19 IED #

The logical number of the IED on this communication channel.

16.4.20 IED Name

The name that was chosen, or accepted as default, during configuration.

16.4.21 IED Address

The IED Address chosen during configuration.

16.4.22 Frozen Accum

Y (Yes) means the frozen accumulators will be displayed.
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16.4.23 Type

The Harris protocol type.

16.4.24 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

16.4.25 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will
appear.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

From the IED Display screen, click View under Slave Data to get the screen shown in Figure 2-23.

Figure 16-43 Harris(M) IED Display

Harris IED Display

Pot #: 2 Faort Mame : Port 2
IED#:1 IED Mame : HRS_IED_1

Analog Inputs 32
Binary Inputs 33
Counters 12
Analog Outputs 4

16.4.26 Type

The type of point.

16.4.27 Number

The number of points from your IED.

16.4.28 View

Click the View button to view points.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the previous screen.
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16.5 Analog Inputs

From the Harris(M) IED Display screen, click View for Analog Inputs to get the screen shown below.

Figure 16-44 Harris(M) Analog Inputs Display

Harris Analog Inputs Display

FPort#: 2 Fort Mame : Port 2
Pagel of 2 GoTo Mest==

o [pon | pevcetame L ponttame Pt e | Pt Ve | poniComis
2 HRS IED 1 IED AMALOG 2_0 0.000 i

2 1 HRS IED 1 IED AMALOG 2_1 F 0.000 i

2 2 HRS_IED 1 IED AMALOG 2_2 F 0.000 i

2 3 HRS_IED 1 IED AMALOG 2_3 F 0.000 i

2 4 HRS_IED 1 IED AMALOG 2_4 F 0.000 i

2 5 HRS_IED 1 IED AMALOG 2_5 F 0.000 i

2 7] HRS_IED 1 IED_AMALOG 2_6 F 0.000 i

2 7 HRS_IED 1 IED_AMALOG 2_7 E 0.000 0

2 8 HRS_IED 1 IED_AMNALOG 2_8 E 0.000 0

2 9 HRS_IED 1 IED_AMNALOG 2_9 E 0.000 0

2 10 HRS_IED 1 IED_ANALOG 2_10 F 0.000 ]

2 11 HRS_IED 1 IED_ANALOG 2_11 F 0.000 ]

2 12 HRS_IED 1 IED_AMNALOG 2_12 F 0.000 ]

2 13 HRS_IED 1 IED_AMALOG 2_13 F 0.000 ]

2 14 HRS IED 1 IED ANALOG 2_14 F 0.000 I

2 15 HRS IED 1 IED AMALOG 2_15 F 0.000 I

Back

16.5.1 Port

Port corresponds to the type of point assigned to this port number during configuration.

16.5.2 Point

Protocol logical point number.

16.5.3 Device Name

The name of the device from which the point originates.

16.5.4 Point Name

The name of the point assigned during configuration.

16.5.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

16.5.6 Point Value

The engineering unit (EGU) value.

16.5.7 Point Counts

The counts from the IED.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
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16.6

Part#: 2

Config@WEB RTU to IED Protocols

412

the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to

the next 16 points, if applicable. Click the Back button to return to the previous screen.

Status Inputs

From the Harris(M) IED Display screen, click View for Binary Inputs to get the screen shown below.

Figure 16-45 Harris(M) Status Inputs Display
Harris Status Inputs Display

Fart Mame : Part 2

GoTo Mext==

o [pom | Dowetame | ponttame | pomisias | Pomesie | o |
0 1 HRS_IED_1 HRSM_COMM_STS CLOSE .
1 0 HRS_IED 1 IED_STS 1.0 F OPEN .
1 1 HRS_IED 1 IED_STS 1 1 F OPEN .
1 2 HRS_IED 1 IED_STS 1 2 F OPEN .
1 3 HRS_IED 1 IED_STS 1_3 F OPEN .
1 4 HRS_IED 1 IED_STS 1_4 F OPEN .
1 5 HRS_IED 1 IED_STS 1.5 F OPEN .
al 6 HRS_IED 1 IED 5T51_6 F OPEM L
al 7 HRS_IED 1 IED 5T51_7 F OPEM L
al g HRS_IED 1 I[ED_S5TS51 8 F OPEN L
al ] HRS_IED 1 I[ED_STS1_9 F OPEN L
al 10 HRS_IED 1 IED_STS 1_10 F OPEN L
al 11 HRS_IED 1 IED_ST51_11 F OPEN L
1 12 HRS_IED_1 IED_STS 1_12 F OPEN .
1 13 HRS_IED_1 IED_STS 1_13 F OPEN .
1 14 HRS_IED 1 IED_STS 1_14 F OPEN .

Note: The first point is reserved for Communication Status. HRSM_COMM_STS indicates

whether or not this IED is in good communications. CLOSED indicates a failed comm. channel.

OPEN indicates an operational comm. channel.

16.6.1 Port

Port corresponds to the type of point assigned to this port number during configuration.

16.6.2 Point

16.6.3 Device Name

16.6.4 Point Name

Protocol logical point number.

The name of the device from which the point originates.

The name of the point assigned during configuration.

m
1]
[}
-

:
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16.6.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

16.6.6 Point State
Indicates that point is either OPEN or CLOSED.

16.6.7 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

16.7 Accumulator Inputs

From the Harris(M) IED Display screen, click View for Counters to get the screen shown below.

Figure 16-46 Harris(M) Counter Inputs Display

Harris Accumulators Display
Fort#: 2 PortMame : Port 2

Pagel of 1 GoTo I_ EI

ort|Pont|  Deveelame | Pomame |Gun] Com
3 0 HRS_IED_1 IED_ACC3 0 F 0
3 1 HRS_IED_1 IED_ACC3_1 F 0
3 2 HRS_IED_1 IED_ACC 3 2 F 0
3 3 HRS_IED_1 IED_ACC 3 3 F 0
3 4 HRS_IED_1 IED_ACC 3 4 F 0
3 3 HRS_IED_1 IED_ACC 3.5 F 0
3 & HRS_IED_1 IED_ACC 3 6 F 0
3 7 HRS_IED_1 IED_ACC3 7 F 0
4 0 HRS_IED_1 IED_ACC4 O F 0
4 1 HRS_IED_1 IED_ACC4 1 F 0
4 2 HRS_IED_1 IED_ACC4 2 F 0
4 3 HRS_IED_1 IED_ACC4 3 F 0
3 0 HRS_IED_1 IED_ACCS_0 F 0
3 1 HRS_IED_1 IED_ACC S 1 F 0
3 2 HRS_IED_1 IED_ACCS_2 F 0
5 3 HRS_IED_1 IED_ACCS 3 F 0
Back |
16.7.1 Port
Port corresponds to the type of point assigned to this port number during configuration.
16.7.2 Point
Protocol logical point number.
16.7.3 Device Name
The name of the device from which the point originates.
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16.7.4 Point Name

The name of the point assigned during configuration.

16.7.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

16.7.6 Count

The accumulated count.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

16.8 Analog Outputs

From the Harris(M) IED Display screen, click View for Analog Outputs to get the screen shown below.

Figure 16-47 Harris(M) Analog Outputs Display

Harris Analog Outputs Display

Fort#:2 Fort Mame : Port 2
Pagel of1 CoTo
HRS_IED_1 IED_AQ 6_0 0 0.000
6 1 HRS_IED_1 [ED_ADCE_1 F ] 0.000
5] 2 HRS_IED 1 [ED_AQEB_2 F ] 0.000
& 3 HRS_IED 1 IED_AQ 6 3 F ] 0.000
Back
16.8.1 Port
Port corresponds to the type of point assigned to this port number during configuration.
16.8.2 Point
Protocol logical point number.
16.8.3 Device Name
The name of the device from which the point originates.
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16.8.4 Point Name

The name of the point assigned during configuration.

16.8.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

16.8.6 Point Value

The engineering unit (EGU) value.

16.8.7 Point Counts
The counts from the IED.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

16.9 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.

Figure 16-48 Command Tab Page

Configuration | Data Display || Up/Download

Config@WEB

Sernial Comm

Applications Ethernet Comm

Analog Outputs

[IITHT
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2200 manual.
Under Command Port Data, click Port Data.

Figure 16-49 Serial Comm Command Communications Port Data
Command Communication Port Data

Port Command Port

Port #1 ke K FPort 1 Harris (R) Mormal | »
Port #2 K K Port 2 Harris (M) \ Normal [+
Fort #3 K K Fort 3 Mone
Port #4 K K FPort 4 Mone
Port #5 K K Port 5 Mone
Port #6 K K FPort & Mone
Port &7 K K Fort 7 Mone
Port #3 K K Fort 8 Mone
Port #9 K K Fort @ Mone
Fort#10 K K Port 10 Mone
FPort #11 K K Fort 11 Mone
Port#12 K K Port 12 Mone
The resultant screen will be similar to Figure 2-31. Click on the Command button as shown.
Figure 16-50 Harris(M) IED Command
Harris (M) IED Command
Port #:2 Port Mame : Port 2

IED # IED Name 'ED On Scan Slave Data
ddress

HRS_IED 1 Cummanl:l

Back
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The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command various Outputs.

Port#: 2
IED#:1

Port

=] O M B L R S

Figure 16-51 Harris(M) IED Command

Harris IED Command

Type
32C1
J2ANA
8ACCH2
4ACC24
GRL
440
1600

FPort Mame : Port 2

IED Mame : HRS_IED_1

Command Outputs

Command

Cornrmand
Cornrmand

Cornmand

Click on the Command button for the type of point. The first screen below is the 32 Pt Control &
Indication after either a Trip or Close has been selected, then Executed with the Execute button.

Port & 2
[ED# 1

.1

-4 4 4 4 @94 A A 4 A A 4 A 4 A A

[ BN = T & | B S FC R L, T

[{=]

10
11
12
13
14
15

IED_SBO 1_0
IED_SBO 1_1
IED_SBO 1_2
IED_SBO 1_3
IED_SBO 1_4
IED_SBO 1_5
IED_SBO 1_6
IED_SBO 1_7
IED_SBO 1_8
IED_SBO 1_9
IED_SBO 1_10
IED_SBO 1_11
IED_SBO 1_12
IED_SBO 1_13
IED_SBO 1_14
IED_SBO 1_15

Figure 16-52 Harris(M) 32 Pt Controls Command
Harris (M) Controls Command

Faort Mame : Port 2
IED Mame : HRS_IED_1

“port [pomt | Moo | pomopsratons ___

@ Trip O Close

O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close
O Trip O Close

Trip on IED_SBO 1_0 : Successful
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The next screen is the 6 Pt Raise/Lower after either a Raise or Lower has been selected, then Executed with
the Execute button. Notice that the pulse time is adjustable.

Figure 16-53 Harris(M) 6 Pt Raise/Lower Controls Command
Harris (M) Raise/Lower Qutput Command

Port # 2 Fort Mame : Port 2

IED# :1 IED Mame : HRS_IED_1
. . Pulse Time

mmm e (secno) |OPerate

] IED_R/L5_0 ® Raise O Lower 10 Execute
1 IED_RIL 5_1 O Raise O Lower
IED_RIL5_2 O Raise O Lower
IED_R/IL 5_3 O Raise O Lower
IED_RIL5_4 O Raise O Lower
IED_RIL5_5 O Raise O Lower

Raise on IED_R/L 5_0 : Successful

The next screen is the 4 Pt AO after a Value has been entered, then Executed with the Execute button.

o tm tm tm tnm n

[ IR SO P T %

Figure 16-54 Harris(M) 4 Pt Analog Outputs Command
Harris (M) Analog Outputs Command

Port # : 2 PortMame : Port 2
ED#: 1 IED Name : HRS_IED_1
Page 1 ofl CoTo
Cpon pome | tame | rarge | vako
5 0 IED_AQ 6_0 0.000 to 4095.000 2000.000
5 1 IED_AQ 6_1 0.000 to 4095.000 0.000
5 2 IED_AQ 6_2 0.000 to 4095.000 0.000
5 3 IED_AQ 6_3 0.000 to 4095.000 0.000
IED_ADQ 6_0 : Success Back
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The next screen is the 16 Pt DO after either an Open or a Close has been entered, then Executed with the

Execute button.

Port # 2
IED# :1

[ = T I = N & IR S S T (¥ TR A o

[{=]

10
11
12
13
14
15

e T e L B L N T T T T IR

IED_DO 7_0
IED_DO 7_1
IED_DO7_2
IED_DO 7_3
IED_DO7_4
IED_DO 7_5
IED_DO 7_6
IED_DO7_7
IED_DO7_8
IED_DO7_8
IED_DO 7_10
IED_DO 7_11
IED_DO 7_12
IED_DO 7_13
IED_DO 7_14
IED_DO 7_15

(*) Open
) Open
) Open
) Open
O Open
(O Open
) Open
) Open
) Open
) Open
) Open
) Open
O Open
(O Open
) Open
) Open

Figure 16-55 Harris(M) 16 Pt Digital Output Command
Harris (M) Digital Output Command

Faort Mame : Port 2
IED Mame : HRS_IED_1

“por [pom | damo | pomoporstons

O close

O Close
O Close
) Close
O Close
O Close
O Close
O Close
O Close
O Close
O Close
) Close
O Close
O Close
O Close
O Close

Open on IED_DO 7_0 : Successful
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17.1
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Communication Port Configuration

The JEM2 ASCII protocol is a protocol that communicates between the RTU and a JEM2 ASCII meter.
The RTU may be configured to periodically poll one or more JEM2 ASCII meters.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click JEM2 ASCII from the Protocol drop-down menu as shown.

Figure 17-1 JEM2 ASCII Communication Port Configuration

: Point Copy
Operations to Port

Communication Port Configuration

Port Configure
e

Port #1 [K ][k ~] Port 1 [DNPR Port01 |  MapPoins | [ Copy]|
Port22 [K ~][K vl Port 2 JEMZASCI =] Port02| Configwre | [ Copy|
Port=3 [K +|[K -I Port 3 N D ] _Potos | | [ copy|
Port#4 [K =[[k ] Port 4 )21\1;9'[ Port04 | | [ copy|

romer
Port =5 IK v”l{ vI Port 5 ggﬁ:ggwsﬂ Port05 | | |_ Copyl

- 111}

mee [k =]k vllm Port 6 NP W Port06 | | [ copy|
Port 27 [K ][k ] Port 7 Electian Port07 | | [ copy]
Port =8 IK "'”K ‘I Port & Harris (M) Port 08 | | I— CDp‘y’l

Incom
Port 20 [K =[[K =] Port 9 Port09 | | [ copy]
Port 10 [¥ HllK oy Port 10 hodcuety | Pono | | T _com |
Port 211 [K ][k =] Port 11 SEL Port11 | | [ copy|
Port =12 IK '”K 'I Port 12 Sirl”rl;i e Port 12 | | I_ Copyl

Tickl
Commmmication Associations —onfig | T:'Znsedata BEICkl

Tunnel

— MTU-RTU —

3979

C2100H

cocl

coc i

DNPR

FM

Harris (R)

IDLC

L&N -

17.1.1 Port Number
Physical Port number of the RTU.

17.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.
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17.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

17.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

17.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

17.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

Name 7]

[ Cancel ][ Submit ]

17.1.4 Protocol

From the drop-down list, select the protocol for this port.

17.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

17.1.6 Point Operations

Click this button to assign points.

17.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

17.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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17.2 Configure Protocol
Under the heading Configure Protocol, click Port n to configure the JEM2 ASCII port. As a minimum, you
must enter the "Number of IEDs" this port will be connected to. You may accept all other defaults or fill in
the form according to the information following Figure 2-2.
Figure 17-2 JEM2 ASCII Communication Channel Configuration

JEM2A Meter Communication Channel Setup

Port#: 4 Port Mame : Port 4

Mumnber of IEDs 1

Baud Rate * g00 v

Parity * Even ¥

CTS Delay * 20 (ms)

Rx Timeout * 5000 | {ms)

Interbyte Time * 2530 | (ms)

Retries Before Failing Points 3 times)
Default: 0. Poll Time 1000 | {ms)

Fange: 0 to 32.

[ Cancel | | Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

17.2.1 Number of IEDs (0 - 32)

Enter the number of IEDs connected to this port. The default setting is 0.

17.2.2 Baud Rate (300 - 19200)

From the drop-down menu, select the baud rate. The default setting is 600.

17.2.3 Parity (None, Odd, Even)

From the drop-down menu, select the parity for the associated channel. The default setting is Even.

17.2.4 CTS Delay (0 - 250ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
20.

Note: For the RS485 ports on any Telvent RTU, the RTS (Request To Send) signal will stay ON
unless a non-zero value is entered for CTS (Clear To Send) in the communication interface. This
means the RTU will send, but not receive. Always enter a non-zero value for CTS in the RS485
port communications user interface.
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17.2.5 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. The default setting is 5000ms.

17.2.6 Interbyte time (0 —250ms)

Enter the interbyte time for the associated channel. The interbyte time is the time allowed for the next byte
of a message to be received after a byte has been accepted before the RTU discards the partial message and
begins looking for the first byte of a new message. It is recommended that you increase the delay when
using frequency-hopping radios. The default setting is 250 msec.

17.2.7 Retries Before Failing Points (0-99)

Enter the number of times the RTU will attempt communications with a device before marking all points
attached to the device as failed. The default setting is 3.

17.2.8 Poll Time (0-10000ms)

Enter the desired length of time between polls. The default is 1000ms.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

17.3 Point Operations

From the Communication Port Configuration screen, click the Configure button under Point Operations. A
screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic information about
the IED as shown below.

Figure 17-3 IED Configuration

JEM2 ASCII IED Configuration
Port#:2 Fort Mame : Port 2

IED Slave Copy

IED # IED Name ddress ’F Config to IEDn
JEM2&_IED 1 ¥ E m
|Back

17.3.1 IED #

The logical number of the IED on this communication channel.

17.3.2 IED Name

Click on the IED Name. A pop-up window will appear. See section 6.3.6.1 above.

17.3.3 IED Address

Reflects the entry in the pop-up menu. See section 6.3.6.1 above.
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17.3.4 On Scan

Reflects the entry in the pop-up menu. See section 6.3.6.1 above.

17.3.5 Slave Config
Click the Edit to edit the IED points. See section "4.5.16.1 Slave Configuration Edit" on page 115.

17.3.6 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

17.3.6.1 IED Name & Address Configuration

When you click the name of the IED (in blue characters), a pop-up menu will appear, as shown in Figure
2-6. Edit this pop-up window according to the directions below. After editing, your choices are reflected
as explained under Figure 2-5.

Figure 17-4 1ED Configuration

JEM2 ASCII IED Configuration
Port#:2 FPort Mame : Port 2

IED Slave Copy
IED # IED Hame ddress ’? Config to IEDn

JEM2A_IED_1 1 ¥ [Edic] [ Copy |
IED #1 Configuration n [ Back

IED Mame JEM2A_IED_1
|ED Address 1
On Scan * ®Yes O No Set

17.3.7 IED Name

Accept the default name or type a name of your choosing.

17.3.8 IED Address (1-99)

Enter the IED address. The default is 1.

17.3.9 On Scan
Accept the default (Yes) to place the IED on Scan. If you click No, the IED will not be polled.

Note: The IED may be switched On Scan to Off Scan and vice versa without the need to reboot.

17.3.10 Set / X

Click the Set button to keep your changes. Click the X at the top right of this dialog box to discard
changes.
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17.3.10.1

Slave Configuration Edit

17.3.11 Slave Config

Click the Edit button to continue. A screen similar to Figure 2-10 will appear. The JEM2 ASCII meter has
20 working registers. All twenty are automatically assigned.

Figure 17-5 IED Configuration
JEM2Z ASCIl Meter Configuration

Port#: 2 Port Mame : Port 2
[EC# :1 IEC Mame : JEM2A_IED_1
FPage 1 of 2 CoTo Mext ==
_pomt [ Name |
0 WORKING_REG_D
1 WORKING_REG_1
2 WORKING_REG_2
3 VORKING_REG_3
4 VORKING_REG_4
5 VORKING_REG_S
B VORKING_REG_6
7 VORKING_REG_7
8 VORKING_REG_8
8 VORKING_REG_9
10 STORAGE_REG_10
11 STORAGE_REG_11
12 STORAGE_REG_12
13 STORAGE_REG_13
14 STORAGE_REG_14
15 STORAGE_REG_15

| Cancel | | Submit |

17.3.12 Point

Protocol logical point number. This number cannot be changed.

17.3.13 Name

Enter the name of the point (or accept the default name).

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click Next>> to go to the
next 16 points, if applicable. Click <<Prev to navigate to the previous 16 points, if applicable. Page n of n
tells you which page (of a total number of pages) you are on. Go to a specific page by typing in the page
number, then click the Go button. Click the Cancel button to discard changes and return to the IED
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Configuration screen. Click the Submit button to accept the changes and return to the IED Configuration

screen.

Please note: No configuration changes take effect until the RTU is reset.

17.4 Data Display

Click the Data Display tab as shown in Figure 2-18.

Figure 17-6 Data Display Screen

Configuration | Data Display I

Command

Up/Download

Config@WEB

References

Analog Inputs

Senal Comm

Applications Ethernet Comm

Annunciator

STS

ACC

Analog Outputs
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 17-7 Display Communication Port Data
Display Communication Port Data

Comm Display
“ oy

Fort #1
Fort#2
Fort#3
Fort#4
Port #5
Fort #6
Fort #7
Fort #3
Fort #9
Fort#10
Fort#11
FPort#12

= e = = 0 B = = = = i =

K

K Fort 1 DMPR View | Port Data

K Port2 JEMZASCH  View|  Port Data |
K Fart 3 Maong WiEw | Paor Datd |
K Fart 4 Maong iew | Paort: Data |
K Fort Mone Vigw | 2t |
K Port & Maone fig | Data |
K Port 7 Mone fig | ‘ort Data |
K Forts Mone =2 | Port Data |
K Fort @ Mone lig | Port Data |
K Fart 10 Maong lig | Part: Data |
K Fart 11 Maong lig | Paor Datd |
K Fart 12 Maong e | Paort: Data |

Communication Associations  Config | Backl

17.4.1 Port Number

Physical Port number of the RTU.

17.4.2 RTS and DTR

17.4.2.1

17.4.2.2

17.4.2.3

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

"K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

"L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

17.4.3 Name

The port name given during configuration or default name accepted.
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17.4.4 Protocol

The configured protocol for this port.

17.4.5 Comm Counters
Click the View button under Comm Counters to display a set of Communication Counters for this port.

17.4.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

17.4.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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17.4.8 Communication Counters

Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 17-8 JEM2 ASCII Communication Counters Display
JEM2 ASCII Communication Counters Display

Port #:4 FortMame : Port 4

“pont | Coumertame | coms
1 Messages Sent 004
2 Good Replies 1]
3 Bad/Mo Replies 346
4 RX Timeouts 246
] Security Errors 1]
& Interbyte Timer Errors 1]
7 Owerrun Errors 478
g Framing Errors 1]
] Parity Errors 032

Data Trap
I[ED Comm Counters
Reset Comm Counters

17.4.9 Point Number

A logical point number for reference only.

17.4.10 Counter Name

The following counters are monitored:

17.4.10.1 Messages Sent

This indicates the cumulative number of transmitted messages since the last reset or power-up.

17.4.10.2 Good Replies

This indicates the cumulative number of good replies since the last reset or power-up.
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17.4.10.3 Bad/No Replies
This indicates the cumulative number of transmitted messages that did not receive a response, or
were incorrect, since the last reset or power-up. This count can be affected by the Rx timeout
delay value.

17.4.10.4 RX Timeouts
This indicates the cumulative number of times that no response was received since the last reset or
power-up. This count can be affected by the setting of the Rx Timeout in configuration.

17.4.10.5 Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

17.4.10.6 Interbyte Timer Errors
This indicates the cumulative number of Interbyte timer errors since the last reset or power-up.
This count can be affected by the setting of the Interbyte Time in configuration.

17.4.10.7 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

17.4.10.8 Framing Errors
This indicates the cumulative number of framing errors since the last reset or power-up. This can
be affected by parity.

17.4.10.9 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

17.4.11 Counts

The counts for each type of Counter.

17.4.12 Data Trap
Please see the Config@WEB Secure Software Users Guide.

17.4.13 IED Comm Counters

Click this button to see individual comm. counters for each IED as shown below.

JEM2 ASCII IED Comm Counters Display

Port # : 4 Paort Mame : Port 4
Messages
IED Name Sent
1 JEM2A_IED 1 4 i 3 3 1] ] 0 ]
2 JEMZA_IED 2 3 i 3 3 1] i ] 1]

17.4.13.1 IED #
The number of the IED

17.4.13.2 IED Name
The name of the IED

17.4.13.3 Messages Sent
Messages sent to this IED since the last reset or since the last time the counters were cleared.
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17.4.13.4 Valid Replies
Valid messages received from this IED since the last reset or since the last time the counters were

cleared.

17.4.13.5 No Replies
The number of no replies from this IED since the last reset or since the last time the counters were

cleared.

17.4.13.6 Timeouts
This indicates the cumulative number of times that no response was received since the last reset or

power-up. This count can be affected by the setting of the Rx Timeout in configuration.

17.4.13.7 Security Errors
This indicates the cumulative number of security errors since the last reset or power-up.

17.4.13.8 Framing Errors
This indicates the cumulative number of framing errors since the last reset or power-up. This can

be affected by parity.

17.4.13.9 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

17.4.13.10 Parity Errors
This indicates the cumulative number of parity errors since the last reset or power-up.

17.4.14 Reset Comm Counters
Click this button to reset all comm. counters.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

17.4.15 IED Displays

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.

Figure 17-9 JEM2 ASCII IED Display

JEM2 ASCII IED Display
Port#:3 Fort Mame : Port 3

IED # IED Hame 'ED On Scan Lok
ddress Data

JEMZA_IED_1

Accumulators
Comim Status

17.4.16 IED #

The logical number of the IED on this communication channel.

17.4.17 IED Name

The name that was chosen, or accepted as default, during configuration.
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17.4.18 IED Address

The IED Address chosen during configuration.

17.4.19 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

17.5 Slave Data

Click View to bring up a popup that gives you the choice of viewing Accumulators or Comm Status.

17.5.1 Accumulators
The accumulator counts are displayed as shown below.

Figure 17-10 JEM2 ASCII Accumulator Display

JEM2 ASCII Accumulator Inputs Display

Port#:2 FortMame : Port 2
IED#: 1 IED Mame : JEM2A_IED_1

Fagel of 2 G0 T.;.I Gnl Mext==
I

1 WORKING_REG_O F 1]
2 WORKING_REG_1 F 1]
3 WORKING_REG_2 F 1]
4 WORKING_REG_3 F 1]
] WORKING_REG_4 F 1]
= WORKING_REG_S F 1]
Fi WORKING_REG_6 F 1]
B8 WORKING_REG_7 F 1]
2 WORKING_REG_8 F 1]
10 WORKING_REG_% F 1]
11 STORAGE_REG_10 F 1]
12 STORAGE_REG_11 F 1]
13 STORAGE_REG_12 F 1]
14 STORAGE_REG_13 F 1]
15 STORAGE_REG_14 F 1]
16 STORAGE REG_15 F 1]

Back |

17.5.1.1 Point
The logical point number.

17.5.1.2 Point Name

The name that was chosen, or accepted as default, during configuration.

17.5.1.3 Point Status
Please see the Config@WEB Secure Software Users Guide.

17.5.1.4 Count
The accumulated count of the point.
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Figure 17-11 JEM2 ASCII Comm Status Display

JEM2 ASCII Status Inputs Display

Fort#:4 FPort Mame : Port 4
IED#:1 IED Mame : JEM2A_TED 1

Pagel of 1 Go To
| Point | PointName | Point Status | Point State | = |

] COMM_STS Open .

Back
17.5.2 Comm Status

17.5.2.1 Point
The logical number of the point.

17.5.2.2 Point Name
The point name. The only Digital Input point available is the COMM_STS.

17.5.2.3 Point Status
Please see the Config@WEB Secure Software Users Guide.

17.5.2.4 Point State
Indicates that point is either OPEN or CLOSED.

17.5.2.5

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Note: A CLOSED (red) point indicates that the comm. channel is failed. An OPEN (green) point
indicates that the comm. channel is operational.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Back button to return to the previous screen.
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18 Tickle

18.1 Serial Comm Port Configuration

Tickle Task is not a protocol in the usual sense; it is simply a mechanism to toggle the RTS pin of the
chosen port for use by an external alarm or watch dog timer. Additionally, RTS toggling is controlled
(enabled or disabled) by any mapped status point.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. From this
screen, click Tickle Task from the Protocol drop-down menu as shown.

Figure 18-1 Tickle Task Communication Port Configuration

Communication Port Conﬁguration

Port Configure ant Copy
e FT5 TR T

Port £1 IK_L”K 'I Port 1 [DNPR | F’onl}‘l Map Points Copy
Port22 [K =|[K =] — Port 2 Tickle ] Poo2| MapPoints | |_ Copy |
Port23 [K =|[K =] Port 3 N D :: Port03 | | [ copy]|
Port 24 [K ][k 7] Port 4 2179 _Portt4 | | [ _copy|
Port 25 [K =|[k =] Port § C20200M) Port05 | | [ copy]|
Port 26 [K ~|[K ~] Port 6 oot panos | | [ copy]|
Port 27 [K 7][K vIIlF{QE =] Dort 7 Electran - Port07 | | [ _copy]|
Port 28 [K ~|[K =] Port 8 Harrs (M) . Port0s | | [ copy]
Port 20 [K »|[K =] Port 9 JnérgﬂrznAsc]| | Portd | | [ copy]|
Port 210 [K =|[K vllm Port 10 Quamum | _Peti0 | | [ copy]|
SEEL IK_L”K :Iv = gghes Vi) ; Port 11 | | I— Copy |
Port 212 [K =[[K =] Port 12 Symax Port12 | | [ copy]
Communication Associations =0nfig | R;Erl]r:fecliata Backl
— MTU-RTU —

8979

C2100H

CDC I

CDC

DMNPR

FM

Harris (R)

IDLC

L&N -

18.1.1 Port Number
Physical Port number of the RTU.

18.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.
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18.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

Note: The port on which you assign the Tickle Task must be keyed (K) for the Tickle Task to
work.

18.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

18.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

18.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

18.1.4 Protocol

From the drop-down list, select the protocol for this port.

18.1.5 Configure Protocol

Click the button under Configure Protocol to set up operational parameters for the Tickle Task.

18.1.6 Point Operations
Click this button to assign which status points will be used to enable/disable the toggling of the RTS signal.

18.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

18.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation
Click the Back button to return to the previous screen.
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18.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n to configure the Tickle Task port. You may accept all
defaults or fill in the form according to the information following Figure 2-2.

Figure 18-2 Tickle Task Communication Channel Configuration
TICKLE CHANNEL SETUP
Por#: 1 Port Mame : Port 1

Health Lamp Off Time 400 (ms)
100

Health Lamp On Time (ms)

| cancel | [ submit |

18.2.1 Health Lamp Off Time (ms)

Enter the time (in milliseconds) for the RTS to be low (off). The default setting is 400.

18.2.2 Health Lamp On Time (ms)

Enter the time (in milliseconds) for the RTS to be High (on). The default setting is 100.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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18.3 Point Operations

From the Serial Comm Communication Port Configuration screen, click the Map Points button under Point
Operations. A screen similar to Figure 2-5 will appear. Select a staus point from any source. This status
point will enable toggling of the RTS line if the point is closed, or disable the toggling of the RTS line if
the point is open.

Figure 18-3 Tickle Task IED Configuration

Tickle Point Mapping
Pot#:1 Port Mame : Port 1

Device Name Point Name Source Points

1 Hardware DI |DI_F'NT_1 Hardware DI w
Search...

SPARE
Select All points
DI_PNT_1
DI PNT_2
DI_PNT_3
DI_PNT_4
DI_PNT_S
DI_PNT_6
DI PNT_7
DI_PNT_8
DI_PNT_9
DL PHNT_10
DI PMNT_11
DI_PNT_12
DI PNT_13
DI PMNT_14
DI PNT_15
DI PNT_16

[ cancel | [ Submit |

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Cancel button to discard changes. Click Submit button to save changes.

18.4 Data Display

There is no Data Display. You may confirm operation by observing the RTS light for the port in question.
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19 L&N C2020(M)

19.1 Serial Comm Port Configuration

is a protocol that communicates between the RTU and an IED. It can be used to front-end an existing
RTU in order to add new communication functionality within the substation while preserving the existing
hardware 1/0O.

The protocol running on an RTU can also be used at the master station as a front-end processor scanning
multiple RTUs and converting the data to a different protocol.

From the Configuration screen, click Serial Comm. You will get a screen similar to Figure 2-1. See
Chapter 1 for a complete explanation of the Communication Port Configuration screen. From this screen,
click from the Protocol drop-down menu as shown.

Figure 19-1 Communication Port Configuration

Communication Port Configuration

Point Copy
Operations to Port

Port =1 IK "”G Port 1 [DNPR ~| Port01 | Map Paints | |_ Cnpyl
Port#2 [K vlﬂm ) Port 2 [Cc2020(M) ~| Pot02 |  configwe | [T Copy|
Port#3 [K =[] Port3 Nore =] ponos | T
Port £4 [K ~|[K =] Port 4 217e Port04 | | [ copy|
romer
Port 25 [K =|[K =] Port 5 Port05 | | [ copy|
Port =6 [K vllﬁllml Port e Port06 | - | copy]
Port =7 [K [k =] Port 7 Electian Port07 | - | T copy|
Port =8 IK v”G Port § Harris (M) Port 08 | - | |— Cnpyl
|
Port =9 IK "”G Port @ J%pﬂ?ggcn Part 09 | | I— Copyl
Port £10 [K vllﬁllml Port 10 Modbus(M) Port10 | | [ copy|
Port 211 [K ][ =] Port 11 E Port 11 | | [ copy|
Port =12 IK "”G Pori 12 Symax Paort12 | | I— Ccpyl
Tickle
Communication Associations C0onfig | R;Erl]r;secliata Backl
—MTU-RTU —
8979 |
C2100H
cocCl
coCl
OMNPR
Fi
Harris (R}
IDLC
L&N hd
19.1.1 Port Number
Physical Port number of the RTU.
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19.1.2 RTS and DTR

Request To Send and Data Terminal Ready. Using the drop-down list, set to K, H, or L.

Note: This example applies to the SAGE 2300. Refer to the hardware manual for your particular
RTU for variations.

19.1.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

19.1.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the Z85230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

19.1.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

19.1.3 Name

Click on the “blue” name (see below) and rename the port, or accept the default name.

[ Cancel ][ Submit ]

19.1.4 Protocol

From the drop-down list, select the protocol for this port.

19.1.5 Configure Protocol

Click the button under Configure Protocol to set up communication parameters for this port.

19.1.6 Point Operations

Click this button to assign points.

19.1.7 Copy to Port

This function copies everything in the port configuration except the port name to the target port. Enter a
port number to copy to, then click the Copy button.

19.1.8 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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19.2 Configure Protocol, Serial Comm

Under the heading Configure Protocol, click Port n. You may accept all defaults or fill in the form
according to the information following Figure 2-2.

Figure 19-2 Communication Channel Configuration
LEN C2020M Communication Channel Setup

Fort®: 2

Humber of IEDS

Faort Mame : Port 2

TI
I«

Baud Rate *

Parity * Mone = |

CTS Delay * 23 (ms}
Ry Timeout * W (rms)
T Timeout W (rms)
B4 Time * IT (rms)
Maodem Turn Cff Time * II:I— (rms)
Hardware CTS “nNo O Yes
Hardware DCD * No € Yes

Select Timeout

-

1] (sec)

Default: 0. Idle Time |1|3| (ms)
Range: 0 to 15. Retries |3

Cancel | Submit |

Note 1: All communication parameters with an asterisk * beside their names can be changed on
the fly. That is, the change will take effect after Submit without having to reset.

Note 2: The default value and range of acceptable entries for a field where your cursor is placed
is shown at the bottom-left of your screen. The example shown is for Number of IEDs.

19.2.1 Number of IEDs (0-15)

Enter the number of IEDs on the port. The default setting is 0.

19.2.2 Baud Rate (300 - 19200)

Select the communications speed for the associated channel. Default setting is 1200.

19.2.3 Parity (None, Odd, Even)

From the drop-down menu, select the parity for the associated channel. The default setting is None.

19.2.4 CTS Delay (0 -1000ms)

Enter the Clear-To-Send (CTS) Delay in milliseconds for the associated channel. This is the delay of time
the channel will wait to start transmitting following Request-To-Send being asserted. The default setting is
25.
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19.2.5 Rx Timeout (0-30,000ms)

Enter the receive timeout for the associated channel. The receive timeout is the length of time the channel
will wait for valid communications prior to declaring the channel in communications error and resetting the
channel. Default setting is 2000 (2 seconds).

19.2.6 Tx Timeout (0-30,000ms)

Enter the transmit timeout for the associated channel. This value limits the maximum transmission time
from the RTU to the master. Default setting is 5000 (5 seconds).

19.2.7 B4 Time (0-250ms)

Enter the B4 time for the associated channel. The B4 time is the length of quiet time required on the
channel following a transmission from the RTU prior to turning on the RTUs receive interrupts. Default
setting is 10.

19.2.8 Modem Turn Off Time (0 - 250ms)

Enter the time delay after the last transmitted byte before turning off the modem. Default setting is 0.

19.2.9 Hardware CTS (No, Yes)

If the hardware Clear-To-Send option is selected for a channel, then reply data bytes will not be transmitted
unless the CTS signal is detected by the communications controller chip. This signal is examined after the
user programmed CTS delay time has timed out. At the point where the RTU starts its CTS timer, the RTS
signal is asserted to the modem. The CTS signal is asserted by the modem to the RTU after the
programmed CTS delay. Configuring a CTS delay in the RTU along with the hardware CTS will insure a
minimum CTS delay of the configured time. Default setting is No.

19.2.10 Hardware DCD (No, Yes)

If the hardware data carrier detect option is selected for a channel, then the channel communications driver
will accept requested message data frames only if carrier is detected by the modem. If carrier is not
detected, the data frames are discarded. Default setting is No.

19.2.11 Select Timeout (1 — 25 sec)

Enter the time in seconds that an SBO Select will be armed. Default is 10.

19.2.12 Idle Time (1 - 25,000 ms)

Enter the number of milliseconds to delay between polling messages to IEDs. Default is 1000.

19.2.13 Retries (1-25)

Enter the number of retries on poll messages before marking the data from that IED as failed. Default is 3.

Navigation

Port # : n tells you which port you are on. Port Name : hame tells you the name of the port. Click the
Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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19.3 Point Operations

From the Serial Comm Communication Port Configuration screen, click the Configure button under Point
Operations. A screen similar to Figure 2-5 will appear. Click on the default IED Name to set up basic
information about the IED as shown below.

Figure 19-3 IED Configuration

L&N C2020{M) IED Configuration
Port # 1 Fort Mame : Port 1

C2020M_IED_1 1 Disabled Edltl [ Copy|
welnen| N IED #1 Configuration H Copy

IED Mame |C2EIEEIF-'1_IED_1 Back
IED Address [
On Scan * & vez T Mo
Group to Scan after SAD Im
Set

19.3.1 IED #

The logical number of the IED on this communication channel.

19.3.2 IED Name

Click on the IED Name. A pop-up window called IED Configuration will appear, as shown above.

19.3.2.1 IED Name
The name of the IED. Type in a name, or accept the default.

19.3.2.2 IED Address
The address of the IED. Type in an address, or accept the default. Range is 1 — 15.

19.3.2.3 On Scan
Determines whether or not the IED is being scanned. Click No to disable the scan, or accept the
default (Yes).

19.3.2.4 Group to Scan after SBO

Sets the group to scan after a control is performed. Default is Disabled.

19.3.25 Set/X
Click the Set button to keep your changes. Click the X at the top right of this dialog box to
discard changes.

19.3.3 IED Address

Reflects the entry in the pop-up menu. See above.

19.3.4 On Scan

Reflects the entry in the pop-up menu. See above.
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19.3.5 Group to Scan after SBO

Reflects the entry in the pop-up menu. See above.

19.3.6 Slave Config

Click the Edit button to edit the IED points.

19.3.7 Copy to IEDn

To copy the entire IED configuration to another IED, enter the number of the target IED and click Copy.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the Communication Port Configuration screen. Click Edit to Edit the Slave
Configuration

19.4 Slave Configuration Edit
19.4.1 Slave Config

Click Edit to continue. A screen similar to Figure 2-10 will appear.

Figure 19-4 IED Configuration
L&N C2020M IED Configuration

Port #: 1 Group I 1 vI Port Marne  Port 1

. [ED MAME :
s 1 C2020M_IED_1
Section 1A Section 94, Analog nputs Editl
Section 18 575 > Section 88 " Status Inputs Edit |
Section 24 EEJZE Section 104 2 Accumulators Edit |
Section 28 S . Section 108 2 | Raiseilower |No <] Edt|
. I . 5 I
Section 34 Section 114 6 . Analog Outputs IN':' 'I Editl
Section 2B ISTS vI Section 118 8 SHO Mo v Edit|
Section 44 ISTS vl Section 124 9
: r ey
Section 4B Horie Section 128 e
A8 B
Section 54 5T5 Section 134 121¢)
_ ACC1Z | _ 1300) | .
Section 5B ACC24 Section 138 14 (E) Scan Settings
- 15(F) |
Section 64 a1 v| Section 144  |mOrE— 5'35'? '”t]E'""’a' [20000
s
Section 6B |5T5 vI Section 148 |N|:|r‘|e 'I Friority m
Section TA ISTS vI Section 154 INI:IHE vI
Section TH ISTS vI Section 158 INune "I
Section 84 ISTS vl Section 164 |N|:|r‘|e 'I
Section 3B |N|:|ne vI Section 168 |N|:|r‘|e 'I

Cancel | Subrit
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19.4.2 Group

19.4.2.1 Group
Select Status Select 0 through 15 to edit what types of points are to be included in the response
message for the corresponding group.

19.4.3 Configure Sections

19.4.3.1 ANA
Analog Inputs, 12-bit. Uses one section. See Analog Inputs MAP function.

19.43.2 STS
Status Inputs, 1-bit or 2-bit. Up to twelve status points will fit in one section. See Status Inputs
MAP function.

19.4.3.3 ACC12
One section is an accumulator. It uses all 12 bits of the section for a maximum value of 4095.

19.4.3.4 ACC24
Block is an accumulator (2 sections). This is valid only in the 1st data block as required by the
protocol. It uses both the 1st and 2nd data blocks to return a 24 bit value in binary format. The
1st data block contains the most significant 12 bits and the 2nd data block contains the least
significant 12 bits.

19.4.4 Type

The different types of 1/O points supported by this protocol.

19.4.5 Edit

Click the Edit button to configure the point types for this group.

19.4.6 Scan Settings
The different types of 1/O points supported by this protocol.

19.4.6.1 Scan Interval [ms]
The time in milliseconds between scans of this group.

19.4.6.2 Priority
Selects the priority of the group. Zero is the highest priority and will preempt the scans of all
lower priority scan groups when the Scan Interval expires.

Please note: No configuration changes take effect until the RTU is reset.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen.
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19.5 IED Analog Configuration

From the IED Configuration screen, click on Edit for Analog Inputs. A screen similar to Figure 2-13 will

appear.
Figure 19-5 Analog Input Configuration
2020 Analog Input Configuration

Port # 1 Port Mame :Port 1

IED Marme : C2020M_IED_1 Group : 9
18 1 |C2020_MA_GI_SECL 2047 -2048 2047
24 1 |C2020_aMa_G9_SEC2 jz047 J-2048 j2047
2\ 1 |czozo_sms_ca_secs z047 [-2043 2047
I 1 |C2020_AMs_GO9_SEC4 jz047 J-2048 j2047
3B 1 |C2020_AMA_GO_SECS fo04 | T 1204
4a 1 |caozo_sms_Ga_sEce z047 [-2043 2047

Cancel | Subrnit |

19.5.1 Sect

Protocol logical section number. This number cannot be changed.

19.5.2 Point

Protocol logical point number. This number cannot be changed.

19.5.3 Name

Enter the name of the point (or accept the default name).

19.5.4 Counts Min

Enter a minimum counts value for the point. All entries in this column may be changed at once by clicking
on the header. The maximum range is -2047 thru 2047

19.5.5 Counts Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header. The maximum range is -2047 thru 2047

19.5.6 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

19.5.7 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
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Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

19.6 IED Status Configuration

From the IED Configuration screen, click on Edit for Status. A screen similar to Figure 2-14 will appear.

Figure 19-6 Status Input Configuration

2020 Status Input Configuration

Port # 1 Paort Mame : Port 1
[ED Mame : C20200_IED 1 Group ;2

Page 1 of 10 GDTDI—EI et ==
sec |Pomt | MName | m

1B 1 |C2020_5TS_G2_SEC1 1 T ves % po
1B 2 |C2020_5TS_G2_SEC1 2 T ves % po
1B 3 |C2020_5TS_G2_SEC1 3 T ves % po
1B 4 |C2020_5TS_G2_SEC1 4 T ves % po
1B §  |C2020_5TS_G2_SEC1 S T ves % po
1B B |C2020_5TS_G2_SECL 6 T ves % po
1B 7 |C2020_5TS_G2_SEC1 7 T ves % po
1B 8  |C2020_5TS_G2_SEC1 B T ves % po
1B 9  |C2020_5TS_G2_SEC1 O T ves % po
1B 10 |C2020_5TS_G2_SEC1_10 T ves % po
1B 11 |C2020_STS_G2_SEC1_11 T ves % po
1B 12 |C2020_5TS_G2_SEC1_12

Cancel I Subrmit |

19.6.1 Sec

Protocol logical section number. This number cannot be changed.

19.6.2 Point

Protocol logical point number. This number cannot be changed.

19.6.3 Name

Enter the name of the point (except for COMM_STS which can not be changed) or accept the default name.

19.6.4 MCD

Sets this point and the next point as a 2-bit Momentary Change Detect point.
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The RTU IED database may then be configured to cause the RTU to scan the IED status points to acquire
the change bits from the IED. The following parameters apply to the 2 bit status change data acquisition:

Table 4-1
Table 19-1 Two Bit Status
RTU Current State 2020 Current State 2020 Change Bit RTU Events Queued
1 1 0 none
0 0 0 none
1 0 0 change to 0
0 1 0 change to 1
1 1 1 change to 0, change to 1
0 0 1 change to 1, change to 0
1 0 1 change to 0, change to 1, change to 0
0 1 1 change to 1, change to 0, change to 1
Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

19.7 IED Accumulators Configuration

From the IED Configuration screen, click on Edit for Accumulator Inputs. A screen similar to Figure 2-15
will appear.

Figure 19-7 Accumulators Configuration

C2020 Accumulator Input Configuration

Port # 1 Port Mame ;Port 1
IED Mame : C2020M_IED 2 Group ;0

1B 1 |can20_acc_Go_seci

Zancel | Subrnit |

19.7.1 Sect

Protocol logical section number. This humber cannot be changed.

19.7.2 Point

Protocol logical point number. This number cannot be changed.

19.7.3 Name

Enter the name of the point or accept the default name.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.

19.8 IED Raise/Lower Configuration

Click on Edit for Raise/Lower. A screen similar to Figure 2-17 will appear.
Figure 19-8 Digital Outputs Configuration

2020 Raise /Lower Input Configuration

Port # 1 Paort Mame : Port 1
IED Mame : C20200M_IED 2 Group 0

N ——

1-R |C2020_Go_1-R
1-L jc2oe0_Go_1-L
2-R |c2020.Go_2-R
2-L 2020 GO_2-L
3-R |c2020.Go_3-R
3-L jc2oe0_Go_3-L

Cancel | Subrit

19.8.1 Seq

Protocol logical sequence number. This number cannot be changed

19.8.2 Name

Enter the name of the point (or accept the default name)

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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19.9 IED Analog Outputs Configuration

Click on Edit for Analog Outputs. A screen similar to the one below will appear.

Figure 19-9 Analog Outputs Configuration

{Z2020 Analog Cutput Configuration
Port # 1 Port Marme Port 1

IED Mame : C2020M_IED 2 Group ;0

L N L ik on Heatier to

1 Jczoeo_Go_so_a Change ” |0 4095
2 [czoe0Go so e —— o 4095
Qnd/or change Canicel | Subrnit |

19.9.1 Point

Protocol logical point number. This number cannot be changed

19.9.2 Name

Enter the name of the point (or accept the default name)

19.9.3 EGU Min

Enter a minimum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

19.9.4 EGU Max

Enter a maximum engineering unit value for the point. All entries in this column may be changed at once
by clicking on the header.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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19.10 IED SBO Configuration

Click on Edit for SBO. A screen similar to the one below will appear.

Figure 19-10 SBO Configuration

2020 Select Before Operate Configuration

Port # 1 Fort Mame :Port 1
[ED Mame : C20200M_IED 2 Group 0
Execute
Time
1 |c2020_GD_SBO_1 500
2 |C2020_GD_SBO_2 Click on Header to [500
3 [c2020_Go_sBO_3 r ” p EE
4 |c2020_Go_SBO_4 vas [ Get [soo
5§  |c2020_Go_seo_S EE
B |C2020_GD_SBO_6 \and/or change 500
7 |c2020_GD_SBO_7 500
8  |C2020_G0D_SBO_8 500
9 |C2020_GO_SBO_O9 =00
10 |C2020_GD_SBO_10 500
11 |C2020_GD_SBO_11 500
12 |C2020_GD_SBO_12 500

Cancel | Subrmit I

19.10.1 Point

Protocol logical point number. This number cannot be changed

19.10.2 Name

Enter the name of the point (or accept the default name)

19.10.3 Execute Time

Enter the Execute Time (or accept the default)

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the IED Configuration screen. Click <<Prev to navigate to the previous 16 points, if applicable.
Page n of n tells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click Next>> to go to the next 16 points, if applicable. Click
the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note: No configuration changes take effect until the RTU is reset.
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19.11 Data Display

Click the Data Display tab as shown in Figure 2-18.
Figure 19-11 Data Display Screen

451

Configuration | Data Display | Command | Up/Download
Config@WEB

References

Analog Inputs

||
e
— e
|
— L
e
—
— L |

Serial Comm

Applications Ethernet Comm

Analog Outputs

Annunciator

Alarming
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Click Serial Comm to get the screen shown in Figure 2-19.

Figure 19-12 Display Communication Port Data
Display Communication Port Data

Comm Display
“ o

Fart#1 K Fart 1 DMPR View | Port Data

Pot#2 K K Port 2 C2020(M) view|  Port Data |
Pot#3 K K Port 3 None View|| [Portpata |
Pot#d K K Port 4 None View | ata |
Pot#5 K = K Port5 None View | Data |
Port#6 K K Port & Mone fig | ‘ort Data |
Pot#7 K K Port7 None ew | [PortDat |
Fort#8 K K Forts Mone ~| Port Data |
Faort#8 K K Faort @ Maong lig | Part: Data |
Pot#10 K K Port 10 None iew| | [PortData |
Pot#11 K K Port 11 None ew|| [Prorpat |
Pot#12 K K Port 12 None ev | Data |

Communication Associations  Config | Backl

19.11.1 Port Number

Physical Port number of the RTU.

19.11.2 RTS and DTR

Request To Send and Data Terminal Ready. Selected during configuration, this value can be K, H, or L.

19.11.2.1 "K" represents Keyed (Radio/Modem).
The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically used as a Radio/Modem key output (Default Setting).

19.11.2.2 "H" represents Positive RS232 Voltage.
When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

19.11.2.3 "L" represents Negative RS232 Voltage.
The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

19.11.3 Name

The port name given during configuration or default name accepted.
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19.11.4 Protocol

The configured protocol for this port.

19.11.5 Comm Counters

Click the View button under Comm Counters to display a set of Communication Counters for this port.

19.11.6 Display Port Data

Click the Port Data button under Display Port Data to display an IED listing to select the data to be
displayed.

19.11.7 Communication Associations
Please see the DNPR chapter of the Config@WEB MTU to RTU Protocols Manual.

Navigation

Click the Back button to return to the previous screen.
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19.11.8 Communication Counters

Under Comm Counters, click View to get the screen shown in Figure 2-20.

Figure 19-13 Communication Counters Display

C2020{M) Communication Counters Display
Port #: 1 Faort Mame Port 1

om | Comertame | coms |

Messages Received 5511
Messages Sent a52a
B4 Timer Yiolations
BCH Security Errars
Ciwerrun Errors
Framing Errars
Hardhware DCD Errors
Hardware CTS Errors

[ RS T [ Y R Y 6 T
o 0 o e T o O o

t

Data Trap Configure

Back |

19.11.9 Point

A logical point number for reference only.

19.11.10 Counter Name

The following counters are monitored:

19.11.10.1 Messages Sent

This indicates the cumulative number of transmitted messages since the last reset or power-up.

19.11.10.2 Messages Received
This indicates the cumulative number of received messages since the last reset or power-up.
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19.11.10.3 B4 Timer Violations

This indicates the cumulative number of B4 Timer violations. This count can be affected by the
setting of the B4 Time in configuration.

19.11.10.4 BCH Security Errors
This indicates the cumulative number of BCH security errors since the last reset or power-up.

19.11.10.5 Overrun Errors
This indicates the cumulative number of overrun errors since the last reset or power-up.

19.11.10.6 Framing Errors

This indicates the cumulative number of received bytes with framing errors since the last reset or
power-up. This can be affected by parity and MTO.

19.11.10.7 Hardware DCD Errors
This indicates the cumulative number of DCD errors since the last reset or power-up.

19.11.10.8 Hardware CTS Errors
This indicates the cumulative number of CTS errors since the last reset or power-up.

19.11.11 Counts

The counts for each type of Counter.

19.11.12 Data Trap

Please see the Config@WEB Secure Software Users Guide.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

19.11.13 Display Port Data

From the Display Communication Port Data Screen, click Port Data to get the screen shown in Figure 2-22.
Figure 19-14 IED Display

L&N C2020(M) IED Display

Port # 1 Fort Mame : Port 1
| IED | Group to Slave
ElE ERR Address | Scan | Scan on SBO [Iata
C2020M_IED_1 Disabled mew
2 C2020M_IED_2 2 Y 1 L= |
Back

19.11.14 IED #

The logical number of the IED on this communication channel.

19.11.15 IED Name

The name that was chosen, or accepted as default, during configuration.
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19.11.16 IED Address

The IED Address chosen during configuration.

19.11.17 On Scan

Y (Yes) means that the IED is on scan. An N (No) means the IED will not be polled.

19.11.18 Slave Data

Click View to examine the data being returned from this device. A screen similar to Figure 2-23 will
appear.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. Click the
Back button to return to the previous screen.

From the IED Display screen, click View under Slave Data to get the screen shown in Figure 2-23.
Figure 19-15 IED Display
C2020(M) IED Display

Port #: 1 Fort Marme Port 1
[EC#:1 I[EC Wame ;C2020M_IED 1
Type | Number | View |
Analog Inputs 192 M
Status Inputs 205 view |
Accumulatars 0 "u"iﬂl
Analog Outputs ] "u"iﬂl
Digital Qutputs

SBO Outputs = s

Back

19.11.19 Type

The type of point.

19.11.20 Number

The number of points from your IED.

19.11.21 View

Click the View button to view points.

Navigation

Port #: n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click the Back button to
return to the previous screen.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 19 - L&N C2020(M) Config@WEB RTU to IED Protocols 457

19.12 Analog Inputs

From the IED Display screen, click View for Analog Inputs to get the screen shown in Figure 2-24.

Figure 19-16 Analog Inputs Display

C2020(M) Analog Inputs Display
Port # ;1 Faort Mame : Port 1
IED#:1 IED Mame : C2020M_IED 1

Fagel of 12 Ga TCII GDl Mext==

3 C2020_AMA G3 SECL -2000.000 -2000
3 2.& C2020_ANA_G3 SECZ -2000.000 -2000
3 2B C2020_ANA_G3_SEC3 -2000.000 -2000
3 38 C2020_ANA_G3_SEC4 -2000.000 -2000
3 3B C2020_ANA_G3_SECS -2000.000 -2000
3 48 C2020_ANA 53 SECA -2000.000 -2000
3 4B C2020_AMA_ G3 SECY -2000.000 -2000
3 S8 C2020_AMA_ G3 SECE -2000.000 -2000
3 5B C2020_AMA_G3 SEC9 -2000.000 -2000
3 a4 C2020_aRA_G3 SECI0 -2000.000 -2000
3 6B C2020_AKA G3 SEC11 -2000.000 -2000
3 A C2020_ANA_G3 SEC1Z2 -2000.000 -2000
3 7B C2020_ANA G3 SEC13 -2000.000 -2000
3 =14 C2020_AMA G3_SEC14 -2000.000 -2000
3 8B C2020_ AN~ G3 SEC1S -2000.000 -2000
3 Qg C2020_ANA (3 SEC1G -2000.000 -2000
Back

19.12.1 Group

Protocol logical Group number.

19.12.2 Sect

Protocol logical section number.

19.12.3 Point

Protocol logical point number.

19.12.4 Point Name

The name of the point assigned during configuration.

19.12.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

19.12.6 Point Value

The engineering unit (EGU) value.

19.12.7 Point Counts

The counts from the IED.
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Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

19.13 Status Inputs

From the IED Display screen, click View for Status Inputs to get the screen shown in Figure 2-25.

Figure 19-17 Status Inputs Display

C2020(M) Status Inputs Display

Port #: 1 Port Mame : Port 1
IEC#: 1 IED Mame ; C2020mM_IED 1

Pagel of 13 Go TDI—EI Ment==
orow | sect Jpont | Ponhame [ PomiStxs | PointSimte |-

] C2020M_COoMM_STS OPEM -

1 1B 1 C2020_5TS5_G1_SEC1 1 CPEM .
1 1B 3 C2020_S5TS_G1_SECL 3 OPEM -
1 1B o C2020_S5TS_G1_SECL S DPEM .
1 1B 7 C2020_STS_G1_SECL 7 OPEM L]
1 1B a C2020_STS_G1_SECL 9 OPEM -
1 1B 11 C2020_5TS_G1_SEC1_11 CJPEM .
1 28 1 C2020_STS_G1_SECZ 1 OPEM -
1 28 3 C2020_STS_G1 SECZ 3 OPEN .
1 28 3 C2020_STS_G1_SECZ 5 OPEM -
1 28 7 2020 _STS_G1_SECZ 7 DPEM .
1 28 a C2020_STS_G1_SECZ 9 OPEM L]
1 28 11 C2020_5TS_G1_SECZ_11 OPEM -
1 2B 1 C2020_STS_G1_SEC3_1 CJPEM .
1 2B 3 C2020_STS_G1_SEC3_3 OPEM -
1 2B o C2020_S5TS_G1_SEC3_S DPEM .
Back

Note: The first point is reserved for Communication Status. COMM_STS indicates whether or
not this IED is in good communications. CLOSED indicates a failed comm. channel. OPEN
indicates an operational comm. channel.

19.13.1 Group

Protocol logical Group number.

19.13.2 Sect

Protocol logical section number.

19.13.3 Point

Protocol logical point number.

S2200-AAA-00004 Baseline Document Version 6.5
Proprietary and Confidential to Schneider Electric



Chapter 19 - L&N C2020(M) Config@WEB RTU to IED Protocols 459

19.13.4 Point Name

The name of the point assigned during configuration.

19.13.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

19.13.6 Point State
Indicates that point is either OPEN or CLOSED.

19.13.7 o

A red dot indicates the point is CLOSED; a green dot indicates the point is OPEN.

Navigation

Port #: n tells you which port you are on. Port Name : hame tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

19.14 Accumulator Inputs

From the IED Display screen, click View for Accumulators to get the screen shown in Figure 2-26.

Figure 19-18 Counter Inputs Display

C2020(M) Accumulater Inputs Display

Pot#:2 Faort Mame : Port 2
[ED#:1 IED Mame : C2020M_IED_1

Pagel of 1 Go To| 6ol
oo [ [ | ewime ] o
SE

1] 1 C2020_ACC_G0_3B F ]
1] BA 1 C2020_ACC_G0_bA F ]
1] TA 1 C2020_ACC24_GO_T7A F ]
1] BA 1 C2020_ACC24_G0_8A F ]
Back
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19.14.1 Group

Protocol logical Group number:

19.14.2 Sect

Protocol logical section number.

19.14.3 Point

Protocol logical point number.

19.14.4 Point Name

The name of the point assigned during configuration.

19.14.5 Point Status
Please see the Config@WEB Secure Software Users Guide.

19.14.6 Count

The accumulated count.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. 1ED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

19.15 Analog Outputs
From the IED Display screen, click View for Analog Outputs to get the screen shown below.

Figure 19-19 Analog Outputs Display
C2100H(M) Analog Outputs Display

Pot®& Pot#:3 Part Mame : Part 3

IED#:1 [ED Mame : CHM_IED_1
Pagel of 2 = = Next==

o | rom | putama | vons sau | v

1 0 CHIED_AO_1 F 0.000

1 1 CHIED_AO_2 F 0.000

1 2 CHIED_AO_3 F 0.000

1 3 CHIED_AQ_4 F 0.000

1 4 CHIED_AQ_5S F 0.000

1 5 CHIED_AC_b F 0.000

1 b CHIED_AQ_7 F 0.000

1 7 CHIED_AC_8 F 0.000

1 8 CHIED_ACQ_9 F 0.000

1 g CHIED_AOC_10 F 0.000

1 10 CHIED_AOC_11 F 0.000

1 11 CHIED_AOQ_12 F 0.000
Back
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19.15.1 Group

Protocol logical Group number:

19.15.2 Point

Protocol logical point number.

19.15.3 Point Name

The name of the point assigned during configuration.

19.15.4 Point Status
Please see the Config@WEB Secure Software Users Guide.

19.15.5 Point Value

The engineering unit (EGU) value.

Navigation

Port # : n tells you which port you are on. Port Name : name tells you the name of the port. IED # : n tells
you which IED you are on. IED Name : name tells you the name of the IED. Click <<Prev to navigate to
the previous 16 points, if applicable. Page n of n tells you which page (of a total number of pages) you are
on. Go to a specific page by typing in the page number, then click the Go button. Click Next>> to go to
the next 16 points, if applicable. Click the Back button to return to the previous screen.

19.16 Command Serial Comm

Devices on the Serial Comm ports may be commanded, if they are capable of controls. From the main
menu page, click the Command tab, then the Serial Comm button as shown in Figure 2-29.
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Figure 19-20 Command Tab Page

Configuration Data Display || Up/Download

Config@WEB

Senal Comm

Applications Ethermnet Comm

Analog Outputs

IITHT
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The resultant screen will be similar to Figure 2-30. Test Mode is explained in the SAGE 2300 manual.
Under Command Port Data, click Port Data.

Figure 19-21 Serial Comm Command Communications Port Data

Command Communication Port Data

Port | ors | DIR Protocol  |CommandPort | oo pode
Number Data

W

Port#1 K K Port 1 C20200M) Port Data _J  [Normal =]
Port #2 K K Fort 2 Mone Fort Data Mormal =
Pot#3 K K Part 3 L& port Data | [normal =]
Port#d K K Port 4 LM port Data | [normal =]
Port#s K K Fort 5 Mane Part Datal || [rormal =
PoM#6 K K Port 6 None Part Datal | [rormal =
PoM#T K K Part7 None Part Datal | [rormal 2
Pot#s K K Ports None Port Data || [tormal 2
Pot#s K K Portg None Port Data || [tormal [
Pot#10 K K Part 10 Nane Port Data || [tormal 2
Pot#1 K K POM 11 Mane Port Datal || [rormal =]
PoR#12 K K Port 12 Mane Bort Data || [rormal 2]
Back |
The resultant screen will be similar to Figure 2-31. Click on the Command button.
Figure 19-22 IED Command
C2020M IED Command
Port # 1 Port Mame :Port 1
’E IED Name e | Slave Data

1 C2020M_IED_1 1 Yy Command_|

2 C2020M_IED_2 2 ¥ Command |

Back
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The resultant screen will be similar to Figure 2-32. If the devices exist on the IED, and if you have them
configured as in this example, you will be able to command various outputs.

Figure 19-23 IED Command
C2020M IED Command

Port 7 : 2 FPaort Mame : Port 2
IED#:1 IED Mame : C2020M_IED_1
Typo
Analog Inputs 4
Status Inputs 449
Accumulators
Analog Cutputs 2 Command |
Digital Sutputs b Command |
SBO Cutputs 12 Command |
Back

Click on the Analog Outputs Command button. The resulting screen will look like Figure 10-21. Type ina
value for the chosen AO channel, then click the Execute button. The output channel will be driven to that

value.

Paort #: 1
[ED #:1

Figure 19-24 Analog Outputs Command
C2020M Analog Outputs Command

Fart Mame : Part 1
IED Marme : C2020M_IED_1

GDTDI_EI

Page 1 ofl

(Group [Point |
1] 1

1] 2

e | wame | vews
T

0.000to 4095.000 0.00a0

0.000to 4095.000 I 0.00a0

C2020_G0_AD_A
C2020_G0_AC_B

Execute |
Execute |

Back
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Click on the Command button for Digital Outputs. The resulting screen will look like the figure below.
Type in an execute time, then click the Execute button.

Figure 19-25 Digital Outputs Command
C2020 Digital Outputs Command
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Click on the Command button. The resulting screen will look like the one below after either a Trip or
Close has been selected, then Executed with the Execute button.

Figure 19-26 SBO Outputs Command
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20 Glossary

A/D Analog to Digital

AC Alternating Current

ACI AC Input

ADC Analog to Digital Converter

Al Analog Input, also AIN

ANSI American National Standards Institute

AO Analog Output, also AOUT

ARP Address Resolution Protocol (ARP) is a telecommunications protocol used

for resolution of network layer addresses into link layer addresses, a critical
function in multiple-access networks. ARP was defined by RFC 826 in
1982. Itis Internet Standard STD 37. It is also the name of the program for
manipulating these addresses in most operating systems.

ASCI Asynchronous Serial Communications Interface

ASCII American Standard Code for Information Interchange

ASIC Application Specific Integrated Circuit

AWG American Wire Gauge

baud Modem speed in Bits Per Second

bps Bits Per Second

bridge A network device capable of connecting networks that use similar
protocols

C Celsius or the programming language C

CA Certificate Authority - an entity that issues digital certificates. The

digital certificate certifies the ownership of a public key by the named
subject of the certificate.

CEB Communication Expansion Board

check-back Hardware/Software method of control output protection

CCITT Comité Consultatif Internationale de Télégraphique et Téléphonique
CIP Critical Infrastructure Protection — The CIP Cyber Security Standards

maintained by NERC are intended to ensure the protection of the Critical
Cyber Assets that control or effect the reliability of North America’s
bulk electric systems. In 2006, the Federal Energy Regulatory
Commission (FERC) approved the Security and Reliability standards
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proposed by NERC, making the CIP Cyber Security Standards
mandatory and enforceable across all users, owners and operators of the
bulk-power system.

CMOS Complementary Metal Oxide Semiconductor

COMM Communication, also COM

Cos Change of State

CPU Central Processing Unit

CRC Cyclic Redundancy Check; a method for error checking that detects

randomly occurring single and multiple bit errors and is widely accepted
for the detection of "burst" errors encountered in communication

networks.
CTS Clear To Send
DAC Digital to Analog Converter
dBm Decibels relative to 1ImwW
DC Direct Current
debounce Filtering of contact closure noise
DHCP Dynamic Host Configuration Protocol — often used to refer to the

network server that performs this function

DI Digital Input

DFT Discreet Fourier Transform

DMA Direct Memory Access

DMM Digital Multimeter

DNS Domain Naming Service — often used to refer to the network server that
performs this function

DO Digital Output

DSA Digital Signature Algorithm - An algorithm for public/private-key
cryptography

DSP Digital Signal Processor

DTR Data Terminal Ready

DVM Digital Volt Meter

EIA Electronic Industries Association

EEPROM Electrically Erasable Programmable Read Only Memory

EPLD Electrically Programmable Logic Device
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EPROM

Ethernet

FB

FBD

FC

FF
FIFO

FIP

firmware
Flash Memory
FMR

FMS

form A

form C

FRF

FS
FTP

GPS

GUI

HEX
HDLC
HSPCI
HTTP
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Erasable Programmable Read Only Memory

A broadcast networking technology that can use several different
physical media, including twisted pair cable and coaxial cable. TCP/IP
is commonly used with Ethernet networks.

Function Block — an element is the Function Block Diagram graphical
language

Function Block Diagram graphical language — one of the IEC 61131-3
programming languages

Flow Chart graphical language — one of the IEC 61131-3 programming
languages

Flip-Flop

First In First Out

Fieldbus implementation based on French standard
Program held in ROM or Flash memory

A type of non-volatile storage device similar to EEPROM
Feeder Management Remote

Feeder Management System

Relay contact, single throw, normally open

Relay contact, double throw

Full Range Factor; a method used for analog scaling;

FRE = Data Value — Data Min
"~ Data Max — Data Min

Full Scale

File Transfer Protocol — A TCP/IP application used for transferring files from
one system to another

Global Positioning System

Graphical User Interface

Hexadecimal (base 16), as in XXXXh
Hexadecimal (base 16), as in XXXXh
High-level Data Link Control

High Speed Pulse Counter Input

The Hypertext Transfer Protocol (HTTP) is an application protocol for
distributed, collaborative, hypermedia information systems.[1] HTTP is
the foundation of data communication for the World Wide Web.
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HTTPS

Hz
1/0
ID
IEC
IED
IEEE
IKE

IPsec

ISA
ISO
ISP

ITU

JEDEC

KHz
LAN
LCD

LD

LED
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Hypertext Transfer Protocol Secure (HTTPS) is a widely used
communications protocol for secure communication over a computer
network, with especially wide deployment on the Internet. Technically, it
is not a protocol in itself; rather, it is the result of simply layering the
Hypertext Transfer Protocol (HTTP) on top of the SSL/TLS protocol,
thus adding the security capabilities of SSL/TLS to standard HTTP
communications.

Hertz, frequency in cycles per second
Input/Output

Identification

International Electro-technical Commission
Intelligent Electronic Device

Institute of Electrical and Electronic Engineers

Internet Key Exchange - the protocol used to set up a security association
(SA) in the IPsec protocol suite

Instruction List language — one of the IEC 61131-3 programming
languages

Internet Protocol Security is a protocol suite for securing IP
communications by authenticating and encrypting each IP packet of a
communication session. IPsec also includes protocols for establishing
mutual authentication between agents at the beginning of the session and
negotiation of cryptographic keys to be used during the session.

Instrument Society of America
International Standards Organization

Integrated Software Project — Fieldbus implementation using existing
IEC standards

Intelligent Terminal Unit

Joint Electronic Device Engineering Council
Kilo - kB is kilobytes, kV is kilovolts, etc.
Kilo Hertz

Local Area Network

Liquid Crystal Display

Ladder Diagram graphical language — one of the IEC 61131-3
programming languages

Light Emitting Diode
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LRC

LSB
mA
MAP
MEB
MHz
MMI
MMS
MSB
msec
MTU
MUX
NC contact
NEMA
NERC

NO contact

OpenSSH

O/S or OS
(O8]

0z

PC

PCI

PF

PID

PLD
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Longitudinal Redundancy Check; uses both "horizontal™ and "vertical”
parity bits to detect errors in the messages between the Master and the
RTUs. This technique is also known as Geometric Coding.

Least Significant Bit

Milliampere

Manufacturing Automation Protocol

Memory Expansion Bus (also, Memory Expansion Board)
Megahertz

Man Machine Interface

Manufacturing Message Specification

Most Significant Bit

Millisecond

Master Terminal Unit, also Master Station
Multiplexer

Normally Closed relay contact

National Electrical Manufacturers Association

The North American Electric Reliability Corporation is the electric
reliability organization (ERO) certified by the Federal Energy Regulatory
Commission to establish and enforce reliability standards for the bulk
power system.

Normally Open relay contact

A set of computer programs providing encrypted communication
sessions over a computer network using the SSH protocol. It was created
as an open source alternative to the proprietary Secure Shell software
suite offered by SSH Communications Security.

Operating System

Open Systems Interconnection

Ounce

Power Converter, also Personal Computer
Pulse Counter Input

Power Factor

Three term controller, proportional, integral, derivative closed-loop
control algorithm

Programmable Logic Device
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PLC
POU
PPP

pps
Public/Private Key

PUTTY

PWR
RAM
RLL

ROM

router

RS232C
RSA
RST
RTOS
RTS
RTU

Rx

SAP
SBO
SCC
SCADA
SCTO
SDLC
SEB

SFB

SFB
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Programmable Logic Controller
Program Organization Unit

Point-to-Point Protocol — A TCP/IP protocol that provides host-to-host
network and router-to-router connections. Can be used to provide a
serial line connection between two machines.

Pulses Per Second
Secure data encryption scheme

A free and open source terminal emulator application which can act as a client
for the SSH, Telnet, rlogin, and raw TCP computing protocols and as a
serial console client.

Power

Random Access Memory
Relay Ladder Logic

Read Only Memory

A device that connects LANSs into an internetwork and routes traffic between
them

EIA Serial data communications standard

An algorithm for public/private-key cryptography.
Reset

Real Time Operating System

Request To Send

Remote Terminal Unit

Receive

Substation Automation Platform

Select Before Operate

Serial Communications Controller

Supervisory Control And Data Acquisition

Soft Carrier Turn Off

Synchronous Data Link Control

Surge Protection Expansion Board

Sequential Function Block — one of the IEC 61131-3 programming languages

Special Function Bus
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SFC Sequential Function Chart graphical language
SOE Sequence of Events
SSH Secure Shell - A method to obtain secure data communication using

public/private RSA or DSA keys

SSL Secure Socket Layer - The standard security technology for establishing an
encrypted link between a web server and a browser; when installed in
conjunction with a certificate, displays HTPPS connection; green for
valid certificate, red for invalid certificate

ST Structured Text language — one of the IEC 61131-3 programming
languages

STS Status

SWC Surge Withstand Capability, IEEE C37.90a 1978

TCP/IP Transmission Control Protocol/Internet Protocol

TLS Transport Layer Security (TLS) and its predecessor, Secure Sockets

Layer (SSL), are cryptographic protocols that provide communication
security over the Internet. TLS and SSL encrypt the segments of
network connections at the Application Layer for the Transport Layer,
using asymmetric cryptography for key exchange, symmetric encryption
for confidentiality, and message authentication codes for message

integrity.
TX Transmit
UART Universal Asynchronous Receiver Transmitter
UIF User Interface Function
USART Universal Synchronous Asynchronous Receiver Transmitter
msec Microsecond
UVPROM Ultraviolet erasable Programmable Read Only Memory
VAC Volts Alternating Current
VAR Volt-Amperes Reactive
VARH VAR Hours
VDC Volts Direct Current
VxWorks Real Time Operating System made by Wind River for embedded

computer systems
W Watt
Watchdog Timer  Circuit that resets CPU if it fails to execute program

WH Watt Hours
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XB Expansion Board

XML Extensible Markup Language — The method used by Schneider Electric
for the storing and retrieval of Config@WEB RTU data. The data is
stored in the form of a series of XML files (files with an XML
extension).

XT External Termination (panel, module or assembly)
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