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Chapter 1.1 - Introduction Config@WEB S02 Initial Install 4
1.1  Introduction

This user manual describes the software operation and features of the Schneider Electric SAGE Remote In an effort to better
serve our customers, we have simplified the process of upgrading the RTU (with its configuration) to the latest secure
firmware in the C3414-500-S02KO0 release. The procedure is: Start the Initial Installer, type in RTU IP and User credentials,
hit Start, wait until prompted, reboot the RTU. If you have trouble, see Chapter 3: Troubleshooting.

This procedure is perfect for customers who are having trouble with the GUI in older firmware versions or would like to use
the new features in the latest firmware.

Cyber security features are available to users, but no further action is required if the upgraded RTU is not included in the
critical infrastructure guidelines. See the Documentation folder for instructions on generating user keys and SSL certificates
and adding those to your configuration and users packages.

This document describes updating the SAGE RTU Firmware:

To: C3414-500-S02K0
From: C3414-500-001YZ
Hardware Versions:

SAGE 3030M  SAGE 1430
SAGE 2400 SAGE 1410
SAGE 1450 LANDAC I

The purpose of this procedure is to upgrade an existing C3414 CPU based SAGE RTU (3030M, 2400, 1450, 1430, 1410 or
LANDAC II) from the C3414-500-001YZ baseline firmware to the C3414-500-S02KO0 secure firmware.
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1.2 Procedure

1 Download the Secure Firmware Update Package from the customer exchange site (C3414-500-
S02KO0 Secure_Firmware_Zip_Package) available at:

https://infrastructurecommunity.schneider-electric.com/qgroups/rtu-downloads

2 You will have to sign up for an account and request membership to this group before
downloading SAGE Firmware:

Getting the Latest SAGE Firmware

3 Extract the contents of the zip file to your PC. Due to enhanced permissions on Windows
7, you will probably have to extract it to your “My Documents” folder. You need to have
write access to the extracted folder.

SAGE1-SFT-S0220 Baseline Document Version 2.0
Proprietary and Confidential to Schneider Electric


https://infrastructurecommunity.schneider-electric.com/groups/rtu-downloads
https://infrastructurecommunity.schneider-electric.com/community/products/infrastructure-products/sage/blog/2015/09/09/getting-the-latest-sage-firmware-guide?sr=stream&ru=2007

config@WEB S02 Initial Install 6
EEIE
@@v| . v Computer » Local Disk (C:) » KD Update » - |4’-¢| | Search KO Update 0 |
File Edit View Tools Help
Organize - Include in library - Share with = Burn Mew folder == - E;l I@I
¢ Favorites Mame Date modified Type Size
. ConfigToExcel 10/27/20151:34 PM  File folder
4 Libraries . Documentation 10/27/20151:34 PM  File folder
. Initial_Install 10/27/20151:34 PM  File folder
L=l Computer . Secure 10/27/20151:34 PM  File folder
C3414-500-502K0_Config.tar.gz 10/6/201511:26 AM gz Archive 33 KB
ﬁh Metwork £3414-500-502K0_Firmware.tar.gz 10/6/201511:26 AM gz Archive 5,943 KB
E Config@WEB 502 Initial Install.pdf 1/10/2014 4:32 PM Adobe Acrobat D... 885 KB
| 22 K0 _Initial_Installer.exe 10/19/2015 205 PM  Application 272KB|
) msinet.ocx 3/24/200912:52 PM ActiveX control 133 KB
Schneider_Electric_1_Users.tar.gz 10/6/201511:26 AM gz Archive 4 KB
10 items
10 items M Computer

SAGE1-SFT-50220

Figure 1: Secure Firmware Update Package

Start the XY _Initial_Installer.exe program to start the upgrade process.

Type in the IP Address, Username, and Password of the SAGE RTU you would like to convert

to the Secure Firmware. Click Start Upgrade
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s

|| Schneider |
ﬁ Electric

—RTU Ta Upagrade
RTU IP Address  [172.15.150.50 Start Upgrade |

U zernarne |.-“-‘-.|:|min

Pazzword Ixxxxxxxxx

— pdate Progress
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6 The progress of the upgrade will be displayed in the Update Progress text box.

i ™y
£2| SAGE Secure Fennware Inital [nslal_ 35 |

Schneider
9 Electric

RTU To Upagrade
RTU IP Address [172.18.150.55 Start Uparade

Uzemame |4 dmin

Pazzword

EEFET NI

|lpdate Progress

Dowrloading [SaGRAF. THT -
Done Getting BLL From RTU
Corverting Configuration to G3 Firrmware
Config Converted to G3 Firmware
Ethernet. =ml Updating
Jploading new ethernet. gml
Ethernet. =ml Updated
Adding Update Packages
Jploading C34714-500-50280_Config.tar.gz
Ilploading C3414-500-502K0_Firrmware. tar.gz
[Jploading Schieider_Electic_1_Users.tar.gz
Config Converted o S02 Firrware
ploading C:AKOUPDA™1,172.18.150.55_Caonfighk.0_CanfighC3414-500-502K.0_Canfig.t
Iploading Recowvery Script File
|ploading default bootparams users file
Iploading Operating Spstem
|lploaded Operating Swstem
Renamed OId 05
Rename Operating Spstem
Ilploading Recovery Operating

Figure 2: Initial Installer Progress

7 “RTU Successfully Upgraded to KO. Reboot the RTU.” will be the last line.

8 Reboot the RTU.

9 The Secure Operating System provided with the C3414-500-S02Y Z firmware will now
automatically install the rest of the firmware and your RTU configuration to its proper location
and reboot again on its own.

10 Your RTU will now be at the Secure Firmware version with your old configuration automatically
updated and running in the RTU. The Username and Password are:

Username: Admin

Password: Telventl!

SAGE1-SFT-S0220 Baseline Document Version 2.0
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Your RTU’s configuration was converted to the new Secure Configuration (_Config.tar.gz) package
format. Itis stored in C:\KO_lInitial_Install\’TP°_Config\K0_Config\C3414-500-S02K0_Config.tar.gz

We suggest that you backup the ‘IP’_Config folder to a secure location for safe keeping.

See the new Config@WEB Secure Software manual for instructions on how to use the new features and
tools included in the secure firmware. This is in the Documentation folder shown in Figure 1: Secure

Firmware Update Package.

The C3414-500-001YZ configuration, templates, ISSGRAF, and bootline.xml file (which contains the IP
address of the RTU ) has been saved on the PC and upated to the C3414-500-001G3 firmware version
needed for use with the new Configuration Conversion tool for the C3414-500-S02YZ firmware and stored
in a folder named “C:\KO_Initial_Install\’IP’_Config” where ‘IP’ is the IP address of the RTU you are

working with. See Figure 3: Configuration Backups

Caution: If you have RTUs with the same IP address, a new use of this procedure will overwrite

an existing folder with the same name.

== = |
N . . - .
@Uv| | « Local Disk (Cz) » KO Update » 17218150.55_Config » = | 4 || Search 172.18.150.55 Config ol
File Edit View Tools Help
Organize = = Open Include in library - Share with + Burn Mew folder =+ [ l@l
> Y Favorites MName Date modified Type Sizg
J lsaGRAF 10/27/2015 2:04 PM File folder
* | Libraries , KO0_Config 10/27/2015 205 PM  File folder
, MonSecure_Config_Backup 10/27/2015 2:04 PM  File folder
> /M Con , MonSecure_Templates_Backup 10/27/2015 2:04 PM  File folder
 Templates 10/27/2015 204 PM  File folder
> €l Net J xml 10/27/2015 2:04 PM  File folder
_ | bootlinexml 10/27/2015 2204 PM - XML File
| ethernetxml 10/27/2015 204 PM - XML File
4 | 1 k
KO_Config Date modified: 10/27/2015 2:05 PM
File folder
1 item selected M Computer

Figure 3: Configuration Backups
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1.3  Troubleshooting

When updating the firmware, PC or network security may prevent the following tests from being completed successfully. If
you are NOT successful in performing these tasks, the network or PC security settings will have to be modified to allow these

tasks to be performed. Contact your Network or PC Administrator to change the network or PC settings to enable
connectivity.

Before starting the upgrade, determine the account and password you will use to log into the RTU to upgrade the firmware.
Using the account and password, verify access to your RTU by running the following tests.

If any of the tests using FTP fails, see Section 1.3 to the RTU such that FTP can be used to log in to the RTU. Contact your
Network Administrator to change the network or PC settings to enable connectivity.

1.3 Extract the Zip File

You may see a message like, the following if you do not extract the contents of the .zip file to your hard drive before
starting the installation process. Start the process again from Step 3.

SAGE1-SFT-S0220 Baseline
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- !
£ SAGE Secure Firmware Initial Installer e

Schneider
.{? Electric

—RTU Ta Uparade
RTU IP Address  [172.15150.55 Start Upgrade

Uzemame I.i‘-.l:lmin

Pazzwiord |1

— pdate Progress

Could not find C:AU sershtncke’tppDatahLocalhTemph 701860 trmphC341 4-500-502K.0_Cory
Pleaze enzure that you have extracted the KO Update zip file to your computer before contind

Figure 4: Initial Installer Not Extracted from Zip File

1.3 Ping the RTU from the PC updating the firmware.

In a cmd window (or click start/click run/type “cmd<Enter>")
Type “ping <IP Address of RTU><Enter>".
Close command window — type “exit<Enter>"

If the ping test fails, correct the connection to the RTU such that the ping command executes correctly.
Repeat this test until the RTU responds to the ping command.

SAGE1-SFT-S0220 Baseline Document Version 2.0
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CAWINDOWS\system 3 2Ycmd. exe
C:~Documents and Settings“tubgrlping 172 _18_15%8.171

Pinging 172_18_1580_.171 with 32 bhytes of data:

172.18.158.171: hyutes=32 time=45m=z= TTL=64
172.18.158.171: hyte=z=32 time<ims TTL=64
172_.18.158.171: hytes=32 time<imsz TTL=64
Reply from 172.18.158.171: hytez=32 time<ims TTL=64

Ping statistics for 172.18.158.1%1:

Packets: Sent = 4, Received = 4, Lost = B (8% loss),
Approximate round trip times in milli—seconds:

Minimum = Bms=. Maximum = 45ms. Average = 1ims

C:~Documents and Settings“tubgrlexit_

Figure 5: Ping the RTU

1.3 Log in and out of the RTU using telnet on the PC
updating the firmware.

In a cmd window (or click start/click run/type “cmd<Enter>")
Type “telnet <[P Address of RTU><Enter>"

You should receive a “->prompt from the telnet server. If not, you must perform the upgrade locally or
change settings on network security settings if connected over a network.

Type “version<Enter>"

You should see the version of VxWorks and the bootline, similar to the example below.
Type a “<Ctrl>d” to terminate the telnet session.

Close cmd by typing “exit<Enter>".

If the login using telnet fails, correct the connection to the RTU such that telnet can be used to log in to the
RTU. Repeat this test until you can successfully log in to the RTU.

SAGE1-SFT-S0220 Baseline Document Version 2.0
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e CAWINDOWSAsystem32\cmd. exe

Microsoft Windows HP [Uersion 5.1.268H1]
Gy Copyright 1985-2801 Microsoft Corp.

C:sJDocuments and Settingsstubhgr>telnet 172.18.158.171

Figure 6: Telnet to the RTU
¢ Command Prompt

—» version

UxlWlorks (for PC PENIIUM2) version 6.8.

Kernel: WIND vewrsion 2.13.

Made on Oct 13 2618, 16:18:31.

Boot line:

ata=0,.0(0.8)host:/ataBasvxworks e=172.18B. 158 153 :FFfFfFf8AA h=172.18.158.49 g=172.
18.1.1 F=Bx28 tn=Telvent o=fei

value = 122 = BxYa = ‘e’

—>

Connection to host lost.

Con>

Figure 7: version Command

1.3 Get and Put files with FTP to the RTU

In a cmd window (or click start/click run/type “cmd<Enter>")

Create a small text file to use to transfer, type “copy con test.txt<Enter>"
“Test"z<Enter>". The "z is “<Ctrl>z” (hold down <Ctrl> key and type z).

Verify the content of the file — type “type test.txt<Enter>"

ev C:AWINDOWS\system32'cemd.exe

Microzoft Windows HFP [Uerszion 5.1.26881]
C> Copyright 1785-2001 Microsoft Corp.

C:~Documents and Settings“tubgrlcopy con test.txt

Test"™Z
1 file<s?> copied.

C:sJDocuments and Settings“tubgr>tupe test.txt

Test
C:~Documents and Settings“tubgrX_

Log onto the RTU using FTP with the account and password for the account you are going to use convert
to the secure firmware. Type “ftp <IP Address of RTU><Enter>", “<Account Name><Enter>", and
“<Password><Enter>".

SAGE1-SFT-S0220 Baseline Document Version 2.0
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CAWINDOWS\system32\cmd.exe - fip 172.18.150.171

C:sJDocuments and Settingsstubhgr>ftp 172.18.1568.171
Connected to 172.18_158.171.

228 Wind River FTFP server 6.5 ready.

User €172.18.158.11:<{none?>: Admin

331 Password required for wuser Admin

Password:

Display the working directory — type “pwd<Enter>".

Put onto the RTU the text file — type “put test.txt<Enter>".
Verify the file was transferred — type “dir test.txt<Enter>".
Get the same file — type “get test.txt<Enter>".

Delete the file on the RTU — type “del test.txt<Enter>".

Log out of FTP — type “bye<Enter>".

Delete the file on your computer — type “del test.txt<Enter>".

Close the cmd window — type “exit<Enter>".

CAWINDOWS\system 3 2vcmd. exe

ftp> pud

257 “~ataBa' is current directory

ftp» put test.txt

200 Port OK

158 Opening data connection

226 Transfer complete

ftp: b6 hytes sent in B.B05econds 6BAA.HHKbhytes.“sec.
ftp> dir test.txt

200 Port OK

15%8 Opening data connection

—PLXP LB 18 a L JUN 28 89:37 ratabBastest._txt
226 Transfer complete

ftp: 78 bytes received in B.885econds YOA8A.H00Kbhytes . sec.
ftp> get test.txt

200 Port OK

15%8 Opening data connection

226 Transfer complete

ftp: & bytes received in B.885econds 6888.680Kbhutes sec.
ftpr del test.txt

250 File deleted

ftp> hye

C:sJDocuments and Settings“tubgr>del test.txt

C:sJDocuments and Settings“tubhgrrexit

SAGE1-SFT-S0220 Baseline Document Version 2.0
Proprietary and Confidential to Schneider Electric



config@WEB S02 Initial Install 15
1.3 Firewall Settings

You might need to add this program to your Windows 7 Firewall settings to allow incoming FTP data to this

application. If your computer is having trouble downloading the bootline.xml file from the RTU, you may need to
do this. Your Network Admin may need to assist you.

Go to Start -> Search -> Firewall -> Allow a program or feature through Windows Firewall. This will probably have
to be done by your PC or Network Administrator, depending on your corporate IT settings.

A e W E L P L1 TR L LR

Programs (2)

'E] Wind River Firewall and MAT Prograrmmer's Guide, 6.9
@ Windows Firewall with Advanced Security

Control Panel (4)

E Windows Firewall

| E Allow a program through "nlxinduws Firewall
ﬁ Check firewall status ';\I._I?

5
' 5ee more results

| firewall | Hibernate | » |
| _|

Figure 8: Allow a program through Windows Firewall

Optionally, you may disable Windows Firewall temporarily. If this is done, the following can be disregarded.

SAGE1-SFT-S0220 Baseline Document Version 2.0
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File Edit Miew Tools Help

16

- . BB o)
9 « Windows ... » Allowed Programs - Search Control Panel =

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a pregram to communicate?

Allowed programs and features:

Mame Domain  Home\Wark (Pri...

Chrome Remote Desktop Host
[ Connect to a Metwork Projector
Core Metworking

[0 Daemonu.exe

[ Diistributed Transaction Coordinator
File and Printer Sharing

O HomeGroup

[1iSCSI Service

10 _Initial_Installer

10 Initial_Installer

10 Initial_Installer.exe
[1Java(TM) Platform SE binary

OROROCOROOXMOR
ODEORODOO0OREOR

@ For your security, some settings are managed by your system administrator,

'@'Chaﬂge settings

e

Public  Group Policy

Mo
O Mo B
w 5]
O Mo m [
O Mo
Mo
| Mo
O Mo
Mo
Mo
Mo
Mo &
[ Details... ” Remove ]

[ Allow another program... ] —

1

| ok || cancel |

Figure 9: Windows Firewall Settings

Hit Allow another program...Browse to C:\KO_Update\KO_Initial_Installer.exe. Hit OK.

SAGE1-SFT-S0220 Baseline
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ﬂ Browse k —
[ om0 € » 10 gt oo | seocnotpice ———p]

-

Organize * = New folder == « [ 9 '
Mame Date modified Type Size

0 17218.150.55_Config 10/27/2015 205 PM  File folder

| ConfigToExce 21 - ile folder
| ConfigToExcel 10/27/720151:34 PM  File fold

, Documentation 21 : ile folder
o D i 10/27/20151:34 PM  File fold

, Initial_Lnsta LT : Ile tolder
) Initial I Il 10/27/2015 2:05 PM  File fold

| Secure 21 - ile folder
&5 10/27/20151:34 PM  File fold

E KO _Initial_Installer.exe 10/19/2015 2:05 PM  Application 2712 KB

File name:  KO_Initial_Installer.exe * |Applications (*.exe*.com;*.icd) v]

Open Cancel ]

Figure 10: Browse to Initial Installer

Go back to the Control Panel -> Windows Firewall Settings Page as shown below.

SAGE1-SFT-S0220 Baseline Document Version 2.0
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=EIEE

mv|ﬂ v Control Panel » All Control Panel Items » Windows Firewall

- | +y | | Search Control Panel

P

File

Edit View Tools Help

N &

Ny 8

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings
Turn Windows Firewall on or
off

Restore defaults

Advanced settings
Troubleshoot my netwerk

Seealso
MAction Center
MNetwaork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

@ These settings are being managed by vendor application McAfee Host Intrusion Prevention Firewall

Learn how you can enable Windows Firewall in your computer

l @ Domain networks Connected ()

Not Connected (v)

. @ Home or work (private) networks

l @ Public networks Connected 'Z:V:L

@

Figure 11: Windows Firewall

Next click Advanced settings on the Windows Firewall Settings Menu shown above.

Click Inbound Rules. Right click on KO_Initial_Installer.exe -> Properties -> Make sure Enabled & Allowed are

checked.

18

g Windows Firewall with _@Iﬂu

File Action View Help

|

@ Windows Firewall with Advanced Security on Local Computer

& Inbound Rules
Outbound Rules

l‘“‘k Conn

ection Security Rules

3 ';, Monitoring

Inbound Rules Actions
Narme Group Profile  E ~ || Inbound Rules
oJava(TM] Platform SE binary Public ¥ W3 NewRule...
oJava(TM] Platform SE binary Public ¥, T Filter by Profile
@ KO_Initial_Installer.exe All \"E
7 K0_Initial_ Installer.exe Al ' Filter by State
@ McAfee Framework Service Disable Rule Private V¥ 7 Filter by Group
@McAfEe Framework Service Cut Public Y View
@McAfEe Framework Serv!ca Gop P\.!bllc Y {6 Refresh
@McAfEe Framework Service - Private ¥ .
(@ McAfee Framewark Service elete Domain ¥ = Export List..
@MCAFEE Framework Service Properties Domain ¥ ﬂ Help
@MCAFEE Service Manager Public ¥ o
@MCAFEE Service Manager Help Public ¥ AN
@McAfEe Service Manager Domain Y % Disable Rule
@MCA\‘EE Service Manager Private V¥ *7 Cut
@MCA\‘EE Service Manager Private V¥ .
) 52 Copy

@McAfEe Service Manager Domain V¥
1@ Microsoft Lync Domai.. Y K Delete
@ Microsoft Lync UcMapi Domai.. ¥ Properties
@Microsof‘t Office Qutlook Domai.. V¥ ﬂ H

) . elp
@Mlcrosoft OneDrive All hihd
4 n 3

v v v v

Opens the properties dialog box for the current selection.
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Then go to the Protocols and Ports Tab -> Protocol Type -> Any -> Apply -> OK.
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& !
i | Protocols and Ports | Scope | Advanced I |sers
_ General | Programs and Services Computers
General
% MName:
KO Initial Installer exe
Enabled
Action
~50 @ Mlow the connection
&. ﬁ (71 Mllow the connection if it is secure
| Customize...
(") Block the connection
Leam more about these settings
Lok J[ Cancel || ooy |

Baseline
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20

|

==

General I Programs and Services I Computers

Protocols and Ports | Scope | Advanced I

|sers

Protocols and ports

.ﬁ?‘ Protocol type: [An}r v]
Protocol number:
Local port: Al Ports -

Example: 20, 443, 5000-5010
Bemote port: All Ports b

Example: 80, 443, 5000-5010

Intemet Control Message Protocol Customize
(ICMP) settings:

Leam maore about protocol and ports

ok || Cancel ||

Apply

)

Hit Apply. Then OK. Now close all of the Windows and you should be able to use the Initial Installer to upgrade your RTU

to the latest Firmware.
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