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Chapter 1 - Introduction config@WEB Key & Certificate Generation 3
1 Introduction

This document explains the process for creating the keys and certificates required for secure communications
between the RTU and other devices on the network.

The two main methods for use to secure the communications are SSH (Secure Shell protocol), and SSL (Secure
Socket Layer). Each of these methods will be explained in its own chapter.

SSH requires the creation of public and private keys. The program used to create these keys in the examples is
PuTTYgen. These keys are used with SSH and SFTP protocols. The SSH chapter explains the creation of the
following necessary keys for secure communication of the RTU on the network.

Server RSA Key Pair
Server DSA Key Pair
Client RSA Key Pairs
Client DSA Key Pair (NOT recommended, therefore no example is given)

SSL requires the creation of keys and a certificate of authenticity. The program used to create the keys and
certificates in the examples is OpenSSL. These keys and certificates are used with the HTTPS and IPsec protocols.
The SSL chapter explains the creation of two types of certificate and key creation:

SSL Self-Signed Certificate & Key Creation
SSL CA Certificate & Key Creation
( CA = Certificate Authority
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2 SSH Key Generation

2.1 RTU (Server) Keys
2.1.1 The RTU Private Keys

DSA_PRV.KEY
RSA_PRV.KEY

The two files listed above contain the private key generated using the RSA and DSA algorithms. These
files enable the RTU to decrypt messages sent that have been encrypted using the public keys described in
the following section. The private keys are generated with 2048-bit size.

2.1.2 The RTU Public Keys

DSA_PUB.KEY
RSA_PUB.KEY

The two files listed above contain the public key corresponding to the private keys above, generated with
the DSA and RSA algorithms. Typically, this public key is transmitted over the network to the remote SSH
client during the SSH connection setup, as it does not need to be kept a secret like the private key. These
keys are provided in case the SSH client being used does not know how to obtain this key information over
the network (yes, there are some SSH client software like this). The public keys are generated with 2048-
bit size.

2.2 User (Client) Keys

It is recommended that the DSA algorithm NOT be used to generate the user’s private/public key pairs,
therefore this document only describes key pairs generated using the RSA algorithm.

2.2.1 User Private Keys

If PUTTYGen key generator was used to generate the keypair, the default format is a “.ppk” file. This
format is understood by the PUTTY SSH client software. If you are not using PuTTY, the “.ppk” file may
not be recognizable by the SSH client, and the private key may need to be converted into either the
OpenSSH or the ssh.com format, depending on your SSH client software needs. Consult your SSH Client
software manual to learn which format and file naming convention is supported for the private keys.

“Username”.ppk default suffix by PUTTYGen, with
user’s name same as the public key

OpenSSH or ssh.com formats are not defined. The following are suggested conventions:

“Username”_OpenSSH_prv.key Users name same as public key, suffix
Is whatever customer desires.

“Username”_ssh_dot com.key Users name same as public key, suffix
Is whatever customer desires.

2.2.2 User’s Public Keys

“Username”.pk2 There must be one unique key file
for each user, where “Username”
is the login userid for that user.
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Chapter 2 - SSH Key Generation config@WEB Key & Certificate Generation 6

For example, if there are three userid’s created with SSH permissions, and the userid’s are: Administrator,
JohnSmith, and JaneDoe, there must be a unique public/private key pairs generated for each user as
follows:

Public Key Private Key
Administrator.pk2

JohnSmith.pk2
JaneDoe.pk2

Administrator.ppk
JohnSmith.ppk
JaneDoe.ppk

RoR R Ro

2.3 Client RSA Key Example

Launch PUTTYGen Key Generator.

Figure 2-1 Set “Type of key to generate:” to “SSH-2 RSA” (SSH-2 RSA is default)

& PuTTY Key Generator

File kKey Conversions Help

K.en

Mo key.

Actions

Generate a public/private key pair | Generate |
Load an exizting private key file [ Load ]

Save the generated key

Parameters y
Type af key to generate:

() 55H-1 [RSA) (¥) 55H-2 RSA () 55H-2 DSA

Mumber of bits in a generated ke 1024

SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-2 Set the “Number of bits in a generated key:” to 2048 as shown

& PuTTY Key Generator

File Key Conversions Help

F.ey
Mo key.

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file [ Load ]

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (RS54 {(#) 55H-2 BSA () 55H-2 DSA /
Mumber of bitz in a generated key: 2044

SAGE1-SFT-S0210 Baseline

Document Version 1.1
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Figure 2-3 Click the “Generate” button

& PuTTY Key Generator

File Key Conversions Help

F.ey
Mo key.

Actions

N

Generate a public/private key pair :) Generate ]

Load an existing private key file [ Load ]

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (RS54 {(#) 55H-2 BSA () 55H-2 DSA

Mumber of bitz in a generated key: 2044

SAGE1-SFT-S0210 Baseline
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Figure 2-4 Moving the mouse in the blank area generates the progress bar

& PuTTY Key Generator E

File Key Conversions Help

Key
Please generate some randomness by moving the mouss aver the Blank area

(=

Genarate a public/private key pair Generate

Actiors

Load an existing private key file | oad
Save lhe genetaled key Save pubbc key Save privete key

Parameters

Type of key to generate:
55H- (RSA) SSH-2 RSA 55H-2 DSA

Mumber of bits in a generated key: 2048
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Figure 2-5 RSA key generation is complete

& PuTTY Key Generator @

File Key Conversions Help

Fey

Pubidc key for pasting inte OpenS5H authorized_keys fils;

zshrsa ~
AdAAEINzal polEARAABI0AAAT BaF N Go7RPovinl BIU 2V F/ a7 gl gMULZ/EAE — |
515/ 00 T mjAAF oebglilbd 1 TeMH Rndjslosk. 40 8ckpbot ACZad v+ BIK doldram | —
rupT SEELIMZZK, g7 SyDUDAKE K TFN TDN A0 Sx4ifozGEGEbIW W Y B gd6whRie1PbgFk. |
gl #5R U/ LxhQ0 M qrlz3P 4568 ddc2pmDal v pSaSnnzH owl 2eybyckl TjzaB3n50 24 1+ |

F.ai fingetprink: :ssh-:sa 2047 bE:b%c3:93: 25:08: 11:53: 00 7 acfa: 5709 b al: 34

F.ey commenk; rea-key-200 20326

|
|
F.ey pazsphrasze; |
Confirm passphrase: |

Actiors

Genarate a public/private key pair
Load an existing private key fils

Save lhe genetaled key [ Save pubbc key ] [ Save private key ]
Parameters
Type of key to generate:
55H-1 [RSA) (%) SSH-2 RS54, () S5H-2 D5 &
Mumber of bits in a generated key: 2048
SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-6 Enter secret passphrase for the private key, and again to confirm

& PuTTY Key Generator

File Key Conversions Help

F.ey
Public: key far pasting into Open55H authorized_keys file:

zzhrza s
AAAAR INzal o2 EAAAABI DAAAGDEABK Nty miw ICZWVEEK JvcS v ok A zO UL 8l
B9fcu+aghbdldg2F1 kMadG G mbreR m? prBICEL W mr M wizC 8Kz 25 aH 9o HET v h
Wwigd/el1 FqitIFlkalGgamy hRBEIF cPwéndhiiklsipBhOiyHDHS +ERaAr3gt 2o TOT Te2
YiFKRCT 0212 aN 3 3vivH BvD an+ I c+R ay DO DY 04 P71 2=/ 9uhpl Dhkxobd R dmlb=H

K.ey fingerprint: |$sh-rsa 2048 ad:ab:2c:1b:51:8a:01:61:56: ¢9: be: 8E:be: 3d: 43:.d3

A
k.ey pazsphrase:; |--------- <‘_|
Confirm passphraze: | sessnnens ¢ ]

|
k.ey comment; |rsa-key-2[l1 20705 |
|
|

Achions

Generate a public/private key pair [ Generate l
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Pararmeters

Type of key to generate:
() 55H-1 (RS54 (%1 55H-2 BS54 1 55H-2 DSA

Mumber of bitz in a generated key: 2048

11
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Figure 2-7 Click “Save private key” button to save private key in PuTTY format

& PuTTY Key Generator

File Key Conversions Help

F.ey
Public: key far pasting into Open55H authorized_keys file:

zzhrza s
AAAAR INzal o2 EAAAABI DAAAGDEABK Nty miw ICZWVEEK JvcS v ok A zO UL 8l
B9fcu+aghbdldg2F1 kMadG G mbreR m? prBICEL W mr M wizC 8Kz 25 aH 9o HET v h
Wwigd/el1 FqitIFlkalGgamy hRBEIF cPwéndhiiklsipBhOiyHDHS +ERaAr3gt 2o TOT Te2
YiFKRCT 0212 aN 3 3vivH BvD an+ I c+R ay DO DY 04 P71 2=/ 9uhpl Dhkxobd R dmlb=H

K.ey fingerprint: |$sh-rsa 2048 ad:ab:2c:1b:51:8a:01:61:56: ¢9: be: 8E:be: 3d: 43:.d3 |
k.ey comment; |rsa-key-2[l1 20705 |
Eev passphrasze: |-nuuu |

Confirm passphragze: | sessesena

Actions
Generate a public/private key pair [ Generate l
Load an existing private key file [ Load ]

Save the generated key Save public key ] [ Save private kﬁ{
Parameters \/

Type of key to generate:
() 55H-1 (RS54 (%1 55H-2 BS54 1 55H-2 DSA

Mumber of bitz in a generated key: 2048

12
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Figure 2-8 Enter the name of the user

Save private key as:

13

PX)

Savein | (L) Secue Fies w | & W5l

ICusers
El Admin.ppk.

by Recent @ dsa, ppk

Documerls @ rsa_pwi, ppk.

Deskiop
My Documents

Iy Compiter

Fils name: Gﬁ.d‘nﬂ ) e | Save
[ Saveastwe | PuTTY Private Key Fies [ ppk] v| [ Cancel |
by M etk

Enter the name of the user that this key will authorize SSH access to the RTU (the example is. Admin).
The PuTTY Gen software will append the “.ppk” suffix. This private key will need to be entered into the
settings of the SSH client running on your local computer being used to gain SSH access to the RTU.

SAGE1-SFT-S0210
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Figure 2-9 Click “Save public key” button to generate client public key

& PuTTY Key Generator

File Key Conversions Help

F.ey
Public: key far pasting into Open55H authorized_keys file:

zzhrza s
AAAAR INzal o2 EAAAABI DAAAGDEABK Nty miw ICZWVEEK JvcS v ok A zO UL 8l
B9fcu+aghbdldg2F1 kMadG G mbreR m? prBICEL W mr M wizC 8Kz 25 aH 9o HET v h
Wwigd/el1 FqitIFlkalGgamy hRBEIF cPwéndhiiklsipBhOiyHDHS +ERaAr3gt 2o TOT Te2
YiFKRCT 0212 aN 3 3vivH BvD an+ I c+R ay DO DY 04 P71 2=/ 9uhpl Dhkxobd R dmlb=H

K.ey fingerprint: zzherza 2048 ad:ab: 2c:1b:51:8a:b1:61:56:c9: be: 86: be: 3d: 43:d3
k.ey comment; rea-key-201 20705
k.ey pazsphrase:; sessnnnee

Confirm passphrase;  |(ssessssss

Actions
Generate a public/private key pair [ Generate l
Load an existing private key file [ Load ]

Save the generated key Save public key Save private key

Farameters

Type of key to generate:

() 55H-1 (RS54 (%1 55H-2 BS54 1 55H-2 DSA
Mumber of bitz in a generated key: 2048

14

Do Not Click Generate Before Saving the Public Key!
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Figure 2-10 Enter the name of the user

Save public key as:

15

P

Savejr |0 SecweFies w | & W5 i
f_"]users @ rsa_pvit. key
@ E access_Telvent_1.cfg E rsa_pvk,ppk
MyFRecent | Admin.pkz [l SAGE1-SFT-501HO_1.2.exe
Documerits 5] Admin.ppk
— BB anotparams_USERS_Tehverk_1 tar
r[:% BB aootparams_USERS_Tebverk_1 tar,gz
Deskiap [l dsa,prk
ﬁ dsa_pub.key
. E dsa_pwk.key
-’)7 El Cpenssh_admin_pvt key
! [Z] passphrase. bt
My D [E3
y Documer r;] iy
B @ rsa_pub key
Iy Compuiter
File name: |.ﬁ.d‘n'|1.|:|lr.2 V-| Save
= Save a3 bype: EII Fies [£79] w | Cancel ]
by M etk

Enter the name of the user that is being authorized to gain SSH access to the RTU. Be sure to add the
“ pk2” suffix, as the RTU looks for this extension when trying to locate the client public key for

authentication.

The client RSA Private and Public key pair generation is complete. To upload the client public key into
the RTU, use the User_Manager_YZ_YZ.exe program to create the secure upload file. See the "Secure
Administration™ chapter of the " for instructions on using this program. The client private key is kept on

the local PC to be loaded into the SSH client software’s user settings.

2.4 Client DSA Key

We recommend that the DSA algorithm NOT be used to generate the user’s private/public key pairs,
therefore this document only describes client key pairs generated using the RSA algorithm.

SAGE1-SFT-S0210
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2.5 Server RSA Key Example

Launch PUTTY Key Generator.

Figure 2-11 Set “Type of key to generate:” to “SSH-2 RSA” (default)

& PuTTY Key Generator

Eile Key Conversions Help

ke
Mo key.

Actions

Generate a public/private key pair |

Generate

Load an existing private key file [

Load ]

Save the generated key

FParameters f
Type aof key to generate;

(O 55H-1 [RSA) (*) 55H-2 RSA () 55H-2 DSA

Mumber of bitz in a generated kew:

1024

16
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Figure 2-12 Set the “Number of bits in a generated key:” to 2048 as shown

& PuTTY Key Generator

File Key Conversions Help

F.ey
Mo key.

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file [ Load ]

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (RS54 (%1 55H-2 BS54 1 55H-2 DSA

Mumber of bitz in a generated key: |_> 2048

SAGE1-SFT-S0210

Baseline Document Version 1.1
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Figure 2-13 “Generate” button

& PuTTY Key Generator

File Key Conversions Help

F.ey
Mo key.

Actions

Generate a public/private key pair :> [ Generate ]

Load an existing private key file [ Load ]

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (RS54 (%1 55H-2 BS54 1 55H-2 DSA

Mumber of bitz in a generated key: 2048

SAGE1-SFT-S0210

Baseline Document Version 1.1
Proprietary and Confidential to Schneider Electric



Chapter 2 - SSH Key Generation config@WEB Key & Certificate Generation

Figure 2-14 Moving the mouse in the blank area generates the progress bar

& PulTY, Key Generator El

File Key Conversions Help

Fey
Please generate some randomness by moving the mouss aver the Blank area

——
Actions

Generate a public/private key pair Generate
Load an existing private key file oad
Save lhe genetaled key Save pubbc key Save private key
Parameters

Type of key to generate:

55H-1 [RSA) 55H-2 RSA 55H-2 DS

Mumber of bits in 2 generated key: [1024

Keep moving the mouse until the program completes the key.

19
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Figure 2-15 RSA key generation is complete

& PuTTY Key Generator E

File Key Conversions Help

Key
Pubidc key for pasting inte OpenS5H authorized_keys fils;

48 AABINzaC] pelEAALMBLINAAND BiplGAWT Hx IIETE'J?FEIP'HanH l.:iF ZIH‘mHE‘EI I
--JF..r I]4EI 'a_EnFI [Fav dq‘EIL af 1IP4E A all FLl W I'DEI.MLD FIHI]I- r'

w
F.ai fingetprink: _ssh-:sa 2047 32:42: b4 de:BB: 55T 1232 ad:9B: de:04: d7:15: 14 |
Key gornment; rsakep-200 20326 |
F.ey pazsphrasze; . |

Confirm passphrase:

Actiors

Genarate a public/private key pair
Load an existing private key fils

20

Save lhe genetaled key l Save pubbc key ] [ Save private key ]
Parameters
Type of key to generate:
55H-1 [RSA) (%) SSH-2 RS54, () 55H-2DSA
Mumber of bits in a generated key: 2048
SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-16 Save private key into OpenSSH format key file using “Export OpenSSH key

B PuliTY, Key Generator

File Key ey

w
ey fingerprirk: Issh-m 2047 32:42 b4 feBB: 55T 12032 8 9B: de:04: d7:15: 14 |
Key comment; rsakep-200 20326 |
Key passphrase; ' |
Carfirm passphrase: |
Actions

Generate a public/private key pair
Load an existing private key fils

21

Save lhe generated kep [ Save publkc key ] [ Save private key ]
Paramaters
Type of key to generate:
55H1 [RSA) {® §5H-2 RSA O 55H-2 D54
Mumber of bitz in a generated key: 2048
SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-17 RTU private key must NOT be passphrase protected

ot PuTTY Key Generator

F.ey
Public: key far pazting into Open5S5SH authorized_keys file:

zzh-rza

A880R 3N zaC1 po2 EAAAARQAAALEARITWE shprUnfwnSc/TnkbA0IE D 2raGE Mday
Dod+7LT a+uMEK35 AgmuD GzvEEpifECub BRIl Gew AFEZ D4 L TMMFF chDigr =
fBbhE21 gzpBold T MoHAeuk 4B hivarl 00645 LuninF recdUja+3tdy pl pE* kT yEZ2 05

B 3+B FGKOFTYnAdE il ozg Ak 5300 R U ddirutddpwivwD SCVOIYEE COAID aCT R Cr ™+

zzherza 2048 84:ad e bd: 25 d50 071 222 el 40: 40:d7: 35: ad: dB

>

k.ey fingerprint;

K.ey comment;

PulTYgen Warning

K.ey pazsphraze:

) ' Are you sure wou wank to save this key
Corfirm passphrazq | e without a passphrase ko prokect it?

At

chionz I vos [ o ]
Generate a public. Generate ]
Load an exizting private key file [ Load ]
Sawve the generated key [ Save public key ] [ Sawve private key ]
Farameters

Type aof key to generate;
) 55H-1 (RS54 (+) 55H-2 RS54 ) 55H-2 DSA

Mumber of bitz in a generated key: 2048

22
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Figure 2-18 Name the RTU private key “rsa_pvt.key”

23

—
Save private key as: |i|r£1
Savein | (L) SecueFies w | & W5 A o
] Cusers @ rea_put.key
| y E; @aa:e:ss_Tehmnt_l.l:Fg ﬂrsa_p\-t.ppk
MyFRecent | Admin.pkz SAGE1-SFT-501HD_1.2.exe
Documerits 5] Admin.ppk
- BB anotparams_USERS_Tehverk_1 tar
@ BB aootparams_USERS_Tebverk_1 tar,gz
Deskiap [l dsa,prk
@ dsa_pub.key
@ dsa_pwk.key
=) Openssh_admin_pvt key This is the filename the RTU
- E expects, save onto local
iy D acuments (=) passphrase.tut P . .
[Z) putey.log computer in a known location
i @ rsa_pub key
Iy Compuiter
File name: b | Save
= Save a3 lvpe: |AII Fiez ) b | [ Cancel ]
by M etk
SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-19 Click “Save public key” button to save the RTU public key

& PuTTY Key Generator

File Key Conversions Help

F.ey
Public: key far pasting into Open55H authorized_keys file:

zzhrza s
AAAAR INzal o2 EAsAAB)0AAALE AhdiZwB shprl nfunS o/ nkbS0FE 024G E b day
Dod+7LT a+u Sk 95 Agrul G 2w B EpifECHuA | SEJuD Gew A7 EZ S AL TR FF b Diar
fBbhE21 gzpBold T MoHAeuk 4= B hivarlwf 00645 LuninF recd Uja+3tdy pl pE* kT w622 05
B 3+B 7GKOFTYnAdE il ozq 4K 5900 R U ddjrutddpejew D SCYOYBE COAIND ACTR CralyF

K.ey fingerprint: |$sh-rsa 2048 84:ad:1e:bd: 25:d5: 071 2:22: b 40: 40:d7: 35: ad: dB

k.ey pazsphrase:; |

|
k.ey comment; |rsa-key-2[l1 20705 |
|
|

Confirm passphraze: |

Achions

Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key ! Save public key | [ Save private key ]
Pararmeters

Type of key to generate:
() 55H-1 (RS54 (%1 55H-2 BS54 1 55H-2 DSA

Mumber of bitz in a generated key: 2048

24

Do Not Click Generate Before Saving the Public Key!
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Save public key as:

config@WEB Key & Certificate Generation
2-20 Name RTU public key “rsa_pub.key” so it is easy to identify

25

P

Savejrt | £ Secue Fiss v | e WG S
Dusers @ rsa_pt key
@ @ access_Telvent_1.cfg E rsa_pvk,ppk
MyFRecent | Admin.pkz [l SAGE1-SFT-501HO_1.2.exe
Documerits 5] Admin.ppk
— BB anotparams_USERS_Tehverk_1 tar
@ BB aootparams_USERS_Tebverk_1 tar,gz
Deskiap [l dsa ok
[_@_] dsa_pub.key
. @ dsa_pwk.key
_ -‘_)7 i) Openssh_admin_pvt key This is the filename the RTU
My Documents [Z] passphrase. et expectg, save onto IocaI.
] puitty.lon computer in a known location
B @ rsa_pub key
Iy Compuiter
File nama: b | Save
= Save a3 lvpe: |.E.II Fiez ) b | [ Cancel ]
by M etk

The RTU server RSA Private and Public key pair generation is complete. To upload the RTU Public key
and Private key into the RTU, use the User_Manager_YZ_YZ.exe program to create the secure upload
file. See the "Secure Administration" chapter of the "config@WEB Secure Software Users Guide" for

instructions on

using this program.
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2.6 Server DSA Key Example

Launch PUTTYGen Key Generator.

Figure 2-21 Set “Type of key to generate:” to “SSH-2 DSA”

& PuTTY Key Generator

Eile Key Conversions Help

ke

Mo key.
Actions

Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]

Save the generated key

FParameters

T_'rll:IE DI: kE'lrI to gEﬂEfatEZ ............................ o
(O 55H-1 [RSA) () 55H-2 RSA SSH-2D5A

Mumber of bitz in a generated kew: 1024

SAGE1-SFT-S0210
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Figure 2-22 Set the “Number of bits in a generated key:” to 2048 as shown

& PuTTY Key Generator

File Key Conversions Help

F.ey
Mo key.

Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file [ Load ]

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (RS54 {155H-2 BSA (&) 55H-2 DSA

Mumber of bitz in a generated key: :> 2048

SAGE1-SFT-S0210
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Figure 2-23 Click the “Generate” button

& PuTTY Key Generator

File Key Conversions Help

F.ey
Mo key.

Actions

Generate a public/private key pair :>[ Generate ]

Load an existing private key file [ Load ]

Save the generated key

Parameters

Type of key to generate:
() 55H-1 (RS54 {155H-2 BSA (&) 55H-2 DSA

Mumber of bitz in a generated key: 2048

SAGE1-SFT-S0210
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Figure 2-24 Moving the mouse in the blank area generates the progress bar

& PuTTY Key Generator E

File Key Conversions Help

Key
Please generate some randomness by moving the mouss aver the Blank area

Actions

Generate a public/private key pair Generate
Load an existing private key file | oad
Save lhe genetaled key Save pubbc key Save privete key

Parameters

Type of key to generate:
55H- (RSA) SSH-2 RSA 55H-2 DSA

Mumber of bits in a generated key: 2048

Keep moving the mouse until the program completes the key.

29
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Figure 2-25 DSA key generation is complete

& PuTTY Key Generator @

File Key Conversions Help

Fey

Pubidc key for pasting inte OpenS5H authorized_keys fils;

zsh-dss ~
A8ARINzaCT ko IMAAAEBAKY wubdkS AmHOBEMon3kRTEcyB0 PA0S20p30 S92 —
+0 bGDAMCASE mnSHU ToD7EK T 3086 Thjhty AL SMI g+ 2R GH A:PZUwH gpB 2nan
aedhsSCxhldNSOK.AEGbT sameBiSs 1 Nyal W awd Fp3pciL 3023 0kFk4ZRgLRkah
Cowv 2y’ goll G 0405 IwTE Prckl i 2ell ek LCSZP0W g 0w S 91 g4EcPok TOAYATLBEU » |

F.ai fingetprink: :ssh-dss 2048 31236 eatab: 3o aB: b 87 12:50: 20:9¢: 2d: ae: a8

F.ep comment; dearkey-20120326

|
|
F.ey pazsphrasze; |
Confirm passphrase: |

Actiors

Genarate a public/private key pair
Load an existing private key fils

Save lhe genetaled key [ Save pubbc key ] [ Save private key ]
Parameters
Type of key to generate:
55H-1 [RSA) () SSH-2RSA (%) 55H-2 D5 &
Mumber of bits in a generated key: 2048
SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-26 Save private key into OpenSSH format key file using “Export OpenSSH key"

B PulTY Key Generator

File Key ey

hOKFlAZRoLRMS

ey fingerprink: _ssh-dss 2048 N2 06 eatab: 3o s el 87 1260 2098 2d e 58 |
K.y comment; dsarkep-20120326 |
ey passphrase; ' |

Coniirm passphrase:

Actions

Genarate a public/private key pair
Load an existing private key fils

Save the generated keyp [ Save publkc key I [ Save private key ]
Paramaters
Type of key to generate:
55H-1 [RSA) (Y S5H-2 RSA (%) SEH-2 DSA
Mumber of bitz in a generated key: :2.1]-19
SAGE1-SFT-S0210 Baseline Document Version 1.1
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Figure 2-27 RTU private key must NOT be passphrase protected

¢ PuTTY Key Generator

F.ey
Public: key for pasting into OpenSSH authorized_keys file:

zzh-rza M
AsdAR AN zaC] po2E At AR adaIEA2HIMHAO k30iuF3sRE LsPY Ci0ns<kgL+UMNuf
C++T ndT Bermk) POUNSuph/Sr20Byk.ghiMNE odOhLy 7B tpdiT +z08v 00R BBl 2pkhwp —
B njl h0gP=MJZ 0 eys el O +gutdvadrBzl A0 SxFeefk i LyvznenBB L Ok ph dizriE hQywEL 4FH

Nwkscall Aot/ LD LZUE 33284 PG JeldktcPhiphBALFmM GCTIOM nmi 5 C2g 4 2alk, »

k.ey fingerprint: gzherza 2048 90:fb: 99 d6:ef:f3:08: 39 32:5a:1 6: 8002 5306 1f

F.ey comrment: PuTlI¥gen Warning

K.ey passphraze:

' Are you sure vou wankt ko save this key
[} without a passphrase to protect it? |

At
chions [ vos [ o ]
Generate a public/ |2 Generate

]
4 [ Load ]
)

Confirm pazszphrazs

Load an exizting private key file

Save the generated key [ Save public key ] [ Save private key

Parameters

Type of key to generate;
O '55H-1 [R54) ) 55H-2 ASA ® S5H-2 DSA

Mumber of bitz in a generated key: 2048

32
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config@WEB Key & Certificate Generation
Figure 2-28 Name the RTU private key “dsa_pvt.key”

33

—
Save private key as: |i|r£1
Savein | (L) SecueFies w | & W5 A o
] Cusers @ rea_put.key
| y E; @aa:e:ss_Tehmnt_l.l:Fg ﬂrsa_p\-t.ppk
MyFRecent | Admin.pkz SAGE1-SFT-501HD_1.2.exe
Documerits 5] Admin.ppk
- BB anotparams_USERS_Tehverk_1 tar
@ BB aootparams_USERS_Tebverk_1 tar,gz
Deskiap [l dsa,prk
@ dsa_pub.key
@dsa}vt.kﬂy o .
| Openssh_admin_pwt key This is the filename the RTU
L [£] passphrase. bet expects, save onto local
piplccuments ) putty.Jog computer in a known location
i @ rsa_pub key
Iy Compuiter
File nama: dza_pwt. keyp b | Save
= Save a3 lvpe: |AII Fiez ) b | [ Cancel ]
by M etk
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Figure 2-29 Click “Save public key” button to save the RTU public key

& PuTTY Key Generator

File Key Conversions Help

F.ey

Public: key far pasting into Open55H authorized_keys file:

K.ey fingerprint: |$sh-dss 1023 08:55: co:chal: 99:04:19: aa: 8e:8b:bh 4d: 30:be: 7b

k.ey pazsphrase:; |

|
K.ey comment; |dsa-key-2[l1 20705 |
|
|

Confirm passphraze: |

Achions

Generate a public/private key pair [ Generate ]
Load an existing private key file [ Load ]
Save the generated key Save public key ] [ Save private key ]
Pararmeters

Type of key to generate:
() 55H-1 (RS54 {155H-2 BSA (%) 55H-2 DSA

Mumber of bitz in a generated key: 1024

34

Do Not Click Generate Before Saving the Public Key!
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Figure

Save public key as:

config@WEB Key & Certificate Generation
2-30 Name RTU public key “dsa_pub.key” so it is easy to identify

35

@)

Savejr |0 SecweFies w | & W5 i
Dusers @ rsa_pvit. key
@ @ access_Telvent_1.cfg E rsa_pvk,ppk
MyFRecent | Admin.pkz [l SAGE1-SFT-501HO_1.2.exe
Documerits 5] Admin.ppk

BB anotparams_USERS_Tehverk_1 tar

@ BB aootparams_USERS_Tebverk_1 tar,gz
Dascktop [l dsa ok .. ]
@dsajub.kﬂy This is the filename the
. [Edsa_putkey RTU expects, save onto
) [Eopenssh_scnin_put.key local computer in a known
[Z] passphrase. bt A
ky Documents
] putty.Jog
; @ rsa_pub key
My Computer S
File nama: ||:|sa_pub.kﬂ_'.4 b | Save
= Save a3 lvpe: |.E.II Fiez ) "’| [ Cancel ]
by M etk

The RTU server DSA Private and Public key pair generation is complete. To upload the RTU private key
and public key into the RTU, use the User_Manager_YZ_YZ.exe program to create the secure upload file.
See the "Secure Administration" chapter of the "config@WEB Secure Software Users Guide" for

instructions on

using this program.
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3 SSL Keys and Certificates

3.1 Introduction

This document explains how to build a self-signed SSL Certificate and a server (RTU) private key using a
program called OpenSSL-Win32 (or Win64) from Shining Light Productions. Some experience with MS
DOS is helpful, although this document goes through the process step-by-step.

Note: Use either Win 32 or Win64 according to compatibility with your computing environment.

After the certificate and the server key are generated (instructions to follow), they must be loaded into the
RTU. The only way to do this is by uploading to the RTU the C3414-500-S02YZ_Config.tar.gz package
using the Config Converter. This package also replaces the configuration, so you must offload your present
configuration from the RTU (if you want to save it).

For specific information on the Up/Download process and the Config Converter, refer to the config@WEB
Secure Software Users Guide.

When it comes time to upload the certificate and server key to the RTU, you will do this using a minimum
of three different fields in the Config Converter program:

1) Configuration (browse for your saved configuration)
2) SSL Key (browse; instructions to follow)
3) SSL Certificate (browse; instructions to follow)

The overall process is illustrated below.

Download & Install

OpenSSL-Win32 (or

Win64) from Shining
Light Productions

Generate Certificate
& Key as per this
document

\AA 4

Download Present
Configuration

3.2 Present Configuration

Save your present configuration (if desired) by downloading to a known location. See the config@WEB
Secure Software Users Guide.

Config Converter
Program

Upload to RTU

- Saved Config

- SSL Key

- SSL Certification

Install Certification
in Browser

3.3 OpenSSL-Win32/64 Program

Note: The private key for the server (the RTU) must be the "OpenSSL" format.

Go to the Shining Light Productions website and download and install the OpenSSL-Win32/64 Program.

Follow the defaults so that it installs in a folder at the root level called C:\OpenSSL-Win32/64.
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3.4 Generating the Certificate & Key

3.4.1 Setting Paths

From the Start menu, open the Control Panel and do the sequence shown below.

System Properties

| System Restore || Automatic Updates || Femaote
| General || Computer Mame || Hardware | Advanced

B Control Panel

Performance

Address |:} Cantrol Panel

Uzer Profiles

ﬂ"l Control Panel A

Desktop settings related to pour logon

‘r'ou must be logged on as an Administratar to make most of these changes.

File Edit ‘Wiew Favorites Tools  Help
Yisual effects, processor scheduling, memory usage, and virkual memary
) \ @)
Q- © - | P

Settings

v B
p ¥

Accessi Settings atic  Date and Time
G- Switch bo Category Yiew Opkia| Bres
= Startup and Recovery .
% System startup, spstem Failure, and debugging information ‘@
. : 5] - Il Data Game
Environment Variables _|r5__(| rion . Comtrollers
User wariables for tubgr - - - t_'i
[ Enwvironment Yariables ] [ Error Reporting ] _5;-‘-
Wariable Yalue
TEMP Ci\Documents and Settings\tubgriLocal ... pard Mause
TMP CiiDocuments and Settingsttubgrilocal ...
I ] ] [ Cancel ] Apply
S =9 3
= W =2 v
= ] [ = ] [ Delet ] PixTools  Power Options  Printers and  Region, SAP
Lew o Uelete Faxes Langu Configuration
System variables ' g ”((2)) E
Wariable Walue A
Opengsl \OpensaLibin Sognds and Speech Symantec Taskbar and
OPEMSSL_CO) /\OpenssL-win32ibin|openssl.cfg — Audio Devices Livellpdate Skart Menu
05 indows_T . i
C Edit System Variable
PATHEST JCOM; ERE; BAT; CMDy WES; VBE;  J5;. b

[ mwew ||, Edt ][ Delte |

(‘jl o) [ o |

3.4.2 Starting a Command Window

Wariable name: | Path

Variable value:

| dowsPowershelliv1,0f

[ ok

Click Start -> Run -> Type “cmd”

Change directory to where you would like the certificates to be saved.

3.5 Which Certificate is Right for You?
3.5.1 Self-signed

Self-signed certificates are good to test with or build a few certificates.

Baseline Document Version 1.1
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3.5.2 Certificate Authority (CA)

More secure. Certificates verified by trusted company. (Verisign, Thawte, etc.) See Figure 3-1 for a screen
visual

3.6 Self-Signed Certificate & Key Creation
3.6.1 Creating a Private Key

This command generates 1024 bit RSA key with Triple-DES encryption.
openssl genrsa -des3 -out server.key 1024

3.6.2 Creating a CSR

This command creates a Certificate Signing Request.

openssl req -new -key server.key -out server.csr

The server.csr file contains all the information needed to make a certificate. These are sent to CA
(Certification Authority) or Self signed to make a valid certificate.

3.6.3 Remove Passphrase from Key

To make the private key secure, the passphrase must be removed.

copy server.key server.key.org

openssl rsa -in server.key.org -out server.key

3.6.4 Creating a Self-Signed Certificate

Sign the Certificate request using the server private key.

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

Note: In the event of an error stating "unable to write random state," create an environmental variable
RAND and set itequal to " . rnd". This may be done with the following steps.

If you do not get this error, proceed to Section 3.8

SAGE1-SFT-S0210 Baseline Document Version 1.1
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1. Rightclick on My Computer

Open
Manage

TortoiseSVN
Scan for threats...

Map network drive...
Disconnect network drive...

Create shortcut
Delete
Rename

Properties

2. Click on Properties to get:

40

| Computer Namel Haldwale| Advanced |Sy5tern Protection | Rernc-te|

You must be logged on as an Administrator to make most ofthese changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory

User Profiles

Desktop settings related to your logon

System starup. system failure, and debugging information

Settings...

Startup and Recovery

I Environment \Variables .. I

Cancel ] | Apply

SAGE1-SFT-50210
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3. Click on Environmental Variables:

User variables for tekd

Variable

MRBDESKTOP
MRBPROGRAMS

Value

MRBCOMMONDE... C:\Users\Public\Desktop
MRBCOMMONPR... C:\ProgramData\Microsoft\Windows\5t...

C:\Users\tekd\Desktop
C:\Users\tekd\AppData\Roaming'\Micro...

— e — p emenias — e

S

E

New... ] [ Edit... I [ Delete I
System variables
Variable Value a
ComSpec C:\Windows\system32\cmd.exe El
DEFLOGDIR

C:\ProgramData\McAfee\DesktopProtec...

DellClientSystem... C:\Program Files (xB6)\Dell\ClientSyste...

FF_NO_HOST_C... NO

| New.. || cEdt. || oDelete |

4. Click on System Variables, New to get the following. Enter RANDFILE and .rnd as shown,

then OK.

Variable name:

Variable value:

RAMDFILE

.rnd

41
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5. Your entry will appear in the list:

,

User variables for tekd

Variable Value a

MRBCOMMONDE... C:\Users\Public\Desktop H

MRBCOMMONPR... C:\ProgramData\Microsoft\Windows\5t...

MRBDESKTOP C:\Users\tekd\Desktop

MRBPROGRAMS C:\Users\tekd\AppData\Roaming'\Micro...

New... H Edit... H Delete I

System variables

Variable Value a

PROCESSOR_RE... 2a07

PSModulePath C:\Windows\system32\WindowsPower... E‘

RANDFILE .rnd

TEMF C:\Windows\TEMP i
[ wew. | [ e |[ ok |

42
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6. Click OK to complete the operation.

7. Repeat the cmd line shown in Section 3.6.4.

43

The purpose of the commands in the window below is explained in the previous section. You must type in
commands exactly as shown, except as noted otherwise. Some requests following a colon ( : ) are optional;

type in a period, as shown below.
Figure 3-1 Step by Step Window

CAWINDOWS\system32\cmd. exe

C:s0penSSL-Win32Xopenss]l genrsa —des —out server.key 1824

Loading 'screen’ INC0 Fandom SCALe — done
Generating RSA private key, 1824 bhit long modulus Temporary

password
e iz 65537 (Bx16081>
Enter pass phrase for server.key?
Uerifying — Enter pass phrase for server.key

C:s0penSSL-Win32Xopenss]l req —new —key server.key —out server.cse

Enter pass phrase ITor server.key:

Loading *screen’ into random state — done

You are about to he asked to enter information that will be incorporated
into your certificate regquest.

llhat you are about to enter iz what is called a Distinguished Mame or a DH.
There are guite a few fields but you can leave some hlank

For some fields there will be a default wvalue.

If you enter *'.', the field will bhe left hlank. Your

Country Mame (2 letter code> [AUI:US location
State or Province Mame (full name? [Some=&tatel:Texas

Locality Mame <eg, city?> [l:Houston

Organization Mame Ceg, company? [Internet Widgits Pty Ltdl:.
Organizational Unit Mame <eqg, section> [1:.

Common Mame C(e.g. server FQDN or YOUR name?> [1]172.18.158.171

Email Address [1:.

. . Your
Pleasze enter the following ’extra’ attributes RTU's IP

to he sent with vour ceptifieate—eques .
A challenge password L[] Different temp password

An optional company name

Enter pass phrase
writing RSA kewy

into random state — done
Signature ok
subject=/C=U88T=Texas L=Houston CH=172_18 _158.171
Getting Private key

C:\OpenSEL—HinBZ
Uolume in drive as no label.
Uolume Serial Mumber iz CCEBD-DBAT

Verify these

files were
A7-25%-2012 @7:88 AM server.crt created
A7-25%-.2812 @?:83 AN SEPFVEF.CSP
A7-25%-.2812 @?:85 AM server.key
a7-25%-2812 B@8:52 AM server.key.or
4 File<{s) utes
A Dirds> 925,.895,.842,_848 bhutes free

C:~0penSSL-Win3d2

Directory of C:“0penSSL—-UWind2
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At the end of this process, the files shown above must exist. You will use two of them in the Config
Converter.

3.7 CA Certificate & Key Creation
3.7.1 Creating a Server Key and a Certificate Sighing Request (CSR)

Command to generate server key:
openssl genrsa -des3 -out server.key 4096

Command to generate server certificate request:

openssl req -new -key server.key -out server.csr

3.7.2 Remove Passphrase from Key

copy server.key server.key.org

openssl rsa -in server.key.org -out server.key

3.7.3 Command to generate a CA Signed Certificate

openssl x509 -req -days 365 -in server.csr -CA ca.crt -CAkey ca.key -set_serial 01 -out server.crt

Note: Every time a new certificate is signed using the CA.key the serial number must be
incremented.

The CA Certificate and Key will become part of your configuration to be uploaded to the RTU.

3.8 Uploading New Configuration to the RTU

Upload C3414-500-S02YZ_Config.tar.gz to the RTU. If you need help, see the config@WEB Secure
Software Users Guide. Be sure to reset the RTU after upload.

3.9 Installing a Certificate in Browser

Please see the config@WEB Secure Software Users Guide.
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