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Open Ports and their Function

This document briefly explains how to check which ports are open on a SAGE RTU and how to check
what process to which each port belongs. All 127.0.0.1 are local ports used for communications within
the system.

Q: What command do | run to check what ports are open?

A: Ona(C3414 CPU: “cmd netstat —anP” (No quotes when typed into UIF console).
On a C3413 CPU: “inetstatShow”
On both CPU’s use the following to check what tasks are running: “i”
Those two commands together will tell you what ports belong to what task. Several examples are
shown below. Throughout the document “netstat —anP” is used, however substitute that with
“inetstatShow” if checking out a C3413 based RTU.

Q: What TCP-IP and UDP-IP ports should | expect to see with all network services enabled on the GUI?
A: Below is the list of open ports looks like when all network services have been configured to run.

The complete list of network services enabled in this example are:

HTTP

HTTPS

FTP Server

SSH (Shell, SFTP, TTE)

Telnet Server (Shell, TTE)

IPSec

PPP
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Note: The IPSec and PPP services can utilize the L2TP protocol, so enabling either of these services will
cause the L2TP server task to launch and open the various UPD and L2TP (Protocol 115) ports to be
opened.
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Q: What TCP and UDP ports should | expect to see with only HTTP service enabled on the GUI?

A: Below is the “netstat -anP” command when only the HTTP service is enabled on the GUI.
When more services are enabled, the list accordingly becomes longer.
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What TCP and UDP ports should | expect to see with a DNPR protocol socket enabled?

A: Below is the “netstat -anP” command when the HTTP service and a DNPR socket are enabled on
the GUI, both before connected to a master station and during connection to a master station. The
task list is also shown with the highlighted task ID’s (TID) listed in the netstat display.
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Q: What TCP ports should | expect to see with a DNPM protocol socket enabled over TCP?

A: Below is the “netstat -anP” command when the HTTP service and a DNPM socket are enabled on
the GUI and the DNPM is connected to an IED using TCP. The task list is also shown with the
highlighted task ID’s (TID) listed in the netstat display.
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Q: What UDP ports should | expect to see with a DNPM protocol socket enabled over UDP?

A: Below is the “netstat -anP” command when the HTTP service and a DNPM socket are enabled on
the GUI and the DNPM is connected to an IED using UDP. The task list is also shown with the
highlighted task ID’s (TID) listed in the netstat display.
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Q: What TCP ports should | expect to see with a Modbus(R)TCP protocol socket enabled?

A: Below is the “netstat -anP” command when the HTTP service and a Modbus(R)TCP socket enabled
on the GUI, both before connected to a master station and during connection to a master station.
The task list is also shown with the highlighted task ID’s (TID) listed in the netstat display.
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Q: What TCP ports should | expect to see with a Modbus(M)TCP protocol socket enabled?

A: Below is the “netstat -anP” command when the HTTP service and a Modbus(M)TCP socket enabled
on the GUI, and the DNPM is connected to an IED using TCP. The task list is also shown with the
highlighted task ID’s (TID) listed in the netstat display.
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