Schneider

SAGE Monthly Security / Firmware Update Notice

Post Date: 7/2/2024

Summary of security related changes for June 2024.
Vulnerability Update:

e The following third-party component has been updated to address cybersecurity vulnerabilities:
OpenSSL 1.0.2zh

Operational Update:

e DNPM: Fixed test for correctly formed DNP3 application headers when received from
outstation. Test caused incorrect reject of application header in data responses.

Cybersecurity Update:

e Remove possible DOS attacks in webserver due to buffer overflow, file uploaded without proper
User Permissions

For questions or more information contact Schneider Electric at sagertu_support@se.com



