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1 Introduction

This user manual describes the software operation and featuresSchitneider ElectriSAGE Remote
Terminal Units (RTU).

SAGE Remote Terminal Units are designed to satisfy a wide range of Supervisory Control and Data
Acquisition (SCADA) application requirements in harsh environmental conditions.

The SAGE Graphical User Interface guidles user through setup and operation while expanding the rich
functionality you have come to expect fr@ohneider ElectridRTUs.

Legend

In this manual, the following designations apply:

SAGE 1X10refers to SAGE 1210, SAGE 183hnd SAGE 1410 collectively.

1.1
SAGE 1X30refers to SAGE 1230, SAGE 1330 and SAGE 1430 collectively.
SAGE 1X50refers to SAGE 1250, SAGE 1350 and SAGE 1450 collectively.
SAGE 2X00refers to SAGE 2200, SAGE 2300 and SAGE 2400 collectively.
SAGE 3030Xrefers b SAGE 3030 and SAGE 3030 Magnum collectively.
12 Features
The SAGE RTU uses the latest electronic technology for reliability, speed and maintainability. It is
intended for use in a variety of SCADA applications requiring maximum configuration flexibllrg.
design includes several stattthe-art functional capabilities. For example, the AC Input (ACI) option
provides an advanced transdutess AC analog input capability.
The SAGE RTU has the following features:
1 Encrypted account file
1 Secure Console
1 Secure Protocols SSH/HTTPS/IPsec
9 Easyto-use Graphical User Interface (GUI) via Microsoft Internet Exploré€hrome
1 Embedded web server
1 Built-in Ethernet with TCP/IP
1 May be configured either locally or remotely
1 Point naming (no more counting point numbers to fiodr point of interest!)
9 Point mapping with simple click and drop
1 Data concentratioh adds data from multiple IEDs to one database for fast polling
1 Protocol conversioin convert multiple protocols to a standard protocol
9 Built on a widely adopted Redlime Operating system (RTOS)
1 Employs standard PC/104 bus interface for CPU and Communication upgrades
9 Relay Ladder Logic capability that supports all five IEC 62B3languages
SAGELSFT-00S02 Baseline Document Versior2.3
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RTU Security Features

As shown below, the security features of the SAGE RTUs catabsified into two methods, both of
which should be performed for full security. In the following discussions, server means the RTU; client
means the computer communicating with the RTU.

Security Method
SSH (see Note 1) SSL (see Note 2)

LKy or Certficate Generation| PUuTTY Key Generator prograimfree SSH See Open SSL organization on interng
Method

client for Windowsi many sources

Key or Certificate Generation "Config@WEB Key & Certificate "Config@WEB Key & Certificate
Documentation Generation.PDF" Generation.PDF"

Program for Loading User_Manager_YZ.exe Config_Converter_YZ.exe
Keys/Certificates into RTU
(see Note 3)

Documentation for Loading | "Secure Administration" chapter of the "Config Converter" chapter” of the
Keys/Certificates into RTU | "config@WEB SecureSoftware Users "config@WEB Secure Software Users

Guide.PDF" Guide.PDF"

1.4

Note 1. SSH- Secure Shel A method to obtain secure datanemunication using public/private
RSA or DSA keys.The private key for the server (the RTU) must be the OpenSSH format

Note 2. SSL- Secure Socket LayerThe standard security technology for establishing an
encrypted link between a web server andawiser; when installed in conjunctiavith a
certificate displays HTPS connection; a lock symbol is displayed for valid certificate, red for
invalid certificate.

Note 3: These programs are part of the Firmware Upgrade zip package.

Graphical User Interfae (GUI)

The SAGE RTU is easily configured using the standard web browser, Internet Explorer version 7.0 or later.
The physical connection may be made in one of four ways:

9 Ethernet connection using an Ethernet crossover cable directly to the RTU
9 Ethernet onnection to a network , locally or remotely

9 PPP connection using a naflodem cable to the UIF port

9 Consoléi this method commonly used to read and/or change IP address

The GUI is designed around the classical client/server model. A web browser is aélga for your

client (PC) and you can browse any RTU product or any version of that product that supports our web
interface. All configuration data is stored on the RTU in the form of Extensible Markup Language (XML).
XML data is served up to the browseithin HTML pages or transformed into HTML via Extensible
Stylesheet Language (XSL). In either case data is presented to the user in an intuitive format using
common design elements like forms, Radio Buttons, Spin Boxes, Alert Boxes, etc. for musldatbth

entry.

Note: See the Secure Administration chapter for initial user name and password.

Note: With the release of C341800-S02XY firmware, the initial TCP/IP address is 192.168.1.1.

SAGEILSFT-00S02 Baseline Document Versior.3
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Note: For the latest manual, please contact RTU Customer Service

Point Mapping
The RTUs of today must interface to a wide Varity of I/O and industry standard IEDs. This creates within

the RTU a large database of points that have been acquired by the RTU that must be transferred to one or
more master stations.

The GUIsupports an intuitive drag and drop point mapping scheme. Each point within the RTU is named
1.5 and scaled with user definable names and values. Scaling is used for local data display as well as protocol
) count scaling for conversion of data from one protdc another.

Communications

The SAGE RTU supports a large suite of communication protocols over many different types of

communications media. Ethernet andZ come as standard hardware. However, installation of media
L6 converters allow for just aboahy physical communications media to be supported.

The UIF is a dedicated R&32 port that supports a connection to the operating system using a terminal

emulation program. It is used to configure the customer RTU IP and to change to safe mode operation.

Diagnostic functions may also be performed using this port.

A second R£32 port is available that supports the Point to Point Protocol (PPP). This port can perform all
GUI functions, but at a 38.4kb.

Both ports can be used concurrently with the othéalsg@nd Ethernet ports.

All Schneider ElectricRTU products support multiple RTU and IED protocols. This allows for data to be
mapped from IEDs to multiple masters via different RTU protocols. Example: If you were replaocing y
current master station software that talks Series V protocol with a system that supports DNP your RTU
could talk to both the old master and the new master at the same time. This provides an excellent means of
replacing legacy RTU/MTU equipment withaaterruption to data acquisition.

An emerging need for RTU products is SCADA protocols to communicate over Ethernet all the way down
to the RTU. The SAGE RTU supports DNP over Ethernet.

Relay Ladder Logic (RLL)

The SAGE RTU supports a RLL Runtime Tartfedt accepts applications that can be developed using any
one of the five IEC 61133 languages plus flow Charting. Programs are developed on an application
workbench that runs only on the client. Fully developed/debugged programs can be downloatied into
SAGE RTU and activated for execution.

1.7

RLL applications have access to all the data within the RTU and make use of the powerful mapping
capabilities of the GUI. Output data from RLL applications can be viewed in real time data displays

SAGELSFT-00S02 Baseline Document Versior2.3
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2

Configuration

This chapter tells you how to configure the RTU. Other chapters cover Data Display, Command,
Upload/Download, and Administration. See the appendices for hardware User Interface connections.

A good user interface should be intuitive and easy to learis diies not mean that no instruction is
required, but that it is minimal and that users can "pick it up" quickly and easily:tiffiesusers might not
understand how to operate a scroll bar, or our drag and drop point mapping, but once it is exgigined th
generally find it easy.

Client Server Application Principles

The client (your PC) can run many different types of applications. Usually the application program and all
its data reside on your PC. In a Client Server application the relationship iwisanuifferent. All the
unique features and specialized data can be stored on the remote system allowing the user to browse that

2.1 data in a manner specific to that system. The GUI Interface is a Client Server application.
A thin client and a client servelystem avoid the version problems encountered when you have a thick
Windows based application. Your browser will be able to talk to RTUs shipped today and years from now
because most of the content and configuration data will be stored on the RTU.
2.1.1 Clients Web Browser
The GUI Interface was designed to function with Microsoft Internet Exptor&oogle Chroméstarting
with C3414500-S02K0 firmware)
2.1.2 GUI Connection via Ethernet
In this case, your PC would use its network card to connect to RTUs that are connected either to your local
Intranet or your PC could ooect to your RTU via a crossover cable connected directly to your RTU. The
latter would be the typical means of connection to field devices for installations without Ethernet all the
way down to the RTU.
Please refer to the appendices for GUI ConnedctiartEthernet port.
2.1.3 GUI Connection via PPP
The RS232 User interface port is connected to the CPU card with one of two pigtail serial lines; either the
Console connection or the PPP connection may be used. The Console pigtail is typically used only to view
and modify the IP address of the Ethernet port. Once modified, the Ethernet port can be used for local and
2.2 remote interfacing. If the PPP pigtail is used, the RTUs GUI is available at 38,400 baud.
Please refer to the appendices for GUI Connection viadeRp.
Login
2.2.1 GUI Navigation Concepts
Launch Internet Explorer and type in the IP address of your RTybulfsystem does not have a valid
certificate, IE will display the web page shown below. Click in the legend shown below.
SAGELSFT-00S02 Baseline Document Versior2.3
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Figure2-1 IE Security Screen

(= Certificate Error: Navigation Blocked - Windows Internet Explorer _'. __'I:I |r>_<|
- ||+ o -
A |g, 172.18.150.171 | || X |; | Fe

File Edt Miew Faworites Tools  Help x @ s

'ﬂf Faworites {;‘5 ﬂ - &] -

] *»
@Certificate Errar: Mavigation Blocked ﬁ - B = mmn v Page - Safety » Tools - '@'*

e
|.,@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to th
SErver.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage,

@ Continue to this website (not recommended).

@ More information

< ! 2
https:ff172.18.150,171f & Internet vy v Hioow -

The first screen that you encounter is the Login screer{gaec2-2). Enter your Username and
Password.

Note: Username and Password and all security isateegxplained in other parts of this Manual.

This screen has a Home Screen Message. For security, this message may be modified only from the CPU

page.
Note: The Home Screen Message is an effective method of posting NERC CIP warning
messages.

SAGELSFT-00S02 Baseline Document Versior2.3
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Figure2-2 Login Screen

Schneid SAGE 2400 B
& Electric
Username:
Password: Lagin
SAGE 2488
C3414-508-S@2K@ Release
October 9, 2815
A
Waming: This computer program is protected by copyright law and intemationsl treaties. Unsuthorized n ction or distribution of this program or any portion of it, may rasult in severs dvil and oiminal

penslties: mmd will be proseouted to the matimum ectent possibls undsr the law.

Once you continue beyond the login screen, the next screen to appear depends upon your login privileges.

In the example below, the configuration screen is shown. At the top of the cotifigutagram you will

find four tabs that allow you to jump between the Configuration page, Data Display page, Command page

and Up/Download page. Grayedut t abs i ndicate Ano privilegedo for
shown is for Admin privilegs (meaning, no restrictions). In the event that some restrictions are in effect,

the screen will default to the next unrestricted tab that is allowed, working from left to right.

The block diagrams as shown on the Configuration, Data Display, and Corpagesiare almost the

same. However, the navigation will differ depending on which diagram you are on. Example: You can
configure cards on the SF Bus from the Configuration diagram but to display live data you would navigate
to the Data Display tab anden to the SF Bus tab to view live data from cards on the SF Bus.

In this and the following chapters you will find specific information devoted to each tab.

SAGELSFT-00S02 Baseline Document Versior2.3
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Figure2-3 Typical SAGE 2X00 First Page

Scl&neider SAGE 2400 Admin_ (Logout)
Electric

Configuration Data Display Command Up/Download

References
Analog Inputs

Serial Comm Digital Inputs

Applications Ethemet Comm

Analog Outputs

ER000E

Immedidely after a successful login, you will see the Configuration screen (if the login is an unrestricted
Admin login) as shown ifrigure2-4. On certain Configuratioscreensyou will see Hardware 1/O Points

to configureto the right of the CPU Block. Note that IED points are part of the Serial Comm and/or
Ethernet Comm configuration. Master ports are also part of the Serial Comm and/or Ethernet Comm
configuration. Configure all points, hardware & IED, then configheeNlaster ports. Simply place your
cursor over the desired block and{effick to activate the function.

SAGELSFT-00S02 Baseline Document Versior2.3
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Figure2-4 Configuration Screen

Scl&neider SAGE 2400 Admin_ (Logout)
Electric

Configuration Data Display Command Up/Download

Hardware 1/C
Points

References

N

Serial IED &

Master Analog Inputs

Digital Inputs

Analog Outputs

Ethernet may be configured for
all supported protocols bad on
virtual sockets. L.E.,

Ethernet/TCP/IP may be the on
connection you'll ever need. IEI
& Master ports

2.3
Multiple Window Technique

As you investigate the other tabs (D&sjp for instance, explained in the next chapter), you will find that
having simultaneous multiple views in@onfig@WEBIs very useful. This is easy to do, no matter which
version of IE you are using. Simply press Control N (New Window command) toupingultiple
instances of your session. Each window is separately navigable. See the following example.

SAGELSFT-00S02 Baseline Document Versior2.3
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Figure2-5 Multiple Views with Control N

SAGE 2400 SAGE 2400
Schneider SAGE 2400 aamin Legory  Schneider SAGE 2400 Admin_ {Logout)
&Electric Electric
Configuration Data Display Command Up/Download Configuration Data Display Command Up/Download

Serial Comm Serial Comm

Applications Ethemet Comm Applications Ethemet Comm
N N

—— — S

— —

— — I

Notice that this technique does not require multiptgrs, which can present other issues. Multiple logins
are limited to five, after which another login is impossible. If the windows opened with multiple logins are
simply dismissed, the five logins will tie up the RTU until the sessions time out, sosmak log out for
each session created with a new login.

Multiple views using Control N (as shown above), rather than multiple logins, is a much better technique.
If you reset or log out from one of the views, the other windows will be inactive anttldfedismissed.

Navigation Shortcuts

Navigation shortcuts are now included on all screens below the tab level. No matter how far down you
drill, you can always return to the top level, or any intermediate level. An example is shown below.

2.4

ETU Configuration = Communication Port Configuration = DNPIM IED Configuration = DNEM IED Configuration

2.5

CPU Configaation

From the Configuration screen, click the CPU block. You will get a screen similar to that shieigarin
2-6. This figure highlights Home Screen Message, RTU Time and Date settings, and Time Services.

SAGELSFT-00S02 Baseline Document Versior2.3
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CPU Configuration
RTU Information

Crash Recovery Configuration

Ethernet Adapter Configuration

RTU Name SAGE RTU Number of Restarts 3 PEP Port * PPP Port
ParL_Nur?nber C3414-500-502K2_P1 Time between Restarts | P Address 900.0.50
Application Name C3414-500-802K2_P1.out
- Global Freeze Configuration
VixWorks Ver gg j }1(31_5\:3%_5_Syslog Target Name Tetvent
GUI Version C3414-500-802K2_P1 Default Gateway
User Wersion Schneider_Electric_2 ACI Configuration
PIC Version Primary Port (J3) Ethernet Port 0
Line Fraquency v |Hz | P Address 172.18.180.50
Alarm After Failed Logins |4 Services Setup Subnet Mask 2552552550
DNP Profile Enable HTTP L Secondary Port (J2) Ethernet Port 1
Mfg. Hardware Ver Changzhe Enable HTTPS v | P Address 122.182.0.48
ID Code Changehle Subnet Mask 256.255.255.0
Serial Num Changahz Enable FTP Server |
Prod Name & Model SAGE 2400 | Configure Routing | | Configure Firewall |
Enable SSH Server =)
RTU Time Configuration Enable SFTP service s
Time Server Primary/Secondary ,m EEiE REEBETEL —
RTU Time & Date 07/25/2017 11:22:03 Qlt Enable Telnet Server =
Home Screen Sefup Enable Remote Shell #
Home Page Message

Home Screen Message

SAGE RTU

Unauthonzed use is prohibited
C3414-500-302K2_P1 Firmware
2017-07-25

Cancal Submit

79 / 2048 characters used

RTU Time & Date
Date (mm/ddiyyyy)

Time {hh:mm:ss) 18 DlaT T 51

Source Time Base Frequency TimeOut
Primary Real Time Clock ¥ Sec v 15 30
Secondary Hone v Sec ¥ 15 30
Local Time Ofiset from Universal Time Coordinated 0
Daylight Saving Time Enabled No * Yes
Daylight Savings Start
IMonth
March (3] = Week |2 v DOW [ sunday £ Hour |2
Daylight Savings End
Month
November (11] ¥ Week |1 v DOW | sunday v Hour 2
IRIG-B Signal Format Mone ¥

| Set

Figure2-6 CPU Configuration

2.5.1 RTU Information

The following fields inbold are meant for you, the user, to fill in (or accept the default):
RTU Name Enter the name of this RTU

Part Number Firmware Part Number aggied by Schneider Electric (Var 24Device Mfg
software veii see below)

SAGELSFT-00S02 Baseline Document Versior2.3
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Application Name File name of the firmware

VxWorks Ver VxWorks Version number assigned by Schneider Electric
GUI Version Version number assigned by Schneider Electric
User Version Version number assigned by Schneider Electric

Line Frequency  Select the Line Frequency being monitored by a C3244 ACI SFB module or by a
SAGE 1450. Selections are 50 or 60Hz..

Alarm After Failed Logins Enter the number of failed logins allowed beforeittiernal status
point "MAX LOGIN FAILURES EXCEEDED" toggles.

2.5.1.1 DNP Profile

Mfg, Hardware Ver User assignable
ID Code User assignable
Serial Num User assignable

Prod Name & Model Assigned by Schneider Electric

2.5.2 RTU Time Configuration

Time Services

Click on theEdit link. For eaclSource enter theTime Bas€Sec, Min, Hrs), and thErequencyyou want
the RTU to request time syncs, and TiimeOutyou want before the RTU stops requesting syncs from an
unresponsivé&ource After theTimeOuf the RTU wil request time syncs from tt&econdary Sourcelf

the Secondary Sourdails to provide times syncs, the RTU will not be synced.

Note: If you assign and configure both a primary and a secondary time source, the RTU will fail over to
the secondary sourdf the primary source fails.

Note: Time sources must be configured before they become available in thdawogist (for instance,

time serve from a protocol, GPS available, IFBJ; except for Real Time Clock, which is inherently
available in the RTU

SAGELSFT-00S02 Baseline Document Versior2.3
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Source Time Base Freguency TimeOut
Primary Real Time Clock ¥ Sec ¥ 15 30
Secondary Mone v Sec ¥ 15 30
Local Time Offset from Universal Time Coordinated 1
Daylight Saving Time Enabled Mo * Yes
Daylight Savings Start
Month - =
March (3) = Week | 2 v DOW | sunday v Hour |2
Daylight Savings End
Month Week[1 v DOW sunday  v|  Hour2
Movember (11} ¥
IRIG-B Signal Format Mone *

Zet

Figure2-7 Time Services Setup

Daylight Savings Time Enabled Default is Yes

Daylight Savings Start Select Month, Week, Day of the Weekd Hour

Daylight Savings End  Select Month, Week, Day of the WeekéHour

IRIG-B Signal Format Select None, UTC, or Local

RTU Time & Date Click on the Edit link. Enter time and date as indicated for the RTU
reattime clock. The entered values will take effect when you click on

Set. Click X to cancel.

The RTU Time and Bte are always entered in local time regardless of the settings for Local and UTC time
in the section following.

Note: You must set the redime clock to the correct date for proper operation (i.e., to prevent
crashes) because of protocols that daritain the year in the sync message.

Note: The coordination between UTC and local time is a feature that may be ignored. If you
want your RTU to act as it always has in regard to time syncs, set Local Time Offset from
Universal Time Coordinated to 0, fAight Saving Time Enabled to No, and IRESignal

Format to None.

Local Time Offset from Universal Time Coordinated

If you use UTC for time syncs, and you want to use local-8taenps within the RTU, or to pass local time
coordinated with UTC toralED, you must enter an offset of your local time from UTC.

SAGELSFT-00S02 Baseline Document Versior2.3
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Values to enter for the hourly Local Time Offset follow:
0 Atlantic Time zone =4.
0 Eastern Time Zone 5
o Central Time Zone =6

o Mountain Time Zone =7

o Pacific Time Zone =8

o Alaska Time Zone =9

Other offsets can be determined by examination of the time zone settings on your PC. If the local time is
correct on your PC, the UTC offset is in the configuration of the time zone.

p— -y
. Date and Tim& [7237 |
Date:
Tuesday, October 27, 2015
Time:
l| 9:58:58 AM
""p' Change date and time... ]

Time zone

tl
j’ (UTC-06:00) Central Time (US & Canada)

‘ﬂ Change time zone... ]

Daylight Saving Time ends on Sunday, November 01, 2015 at 2:00
AM. The clock is set to go back 1 hour at that time.

3 - Time Zone Settings
[¥] Notify me when the clock changes

2 2 : : Set the time zone:
Get more time zone information onlind

How do I set the clock and time zone?

Time zone:

oK [(UTC—06:OO) Central Time (US & Canada) v
I Automatically adjust clock for Daylight Saving Time

Current date and time:  Tuesday, October 27, 2015, 9:58 AM

Figure2-8 Date a Time Properties

The offset t
I ncl udfie (tnhien u

0O use i s -06h:e0 Mudmedii scp lpaayreed owi tthh et hig GdV

is sign) if it is displayed.

SAGELSFT-00S02 Baseline Document Versior2.3
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Daylight Saving Time Enabled

Click Yes if you want your local time to accouat Daylight Saving Time. If this feature is enabled, one
hour will be subtracted from the local time used in the RTU.

Daylight Saving Time is defined (as this document is written) as

Beginning on the 2nd Sunday in March at 2:00AM,

Ending on the 1st@day in November at 02:00AM.

Time at the beginning goes from 1:59:59:999AM Standard Time to 3:00AM Daylight Time. Time at the
ending goes from 1:59:59:999AM Daylight Time to 1:00:00:000AM Standard Time. Note that the one

hour of identical numeric Stdard and Daylight Time at the end of Daylight Saving Time is
indistinguishable in RTU communications protocols that use the Local time feature.

IRIG-B Signal Format
Note: IRIGB function is standard on SAGE 3030X and is available as an option on th&dtdenodels.
Select from the drepown list from the following:

Nonei no C3831 IRIGB card attached to the PC/104 bus

Locali C3831 IRIGB signal is Local Time

UTC i C3831 IRIGB signal is Universal Time Coordinated

The IRIGB signal can be provided the RTU or driven as an output by the RTU depending on the
configuration of the IRIEB signal.

If the IRIG-B signal is used as a Time Server, the IBGignal is used as an input and an IFBGource
must be connected to the IRIG BNC connector.

Otherwis, the IRIGB signal will be an output unless configured as none.

It is suggested that you configure the Time Services, set the RTU Time & Date and then reset the RTU and
then complete the configuration of the RTU.

If you use the Local/lUTC function of th&€TU, the clock of the RTU is always set in UTC. Bootup/Reset
times on the console and timetags on files stored on the Compact Flash will be displayed in UTC. Using
only DST also offsets the time. Real Time clock will be set to Standard Time.

SAGE 1X50 only

SAGE 1X10 only

Battery Backup Configuration

Frimary PWR Fail VDC Fiber Port Configuration
i ECHO Data GiMo O Yes
Battery PWR Fail 11.2
v VDC Long Cable ®No OYes
Battery Disconnect ‘-IDC
SAGE1SFT-00S02 Baseline Document Versior.3
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2.5.3 Batery Backup Configuration (SAGE 1X50 only)

Primary PWR Fail The voltage at which the Primary Power is considered to be failed (12.0
volts is the default), forcing automatic switokier to Battery. This event is available
as a status Source Point (uné& Analog Inputs), which can be mapped to the
Master.

Battery PWR Fail The voltage at which the Battery will be considered failed (11.2 volts is
the default). This event is available as a status Source Point (under AC Analog
Inputs), which can be mappedlthe Master.

Battery Disconnect The voltage at which the Battery is disconnected (10.8 volts is the
default). The disconnect prevents the battery from completely discharging.

Note: Once the battery is disconnected, the Primary Power must be restaesltbefRTU will
reconnect the battery.

2.5.4 Home Screen Setup

The Home Page Message function is used to modify the information displayed in the text box on the login
page. There is a limit of 2048 characters in the display. Only a user with configuratitegprcan make
changes to the content of the message unlike previous versions, where all users could modify the content.
This window can als be used to changee NERC ClIPUnauthorized Use Warning Banner.

Home Screen Setup

Home Page Message

Home Screen Message

SAGE 2400
C3414-500-502K0 Release
October 9, 2015

e

49 /2048 characters used Set

2.5.5 Fiber Port Configuration (SAGE 1X10 only)

ECHO DataPress No if this RTU is the master on a fiber optic loop or the only staadiber
optic connection. Press Yes if this RTU is a slave on a fiber optic loop. Default is

No.

Long Cable Press No if this RTU is driving the fiber optic transmitter less than 1 mile. Press Yes
if this RTU is transmitting to a device located mdrart 1 mile away. Default is No.

SAGELSFT-00S02 Baseline Document Versior2.3
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2.5.6 Crash Recovery Configuration
(See the appendices for detailed information)

Crash Recovery is a state of the RTU that allows you to back out of a bad configuration gracefully. The
recovery process is based on the prertiiaeyou can have a way to boot VxWorks without running any
applications. This allows you to reconfigure the RTU witHmaxingto run the last configuration.

Number of Restarts The number of restarts before the RTU starts VxWorks without
applicaions (for troubleshooting purposes). Works best under normal conditions if
the user accepts the default value.

Time between Restarts If crash happens in shorter time, it is logged as a restart. Works best
under normal conditions if the user acceptsbfault value.

Example: If the RTU crashes within 90 seconds after the beginning of bootup, that counts as one restart. If
this happens three times in a row, the RTU goes into Crash Recovery mode.

Notice that the default Time between Restarts is 90 siscoBecause the RTU takes about 60 seconds to
reboot, 30 seconds is allowed for a crash. If you have reason to believe that the configuration problem
takes longer to crash the RTU, enter a longer Time between Restarts.

2.5.7 Global Freeze Configuration

The Gldal Freeze application gives every port (meaning every master) the ability to read the exact same
accumulator values as every other port for any given instant of time. Additionally, the ports may be set so
that any master can initiate the freeze. Theiedgonfigurable lockout period whenever a freeze is

initiated. The driving idea behind the Global Freeze function is synchronization of power data between
ports.

Lockout Period (11 3600)

After any freeze that takes place which is triggered by any otle @fptions mentioned below there will

be a period where any other freeze that is sent to the remote during this period will be ignored. This time
period is in seconds and is entered by the user and is known asautqudriod'. This value should riog
greater than the freeze interval if the RTU clock is enabled. The default is 60 seconds.

Freeze triggers

Any combination of the five options listed can be selected:
Enable Freeze on Startup
Enable Freeze by Port
Enable Freeze by Status point
Enable Freeze by RTU clock
Enable Freeze After the Hour

The freeze triggers are further explained below.

Enable Freeze on Startup 1

Upon a RTU startup the Global Freeze task will immediately send a freeze.

Enable Freeze by Port

Select the port(s) that caead and initiate the Global Freeze. Ports may be selected to participate in the
Global Freeze but not initiate a freeze by simply selecting 'Read’ for the particular port. If you want the
port to be a freeze initiator, the Trigger' option should becsedl. Only those ports that are configured
which have protocols that are capable of sending a freeze will be in the choice list.
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Enable Freeze by Status Point i

Select a status point (hardware or software) that can initiate the freeze. The glokabdees on a
'CLOSE' on the selected point.

Enable Freeze by RTU clock i

By enabling this option the user must enter the freeze interval and the freeze delay in seconds.

Freeze Interval (11 3600)

The user has the option to do freezes based on an inbgrgatting the number of seconds between
freezes. For example, 900 to freeze every 15 minutes based on top of the hour; 3600 to freeze every hour
on the hour. Default is 3600.

Freeze Delay (07 [1 minus the Freeze Interval])

The freeze delay can be useglan alternative or '‘backup’ freeze in the case where the master station or
status point fails to send the freeze. The delay time must be less than the freeze interval. Based on the
delay, the RTU clock freeze initiates at the specified time but wéltete only after the delay period has
expired. If another freeze trigger is sent by a port or by the COS point during the delay period, it will
cancel the RTU clock freeze and immediately execute the global freeze. Default is 0.

Enable Freeze After the Hour

By enabling this option the user must enter the seconds after the hour and the interval within the hour when
the freeze is to occur.

Seconds After Hour (07 3599)

The user has the option to cause a global accumulator freeze a specified numberdsfafeon
the hour. Default is 0.

Interval Within Hour (sec) (07 3600)

The user has the option to freeze at subsequent intervals, in seconds, afterwards Default is 0.

Global Freeze Notes:

1. Ifthe RTU clock is enabled then the Freeze Delay plus the Lo&laniad must be less than the
freeze interval (Freeze Delay + Lockout Period < Freeze Interval).

2. If none of the options are selected the Global Freeze task will suspend.

General Note: No configuration changes take effect until the RTU is reset.

2.5.7.1 Global Freeze Status Points
There are two internal status points associated with Global Freeze. They exist only if Global Freeze has
been configured. The example below shows how the points might be mapped to a Master.
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Figure2-9 Global Freeze Status Points Mapping

DNPR Binary Input Point Mapping

Port Name : Port 1

Internal Status
Internal Status
Internal Status
Internal Status

_Pomt | DeviceName | PomName | mwene || SoumePomts |
TIME SRC FAIL Yes ® Ng Global Freeze v
Search..
LOCAL Yes ® No —
LOGGED IN Yes ® No Select All points
LOGIN FAILURE Yes ® No Glbl Frz Lockout
RTU POINTS FORCED Yes ® No Glbl Frz Event

oW M = O

Internal Status

Cancel Submit

Glbl Frz Lockout

The "GIbl Frz Lockout" closes when the freeze occurs and opens when the defined lockout period
expires.

Glbl Frz Event

The "GIbl Frz Event" closes when the freeze occurs and opens appteki 500 milliseconds

later. This point can be mapped to an alarm point to provide a contact closure at the RTU to
enable other substation devices to receive a pulse when the freeze occurs. The closure time is
fixed.

Figure2-10 Mapping Global Freeze Status Points to Alarms

Alarm Qutput Point Mapping

“Pomt | Deveename | pomame | mene || souceroms |
1 Global Freeze Glbl Frz Lockout Yes @ No Global Freeze v
2 Global F bl Frz Event . Sea=
obal Freeze = Yes No SERAE
Select All points
Glbl Frz Lockout
Glbl Frz Event
Cancel Submit
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2.5.8 Services Setup

The Services Setup configuration allows the user to select different protocols as required. There are no
restrictions on the protocols selected.

To run the RTU in thenost secure modeselect from the following options:

HTTPS I Hypertext Transfer Protocol Secure (Port 443) used by the GUI
SSHi Secure Shell (Port 22)

SFTP1 Secure Shell File Transfer Protocol (service inside of SSH)

Enable Remote Shell Allow VxWorks Shell access

= =2 =2 =4 -4

IPseci VPN connection to ensure secure network traffic

In the most secure mode, one protocol is required and a second is optional. The GUI uses HTTPS. The
tunnel functions use SSH.

To run the RTU in théeast secure modgselect from the fitowing options:
HTTP T Hypertext Transfer Protocol (Port 80) used by the GUI
Telnet - Network Virtual Terminal protocol (Port 23)

FTP i File Transfer Protocol (Port 21)

Enable Remote Shell Allow VxWorks Shell access

= == =4 =4 =4

PPP1 Alternate serial connection Ul

In the least secure mode, two protocols are required and one protocol is optional. The GUI uses HTTP for
the web browser and FTP to transfer configuration files. The tunnel functionglnse.
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Services Setup

Enable HTTP v
Enable HTTPS i
Enable FTP Server Cd
Enable S5H Server L

Enable SFTF service v

Enable Remote Shell v
Enable Telnet Server i
Enable Remote Shell v
Enable IpSec Service v
Enable PPP Server v

Figure2-11- CPU Page Services Setup

2.5.9 Ethernet Adapter Configuration

PPP Port
IP Address

Target Name

Default Gateway

Primary Port (J3)

IP Address

Subnet Mask
Secondary Port (J2)
IP Address

Subnet Mask

SAGELSFT-00S02

Address assigned by Schneider Electric. See Appendix E.
IP Address of this RTU

Network server name of the RTU (the network server that resolves this
name tathe IP address is the DNS server)

IP Address of the device connected to multiple physical TCP/IP
networks capable of routing or delivering IP packets between them. A
gateway translates between different transport protocols or data $ormat
(for example, IPX and IP) and is generally added to a network
primarily for its translation ability.

Name of the primary Ethernet port

IP Address of the Primary port

Primary Subnet Mask for the RTU on therRary Network

Name of the secondary Ethernet port

IP Address of the Secondary Port

Secondary Subnet Mask for the RTU on the Secondary Network

Baseline Document Versior.3
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Configure Routing Clicking the Configure Routing button will displalye following
screen

2.5.9.1 Ethernet Routing Table Configuration

The Ethernet Routing Configuration is used to route a network or host to a specific Ethernet on the RTU.
Information about the networks for the Primary and Secondary Ethernets is displayed ageth&p to
10 routes may be entered for each network available.

The Gateway, IP Address and Subnet Mask are entered and displayed in the dotted decimal format.

Ethernet Routing Configuration

Primary Port (J3) Routing Information

PotName  Efnemet Porl G | Route# | Type | Gateway | IPAddress | SubnetMask _
1 MNone r

|.P. Address 172.18.150.51 2 MNone ¥

Subnet Mask 2552552550 3 hoe =
4 Maone A
5] None r
o] MNone v
T Mone v
e Naone v
g Mone v
10 Naone v

Secondary Port (J2) Routing Information

A “Route# | Type | Gateway | IPAddress | SubnetMask |
1 MNone v

|.P_ Address 192 168.1.100 2 Mone ¥

Subnet Mask 2552552550 3 Mone ¥
4 MNone A
a Mene ¥
G MNone A
7 Mone ¥
b MNone A
9 Mone ¥
10 MNone v

Cancel| |Submit

Figure2-12 - Ethernet Routing Configuration

Route #i This column shows the rows associated with each network. Each row use must contain the Route
Type and the necessary data to create a route.

Route Typei Sel ect A Networko or "Host"
Gatewayi Specify the IP of the gateway host to the network
IP Addressi Specify the IP Address of the network or host

Subnet Maski Specify the network subnet mask

To add a route, do the following:
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For the Network type, you must enter a Gateway, |IP Address and Subnet Mask. The Gateway is the IPv4
host serving adhe gateway, the IP Address is the IPv4/IPv6 destination host or network address and the
Subnet Mask is .

For the Host type, you must enter a Gateway, and IP Address. The Gateway is the IPv4 host serving as the
gateway and the IP Address is the IPv4 dasitim host to add the route for.

2.5.10 Firewall Setup

From the CPU Config page, click the Configure Firewall Button.

Figure2-13: Configure Firewall Button

Ethemet Adapter Configuration

FPP Port * FPP Fort
I.F. Address 90.0.0.20
Target Name Telvent

Default Gateway

Primary Port (J3) Ethernet Port 0
I.P. Address 172.18.150.50
Subnet Mask 255.255.255.0
Secondary Port (J2) Ethernst Port 1
I.P. Address 192 165.0.45

Subnet Mask 2552552550

| Configure Routing | | Configure Firewalll[i}

Carefully configure the needed firewall rules for yourlR See the Firewall Configuration Manual for
help with the syntax for this file&Chapter 4) It is located hereSAGE Firewall Configuration Guide

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric


https://infrastructurecommunity.schneider-electric.com/docs/DOC-10048

Chapter2 - Configuration config@WEB Secure Software Users Guide 27

Figure2-14: Firewall Configuration

Firewall Configuration
Firewall Rules

/1 All Firewall rules that are to be applied at system startup should be placed in this file.
/f Note: All text following the "//" Is a comment and ignored by the Firewall server.

i

I Example Firewall rule to filter specific IP address

/f block in from 192.165.10.1 to any

.'l..'l.

! Example Firewall rule to filter range of IP addresses

/f block in from 10.0.0.0/8 to any

1

! Example Firewall rule to filter HTTP access

/f block in proto tcp from any to any port = 50

i

/f Consult the Wind River Firewall and MAT setup guide for a more detailed explantion
/f of Firewall configuration.

i

/{ End of rules

Cancel Submit

2.5.11 ACI Type

Use the radio button to choos2l128ACtTypmer OoAC4qawge F MR.
further information.

Navigation
Click the Submit button to accept the changes or the Cancel button to cancel changes.

Please note:No configuration changes take effect until the RTU is reset.

2.5.12 Internal Status Points

The firmwae automatically generates internal status points that are useful for monitoring important
functions within the RTU. The Internal Status Points appear as source points for mapping, as shown in the
example below.

Note: Internal status points are visiblelpavhen mapped to a master or any other function that is
capable of mapping points. The example below happens to be a slave protocol.
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Figure2-15 Mapping Internal Status Points

DNPR Binary Input Point Mapping

&=
Port# 1 Port Name - Port 1
| Point | DeviceName | PointName [ nwverte ||  SourcePoints |

0 Internal Status FRM TIME SRC FAIL “ves @ No » | Select Source [=]

1 Internal Status SEG TIME SAC FAIL “lYes @ No sy

2 Internal Status RUN “'Yes @ No

3 Internal Status TIME SRE FAIL JYes @ No

4 Internal Status IED FAIL J'Yes @No

5 Internal Status LOCAL J'Yes @No

6 Internal Status LOGGED IN J'Yes @No

7 Internal Status CONFIG CHG J'Yes @No

8 Internal Status RLL RUN J'Yes @No

9 Internal Status ETHERNET LINK “Yes @ No

10 Internal Status LOGIN FAILURE JYes @ No

11 Internal Status NEW USERS FILE RECEIVED _'Yes @ HNo

12 Internal Status NEW CONFIG FILE RECEIVED 'Yes @ No

13 Internal Status NEW FIRMWARE FILE RECEIVED Yes @ No

14 Internal Status INVALID UPDATE FILE RECEIVED _'Yes @ No

15 Internal Status MAX LOGIN FAILURES EXCEEDED Yes @ No

16 Internal Status RTU POINTS FORCED Yes @ No

Cancel Submit
Note: See the Data Displaghapter for the results of this configuration.
PRM TIME SRC FAIL
Indicates the health of the Primary Time Source. Close means the primary time source has failed. Open
means the primary time source is operational.
SEC TIME SRC FAIL
Indicates the healthf the Secondary Time Source. Close means the secondary time source has failed.
Open means the secondary time source is operational.
RUN
Il ndi cates whether or not the CPU is running. I n
onesecod change of status (similar to the blirdte of the Run LED on the SAGE 3030 and 3030M).
Normally changing status every second.
TIME SRC FAIL
Indicates the health of either Time Source. If two time sources are configured (primary and secondary),
Closemeans one of the time sources has failed. Open means both sources are operational.
IED FAIL
Indicates the status of all of the IED(s) connected to the RTU. Close means the communications to at least
one IED(s) has failed. Open means that all IED(s) camaation is normal. Normally Open.
LOCAL
Indicates the status of the Remote/Local switch. Close means the switch is in the Local position (no power
to controls). Open means the switch is in the Remote position (controls have power). Normally Open.
Starting with C3414600-S02K2 firmware, commands sent when the RTWikdcal Mode will generate a
System Log entry.
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LOGGED IN

Indicates whether or not someone is logged into the device. Close means that one or more persons are
logged in. Open means that no one is logged in.

CONFIG CHG
Indicates whether or not the configuration has been changed since the last reset.n@lmss there has

been a configuration change since the last reset. Open means there has been no configuration change since
the last reset. Normally Open.

RLL RUN

Indicates whether or not an RLL program is running. Closed means there is an RLL (ISa@80kEm
running in the RTU. Open means there is no RLL program running.

ETHERNET LINK

Indicates whether or not there is a valid Ethernet link circuit connected to the Ethernet connector. Closed
means there is a valid Ethernet connection to the RTlen@peans there is not.

MAX LOGIN FAILURES EXCEEDED

When the number of failed |l ogin attempts exceeds
CPU Page.

INVALID UPDATE FILE RECEIVED

When an update file is received that fails the security testeodzip file or tar file. For the user account
file, if the encryption of the file is bad, this point will toggle.

NEW USERS FILE RECEIVED

When a new user account file is successfully received and put into use.

NEW CONFIG FILE RECEIVED

When a new configation package is received and successfully stored.

NEW FIRMWARE FILE RECEIVED

When a new firmware package is received and successfully stored.

Note: If the optional C3463 Switched Ethernet PC/104 card is installed, the Ethernet Link
indication will alwaysshow a valid Ethernet connection.

LOGIN FAILURE

Indicates whether a failed login has occurred. This point is changed from open to closed to open when a
failed login occurs, so it will be most rare to see a state other than open.

NEW CONFIG FILE RECEIVED

When a new configuration package is received and successfully stored.
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RTU POINTS FORCED

Indicates 1/O point(s) on the RTU are currently forced.

2.5.13 Internal Analog Points

The firmware automatically generates internal analog points that are essentially systemcd date
values. The Internal Analog Points appear as source points for mapping, as shown in the example below.

Note: Internal analog points are visible only when mapped to a master or any other function that
is capable of mapping points. The exanipdow happens to be a slave protocol.

Figure2-16 Mapping Internal Analog Points

DNPR Analeg Input Peint Mapping

I &
Port#:1 Port Name - Port 1
| _Point | DeviceName [ PointName | cMine [ Cwmaxe~ | DB~ ||  SourcePoints |
0 Internal Analogs [irEAr -32787 32767 41 « |Intemnal Analogs
1 Internal Analogs [monTH sarer sarer o ‘E;ZRE
2 Internal Analogs [pav -2arer =27er “ Select All points.
3 Internal Analogs [Hours -22787 32767 41 YEAR
4 Internal Analogs [rins _szrar 22787 pr g;)\I’\JTH
5 Internal Analogs [sEcs 22787 32767 a1 HOURS
6 Internal Analogs [urc_correcT 22787 32767 41 MINS
7 [sPare 32787 32787 1 SECS
8 [sPare 32787 32787 21 BICICORRECT]
9 [sPare 32787 32787 a1
Note: See the Data Display chapter for the results of this configuration.
YEAR
Scales the analog to the year set in th&/RTme Configuration.
MONTH
Scales the analog to the month set in the RTU Time Configuration.
DAY
Scales the analog to the day set in the RTU Time Configuration.
HOURS
Scales the analog to the hour set in the RTU Time Configuration.
MINS
Scales the analdg the minute set in the RTU Time Configuration.
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SECONDS
Scales the analog to the second set in the RTU Time Configuration.
UTC_CORRECT
Scales the analog to the UTC Correction, if any, set in the RTU Time Configuration.

2.5.14 Internal Accumulator Points

The firmware automatically generates internal accumulator points. The Internal Accumulator Points appear
as source points for mapping, as shown in the example below.

Note: Internal accumulator points are visible only when mapped to a master or any other function
that is capable of mapping points. The example below happens to be a slave protocol.

Figure2-17 Mapping Internal Accumulator Points

DNPR Counters Point Mapping

(=]
Port#: 1 Port Name : Port 1
| Point | DeviceName |  PointName | DBe ||  SoucePoints |
0 Internal Accumulators JurTIME 0 # | Internal Accumulators (=]
1 Internal Accumulators [successFuL Loems ° ‘S;:I.ZRE
2 Internal Accumulators |FaiLED LoGins o Select All points
3 Internal Accumulators USER ACCOUNT VERSION 0 UPTIME
4 Internal Accumulators RTU FOINTS FORCED 0 SUHOESIAUL LOELE
FAILED LOGINS
USER ACCOUNT VERSION
RTU POINTS FORCED
Note: See the Data Display chapter for the results of this configurati
UPTIME
Generates tick marks for every second of UPTIME since last reset.
SUCCESSFUL LOGGINS
Generates tick marks for every successful loggin since last reset.
FAILED LOGGINS
Generates tick marks for every failed loggin since last reset.
USER ACCOUNT VERSION
Contains the version number of the user account file currently being used.
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RTU POINTS FORCED

Indicates the number of I/O points on the RTU that are currently forced.

Naming Points

As mentioned previously, and as described throughout this manuahaypname source points as you
configure them. There is a forty five character limit to the name of a point. The interface will not allow

you to input more than forty five characters. However, some customers have created macros of various
types in whichthe macro automatically reads a column of a spreadsheet and places those names into the
The problem with this

appropriate XML

file.

config@WEB Secure Software Users Guide
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2.6 on the name or a filter for the type of character. The problill show up when the RTU tries to run a
long charactecount name, or an inappropriate special character.

t ech

The following characters (shown below) may be used when typing into the GUI, but will present problems
when placed directly into the XML file. V\m the character is typed into the GUI, it is replaced by the
string on the right in the table. The string is retranslated into the original character for display. If any of
these special characters are entered directly into the XML file, the prograusevthem just as they are
and will cause problems.

2.7

Figure2-18 Special Characters

Special Character Name Replaced by
& Ampersand &amp;

< Less Than &lt;

> Greater Than &gt;

f Double Quote &quot;

o} Apogrophe &apos;

Warning: The lesson is that, if you write a macro to place point names in an XML file, be sure
you limit names to forty five characters and that you replace special characters with the "Replaced

by" string listed above.

Copying Multiple Pt Names fom a Spreadsheet

Point names may be copied from an Excel column of names as shown below. Select and copy the range to
your clipboard.

SAGELSFT-00S02

Note: Not all configurations or protocols support this feature.
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Figure2-19 Spreadsheet Column of Point Names

Foint Name Cie
COMM_STS FEE
STSET [32
TLR & Cu :
TLE-a cony :
TLR [ Paste C
TLH Paste Special. ..

TLE Insert Copied Cells...

TLE Celete. ..

ULk Clear Conkents

TLA

TLE ~d Inserk Comment

TLH =T Format Cells...

TLH Pick Frarn Drop-down List. ..

TLA Create List...

TLE ‘-:_?_,_J Hyperlink. ..

TLE Q-_JL Look Up...

TLED=ZS FEE
TLEC 26 FEE
SOA FEE
SOB1 FEE
S0C1T FEE
S0AZ FEE
SOBZ2 FEE
SOC2 IFEE

Then paste into the point name source (such as IED point names) as shown below.

SAGELSFT-00S02
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Figure2-20 Pasting Point Names Into Hardware Status Source Names

DNPM Status Configuration

Port # 3 Paort Mame : Port 3
IED# 1 IED Mame : DNPFM_IED_1

Page 1of 2 Gn'rgl:l [Wext ==
ot | hame | iDpom |

il | |
0
e e
you wish names to

= |IED—5TS 2 starts, then right clict | |2 |
3 |IED_5TS3 N VR E |
4  |IED_STS 4 | 4 |
5 |IED_STSS HE |
6§ |ED_5TS6 HE |
7  |IED_STS7 |7 |
3 |ED_S5TS8 IE |
9 |ED_5TS9 E |
10 |IED_STS 10 | |10 |
11 |IED_5TS 11 |11 |
12 |IED_5TS 12 |12 |
13 |IED_5TS 13 |13 |
14 |IED_5TS 14 | [14 |

| Cancel | | Submit |

Click on Allow Access to paste the names into the Configuration.

Note 2: This feature is not widely implemented. If you don't see the "Paste” message as shown
above, then the particular screen has not been upgraded yet.

Figure2-21 Dialog Message

Internet Explorer, b__q

r[ﬂ Do you want to allow this webpage to access your
?. Clipboard?

If wou allow khis, the webpage can access the Clipboard
and read information that vou've cut or copied recenthy,

Allowe access ] ¢ Don't allow |
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Figure2-22 Results of Paste
DNPM Status Configuration

Port # 2 Port Mame : Port 3
IED# -1 IED Name : DNPM_IED_1
FPage 1of2 GC'T‘-"I:I Mext ==

N ™ S T
1 |[cOoMM_STS -1 |

0 |STSET o |

1 |TLED11 |1 |

2 |TLED1Z |2 |

3 |TLED13 HE |

4  |TLED14 | 4 |

5 | TLED1S ME |

6 |TLEDI16 |6 |

7 |TLED17 |7 |

8 |TLED1B HE |

9 |TLEDI1O HE |

10 | TLED20 | |10 |

11 | TLEDZ1 |11 |
12 | TLED2Z |12 |
13 | TLEDZ3 |13 |
14 | TLED24 | [14 |

| Cancel | [ Submit |

Notice that the Paste operation will encompass as many pages as required to accommodate the number of
names you have selected, as long@sve assigned enough point names.
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Figure2-23 Second Page
DNPM Status Configuration

Port # 2 Port Mame : Port 3
IED# :1 [ED Mame : DNPM_IED 1
== Previous Fage 2 of 2 CoTo
(Pont| _ Mame | IEDPoint |
15 TLEDZ25 15
16 TLEDZ2E 16
17 a0A1 17
18 S0B1 18
19 a0Cc1 19
20 S0A2 20
21 S0B2 21
22 S0cz2 22
| Cancel | | Submit |

Note 1: This technique for pasting names works with columns of names from other application
sources besides a spreadsheet, such as Notepad.

2.8 Retrences Configuration

The References Configuration screen allows you to name the references or accept the default names. You
may also set the temperature units (°F or °C) and correct the temperature reading (enter the current correct
temperature at the RJ). SeeFigure2-24. Click Submit when you are satisfied with the configuration, or
Cancel to back out of the function without saving.

Figure2-24 References Configutian

References Configuration

|bb_gnd_ref
|bb_+5.0v_REF
[bb_+45_ref
|bb_-4.5%_ret

bb_temp_ret - 74
| |

|bb_cic_in

L N e A

Cancel Submit

The following table defines the EGU Min and EGU Max values for the references.

Note: The SAGE 2000 baseboard sets the type for the bb_+5.0V_REF, temperature reference,
and DC Input voltage to be unipolar. However, for flexibility, the defaultferpoints when
mapping to a master is bipolar. There are two ways to handle thizhahge the C Min and C
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Max in the RTU to be unipolar for those references (for instance, for Series V protocol, 0 to 2000
counts instead 62000 to 2000 counts. Zhange the master station analog scaling for these two

points to use the2000 to 2000 count range.

Table2-1 SAGE 2X00 Reference Points

Ref # | Reference Reference Type EGU Min | EGU Max | EGU
Name
1 Ground bb_gnd ref Bipolar -5 +5 VDC
2 Full Scale bb_+5.0V_REF | Unipolar 0 +5 VDC
3 Positive bb_+4.5V ref Bipolar -5 +5 VDC
4 Negative bb -4.5V_ref Bipolar -5 +5 VDC
5 Temperature bb_temp_ref Unipolar -58 +842 DEG F
5 Temperature bb_temp_ref Unipolar -50 +450 DEGC
6 DC Input bb_dc_in Unipolar 0 +39 VDC
Table2-2 SAGE 1X50 Reference Points
Ref # | Reference Reference Type EGU Min | EGU Max | EGU
Name
1 Ground bb_gnd_ref Bipolar -3 +3 VDC
2 Positive 2.5 bb_+2.5V_ref Bipolar -3 +3 VDC
3 Negative 2.5 bb -2.5V_ref Bipolar -3 +3 VDC
4 Temperature bb_temp_ref Bipolar -58 +185 DEG F
4 Temperature bb_temp_ref Bipolar -50 +85 DEG C
5 Battery Power bb_bat in_ref Bipolar -33 +33 VDC
6 Primary Power | bb_pwr_in_ref Bipolar -33 +33 VDC
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Table2-3 C3830 Reference Points

38

Ref # | Reference ReferencdName | Type EGU Min | EGU Max | EGU
1 Ground bb_gnd_ref Bipolar -5 +5 VDC
2 Full Scale bb_+5.0V_ref Unipolar -5 +5 VDC
3 Positive bb_ +45V_ref Bipolar -5 +5 VDC
4 Negative bb -4.5V_ref Bipolar -5 +5 VDC
5 Temperature bb_temp_ref Bipolar -58 +185 DEG F
5 Temperature bb_temp_ref Bipolar -50 +85 DEG C
6 C3830 Ground C3830_gnd_ref | Bipolar -5 +5 VDC
7 C3830 Ground C3830_gnd_ref | Bipolar -5 +5 VDC
8 C3830 Aux C3830_aux_in Bipolar -5 +5 VDC
29 Analog Inputs Configuration
Click on the Analog Inputs button to enter the total number of DC hardware analog poinEgusee
2-25. Click Continue to configre the points, or Cancel to back out of the function without saving.
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Figure2-25 Analog Inputs Configuration

Schneider Config@WEB aamin (Logout)

Tuesday, October 27, 2015 11:28:28 AM
Electric

Configuration Data Display Command Up/Download

References

Analoq Inputs
Point Configuration
& Number of points p

Applications Ethernet Comm Continue =>

Serial Comm

Analog Outputs

HSPCI

The Analog Configuration screeRigure2-26) allows youto name each analog point, select the type of
input from a dropdown menu, and set the engineering scaling.

You are not required to set the EGU Min and EGU Max because these values are used only on the RTU
Data Display (the Engineering Unit values are s®it to the Master). However, for troubleshooting
purposes, it is good practice to set the EGU Min and EGU Max to the same values used on the Master
station.

Click Submit when you are satisfied with the configuration, or Cancel to back out of the funittiout
saving.
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Figure2-26 Analog Configuration

Analog Configuration

Type

EGU Min

40

EGUMax | |

Physical point
numbers

1
2
3
4
5
6

Change names a
needed or accepi
defaults

11
12
13
14
15
16

17
18

ANALOG 1

ANALOG 2

ANALOG 2

ANALOG 4

ANALOG 5

ANALOG 8

ANALOG T

ANALOG 8

ANALOG 9

ANALOG 10

ANALCG 11

ANALOG 12

ANALOG 12

ANALOG 14

ANALOG 15

ANALOG 18

ANALOG 17

AKMAl M2 10

éick on Header to
Change All

and/or select from droj
down menu to change
individual values

- J
—<]

2.10

Click on Header to
Change All

=]

Click on Header to

Change All

Change Al

Qnd/or chanae

+/-

O-1rn,
0-3

1mA [w]

- 1ma (=]
- 1ma [ ]
- 1ma (=]

- 1ma [ ]

Cancel to

discard
changes

Submit to
save change
and goback
to previous

Please note:No configuration changes take effect until the RTU is reset.

Digital Inputs Configuration

Click Digital Inputs button to entehé total number of hardware digital points.
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Figure2-27 Configure Digital Inputs

nfig@WEB a2

Tuesday, October 27, 2015 11:40:38 AM

RIU LOmgurduon

http://172.18.150.55/fs/config/config.htm

Sc

Electric

Configuration Data Display Command Up/Download

Analog Inputs

Serial Comm Digital Ineute
Point Configuration
Applications Ethernet Comm Counts per cycle =]
I Number of points he

Continue > >

Analog wutputs

2.10.1 Counts per cycle

If some DI points will be configured as accumulator points, select either 1 or 2 counts per cycle for
accunulators from the dropdown menu. The number of counts is calculated by rising and falling edges as
follows:

2.10.2 Counts percycle=1

Form A: 1 is added to the accumulator on the debounced rising edge (closed state) of the digital
input point assigned to tteeecumulator point.

Form C: 1 is added to the accumulator when the debounced transitions on the two digital input
points assigned to the accumulator point have been received and validated, 0(Open) 1(Closed)
state to 10 state to 01 state adds 1 count.

2.10.3 Couns per cycle =2

Form A: 1 is added to the accumulator for each debounced rising or falling edge of the digital
input point assigned to the accumulator point.

Form C: 2 is added to the accumulator when the debounced transitions on the two digital input

points assigned to the accumulator point have been received and validated, 01 state adds 1 count
and 10 state adds 1 count.

2.10.4 Number of points

Enter the total number of DI points. This includes both status points and accumulator points.

Click Continue to confjure the points, or Cancel to back out of the function without saving.
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On the Digital Input Configuration screen, type in a name for each point or accept the default names.
Select whether the point is to be Spare, Status, Form A Accumulator, or Forcu@uator.

Note: When selecting a digital input point to be a Form C accumulator, the digital input point
immediately following must first be set to Spare. When defining a point to be Form C, the next
point will be grayed out and not allow further entry.

Click Submit when you are satisfied with the configuration, or Cancel to back out of the function without
saving.

Figure2-28 Digital Input Configuration
Digital Input Configuration

ome

1 DI_PNT_1 () Spare @ Status "'Form A ) Form C g
2 DI_PNT_2 ") Spare @ Status 'Form A ") Form C
3 DI_PNT_3 ") Spare @ Status 'Form A ) Form C
4 DI_PNT_4 ") Spare @ Status "' Form A ") Form C
5 DI_PNT_ 5 ) Spare @ Status 'Form A ) Form C
6 DI_PNT_6 ") Spare @ Status "' Form A ") Form C
7 DI_PNT_7 ) Spare @ Status 'Form A ) Form C
8 DI_PNT_8 ") Spare @ Status "'Form A ") Form C
9 DI_PNT_9 ) Spare @ Status ~'Form A ") Form C
10 DI_PNT_10 () Spare @ Status "'Form A ) Form C
11 DI_PNT_11 () Spare @ Status "'Form A ) Form C
12 DI_PNT_12 ") Spare @ Status 'Form A ) Form C
13 DI_PNT_13 ") Spare @ Status "'Form A ") Form C
14 DI_PNT_14 -:-Sparc @ Status 'Form A ") Form C
15 DI_PMNT_15 ) Spare @ Status 'Form A ) Form C
16 DI_PNT_16 ) Spare @ Status 'Form A ") Form C
Navigation
Click <<Prev to navigate to the preve@6 points, if applicable. Pagef n tells you which page (of a
total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
2.11 button. Click Next>> to go to the next 16 points, if applicable. Click the Cantton to discard changes.
Click the Submit button to accept the changes.
Please note:No configuration changes take effect until the RTU is reset.
Control Configuration
Click on Control button, then type in the number of control points. Select &Bt@r Skip BB SBO, or
BB DO (BB means baseboard). Skipping baseboard SBOs would be a good option if the baseboard SBOs
were not suitable for the application. Baseboard SBOstbe skipped to use the full complement of 128
SBO XTs (256 relays). Only 123BOs (248 relays) may be configured if the baseboard SBOs are not
skipped. Below is a further explanation of the radio buttons. This example is for the SAGE 2X00 only.
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SBO  SBO option using baseboard relays
Skip BB SBO SBO option not using baseboard yala Physical relays must be removed from the
sockets if this option is selected. If you intend to use SFB DOs without using BB DOs, or BB SBOs, be
sure to check this option.
BB DO No SBO points configured in RTU, only DO points.
Refer to the appropriateardware manual for correct jumpering of baseboard.

Click Continue to configure the points or Cancel to back out of the function without saving.

Figure2-29 Control Configuration

Schneider Config@WEB admin. (Logout)

: Tuesday, October 27, 2015 11:42:54 AM
Electric

Configuration Data Display Command Up/Download

Analog Inputs
Sernal Comm Digital Inputs

Applications Ethernet Comm Contral
Control Configuration

@ sBO" Skip BB SBO ") BB DO

Continue > =

Analog | Number of points 0|

Enter the name of the €Bpoint and the Execute Time for each SBO, or accept the defaults. You may
click on the header Execute Time to set a time for all SBOs. You may also change the individual Execute
Time for selected SBOs. The Execute Time entered will be used as thik Wbfuoperating controls

through the UIF and also for protocols that do not have the ability to send the control execute time in an
MTU-to-RTU message.

Click Submit when you are satisfied with the configuration, or Cancel to back out of the functioatwith
saving.
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Figure2-30 SBO Configuration
SBO Configuration

1

2

3 580 3 500 Click on Header to

4 SBO 4 500 Change All

3 SB05 500

6 SBO 8 500

7 SBO7 500

8 B = }gnd/or chanae

9 SBEO 9 500 (

10 SBO 10 E-DD/

11 SEO 11 500 (ms)

12 SBO 12 500 (ms)

13 SBEO 13 500 (ms)

14 SBO 14 500 (ms)

15 SBEO 15 500 (ms)

16 SBO 18 500 (ms)

17 SBEO 1T 500 (ms)

18 SBO 18 500 (ms) i
Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Fafa tells you which page (of a

total number of pages) you are on. Gatspecific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16 points, if applicable. Click the Cancel button to discard changes.
Click the Submit button to accept the changes.

Please note:No configuration chnges take effect until the RTU is reset.

If the BB DO radio button selection is made, the relays on the baseboard will operate as general purpose
digital outputs and the screen showrrigure2-31 will come up when theontinue button is depressed.
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Figure2-31 DO BB Configuration
DO Configuration

45

Momentary Relay
Duration

1 DO_PNT 1 500 (ms)
2 DO_FNT 2 500 (ms)
3 DO_PNT 2 500 (ms)
4 DO_FHT 4 500 (ms)
5 DO_FNT 5 500 (ms)
[ DO_PNT 6 500 (ms)
7 DO_PNT 7 500 (ms)
8 DO_PNT & 500 (ms)
Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note:No configuration changeake effect until the RTU is reset.

2.12
SF Bus Configuration (SAGE 2X00 Only)
Click on SF Bus button to configure the Special Function Bus (SFB), as sh&iguie2-32.
Configuring the SFB is required for ACI cards, 183E cards, some Analog Output cards, High Speed
Pulse Counter Input cards, and Digital Output cards.
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Figure2-32 Configuring Special Function Bus

Schneider Config@WEB acmin (Locout)

. Tuesday, October 27, 2015 11:47:20 AM
Electric

Configuration Data Display Command Up/Download

References
Analog Inputs

Serial Comm Digital Inputs

Applications Ethernet Comm

Analog Outputs

ML

Select from the dropown menu the SFB Card Types caledhe SFB. Start at the RTU and follow the
ribbon cable to the last XT on the cable chain. Fgare2-33.

This data is required for correct operation of the RTU because the XTs placed on the SFB are position
dependent. If a designated SFB XT fails, operation of that type of data is disabled, rather than operating
the wrong digital output or reporting the status of an input incorrectly.

Note: The ACI notation for the SFB refers to the AC Analog inputs. Additié@ theory
information is to be found in the manual:
C3244 AC Analog Input Option, Manual Number C3244A -00011.

As an example of how the SFB might be configured with two 1IMSSOE cards and two ACI cards, begin
with Figure2-33.
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Figure2-33 Example SFB Configuration

Special Function Bus Card Configuration

SFB Carl:l
SFE Card type Configure each XT Copy to Card

Select 1 1MSSOE [w] Configure SFB XT# 1  copy |
Select 2 1MSS0E [ ] Configure SFB XT# 2
Select 3 ACH [=] Configure SFB XT# 3
Select 4 ACI [=] Configure SFB XT# 4
Select 5 Mane (=] -
Select 6 None  [w] -
Select 7 Mane (=] -
Select 8 None  [w] -
Navigation

Click the Back button to go back to the Configuration screen.

Please note:No configuration changes take effect until the RTU is reset.

After you select the SFB Card Type, "Configure SFB XT#" will appear under "Configure each XT". The
underlined blue legend means it is a clickable link. Click on the link to configure the 1IMSSOE card.

Note: If the configuration for a particular card is neathg tsame for the next card of the same
type, you can save some time by copying the configuration as shown in

Figure2-34.

Figure2-34 Copying an SFB Configuration

Special Function Bus Card Configuration

SFB Carl:l
SFE Card type Configure each XT Copy to Card

Select 1 1MSSOE [w] Configure SFB XT#1_ Copy

Select 2 None  |w] 4= -
Select 3 Mene  [] .
Select 4 None  [w] -
Select 5 Mane (=] -
Select 6 None  [w] -
Select 7 Nene  [¥] -
Select 8 None  [w] -

Navigation

Click the Back button to go back to the Configuration screen.

Please note:No configuration changes take effect until the RTU is reset.
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2.12.1 ACI Type (SAGE 2X00 and SAGE 1X50 Only)

Warning: The applications Energy Calculation, Timing, and the A@kfion all use the same
BB ram memory space; therefore only one of these applications may be run at any given time.

From the CPU Configuration screen, you have a choice of two types of AC Analog Inputs: Either ACI or
FMR. See the following sections fon axplanation of each type.

2.12.2 FMR Type AC Analog Inputs Configuration

From the CPU Configuration screen, click the radio button for FMR.

Figure2-35 Choosing Between FMR or ACI

CPU Configuration

RTU Information Crash Recovery Configuration Ethernet Adapter Configuration

RTU MName Config@WES Number of Restarts 3 PPP Port * PPP Port
Part Number C3414-500-502K0 Time between Restarts 20 P Address 90.0.0.50
Application Name C3414-500-502K0.out

ViWorks Ver C3414-500-996J2 Target Name -SE-

GUI Version C3414-500-502K0 Ed petautt Gateway 172181801
User Version Schneider_Electric_1

PIC Version Primary Port (J3) Ethemet Fort 0
Line Frequency e[| Hz ACI Type I ACI @ FMR |.P. Address 172.18.150.55

Subnet Mask 255.255.255.0
DNP Profile Services Setup)
Secondary Port (J2 Ethemet Port 1
Mfg. Hardware Ver Changehle Enable HTTP ry J2) ermet Por
|.P. Address
ID Code Changsite Enable HTTPS
Subnet Mask
Serial Num ChangeMe
Enable FTP Server
Prod Name & Model SAGE 2400
Enable SSH Server
RTU Time Configuration Enable SFTP senvice
Time Server Primary/Secondary Edit Enable Remote Shell
RTU Time & Date 10/26/2015 16:52:56 dit
— || Enable Telnet Server
Home Screen Setup Enable Remote Shell
Home Page Message Edit] 'enaple IpSec Service
Enable PPP Server
Navigation

Click the Submibutton to accept the changes or the Cancel button to cancel changes.

Please note:No configuration changes take effect until the RTU is reset.

The ACI Card Configuration screen is used to configure a database record for the ACI subsystem. This
menu allove you to enter information about the circuit that you are monitoring and the data to be returned
via the ACI subsystem.

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter2 - Configuration config@WEB Secure Software Users Guide 49

Figure2-36 FMR Type ACI Card Setup
ACI Card Configuration

ACI Card Setup

Card Mame ACI on BUS 1
Card is Currently Disabled >

Sensor Type 120V_PT E]/ SAC
Metering Type Type_2 LIMDSEY
Nominal EGU for Current £00.0 sQUARE_D
Nominal EGU for Voltage 7200.0

Low Current Cutoff Point 1
Low Voltage Cutoff Point 1
Demand Scale Factor

Event Detection Parameters

Phase Current Threshold 500.0 Event monitoring

MNeutral Current Threshold 100.0 Report sag/swells ZiYes @ No
Voltage swell Threshold T560.0 Report outages Dives @ No
Voltage sag Threshold £840.0 Use voltages in outage = ") Yes @ No

Current outage Threshold 100 Validation time 1 {cycley

Voltage outage Threshold  10.0

Card Name

Type in a card name or accepétdefault. This entry usually corresponds to the circuit or the device the
ACI card is monitoring. The card name corresponds to the source point name in the data mapping routine.

Card is Currently (Enabled, Disabled)

This field must be set to Enabledftse the ACI will perform any analog measurements.

Navigation
Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

Sensor Type

From the dropdown menu, select the Input type from 69V_PT, 120V_PT, S&C, LINDSEY, or
SQUARE_D, as shown iRigure2-37. For each sensor type you may click the

Edit Sensor Data button to edit sensor data as required. The configuration requirattibg h
this button is further described in sect®i24.
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Figure2-37 FMR Type ACI Card Configuration Sensor Type
ACI Card Configuration

ACI Card Setup

Card Mame ACI on BUS 1

Card is Currently Disabled [ |

Sensor Type
Metering Type

MNominal EGU for Current
Nominal EGU for Voltage
Low Current Cutoff Point

Drop-down menu

: for Sensor Types
Low Voltage Cutoff Point

Demand Scale Factor Kile []

Event Detection Parameters

Phase Current Threshold 500.0 Event monitoring Dives @ No
MNeutral Current Threshold 100.0 Report sag/swells ZlYes @ No
Voltage swell Threshold T560.0 Report outages Dives @ No
Voltage sag Threshold £840.0 Use voltages in outage = ") Yes @ No
Current outage Threshold | 10.0 Validation time 1 (cycles)

Voltage outage Threshold  10.0

Navigation
Click the Cancel button to discactianges. Click the Submit button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

Metering Type

From the dropdown menu, select 3 for 3 element metering, 2.5 for 2 1/2 element metering, and 2 for 2
elementmetering. The calculated values for the different metering types are shdahle®-4, Table

2-5, andTable2-6. Please refer to the C32ALI Analog Input Option manual (C3244AA -00011) for
termination requirements.

Table2-4 Calculated Values for-Blement Metering

Phase and Total Watts

Phase and Total VARs

Phase and Total PF

Phase and Tal VA

Phase frequency, voltage derived

Phase RMS Current

Phase RMS Voltage

Harmonic content (2nd through 7th) of ABC voltage and ABC current
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RMS Neutral current

Table2-5 Calculated Values for 2 1/2lement Metering

Phase and Total Watts

Phase and Total VARS

Phase A & C and Total PF

Phase A & C and Total VA

Phase A and C frequency, voltage derived

Phase RMS current

Phase A and C RMS voltage

Harmonic Content (2nd through 7th) of A&C voltage arBiAcurrent

RMS Neutral current

Table2-6 Calculated Values for-Element Metering

Total Watts

Total VARs

Total PF

Total VA

Phase AB and BC frequency, voltage derived

Phase A and C RMS current

Harmont Content (2nd through 7th) of AB & BC volts and A & C current

Nominal EGU for Current

Enter the 100% nominal value for the current. This value is used to scale analog data for display and
calculation of other analog data. Seable2-7. The RTU will report 150% of this parameter to the master
allowing measurement and reporting of 50% enagrge. For example, if it is set to 600 amps, the
maximum reported value would be 900 amps.

Nominal EGU for Voltage

Enter thel00% nominal value for the voltage. For 3 and 2 1/2 element metering, this value must be line
to-neutral voltage. For 2 element metering, this value istbd@ae voltage, This value is used to scale
analog data for display and calculation of othealag data. Se€able2-7. The RTU will report 125% of

this parameter to the master allowing measurement and reporting of 25%ager For example, if it is

set to 7200 volts, the maximum reportable value wil®6@0 volts.
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Note: Remember, the voltages you enter fegl8ment and 2 1/2lement metering are measured
from line to neutral. Voltages for@ement metering are measured line to line.

Table2-7 Current &Voltage Scaling for Page 1

Calculated Type Scaling Source | EGU Min | EGU Multiplier Engineering
Max Unit (EU)
Current Unipolar | AC Analog 0.0 X 1.50 Amps
Configuration
Voltage 0.0 X 1.25 Volts

Note: X designates operat@ntered values.

Low Current Cutoff Point

Enter the percentage of the fgltale value for the ACI subsystem to utilize in determining a low current.
Current readings below this threshold will be treated as 0 when computing power and harmonics. For
example, if it is set at 1% and nomiif@eder current is 600 amps, the ACI subsystem will consider any

current below 6 amps as zero and will not waste time computing power and harmonics because it may be
meaningless.

Low Voltage Cutoff Point

Enter the percentage of the fgltale value for th ACI subsystem to utilize in determining a low voltage.
Voltage readings below this threshold will be treated as 0 when computing power and harmonics.

Demand Scale Factor
From the dropdown menu, select Unity, Kilo or Mega for scaling Watts, VARs, VAtwaurs and
VAR-_hours. This field selects the units for scaling real and reactive power and accumulated real and
reactive power.
Unity - Watts, VARs, VA, Wh, VARh
Kilo - kW, kVAR, kVA, kWh, kVARh
Mega- MW, MVAR, MVA, MWh, MVARhO
Phase Current Threshold
Enter the RMS current threshold for identifying an event on a phase current.
Neutral Current Threshold

Enter the RMS current threshold for identifying an event on the neutral current. Set the threshold to a high
value to disable neutral event detection.

Voltage swell Threshold
Enter the RMS voltage threshold for identifying a voltage swell event on a phase voltage.

Voltage sag Threshold

Enter the RMS voltage threshold for identifying a voltage sag event on a phase voltage.
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Current outage Threshold
Enter theRMS current threshold for identifying a current outage event on a phase current.
Voltage outage Threshold
Enter the RMS voltage threshold for identifying a voltage outage event on a phase voltage.

Event monitoring

Click the radio button for "Yes" to enabévent monitoring. This flag must be set to Y to enable any event
monitoring (must be true for any event activity to occur).

Report sag/swells

Click the radio button for "Yes" to enable reporting of phase over and phase under voltage events.

Report outages

Click the radio button for "Yes" to enable current outage event reporting.

Use voltages in outage

Click the radio button for "Yes" to enable voltage outage monitoring.

Validation time

Enter the number of cycles that an event must be present to qsaéifyalid event. A value of 1 will
cause an immediate validation of the event. If some other value is entered, the trigger event must be
maintained for this number of cycles before the event will be validated.

2.12.2.1 Edit FMR Type ACI Data

Press the butto EQitACI Data |to go to the screen for ACI Data Configuration (Bégure2-38).
Use the scroll bar as necessary to access all functions on this screen.
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Figure2-38 FMR Type ACI DataConfiguration
ACI Data Configuration

-

Volts Phase A 0 2000 ZiYes @ No =
Violts Phase B 0 9000 Ci¥es @ No 1
Volts Fhase © 0 9000 Tives @ No
Volts Phase A RMS 0 9000 Tives @ No
Volts Phase B AMS 0 9000 D¥es @ No
Volts Phase G RMS 0 9000 C¥es @ No

Amps Phase A 0 Qoo Tives @ No
Amps Phase B 0 900 CiYes @ No
Amps Fhase C 0 900 CiYes @ No
Amps Neutral 0 900 Ciyes @ No
Amps Phase A RMS 0 900 CiYes @ No
Amps Fhase B RMS 0 000 (Dyes @ Mg
Amps Phase C RMS 0 900 C¥es @ No
Amps RMS Neutral 0 900 CiYes @ No

1

Table2-8 explains the way EGU Min and EGU Max are determined for ACI Data Configuration screen.

Table2-8 AC Analog EGU Min & EGU Max

Calculated Per Type Scaling Source |[EGU |EGU | Multiplier Engineering
Phase Min Max Unit (EU)
Watts EGU Min & X X 1.00 Watts
Max
VARS Either X X 1.00 VARS
(Note 1)
VA X X 1.00 VA
Calculated | Frequency (60Hz) 55.0 [65.0 |[1.00 Hz
Frequewy (50Hz) |Unipolar |RTU 450 |55.0 |1.00 Hz
Configuration
Power Factor 0.0 1.0 1.00
Power Factor Bipolar -1.0 1.0 1.00
DC Analogs | Ground Bipolar Fixed -3.0 3.0 1.00 VDC
+ REF -3.0 |3.0 1.00 VDC
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Note 1: If EGU Min & Max is 0, no value will be calculated for the field.

Note 2: X designates operat@ntered values.

Note 3: The Point Names (Volts Phase A, Amps Phase A, etc.) are editable. You may change the
name as needed. The following definitions use the default names for convenience.

Volts Phase (A, B, C)

Click the radio button for "Yes" to report voltage information on the indicated phase fundamental
component of the voltage.

Volts Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS voltage for each phase.
Amps Phase (A, B, C)
Click the radio buttorfior "Yes" to report information on the current of the indicated phase.
Amps Neutral
Click the radio button for "Yes" to report the neutral phasor amperage.
Amps Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS current for each phase.

Amps Neutral RMS

Click the radio button for "Yes" to report the neutral RMS amperage.

Watts Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report watts information on the indicated phase.

Watts Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report total wattage information.

VAR Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
reportVAR information on the indicated phase.

VAR Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report total VAR information.
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VA Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) aoH thie radio button for "Yes" to
report VA information on the indicated phase.

VA Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report total VA information.

Freq Phase (A, B, C)

Click the radio buttorfor "Yes" to report the frequency information on the indicated phase.
PF Phase (A, B, C)

Click the radio button for "Yes" to report power factor information on the indicated phase.
PF Total

Click the radio button for "Yes" to report total power factor infation.
2nd Through 7th Voltage Harmonic 0 to 100%

Click the radio button for "Yes" to report voltage harmonics for three phases. Values are reported
as a percentage of the fundamental frequency component.

2nd Through 7th Current Harmonic 0 to 100%

Click the radio button for "Yes" to report current harmonics for three phases. Values are reported
as a percentage of the fundamental frequency component.

DC Inputs
AGND
Click the radio button for "Yes" to report the value of the analog ground reference point.
+2.500 Ref
Click the radio button for "Yes" to report the value of the +2.5 volt analog reference point.
Phase (A, B, C) Accumulators
+WH Phase A,B,C
Click the radio button for "Yes" to report the accumulated positive -Waits.
T WH Phase A,B,C
Click theradio button for "Yes" to report the accumulated negative Waits.
+VARH Phase A,B,C

Click the radio button for "Yes" to report the accumulated positive \haRrs.
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T VARH Phase A,B,C

57

Click the radio button for "Yes" to report the accumulated negativR-Yidurs.

Total Accumulators

+WH Total

Click the radio button for "Yes" to report the accumulated total positive-kidaits.

T WH Total

Click the radio button for "Yes" to report the accumulated total negative Myats.

+VARH Total

Click the radio buttondr "Yes" to report the accumulated total positive ABurs.

T VARH Total

Click the radio button for "Yes" to report the accumulated total negative-N@URs.

Status Points
Fault Phase (A, B, C)

Click the radio button for "Yes" to report the fault for eptiase.

Fault Neutral

Click the radio button for "Yes" to report the fault for neutral.

Navigation

Click the Done button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

2.12.3 ACI Type AC Analog Inputs Configuratio

From the CPU Configuration screen, click the radio button for ACI.
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Figure2-39 Choosing ACI

CPU Configuration

RTU Information Crash Recovery Configuration Ethernet Adapter Configuration

RTU Name Config@WEB Number of Restarts 2 PPP Port * PPP Port
Part Number C3414-500-502K0 Time between Restarts 20 |P. Address 90.0.0 50
Application Name C3414-500-502K0_out
\ixWworks Ver C3414-500-996.2 Siigll Fress Coll i Tellel Target Name SE
GUI Version C3414-500-S02K0 EM petautt cateway 1721818041
User Version Schneider_Electric_1
PIC Version Primary Port (J3) Ethernet Part
Line Frequency s0[w] Hz I.P. Address 172.18.150.55
Subnet Mask 255.255.255
DNP Profile Services Setup
Secondary Port (J2 Ethernet Port 1
Mfg. Hardware Ver Changelle Enable HTTP y (J2) ernet For
|.P. Address
ID Code Changehe Enable HTTPS
. Subnet Mask
Serial Num Changele
Enable FTP Server
Prod Name & Model SAGE 2400
Enable SSH Server
RTU Time Configuration Enable SETP service
Time Server Primary/Secondary Edit Enable Remote Shell
RTU Time & Date 10/26/2015 16:52:56 Edit
— || Enable Telnet Server
Home Screen Setup Enable Remote Shell
Home Page Message Edt)l ‘enapie IpSec Service
Enable PPP Server

Navigation
Click the Submit button to accept the changes or the Cancel button to cancel changes.

Please note:No configuration changes take effect until the RTU is reset.

The ACI Card Configuration screen is used to configure a database record for the ACI subsystem. This
menu allows you to enter information about the circuit that you are monitoring and the bateeturned
via the ACI subsystem.
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Figure2-40 ACI Type ACI Card Setup
ACI Card Configuration

ACI Card Setup

Card Name ACI on BUS 1 . i
Card is Currently Disabled / md 10

Sensor Type 120V_FT || @ CDSEY
Metgrmg Type Type_2 [¥] @ SQUARE D
Mominal EGU for Current £00.0

Mominal EGU for Voltage 7200.0

Low Current Cutoff Point 1 %FS3

Low Voltage Cutoff Point 1 %FS

Demand Scale Factor Kilo [w]

Fault Detection Parameters

Phase Current Threshold €00.0

Sag Voltage

MNeutral Current Threshold 100.0 Swell Voltage
Alarm Time (cycles) 1 Minimum Duration({cycles)
Delay Time {cycles) 1 Use Bipolar Power Factor
Signal integrity (cycles) 5 Line Impedance
Deadline Voltage 1000.0

Card Name

Type in a card name or accept the default. This entry usually corresponds to the circuit or the device the
ACI card is monitoring. The card name corresponds to the source point name in the data mapping routine.

Card is Currently (Enabled, Disabled)

This field must be set to Enabled before the ACI will perform any analog measurements.

Navigation
Click the Cancel btion to discard changes. Click the Submit button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

Sensor Type
From the dropdown menu, select the Input type from 69V_PT, 120V_PT, S&C, LINDSEY, or

SQUARE_D, a shown below. For each sensor type you may clic Edit Sensor Data button
to edit sensor data as required. The configuration required by hitting this button is further described in
section2.12.4
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Figure2-41 ACI Type ACI Card Configuratioii Sensor Type
ACI Card Configuration

ACI Card Setup

Card Name ACI on BUS 1

Card is Currently
Sensor Type

| Edit Sensor Data |

Edit ACI Drata

Metering Type
Nominal EGU for Current

Mominal EGU for Voltage Drop-downmenu

Low Current Cutoff Point for Sensor Types

Low Voltage Cutoff Point
Demand Scale Factor Kile [w]
Phase Current Threshold 800.0 Sag Voltage 8240.0
Meutral Current Threshold 100.0 Swell Voltage 7560
Alarm Time (cycles) 1 Minimum Duration{cycles) &
Delay Time (cycles) 1 Use Bipolar Power Factor  (0)Yes @ No
Signal integrity (cycles) 5 Line Impedance 0.001
Deadline Voltage 1000.0
| cancel || Submit |
Navigation

Click the Cancel button to discard changes. Click the Submit button to accept the changes.

Please note:No configuration changes take effect until the RTU &ete

Metering Type

From the dropdown menu, select 3 for 3 element metering, 2.5 for 2 1/2 element metering, and 2 for 2
element metering. The calculated values for the different metering types are shiaei9, Table

2-10, andTable2-11. Please refer to the C3244 ACI Analog Input Option manual (G324-00011)

for termination requirements.

Table2-9 Calculated Values for-Blement Metering

Phase and Total Watts

Phase and Total VARs

Phase and Total PF

Phase and Total VA

Phase frequency, voltage derived
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Phase RMS Current

Phase RMS Voltage

Harmonic content (2nd through 7th) of ABC tagle and ABC current

RMS Neutral current

Table2-10 Calculated Values for 2 1/2lement Metering

Phase and Total Watts

Phase and Total VARS

Phase A & C and Total PF

Phase A & C and Total VA

Phase A an€ frequency, voltage derived

Phase RMS current

Phase A and C RMS voltage

Harmonic Content (2nd through 7th) of A&C voltage and ABC current

RMS Neutral current

Table2-11 Calculated Values for-ElementMetering

Total Watts

Total VARs

Total PF

Total VA

Phase AB and BC frequency, voltage derived

Phase A and C RMS current

Harmonic Content (2nd through 7th) of AB & BC volts and A & C current

Nominal EGU for Current

Enter the 100% nominal value fdret current. This value is used to scale analog data for display and
calculation of other analog data. The RTU will report 150% of this parameter to the master allowing
measurement and reporting of 50% oexamnge. For example, if it is set to 600 amps, taximum
reported value would be 900 amps.
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Nominal EGU for Voltage

Enter the 100% nominal value for the voltage. For 3 and 2 1/2 element metering, this value must be line
to-neutral voltage. For 2 element metering, this value istbre voltage. This value is used to scale

analog data for display and calculation of other analog data. The RTU will report 125% of this parameter
to the master allowing measurement and reporting of 25%rawge. For example, if it is set to 7200

volts, the maximunneportable value will be 9000 volts.

Note: Remember, the voltages you enter feel8ment and 2 1/2lement metering are measured
from line to neutral. Voltages for@ement metering are measured line to line.

Table2-12 Current & Voltage Scaling for Page 1

Calculated Type Scaling Source | EGU Min | EGU Multiplier Engineering
Max Unit (EU)
Current Unipolar | AC Analog 0.0 X 1.50 Amps
Configuration
Voltage 0.0 X 1.25 Volts

Note: X designates operat@nterel values.

Low Current Cutoff Point

Enter the percentage of the fgltale value for the ACI subsystem to utilize in determining a low current.
Current readings below this threshold will be treated as 0 when computing power and harmonics. For
example, ifit is set at 1% and nominal feeder current is 600 amps, the ACI subsystem will consider any
current below 6 amps as zero and will not waste time computing power and harmonics because it may be
meaningless.

Low Voltage Cutoff Point

Enter the percentage dfd full-scale value for the ACI subsystem to utilize in determining a low voltage.
Voltage readings below this threshold will be treated as 0 when computing power and harmonics.

Demand Scale Factor
From the dropdown menu, select Unity, Kilo or Mega farading Watts, VARS, VA, Wathours and
VAR-hours. This field selects the units for scaling real and reactive power and accumulated real and
reactive power.

Unity - Watts, VARs, VA, Wh, VAR

Kilo - kW, kVAR, kVA, kwh, kVARh

Mega- MW, MVAR, MVA, MWh, MVARh

2.12.3.1 Fault Detection Parameters
Phase Current Threshold

Enter the RMS current threshold for identifying an event on a phase current.
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Neutral Current Threshold

Enter the RMS current threshold for identifying an event on the neutral current. Set the thoeahutght
value to disable neutral event detection.

Alarm Time (cycles)

Enter the number of cycles an oxerrent must persist in order for an alarm event to be validated. This
debounce delay can be disabled by entering 1. For example, if it is sefdle$ and current goes beyond
the threshold, the ACI subsystem will wait for 5 cycles after-ouerent before the fault will be
considered.

Delay Time (cycles)

Enter the time delay to pass to allow the upstream interrupting device to detect ancedialt.thT he

fault detection algorithm will wait this many cycles after the current levels return to normal before
computing the average voltage after the fault. The units of this parameter are cycles with a range of 0 to
65535 cycles. Set the time tdfthe voltage monitoring is disabled.

Signal Integrity (cycles)

Enter the number of cycles over which the ACI will average the RMS voltage values to determine the
validity of a detected fault. Set the number to 1 if the voltage monitoring is disabled.

Deadline Voltage

Enter the RMS phase voltage below which the voltage must drop to qualify the fault. If the average voltage
calculated during the fault is not below this threshold, the event is discarded. To disable this voltage
monitoring, enter 1.25 ties the value used for the "AC Input Nominal EGU Range" Voltage for this
parameter and 1 for Signal Integrity and Delay Times.

2.12.3.2 Voltage Sag/Swell Parameters
Sag Voltage

Enter the voltage threshold below which the phase voltage must fall to activate tietesignl subsystem.

For example, if it is set to 6840 volts (5% below a hominal voltage of 7200 volts), then the sag counter will
increment once for every time the voltage goes below 6840 volts and stays for the "minimum duration"
defined.

Swell Voltage

Enter the voltage threshold above which the phase voltage must rise to activate the swell detection
subsystem. For example, if it is set to 7560 volts (5% above a nominal voltage of 7200 volts), then the
swell counter will increment once for every time tlwtage goes above 7560 volts and stays for the
"minimum duration" defined.

Minimum Duration (Cycles)
Enter the minimum number of cycles the phase voltage must remain below the Sag Voltage threshold or

remain above Swell Voltage threshold as a requireffoermhcrementing the sag counter or swell counter
when the phase voltage returns to a normal level.

Use bipolar power factor

Set this flag to Yes to force the sign of the power factor to follow the sign of the VARs. If set to No, the
power factor will alvays be positive. This should be set to Yes if VARs are also bipolar.
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Line Impedance

Enter the line impedance per unit of length of the line. This unit of length will be used in the display for
Fault Distance.

2.12.3.3 Edit ACI Type ACI Data

Press the butto,  EditAGIData | o go to the screen for ACI Data Configuration. Use the scroll bar
as necessary to access all functions on this screen.

Figure2-42 ACI Type ACI Data Configuration
ACI Data Configuration

Volts -
Valts Phase A 0 9000 D)Yes @ No E‘
Volts Fhase B 0 9000 Ciyes @ No =
Volts Phase © 0 9000 C¥es @ No
Volts Phase A RMS 0 2000 Cives @ No
Volts Phase B RMS 0 9000 )¥es @ No
Volts Phase C RMS 0 9000 Yes @ No

Amps Fhase & 0 a00 Cives @ No
Amps Fhase B 0 a00 Cives @ No
Amps Phase C 0 900 Z)Yes @ No
Amps Neutrsl 0 900 Yes @ No
Amps Fhase A RMS 0 900 D yes @ No
Amps Phase B RMS 0 900 D Yes @ Np
Amps Phase C RMS 0 900 C)yes @ No
Amps RMS Meutrsl 0 900 Ci¥es @ No

1

Table2-13 explains the way EGU Min and EGU Max are determined for ACI Data Configuration screen.

Table2-13 AC Analog EGU Min & EGU Max

Calculated Per Type Scaling Source |[EGU |EGU | Multiplier Engineering
Phase Min Max Unit (EU)
Watts EGU Min & X X 1.00 Watts
Max
VARS Either X X 1.00 VARS
(Note 1)
VA X X 1.00 VA
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Calculated | Frequency (60Hz) 55.0 |65.0 |1.00 Hz
Frequency (50Hz) |Unipolar |RTU 450 |55.0 |1.00 Hz
Configuration
Power Factor 0.0 1.0 1.00
Power Factor Bipolar -1.0 1.0 1.00
DC Analogs | Ground Bipolar Fixed -3.0 3.0 1.00 VDC
+ REF -3.0 (3.0 1.00 VDC
Note 1: If EGU Min & Max is 0, no value will be calculated for the field.
Note 2: X designates operata@ntered values.
Note 3: The Point Names (Volts Phase A, Amps Phase A, etc.) are editable. You may change the
name as needed. The following definitions use the default names for convenience.
Volts Phase (A, B, C)
Click the radio button for "Yes" to report voltage informationtbe indicated phase fundamental
component of the voltage.
Volts Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS voltage for each phase.
Amps Phase (A, B, C)
Click the radio button for "Yes" to report information on the current ofrilecated phase.
Amps Neutral
Click the radio button for "Yes" to report the neutral phasor amperage.
Amps Phase (A, B, C) RMS
Click the radio button for "Yes" to report RMS current for each phase.
Amps Neutral RMS
Click the radio button for "Yes" to repdtie neutral RMS amperage.
Watts Phase (A, B, C)
Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report watts information on the indicated phase.
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Watts Total

Enter the EGU Min and EGU Max (or accept the defund click the radio button for "Yes" to
report total wattage information.

VAR Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report VAR information on the indicated phase.

VAR Total

Enterthe EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report total VAR information.

VA Phase (A, B, C)

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report VA information o the indicated phase.

VA Total

Enter the EGU Min and EGU Max (or accept the defaults) and click the radio button for "Yes" to
report total VA information.

Freq Phase (A, B, C)

Click the radio button for "Yes" to report the frequency information on theatetl phase.
PF Phase (A, B, C)

Click the radio button for "Yes" to report power factor information on the indicated phase.
PF Total

Click the radio button for "Yes" to report total power factor information.

2nd Through 7th Voltage Harmonic 0 to 100%

Click the radio button for "Yes" to report voltage harmonics for three phases. Values are reported
as a percentage of the fundamental frequency component.

2nd Through 7th Current Harmonic 0 to 100%

Click the radio button for "Yes" to report current harmotiarshree phases. Values are reported
as a percentage of the fundamental frequency component.

DC Inputs
AGND

Click the radio button for "Yes" to report the value of the analog ground reference point.

+2.500 Ref

Click the radio button for "Yes" to repohé value of the +2.5 volt analog reference point.
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Fault

Fault Start Time

Click the radio button for fAYesoO to repo

Fault Duration in Cycles

Click the radio button for fAYesoO to repo

Fault RMS I, Phases A,B,C

=13

Click the radio button for Yesd to repo

Fault RMS | Neutral

Click the radio button for AYesodo to repo
Fault RMS V, Phases A,B,C

Click the r adi oepdtthe fault RMSfvoltage forpkases A, B,candrC.
Fault MAG I, Phases A,B,C

Click the radio button for AYesodo to repo
Fault MAG V, Phases A,B,C

Click the radio butt on age magnitid¥ ®roldases A, B,ramdCo

Fault Distance

Enter the minimum and maximum fault distance. The minimum should logically be zero.

Phase (A, B, C) Accumulators

+WH Phase A,B,C

Click the radio button for "Yes" to report the accumulated positive -Waits.

T WH Phase A,B,C

Click the radio button for "Yes" to report the accumulated negative-Ndaits.

+VARH Phase A,B,C

Click the radio button for "Yes" to report the accumulated positive \haRrs.

i VARH Phase A,B,C

Click the radio button for "Yes" to pert the accumulated negative VARuUrs.

Total Accumulators

SAGELSFT-00S02

+WH Total

Click the radio button for "Yes" to report the accumulated total positive-kdaits.
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T WH Total
Click the radio button for "Yes" to report the accumulated total negative Myats.
+VARH Total
Click the radio button for "Yes" to report the accumulated total positive Yi8i&Rs.
T VARH Total
Click the radio button for "Yes" to report the accumulated total negative-N@URs.
Sag/Swell
Click the radio button for "Yes" to report the Sags Smeklls for all three phases.
Status Points
Fault Phase (A, B, C)
Click the radio button for "Yes" to report the fault for each phase.
Fault Neutral, Fault Forward, Fault Reverse

Click the radio button for "Yes" to report these fault status points.

Navigation
Click the Done button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

2.12.4 Edit Sensor Data for FMR & ACI
69 Volt & 120 Volt PT Configuration

Figure2-43 Edit AC Analog Setup for 69 Volt PT
69V _PT Sensor Configuration

RTU Phase A RTU Phase B RTU Phase C

Current Current Current
Magnitude Phase Angle Magnitude Phase Angle Magnitude Phase Angle

1.000639 0.0 1.000638 0.0 1.000638 0.0
Volts Volts Volts
Magnitude Phase Angle Magnitude Phase Angle Magnitude Phase Angle
0.984178 0.0 0.884178 0.0 0.984178 0.0
Navigation

Click the Done button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.
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Figure2-44 Edit AC Analog Setup for 120 \foPT
120V_PT Sensor Configuration

RTU Phase A RTU Phase B RTU Phase C

Current Current Current
Magnitude = Phase Angle = Magnitude Phase Angle = Magnitude Phase Angle

1.00084 0.0 1.00084 0.0 1.00084 0.0
Volts Volts Volts
Magnitude = Phase Angle = Magnitude Phase Angle = Magnitude Phase Angle
0.580854 0.0 0.580854 0.0 0.280854 0.0

The following field descriptions apply to all phases of the 69 and 120 Volt inputs:

RTU Current Sensor Magnitude

The values entered in these fields are correction values applied to the current measured by the
secondary CT on the indicated phaséede values are stored in the software as defaults and will
not need to be modified.

RTU Current Sensor Phase Angle

The values entered in these fields are correction values applied to the current phase angle
measured by the secondary CT on the indicatedg@hThese values are stored in the software as
defaults and will not need to be modified.

RTU Voltage Sensor Magnitude

The values entered in these fields are correction values applied to the voltage measured by the
secondary PT on the indicated phaséese values are stored in the software as defaults and will
not need to be modified.

RTU Voltage Sensor Phase Angle

The values entered in these fields are correction values applied to the voltage phase angle
measured by the secondary PT on the indicatedgahThese values are stored in the software as
defaults and will not need to be modified.

Navigation
Click the Done button to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter2 - Configuration config@WEB Secure Software Users Guide 70
Figure2-45LINDSEY Sensor Configuration
LINDSEY Sensor Configuration

Current Current Current
Magnitude Phase Angle Magnitude Phase Angle Magnitude Phase Angle

1.0 a0 1.0 0.0 1.0 a.n

Magnitude Phase Angle Magnitude Phase Angle Magnitude Phase Angle

1.0 0.0 1.0 0.0 1.0 0.0
RTU Phase A RTU Phase B RTU Phase C
Current Current Current

Magnitude Phase Angle Magnitude Phase Angle Magnitude Phase Angle

0.5914 0.0 0.9514 0.0 0.5814 a0
Volts Volts Volts
Magnitude Phase Angle Magnitude Phase Angle Magnitude FPhase Angle
0.59208 0.0 0.9508 0.0 0.2208 a0

Line to Line Voltage
14.4 =] (kvLL)

The following entries apply to the Lindsey CVMI Input Type.

LINDSEY Current Sensor Magnitude

Enter the scaling factor as given in the accompanying documentation.

LINDSEY Current Sensor Phase Angle

Enter the scaling factor as given in the accompanying documentation.

LINDSEY Voltage Sensor Magnitude

Enter the scaling factor as given in the accompanying documentation.

LINDSEY Voltage Sensor Phase Angle

Enter the scaling factor as given in the accompangiocumentation.

RTU Current Sensor Magnitude Factor

The values entered in these fields are correction values applied to the current measured by the
secondary CT on the indicated phase. These values are stored in the software as defaults and will
not neel to be modified.

RTU Current Sensor Phase Angle

The values entered in these fields are correction values applied to the current phase angle
measured by the secondary CT on the indicated phase. These values are stored in the software as
defaults and wilhot need to be modified.
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RTU Voltage Sensor Magnitude Factor

The values entered in these fields are correction values applied to the voltage measured by the
secondary PT on the indicated phase. These values are stored in the software as defaults and will
not need to be modified.

RTU Voltage Sensor Phase Angle
The values entered in these fields are correction values applied to the voltage phase angle

measured by the secondary PT on the indicated phase. These values are stored in the software as
defaults ad will not need to be modified.

Line to Line Voltage (kvLL)

From the dropdown menu, enter the value 14.4, 25.0 or 34.5 in kV, of the line to line voltage.

Navigation
Click the Done button to accept the changes.

Please note:No configuration changes takéect until the RTU is reset. Square D
Configuration

2.12.5 SFB 1MSSOE XTs Configuration (SAGE 2X00 Only)

Click on "Configure SFB XT# 1" (in this example, IMSSOE). Enter the number of points that are attached
to this IMSSOE card. Click Continue to accept yentry, or Cancel to back out without saving.

Figure2-46 Special Function Bus Card Configuration

Special Function Bus Card Configuration

SFB Gard
S5FB Card type Configure each XT Copy to Card

Select 1 1sS0E v Configure SFB XT# 1 (Lcopy |
Select 2 RS Config

Select 3 ACI [=]

Select 4 AC| [+] Confi Number of points 128| —
Select 5 None [=] Continue >> |
Select 6 Mone [=] -
Select 7 Mone (=] -
Select 8 Mone [=] -

The 1IMSSOE Configuration screen allows you to name the point, type in a Debounce Time, a Valid Event
time, and a Dead Time or accept the defaults for all values.
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Figure2-47 1MSSOE Configuration
1MSSOE Confiowration

Name Debounce Time(ms)| Valid Event{ms) | Dead Time(ms)
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Note: Point-1 is a Comm Status point for the SOE channel.

Debounce time (ms) 1-255
Enter the debounce time inilliseconds to filter an event before it is logged as a valid event. The
debounce time must be an odd number of 1/2 cycles. For 60 Hz systems, the optimum debounce time is 25

msec. The event timiag will be that of the initial excursion that triggetéd debounce timer. Default is
25 msec.

Valid event times (ms) 1-255

Enter the minimum event time required to validate an event. Default is 5 msec.

Dead time between events (ms) 0-255

Enter the minimum dead time required between events to validai leat event has occurred. Default is
0.
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Figure2-48 1MS SOE Event Parameters

DEBOUNCE VALID EVENT TIME DEAD TIME

I

TTI METAG

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Pafa tells youwhich page (of a

total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16 points, if applicable. Click the Cancel button to discard changes.
Click the Submit butin to accept the changes.

Please note:No configuration changes take effect until the RTU is reset.

2.12.6 SFB DO XTs Configuration (SAGE 2X00 Only)

You may select up to two DO cards, one at a time.

Figure2-49 Sdecting SFB Digital Output Configuration

Special Function Bus Card Configuration

SFB card
SFB Card type Configure each XT Copy to Card

Select 1 100 Card [w] Configure SFB XT# 1 [ copy |
Select 2 None  [w] -
Select 3 Mone [+] -
Select 4 Nene  [¥] -
Select 5 None  [¥] -
Select 6 Nene  [¥] -
Select 7 Nene  [¥] -
Select 8 None  [] -

When you click on Configure SFB XT# n, you will get a screen similar to the one below..

Note: | f you intend to use SFB DOs without wusing B
BB SBOO under Gamntrol Configurat
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Figure2-50 SFB Digital Output Configuration
SFB Digital Output Configuration

Port Name -
IED # - IED Mame :
omts|  teme |uomentary Reisyourator] |
1 Do_PHT 1 500 -
2 DO_PHT 2 500
3 Do_PHT 3 500
4 Do_PNT 4 500
5 Do PHNT 5 500
) Do_PNT & 500
7 Do PHT 7 500
i) DO_PNT 8 500
g Do_PNT 8 500
10 DO_PNT 10 500
11 DO_PHT 11 500
12 DO_PNT 12 500
13 DO _PMT 13 500
14 DO _PMT 14 500
15 DO _PMT 15 500
16 DO_FMT 18 500
[ cancel || submit |

Point

This is the physical point number on the DO XT.

Name

This is the point name. You may change it, or accept the default.
Momentary Relay Duration

You may change the momentary relay galtime, or accept the default.

2.12.7 Deleting SFB Cards

If the need arises to delete SFB cards, you must delete them in the reverse order of adding the cards. That
is, as shown in the example of three ACI cardsigure2-51, delete Number 3 first, then Number 2, then
Number 1. This rule applies to any SFB card.
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Figure2-51 Deleting SFB Cards

Special Function Bus Card Configuration

SFB Card )
SFB Card type Configure each XT Copy t
ACI E|

o Card
Configure SFB XT# 1

Select 1 [ copy |
Select 2 Configure SFB XT# 2
Select 3 Configure SFB XT# 3
Select 4 -
sekects | [ussoe :
Select 6 2 DO Cards -
Select 7 -
Select 8 -

8
o3

Analog Outputs Configuration (SAGE 2X@0ly)

2.13 Click Analog Outputs. Type the number of points. Click Continue to configure the points.

Figure2-52 Analog Outputs Configuration

Schneider Config@WEB cmin- (Logout)

. Tuesday, Octcber 27, 2015 12:18:42 PM
Electric

Configuration Data Display Command Up/Download

Analog Inputs
Serial Comm Digital Inputs
Analog Outputs

Point Configuration

Applications Ethernet Comm

Number of points 12

Continue >>

Type a name for the point (or accept the default), select the pype from the drolown menu, type in
the EGU Min and EGU Max (or accept the defaults).
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Figure2-53 Analog Output Configuration
Analog Output Configuration

EGUMin | EGUMax | |

1 ANA_OUT 1 bma [*] = V -
2 AMA_QUT 2 A-20mA E| -5
3 AMA_OUT 2 20ma [w] -5
ﬁick on Header to Click on Header to
4 ANA_OUT 420ma [*] 5
Change All Change All
5 ANA_OUT 420ma [w] &
[ ANA_OUT 420ma [w] 5
7 ANA_OUT azoma [w] 5
8 ANS_OUT az0ma [w] 5
9 ANA_OUT 420ma [w] 5 Qnd/or chanae /
10 AMA_CUT ety A 5 5
-
11 AMA_OUT 01, 5 5
12 AMA_OUT -E 5
and/or select from drep
down menu to change
@jividual values J
4 (2
Goncs
Navigation
Click the Cancel button to discard changes. Click the Suimnttion to accept the changes.
214 Please note:No configuration changes take effect until the RTU is reset.
HSPCI Configuration
Note: This feature not implemented at this time.
Figure2-54 Baseboard HSPCI @diguration
Microsoft Internet Explorer, E|
L E Feature Mot supported by this RTU
2.15 £
Alarm Configuration
The two baseboard alarms may be sourced (triggered) by any DI, as shown below.
SAGE1-SFT-00S02 Baseline Document Versio2.3

Proprietaryand Confidential t&chneider Electric



Chapter2 - Configuration config@WEB Secure Software Users Guide 77

Figure2-55 Baseboard Alarm Output Configuration

Alarm Output Point Mapping

an

B B S W= Fu I I ===~ =S
1 [o1_PHT_7 TiYes @ Ng |~ |Herdwsre Dl =]

Select Source
Yes @No Hardware DI

Internal Status.

Hardware DI
2 Hardware DI

|oi_PuT_11

DI_PNT_11
DI_PNT 12
DI_PNT 13
DI_PNT_14
DI_PNT_15
DI_PNT_16

Point

This is the physical point number thie alarm.

Device Name

This is the source of the point.

Point Name

This is the point name.

Invert

This allows you to invert the manner in which the DI triggers the alarm. The default is NO inversion.
Source Points

Select the Dls to trigger the alarms frdime list of sources.

2.16

Please note:No configuration changes take effect until the RTU is reset.

Serial Comm Configuration

There are two types of protocols that the RTU deals with: Remote and Master. Master protocol means that
the RTU is gathering datadim an IED. Remote protocol means that the RTU is talking to a Master
Station. Both types are shownhkigure2-56.

Figure2-56 Protocol Types

Remote Master

SAGELSFT-00S02

Protocol
—

Master

Protocol
—

RTU
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Note: An IED could be another RTU.

The SAGE configuration utility has builh point mapping. Point mapping is used on the output comm.
port, that is, the comm. port reporting to a Master, whether that Master is another RTU or a central Master
Station.

Your configuration should follow this sequence:

9 Configure Hardware 1/0O
1 Configure IEDs seeConfig@WEBProtocolsRTU-IED manual
1 Configure Master Station interface portseeConfig@WEBProtocolsMTU-RTU manual

Caution: Configure only ports that physidgplexist. For instance, if the RTU does not have

comm. expansion cards for ports 5 through 12, do not configure any protocols for these ports. If a
non-existing port were to be configured, the RTU would use all its resources looking for that port.
Thatis, it would "hang." To recover from such a loop, boptwould have to be halted from the
console when you see this message. Refer to the Console Appendix to boot up in Safe Mode.
This will allow you to correct the configuration.

Notice: Do not confgure a port without configuring points for that port.

To begin serial communications configuration, select Serial Comm as shé&iguie2-57.

Figure2-57 Selecting SeriaComm

Schneider Config@WEB acmin (Logou

; Tuesday, October 27, 2015 12:27:25 PM
Electric

Configuration Data Display Command Up/Download

References

Analog Inputs

Serial Comm Digital Inputs

Control

Applications Ethernet Comm

SF Bus

Analog Outputs

HSPCI

Alarm

i
]
o
m

The Communication Port Configuration screen has a number of features that are explained below.
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Exception: For S3030X,
this column is a choice of
OV or +5V. See text

Port
Number

Figure2-58 Communication Port Configuration

Communication Port Configuration

Configure Configure Pulnt Copy to

Port#1 | k[=] [k[=] DNFR [*] | [ Pottor | [ Map Foints ] [ Select ]
Port#2 | [k[x] | [k[¥] RG6 Port 2 Nane =] | [Paroz] | | | | [ seea |
Port #3 k[r] | k[=] Port 3 None [=] Port 03 [ l [ Select l
Port #4 Kl=]  [k[=] Port 4 Mene (=] [m [ ] [ Select ]
Port#s | [k[x] | [k[¥] Port 5 Nane =] | [Paros] | | | | [ seea |
Port#6 | [k[x]  [k[¥] Port & Mone =] [ Poos | [ ] [ Select ]
Port#7 | |k[=]  [k[=] Roe [7] Port 7 Mane [=] Fort 07 [ ] [ Select ]
Port#s | [k[¥] [k[¥] Port 8 Nane [¥] | [[Peos] | | | [ selea |
Port#0 | (k[x]  [k[¥] Port @ Mone =] [ Potos | [ ] [ Select ]
Port#10 | [k[x] | [k[¥] Port 10 Nane =] | [arin] | | | | [ seea |
Port#11  |[k[=]  [k[+¥] oo |v] Port 11 Mane [=] Port 11 ’ l [ Select l
Port#12 | [k[x] | [k[¥] Port 12 Nane [¥] | [Paiz] | | | | [ scea |
Communication Associations

Port Number

This is the physical port numbédote: The SAGE 3030X has 16 ports

RTS, DTR, (and +5V on the S3030X only T see below)

Note: This option is not available on baseboard485 or on fiber optic serial ports. In these
instances, the option is grayed out and cannot be selected.

RequesiTo Send andDataTerminalReady. Using the dredown list, set to K, H, or L.

"K" represents Keyed (Radio/Modem).

The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
SeeFigure2-59. Typically used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.

When the RTU firmware is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channelrdyithe output is being reset.

While the reset is occurring, the output will drop to the negative RS232 voltage. When the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power
RS232 to RS485 converteRS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

Note: Setting RTS to fiHO (High) provide
+

pproxi ma:
Setting DTR to AHO (High) provides t

s a
12V O pin

"L" represents Negative RS232 Voltage.

The output will be driven to the negative RS232 voltage at poywemnd always be the negative
RS232 voltage.
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Figure2-59 Communications Timing Diagram
—» qu RTU Processing Time

Rx Data I | |

Tx Data

Modem Turnoff Timer

RTS pin

|
|
|
|
|
i
CTS Delay Timer i
|
|
|
[l
|
i
|

CTS pin

DTR pin

+5V (S3030X only)

Yes

Provides +5V at approximately 100mA on pin 1 of theZ®B2 connector to power auxiliary
communications devices.

No

Turns pin 1 on the R332 connector to be a Data Carrier Detect (DCD) input.

Name

Port name. Click the default gamder Name to name the port (or accept the default). Click Submit to
accept the name, as showrSection2.16.1

Protocol

Select the desired protocol from the diaipwn list. Se&ection2.16.3

Configure Protocol

See Sectio.16.3

Point Operations

See the applicable Protocol Manual

2.16.1 Communication Associations

The purpose of the Communication Associations Config bitiotiom left) is to set up backup ports.
This may not apply to all protocols. Please see the Protocols Manual for the protocol of interest.

This page creates a link between a single DNPR Application Layer (Database and Events) with multiple
Data Lirk Layers. This is useful in creating backup channels so the same set of events will be available to
a serial channel and an Ethernet socket to facilitate backup channels.
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Figure2-60 Config Button

Communication Associations

Figure2-61 Setup Comm Associations

Communication Associations

l DNFR Application on Port 1

Priority Primary Timeout Backup 1 Backup 2 Backup 3

Comm Port 1
Channel (POI"I1 } 120 None El None El None El

l CNFR Application on Port 2

Priority Primary Timeout Backup 1 Backup 2 Backup 3

Comm  Port2
Channel (Port2) 120 Nane [=] [nene [=] [none [~]

l DNPR Application on Port 4

Priority Primary Timeout Backup 1 Backup 2 Backup 3
Comm Port 4 120 Nene El Nene El None El

Channel (Port4d)

2.16.2 Port Names

Port Name may be edited by clicking on the blue script as shown below.

Figure2-62 Communication Port Configuration: Rdtame

Communication Port Configuration

Port Configure Brotocol Configure, Point Copy to
Number IRQs Protocol Operations Porl ! Socket

F'nrt01 [ Map Points ] Select

Port #1

Port #2 KEI K E| Edlt Port Name Pert 02 [ Msp Foints ] ’ Select ]
IRQE

Port #3 =] K[¥] Po Name) (DHP to Mester Port 02 [ 5 ] ’ Select ]

Port #4 [=] K[¥] Po (st Fort 04 [ Map Foints ] ’ Select

2.16.3 Selecting Port Protocols & Copying Ports

From the dropdown menu, select a protocol. If the selected protocol is for IEDs, the Point Operations
button will say "Configure”. If the selected protocol is to talk to a Master, the Point Operatitorswill
say "Map Points". See below.
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Figure2-63 Communication Port Configuration: Selecting Protocol from Edopn List

Communication Port Configuration

Port Ceonfigure Protocol Configure Point Copy to
Number IRQs Protocol Operations Port [ Socket

Port #1 DONPR =] [ Map Paints ] [ Select ]
Port #2 s E| K E| Port 2 DMFR =] Fort 02 ’ Map Points ] ’ Select ]
IRQEB
Port #3 K[=] K[+] Port 3 None [=] Paort 02 ’ = ] ’ Select ]
Mone
Port #4 k[] k[>] Port 4 v RTUMED - Fort 04 ’ Map Points ] ’ Select ]
oo | 5] | (<[] Port s il ]| | ) | )
Port #6 K[| k[+] e [E] Port6 iﬁgggr}” Port 08 [ ] [ Select ]
Port #7 k[] k[>] Port 7 e Fort 07 ’ ] ’ Select ]
Port #8 K[=] K[+] Port & :'rris - Part 08 ’ ] ’ Select ]
Port #9 K[| k[+] Port 9 Incom Fort 09 [ ] [ Select ]
JEM2 ASCI =
Port#10  [k[¥] @ [k[¥] = Port 10 Modbus (M} Fort 10 [ | [ setea |
IRQE
Port#11 | (k=] | [k[=] Port 11 SE”E"t”m Pont1 | | | | [ selex |
Port#12  [k[¥]  [K[¥] Port 12 :;;':;W"” Potiz | | | | [ selex |
Communication Associations Prc;:idata

If you have several ports with nearly the same configuration, you may weapyaconfiguration from one
port to another. Enter the target port number under Copy to Port and click Copy. See below.

Figure2-64 Copying Ports
Copy to Port / Socket

This function copies everything ihé port configuration except the port name to the target port. Click
Select and choose the port to which to copy.
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Figure2-65 Copy to Port / Socket

'\

Select Port/ Socket X

Select -

Serial Ports B
Select Port 1

Port 2
Select Fort 3
Port 4
Port 5
Port 6
Port 7
Select Port 8
Port 9
Select Port 10
Port 11
Select Port 12
Ethernet Sockets
Select Socket 1
Socket 2
e Socket 3
Socket 4
Socket 5
Socket &
Socket 7
Socket 8
Socket 9
Socket 10
. Socket 11
Mode: Off Socket 12
Socket 13
Socket 14
Socket 15 w7

Select

Select

111

Ay

The result of the Copy to Port is shown below. You mssign a different name to the new port.

Figure2-66 Result of Copying to Port

2.16.4 Internal COMM Status Points

COMM Status applies to any port. Shown below are two examples; one for DNPM, then another for
DNPR
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Figure2-67 DNPM COMM Status Point
DNP(M) Status Configuration

Port#:3 Port Name : Port 3
[ED# .1 IED Name : DNPM _IED 1
| Name | EDPoint |
m Automatically
0 IED_STS 0 o generated Internal
1 \ED_STS 1 ; Status Point
2 IED_STS 2 2
3 IED_STS 2 3
4 IED_STS 4 4
5 IED_STS & 5
B IED_STS & &

In the mapping example below, note that we are mapping both the COMM Status for the DNPM port and
the COMM Status for the DNPR port back to the Master on DNPR.

Figure2-68 DNPR COMM Status Point

DNFR Binary Input Point Mapping

L]
Port# 1 Port Name : Port 1
Srom | osveename | comume | mene || souweroms |
0 Port 2 [Prt 2 COMM Status (Data Link] “iYes @ No |- |DMPMEDt =]
- _ Select Source
1 Port 2 [Port 2 COMM Status (App Layer) lYes @ No Hardware DI
2 DNPM_IED 1 COMM_STS Tives @ No nternal Status
3 [sPare TYes @HNo Port 1
4 [srare Diyes @ No Fons
Port 4
5 [sPare Tiyes @ No
6 |sPars Ti¥es @No
7 [srare Ciyes @ No
8 |sPare Ziyes @No
9 [srare DYes @ No
10 [srare Diyes @No
11 |sPare Ziyes @No
12 [zrere Cives @ No
13 [srare Diyes @No
14 [sPare TiYes @No
15 [zrare Cives @ No
16 [sPare Ciyes @ No

COMM Status points will be open when the comm. channel is operational, and closed when the comm.
channel is failed.
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2.16.5 Point Scaling Principles & Examples

Perhaps the ease of mappican best be shown with the analog input example as describigiia2-69.
For the sake of illustration, consider that points have an input to the RTU and an output from the RTU. We
use analog points iRigure2-69 because analog scaling from an IED is usually a tricky task.

Notice inFigure2-69that you only have to do a few things to untangle the complex problem of getting a
usable IED analogém the IED to the Master:

(Points) Assign a unique point name (or accept the default name)
(Points) Assign Engineering Unit minimum and maximum values
(Points) Assign minimum and maximum counts (taken from the vendor's manual)
(Output)  Assign minimum angnaximum counts to match what is expected at the Master
(Output) Map any Input point to any Output point

Figure2-69 Analog Inputs & Outputs

Output(s) to Master(s) Points

Hardware Analogs

3 Assign Point Name (or accept

default Point Name)

Assign EGU Min & EGU Max (for

R Assign Counts Min & Count Max local display convenience only)
(as per Master requirement)

3 Map any Input point (based on
Point Name) to any Output point

Port n to Master R

IED on Port n

3 Assign Point Name (or accept
default Point Name)

3 Assign Counts Min & Counts Max
(see Vendor's documentation)

3 Assign EGU Min & EGU Max

The configuration utility simplifies athnalog scaling to a few fundamental principles that are easy to
follow. For the sake of discussion, we will say that analog outputs are also Source Points because they are
scaled the same as other analogs.

Point scaling is accomplished using a concefpdahe Full Range Factor (FRF). This factor is calculated
using properties associated with the point we are scaling. For any one point only one property will be used
to calculate the FRF:

9 Hardware Analogs are scaled when the proper Point Type is @&ntere

9 IED Analogs are scaled by entering the proper Counts MiMi(Q and Counts Max (G1ax).
C Min and CMax for an IED Analog point are obtained from the IED vendor's manual.

Hardware Analog Example

The database in the RTU stores a number called FRFREotye Factor). This number is typically a
fraction from 0 to 1 of the full range of the analog input. The FRF is derived as follows:

FRE= Measured Value i Data Min
Data Max i Data Min

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter2 - Configuration config@WEB Secure Software Users Guide 86
This formula is generalized to apply to any step along the way, where:

Measure value is thectual value at a given time, whether it is counts, current, voltage,
temperature, etc.

Data Max is either Data Maximum, or EGU Max, or C Max
Data Min is either Data Minimum, or EGU Min, or C Min

Obviously, you must stick to one set of units for every stegi's do the FRFs for temperature and Sensor
Type based oRigure2-70:

17571 (-50) _ 225

25071 (-50) 300 0.75

Temperature FRF =

Now that we know the FRF, we can solve for current at the Sensor Type by transposing the formula:

Sensor Type Data Value = FRF (Data Max i Data Min) + Data Min
Sensor Type Data Value = 0.75 (207 4) +4
Sensor Type Data Value = 16

Conversely, knowing the FRF and the minimum and maximum counts required by the Master, we can
solve for the number of counts that will be sent to the MastelFgeee2-70):

Counts to Master = FRF (C Max 1 C Min) + C Min
Counts to Master = 0.75 (20001 (-2000)) + (-2000)
Counts to Master = 1000

Figure2-70 shows the path of an analog hardware point from measurement to Master.

Figure2-70 Analog Scaling for Hardware Point

1. Configure config@WEB RTU Master
Type C Max & C Min
Temperature 2. Configure Database 2000
Actual EGUs FRF DNPR to
Measurement Master
175°F > 2-20mA 0.75 1000 counts
16mA T \\ (Master scaling
ype
A set same as
(range= -50°F Local Display)
to 250°F) 175
Local Display 3. Configure
Counts to
Master
We learn from the sensor vendor's manual that the sensor coversvanealange of 50°F to 250°F. It
converts this temperature range to a current range26fdA.
1 Set Typeto 4-20mA.
9 Set EGU Min and Max t650 and 250.
We learn from the Master Station vendor's manual that the Master Station's DNPR protocol expects a count
range ofi 2000 to 2000.
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1 Set C Min and C Max t62000 and 2000.
IED Analog Example

Scaling for IEDs is jgt as easy, as shownkigure2-71. The formula for calculating FRF is the same as it
was for the hardware analog.

Figure2-71 Analog Scaling for IED Point

Actual IED config@WEB RTU Master
Measurement C Max & C Min C Max & C Min
10,000V - Database
2. Configure
10923 counts 32767 EGUS FRF 2000 DNPR to
Master
IED > 0.6666 Deadband}1» 667 counts
-gzl\;gss “ (Master scaling
in
16 bit analog _ 15,000 set same as
representing 0 EGU Max 10.000 Local Display)
t031257,gg?(\)/, 1. ggzz?sure “ Local Display] (3- 8onfigure 4. Conggured
- i ounts to Deadban
32767 counts from IED EGU Min Master (optional)

We learn from the IED vendor's manual that the IED covers avadd range of OV to 15,000V. It
converts this voltage range to a6 count range of 32768 to 32767.
1 Set C Min and Max t®#32768 and 32767.

9 Set EGU Min and Max to 0 and,D00.

We learn from the Master Station vendor's manual that the Master Station's DNPR protocol expects a count
range ofi 2000 to 2000.

1 Set C Min and C Max t62000 and 2000.
Handy Binary to Decimal Converter

Type of Binary Word Counts
Bipolar 12 bit +2047
12048
Bipolar 16 bit +32,767
132,768
2.17 Bipolar 32 bit +2,147,483,647
12,147,483,648
Ethernet Comm Configuration
From the Configuration screen, click on Ethernet Comm as shofigumne2-72.
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Figure2-72 Configuration Screen

Schneider Config@WEB admin. (Logout)

. Tuesday, October 27, 2015 12:27:25 PM
Electric

Configuration Data Display Command Up/Download

References

Analog Inputs

Serial Comm Digital Inputs

Control

Applications Ethernet Comze

SF Bus

Analog Outputs

HSPCI

Alarm

C3835 SOE

As shown below, the Ethernet Comm port has sockets that are independent channels within Ethernet. You
may configure the available protocols for any or all of the sockets. The Configure Pfot@ach socket
is explained in th€onfig@WEBProtocols Manuals. Point Operations are identical to the Point
Operations foSerial Comm Configuration
Figure2-73 Ethernet Comm Port Configuration

Communication Port Configuration

Socket Configure Point Copy to

Socket #1 Socket 1 None = Soaet1 | | | |1 [ selex |
Socket #2 Socket 2 Nene =] Sooet 2 [ |1 [ seles |
Socket #3 Socket 3 None (=] Sodet 3 [ | [ selex |
Socket #4 Socket 4 None = soets | | | |1 [ selex ]
Socket #5 Socket 5 None (=] Socket 5 [ | [ selex |
Socket #6 Socket 6 None [~ Sodet & [ |1 [ selex |
Socket Number
The physical socket number.
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Name

The name of the socket. You may change the name. The default name is the same as the physical socket
number.

Protocol

The protocol to be used for the socket. Multipletpecols are available.

Configure Protocol

Click this button to set up the communication and other basic parameters of the protocol.

Point Operations

If an RTU protocol (DNPR) has been selected, the legend on the button will be "Map Points". If a Master
protocol (DNPM) has been selected, the legend on the button will be "Configure”. Point Operations are
identical to the Point Operations for Serial Comm Configuration.

Copy to Port

A socket configuration may be copied to another socket by entering the nofbertarget socket.

2.17.1 Communication Associations

The purpose of the Communication Associations Config biftiottom left) is to set up backup ports.
This may not apply to all protocols. Please see the Protocols Manual for the protocol of interest.

This page creates a link between a single DNPR Application Layer (Database and Events) with multiple
Data Lirk Layers. This is useful in creating backup channels so the same set of events will be available to
a serial channel and an Ethernet socket to facilitate backup channels.

Figure2-60 Config Button

Communication Associations

Figure2-61 Setup Comm Associations

Communication Associations

IDNPR Application on Port 1

Priority Primary Timeout

Comm Port1 .
Channel (Port1) =

Backup 3

El None El

Backup 1 Backup 2

El None

l DNPR Application on Port 2

Priority Primary Timeout

comm Port2 —
Channel (Port2)

Backup 3

El None El

Backup 1 Backup 2

El None

IDNPR Application on Port 4

Priority Primary Timeout Backup 1 Backup 2 Backup 3
Comm Port 4 -
Channel ( Port 4 } 120 Mone El Mone El MNone El
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GPS Configuration

To enable usef GPSas a time source, click GPS on the main Configuration page to get a screen as shown
in Figure2-75. Click Yes, then Set to enable the GPEhis will make the GPS available as a Time Server
Source. Select the correct GPS Type based on the PC104 GPS Card attached to yoleRoWis the

new (3861 Linx GPS card. The olderimble GPS cards can be identified by the daughter board attached

tothePC104 card.
2.18 Figure2-74: Linx GPS Card

a\

>
y Q 1{)
(LT ﬁ
(8]

i 4
il

o uul’\mn‘»‘
i

[

Next, set the GPS a&sther the Primary or Secondary Time Server Source under the CPU Configuration
(seeFigure2-6). Itisrecommended th€PS be set as the Primary Timer Server Source. \tieeRTU
reboots, the RTU will begin communicating with the GB&J onceéhe antennaantrack the GPS

satellites, will start using UTC time to update the RTU internal Real Time Clock.
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Figure2-75 GPS Confjuration

SAGE RTU

Command Up/Download

91

SAGE 2400
Admin (Logout)
712412017, 6:51:08 PM

References

Analog Inputs

Serial Comm Digital Inputs

Applications Ethemet Comm

SF Bus
GPS Configuration X
Enable GPS = @ Yes (O No
GPS Type Line v

Set

— [T T

See the Data Display chapter for GPS Display information.

2.19 RLL Configuration

ISaGRAF PRO is a program for Schneider Electric RTUs witlCihrefig @ WEBGUI interface that
supports IEC 61138 programming languages. Four of the six languages siggpare easyo-use
graphical languages. Please seeGbefig@WEBRelay Ladder Logic Manual for further information.
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Figure2-76 RLL Configuration
l Config@WEB
Admin (Logout)
SCh“Elde r g Tuesday, October 27, 2015 3:05:48 PM
Electric
Configuraticn Data Display Command Up/Download
—
RLI Serial Comm
"""""""""" RLL Configuration X
Create RLL Points contro
W Map Logical Inputs
Map Logical Outputs
Import Template Analog Outputs
Export Template HEPCI
220 . . . .
Applications Configuration
Please refer to theonfig@WEB Applications manual.
2.21
Logs
Click on Logs to get the selection of SOE Log or User Log.
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Figure2-77 Logs

Schneider Config@WEB admin (Logou

: Tuesday, October 27, 2015 3:07:11 PM
Electric

Configuration Data Display Command Up/Download

Serial Comm
Applications Ethernet Comm —m
o

Analog Outputs

Command Log

2.21.1 SOE Log

SOE Log is a function that allows you to configure the collection and storage eftam@e event data.
Select SOE log.

I:> SOE Log

User Log

Command Log

The default settings are to Enable the SOE Log, and to set the initial Number of Events at 100. The
Number of Events may be set in a range of 100 to 300. The Events are stored in the RTU.

Click fASeto totsmigmi t Ct hekné@woséo di smiss the SOE

SOE Log Configuration
Enable SOE Log

Number of Events
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2.21.2 User Log

User Log is a function that allows you to configure the collection and storage edtaimg@ed event data.
Click on Logs, then click on User Log as shown below.

SOE Log

=> User Log

Command Log

The default settings ate Enable the User Log, and to set the initial Number of Events at 10. The Number
of Events may be set in a range of 10 to 300. The Events are stored in the RTU.

Click AiSeto to submit the new setting; Click AXOo

User Log Configuration

Enable User Log 2 Yes (I No
Mumber of Events 10

2.21.3 Command Log

SOE Log

User Log

|:> Command Log

This is a new application which enables the RTU to save critical events to log files in the RTU. The log
files can be downloaded to your PC tli@ Config@WEBGUI, SFTP, or they may be push8gslog
server using UDP over RFC 3164 protospécifications.

The applicatiorcan saveevents to the compact flash in the form of comma separated value text files.
These files can be viewed in Microsoft Excel or any spreadsheet application (Open Office or Google Docs).
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Figure2-78 Command Log Configuration

Command Log Configuration

Logging Confg Log Entry ypes B T

Enable Command Log * Yeg Mo Log SBOs ) Yes Motice
Send to Syslog Server Yes (® Mo Log Analog Cutputs ® Ve Mo Motice v
SysLog server IP 172.18.150.41 Log Digital Outputs ® Yes Mo MNofice v
Syslog UDP Port 514 Log Time Syncs Yes ® No Motice v
Log to File * Yeg Mo Log Time Changes Yes ® Ng Motice A
IMax Disk Space to Use 200 MB Log Accumulator Freezes Yes ® No Motice v
Create File Every Hour ¥ Log Accumulator Change ® Ve No Motice v
Min Severity to Send Syslog Matice v Log User Reboots * Yes No Motice v
Log Config Changes ® Ve No Motice v
Log Alt SBO Cmd * Yes Mo Motice A
Log Login Fails ® Ve No Motice v
Log Reset Comm Cnirs ® Yes Mo MNofice v
Log Alarm Acks * Yes No Motice v
Log Forced Data * Yes Mo Motice A
Log DNPR Socket Connect * Yes No Motice v
Log Startup AOUT ® Ve Mo Motice v
Log Startup DOUT Yes ® No Motice v
Log Startup Acc ® Ve Mo Motice v
Log Internal Sts Chg ) Yes Mo Motice A
Log System Log Entries ® Ve Mo Motice v

Cancel Submit
To view Command Log Files, go to DisplayLogs-> Command Log on the SAGEonfig@WEBGUI.
The filenames corresponds to the Date and Time the file was created. It is in the format
logYYYYMMDD_HH, so 10g20130228_11 refers to a file created on February 28, 2013 at 11 AM.

To use the Syslog Server you must Select Yes on the Send to Syslog Server option above. You must also
configure the serverods | P addr ehe messaged followsshe RRCi ng p
3164 format. https://tools.ietf.org/html/rfc3164

Additionally, you may filter which events are sent to the Syslog Server by configuring the Min Severity to
2.22 log along with the Severity for each log type. Clicking the Enablédhuoto No will also prevent that
Event type from being logged locally or sent to the Syslog Server.

Normal Reset

Click Reset to reset the system. Click Yes on the Warning dialog box for a normal reset.
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Figure2-79 Reset

Schneider Config@WEB cmin. (Logou

‘ Tuesday, October 27, 2015 3:14:33 PM
lectric

Configuration Data Display Command Up/Download

Analog Inputs
Digital Inputs

Are you sure you want to reset the system

- -

[T Restart RTU in 'Safe Mode'.

You must allow approximately 60 seconds for the system to reset. The reset function logs you out and will
ultimately take you back to the login page.
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Figure2-80 Normal Reset

Schneider Config@WEB Acmin- (Logout)

’ Tuesday, October 27, 2015 3:16:05 PM
Electric

RTU Configuration

System will Restart in 60 Seconds

2.23 Safe Mode RRset

If the Safe Mode box is checked, as shown below, and the Yes button is clicked, the RTU will start in Safe
Mode as shown in

Figure2-81.

% Reset RTU - Inter,

f) Are you sure vou want to reset the system

! !

Restart RTU i 'Safe Mode'.

Figure2-81 Safe Male Reset
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Schneid Configa@ WEB sera
PElectric SAFE

Username: |
Password:

Sage Firmware -

C3413-500-302YZ

27-0ct-2015

Waming: This computer program is protscted by copyright law and ional trestiss. U i iom or distr cfthis program o any postion of it, may result in severe rivil and criminal penaltiss; and will be prosscutad to the
i sntent possible undar the law

Logout

Click Logout to complete your session. You will get a small dialog box before you log out, as shown
below. Logging out will take you to the Login screen. From there, you may close Internet Explorer. You
should always log out instead jokt closing the browser in order to avoid having open sessions on your
RTU.

2.24

Figure2-82 Logging Out

Schneider Config@WEB Adminsﬁggﬁlk

Tuesday, October 27, 2015 3:50:22 P
ectric

Configuration Data Display Command Up/Download

References

Analog Inputs

I
| Message from we_tm

I 'e. Are you sure you want to logout

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter3 - Data Display config@WEB Secure Software Users Guide 99

3 Data Display

The SAGE RTU has a unique approach to data display. In fact, if you have becolize faithi the
Configuration of the SAGE RTU, you will find Data Display straifnward and very user friendly.

Immediately after a successful login, you will see the Configuration screen (if the login is an unrestricted
Admin login). You will now needa press the Data Display Tab located at the top of the Configuration
screen. One of the few noticeable differences between the Data Display screen and the other (tab) screens
is that the Data Display screen digital inputs are divided into Status (ST8reanchulator (ACC) points.

Note that the newly configured points will not appear in Data Display until the RTU has been RESET and
allowed to add all new points to the Database.

Navigation to data to be displayed is the same as navigation used duringEtidh and again the same
for Command output.

Figure3-1 Data Display

Schneider Config@WEB admin" (Logout)

' Tuesday, October 27, 2015 3:31:47 PM
Electric

Configuration Data Display Command Up/Download

Hardwired 1/0

References

Analog Inputs

Serial Comm

Applications Ethernet Comm

Analog Outputs

Internal Points
3.1

Alarming

CPU Data Display

From the Data Display screen, click CPU. The CPU Data Display screen reflects the CPU Configuration as
shown inFigure3-2.
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Figure3-2 CPU Data Display

CPU Display
RTU Name SAGE RTU Number of Restarts 3
* Part Number C3414-500-302K2_P1 Time Between Restants 90
ApplicationName C3414-500-S02K2_P1 out
VxWorks Ver C3414-500-994K3_WDB_Syslog PPP Port Address 90.0.0.50
GUI Version C3414-500-302K2_P1 Target Name Telvent
Yk Mg Hardware Ver ChangeMe Default Gateway
* User ID Description ChangeMe Primary IP Address 172.18.150.50
* Serial Num ChangeMe Primary Subnet Mask 255.255.233.0
Y Product Name & Model SAGE 2400
User Access Version Schneider_Electric_2
Secondary IP Address 192.168.0.45
Time Server Primary/Secondary Secondary Subnet Mask 255.255.255.0
RTU Time & Date 07/24/2017 17:49:07 | View Routing || PCAP Capture |

Back

“ype | swe | pomdame | pomsue |-

Primary DNP Remote PRM TIME SRC FAIL CLOSE
Secondary RTC SEC TIME SRC FAIL OPEN

RTU Information
RTU Name
The name of this RTU as selected in Configuration
Application Name
File name of the firmware
VxWorks Ver
VxWorks Version number assigned by
GUI Version
Version number assigned B¢hneider Electric
User Access Version
The name and version of the file being used for the accounts, passwoSiStheys.
*See theé'Config@WEB MTU to RTU Protocols"
RTU Time Configuration

Time Server
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This RTU has a Primary and a Secondary Time Server.
RTU Time & Date
Reflects the Date and Time as derived from the common time. Common time is initially synced

from the real time clock on startup; thereafter, the common time is synced by the Primary Time
Server and, if the Primary fails, by the Secondary Time Server.

Type
The Type of Time Server.
Source

The source of the Time Server as determined during Configuration.

Point Name

The name of the point from which the Time Sync is derived.

Point State

The status of the Time Sync for that particidaurce. CLOSHEneans the Timey&ic is failed;
OPEN means the Time Sync is operational.

Crash Recovery Configuration (See the appendices for detailed
information)

Crash Recovery is a state of the RTU that allows you to back out of a bad configuration gracefully. The

recvery process is based on the premise that you can have a way to boot VxWorks without running any
applications. This allows you to reconfigure the RTU without actually having to run the last configuration.

Number of Restarts

The number of restarts befdtee RTU starts VxWorks without applications (for troubleshooting
purposes). Works best under normal conditions if the user accepts the default value.

Time between Restarts

If crash happens in shorter time, it is logged as a restart. Works best undak canditions if
the user accepts the default value.

Example: If the RTU crashes within 90 secoatisr the beginning of bootuthat counts as one restart. If
this happens three times in a row, the RTU goes into Crash Recovery mode.

Notice that the defult Time between Restarts is 90 seconds. Because the RTU takes about 60 seconds to

reboot, 30 seconds is allowed for a crash. If you have reason to believe that the configuration problem
takes longer to crash the RTU, enter a longer Time between Restart

GUI Address Configuration
PPP Port Address

Address assigned [Schneider Electric See the appendices
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Target Name

Network server name of the RTU (the network server that resolves this name to the I.P. address is
the DNS erver). Default isSchneider Electric

Default Gateway

I.P. Address of the device connected to multiple physical TCP/IP networks capable of routing or
delivering IP packets between them. A gateway translates between differesport protocols or
data formats (for example, IPX and IP) and is generally added to a network primarily for its
translation ability.

Primary I.P. Address

Primary |.P. Address of this RTU

Primary Subnet Mask

Primary Subnet Mask of this RTU

Secondary |.P. Address

I.P. Address used by the secondary Ethernet port

Secondary Subnet Mask

Subnet Mask usebly the secondary Ethernet port

Navigation
Click the Back button to go back to the Data Display screen.

3.1.1 View Routing

Displays Ethernet routing information.
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Ethernet Routing Tables

Ethernet Routing Tables

Route Number |Route Type | Gateway |iP Address| mm

Default Gateway - 172.18.150.1 -
Primary Route 1 H 172.18.150.1 192.168.1.2 -
Primary Route 2 M 172.18.150.1 192.168.2.0 255.255.255.0

Primary Route 3 - - - _
Primary Route 4 - - - -
Primary Route 5 - - - _
Primary Route & - - - -
Primary Route 7 - - - _
Primary Route 8 - - - -
Primary Route @ - - - _
Primary Route 10 - - - -
Secondary Route 1 - - - _
Secondary Route 2 - - - -
Secondary Route 3 - - - _
Secondary Route 4 - - - -
Secondary Route 5 - - - _
Secondary Route 6 - - - -
Secondary Route 7 - - - _
Secondary Route 8 - - - -
Secondary Route 9 - - - _

Secondary Route 10 - - - -

!
=3

Route Number i Displays Primary and Secondary Routes up to 10.

Route Typei N f or ANet wor ko or H for "Host"
Gatewayi Displays the IP of the gateway to the network

IP Addressi Displays the IP Address of the device on the network

Subnet Maski Displays the Subnet Mask for the network

Statusi Displays green if active, red if inactive

3.1.2 PCAP Capture

The user can start a PCAP Capture from the CPU Display Page by clicking the PCAP Capture button. Be
aware that starting a PCAP captuanay cause your web browser to operate more slowly than usual.
Starting a PCAP capture will log all the packets coming into and leaving the specified Ethernet Interface.
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Figure3-3: PCAP Capture

PCAP Capture

T s IEeE e e

1 Primary Port (J3) 500 | Start | | Download |
2 Secondary Port (J2) |500 kb | Start | | | Download |
Back

Internal Analog Points

Internal Analog Points can be seen in any display that has mapping capabilities. The example shown below
happens to be mapped to a DNP Master.

3.2

Figure3-4 Internal Analog Points

Internal Analog Inputs (Al) Display

B S S S T T

0  RTU Internal Analog 2017.000 2017
1 RTU Internal Analog MONTH A 7.000 7
2 RTU Internal Analog DAY A 24.000 24
3 RTU Internal Analog HOURS A 18.000 18
4 RTU Internal Analog MINS A 47.000 47
=) RTU Internal Analog SECS 33.000 33
6  RTU Internal Analog UTC_CORRECT A 60.000 60
Page 1of 1 Go To | Go | Done
Legend

YEAR

Scaleghe analog to the year set in the RTU Time Configuration.

MONTH

Scales the analog to the month set in the RTU Time Configuration.

DAY

Scales the analog to the day set in the RTU Time Configuration.

HOURS

Scales the analog to the hour set in the RTU TimefiGuration.

MINS

Scales the analog to the minute set in the RTU Time Configuration.

SECONDS

Scales the analog to the second set in the RTU Time Configuration.
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UTC_CORRECT

If there is a correction, scales the analog to the UTC Correction in minutestlseiRTU Time
Configuration.

Internal Status Points

Internal Status Points can be seen in any display that has mapping capabilities. The example shown below
happens to be mapped to a DNP Master.

Figure3-5 Internal Status Points

Internal Digital Input (DI) Display

| Point [ PointName | stws | Vaue | Changes | LastChange

0  PRM TIME SRC FAIL CLOSE 0 A B

1 SEC TIME SRC FAIL A OPEN 1 09/05/2009 06:32:11.132

2 RUN A CLOSE 0 e e e

3 TIME SRC FAIL CLOSE 0 wefomf e e

4  |EDFAIL OPEN 176 07/24/2017 18:27:59.436

5  LOCAL A OPEN 0 e e

6 LOGGEDIN CLOSE 1 09/05/2009 06:24:05.880

7  CONFIG CHG CLOSE 1 09/05/2009 07:07:29.015

8  RLLRUN CLOSE 1 09/05/2009 06:32:11.132

9  ETHERNET LINK CLOSE 0 e e e

10 LOGIN FAILURE A OPEN 0 A B

11 NEW USERS FILE RECEIVED OPEN 0 VAN B

12 NEW CONFIG FILE RECEIVED OPEN 0 e e e

13 NEW FIRMWARE FILE RECEIVED OPEN 0 A

14 INVALID UPDATE FILE RECEIVED OPEN 0 e i

15  MAX LOGIN FAILURES EXCEEDED OPEN 0 e e

16 RTUPQINTS FORCED OPEN 0 e e e
PRM TIME SRC FAIL
Indicates the health of the Primary Time Source. Open (green) means the time source is operational.
Closed (red) indicates a failure.
SEC TIME SRC FAIL
Indicates the health of the Secondary Time Source. @uean) means the time source is operational.
Closed (red) indicates a failure.
RUN
I ndicates whether or not the CPU is running. Loo
approximatelyons econd r at e. A 0 st dJasdneith€r Bdafe Mode@hCrashme ans t
Recovery mode. No light means the CPU is not running. Normally blinking.
TIME SRC FAIL
Indicates the health of the either Time Source. Open (green) means both the time sources are operational.
Closed (red) indicatesfailure in one of the time sources.
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IED FAIL

Indicates the status of the IED. Open (green) means the IED is responding. Closed (red) means the IED is
not responding. Note that the IED may not be responding because a comm. channel has failed.

LOCAL

Indicates the status of the Remote/Local switch. Open (green) means the switch is in the Remote position.
Closed (red) means the switch is in the Local position.

LOGGED IN

Indicates whether or not someone is logged into the device. Closed (red) means tiranore logins are
active. Open (green) means that there are no active logins.

CONFIG CHG
Indicates whether or not the configuration has been changed since the last reset. Open (green) means no

configuration changes have been submitted. Closed (reahsrthat at least one configuration change has
been submitted.

RLL RUN

Indicates whether or not an RLL program is running. Open (green) means there is no RLL program
running. Closed (red) mean there is an RLL program running.

ETHERNET LINK
Indicates whther or not there is a valid Ethernet link circuit connected to the Ethernet connector. Closed

(red) means there is a valid connection to the Ethernet connector. Open (green) means there is no valid
connection to the Ethernet connector.

LOGIN FAILURE

This point toggles from Open to Closed and back to Open when an unsuccessful loginattemspon
any interface. This point can be mapped to a remote protocol to monitor for intrusion attempts in real time.

NEW USERS FILE RECEIVED

This point toggles fron®pen to Closed and back to Open when a new users file is received.

NEW CONFIG FILE RECEIVED

This point toggles from Open to Closed and back to Open when a new config file is received.

NEW FIRMWARE FILE RECEIVED

This point toggles from Open to Closadd back to Open when a new firmware file is received.

INVALID UPDATE FILE RECEIVED

This point toggles from Open to Closed and back to Open if a new but invalid users, config, or firmware
file is received.
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3.4

MAX LOGIN FAILURES EXCEEDED

This point toggks from Open to Closed and back to Open if the configurable number successive of login
failures has been exceeded. This point can be mapped to a remote protocol to monitor for intrusion
attempts in real time.

RTU POINTS FORCED

This point is normally opehut changes to closed when a point has been forced in the RTU. This can be
used to remotely monitor the RTU for forced points.

Internal Accumulator Points

Internal Accumulator Points can be seen in any display that has mapping capabilities. The skampl
below happens to be mapped to a DNP Master.

Figure3-6 Internal Accumulator Points

Internal Accumulator (ACC) Display

Cromt | omtName | saws | Vawe |

N = Lo ko= D

Legend

UPTIME 4473
SUCCESSFUL LOGINS 99
FAILED LOGINS 9
USER ACCOUNT VERSION

RTU POINTS FORCED 0
CONFIGURATION CHANGES 98

Page 1of 1 Go To Go Done

UPTIME

Displays the number of seconds of UPTIME since last reset.
SUCCESSFUL LOGINS

Displays the number of succdgklogin since last reset.
FAILED LOGINS

Displays the number of faileddin since last reset.

USER ACCOUNT VERSION

Displays the version number of the User Accounts File. This is incremented each time the users file is
edited with the User Management gram.

RTU POINTS FORCED

Displays the number of points which are currently forced.
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CONFIGURATION CHANGES

Displays the number of XML file changes on this RTU. This number can be mapped to a remote protocol
and used for auditing the RTU for config changesead time.

Point Status Codes

Point Status (quality) codes depend upon the data type for which it is being displayed. Up to four codes
(flags) may or may not be displayed in the Point Status field at the same time. A code will only be
displayed if itis valid for a particular data type under the proper status condition.

3.5

SAGELSFT-00S02

The possible values depend on the data type, as follows.

A Status Points

T 6F6 indicates the point is Failed (stale).

T 6mbé i ndi cat e softhéiquality @de fldge asesrtanuaipiened.

T 6f 6 indicates that the -evratleuree o f( it fheer qpeod in)t

T 6C6 indicates that the point has been manu

no valid reason (fiChatteringo).

1 6 Aiddicates that the point is in its alarm state.

f 6ud indicates that the point is in an unac
Note:6 A6 and O6ub6 are alarm flags and only apply toc
points.

A Analog Inputs

T 6F6 i ndi c asstailed (stalk)elts goarde s hot riesponding to polls.

f 6mé indicates that at | east =memd of the qu

T 6f 6 indicates that the -evratleuree o f( it fheer qpeod in)t

T 6L6O i ndi cat eosvitstLovainistrutndneratipgo i nt i s bel

T 6H6 indicates that the point is above s

T 606 indicates #amget the point is Over

T 6A6 indicates that the point has exceeded

T 6a6 indicates that tlmit point is below its

f 6udé indicates that the point is in an unac
Note:6 A6, 6adé and O6ubd are alarm flags and only aprtg
points.

A Accumulators

T 6F6 indicates the pointesposdingtapollsed (stale).

1T 6mdé indicates that at | east =memed of the qu

T 6f O indicates th t he -evratl auree b f ( it fheer peod )t

T 606 indicates tha the counter has Overfl o
A Analog Outputs

1 O0FO& i gthkipanaig nearked Failed (point is offline).

T o6L6O indicates Logic power failure.

) T 6PO indicates field Power failure.
A Floating Points

T 6F6 indicates the point is Failed (stale).

T 6mé indi cat es thengadlity cade flagsaee snanuatiyiened. o f

T 6f o0 indicates that the -evratlauree b f( it fheer peod )t
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) T ONOD indicates an invalid value (not wvali
A Digital Outputs and SBO Controls

T 6F6 i ndi cat eked Failede(poimtasioffline). i s ma
f 6U6 indicates that the open/closed state o
commanded to any state since the RTU last started.

Force Points

Starting in the C341500-S02KO0 firmware, the ability to force poiaalues and flags has been
i mpl ement ed. This tool is very wuseful while comm
between the RTU and the Master station. Analog, Status, and Accumulator points can now be forced.

3.6 To force a point, navigate to ithsplay screen. You can force a point from its source, like its DNPM point

display screen, or you can force it through the slave protocol point display screens. If the forced point is
mapped into multiple slave protoco#s| of the slave protocols wilend out the forcedalue for that point.

3.6.1 Expected BehaviorProtocols
If the point being forced is mapped into DNPR:

When forcing a point of any type, an event is generated for thatipthietforced value or state is
different from the natural valuar state of the point

When f or ci ng ameeveptdsigenerdies forftHatepgfrthe flag state differs from the
natural flag state of the point

When restoring a point from a forced state, an event is generated witlothen t 6 salueaad ur al
flagsif it differs from the force value, state, or flags

The forced point value or state, and flags will be transmitted to the master for static data scans
(integrity scans), regardless if an event was previously generated when the point was forced.

If the point being forced is mapped into another protocol, which does not support events or point flags,
the forced point valuer statewill be transmitted to the master station.

3.6.2 Expected Behaviog GUI

To forcea point,navigateto any display pagejther slave point displapr source point display (master
protocol, application, etgcontaining the desired point to be for@l click on theow containing the
point to be forced.

A popup window will show up similar to the onessm in Figure 36 for each point type.

Whenever navigating away from the display page with points still forced, a flashing indication that some
points are still forced will appear on the top right of the screen under the RTU time.

An Internal Status point is set to a 1 ¢€&d) whenever any points of any type in the system are in the
forced state.

An Internal Accumulator point indicates how many points are forced in the RTU.
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Analog Input points
To force the point value change therced Valuetext box and click h ¢orc® but t on
To force the point flagause the check boxes to set the desired flagse of the flags are grayed out

because they are not yet supported. As future enhancements to the DNP protocol are implemented, those
flags will be available to fae.

Hardware Analogs
ANAL OG 1

Forced value |0.000

User Defined Flags

¥ Online Restart Comm Lost
Remote Forced Local Forced
Over-range Reference Error
Over-range High ' Over-range Low

Figure3-7: Force Analog Point Popup

When you click h eorcéd F b y the poimt value and flags are set to the values you inpufacilitate

testing of multiple values per point, the popup will not close until you click the X or Restore. This way you
can test at 0%, 25%, 50%, 75&6d 100% of full scale to verify the scaling between the RTU and the
Master.

Once a point i$orced.,it is highlighted in yellowon all display pages containing that paistshown below.
A full description of the status flags is in Sect®b Point Status Codes
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Hardware Analog Inputs (Al) Display

B S 7 T

0 ANALOG 1 2500
1 ANALOG 2 0.000
2 ANALOG 3 0.000
3 ANALOG 4 0.000
4 ANALOG 5 0.000
5 ANALOG 6 0.000
6 ANALOG 7 0.000
7 ANALOG 8 0.000

Fage 1of1 Go To | Go | | Done |

Figure3-8: Analog Point Forced

To restore a point from its forced state, click on the highlighted aod therclick on the Restore buth of
the Force PopupThe restored point will no longer be highlighted and the display will now reflect the
natural value and flags of the point.

Hardware Analogs
ANALOG 1

Forced value |2.500

User Defined Flags

¢ Online Restart Comm Lost
Remote Forced |/ Local Forced

¥ QOver-range Reference Error
Over-range High ' ' Over-range Low

Restore
L3

Restore point to current value

Figure3-9: Restore Analog Point

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter3 - Data Display config@WEB Secure Software Users Guide 112

Status Input Points

Sekct the desired state from the Forced Value-goi/n menua force the point state and click the
AForced button.

Use the check boxes to set the desired forced fiamne of the flags are grayed out because they are not
yet supported. As future enhanuents to the DNP protocol are implemented, those flags will be available
to force.

Hardware DI
DI_PNT 2

Forced value |oPEN ¥

User Defined Flags

¥ Online Restart Comm Lost
Remote Forced | Local Forced
Chatter Filter

Restore Force
Togale status point |o times | Toggle

Figure 39. Forced STS point popup.

To generate multiple state changes on a STS point, enter the value indicating how many change events will
be generated 1 millisecomdp art i nto the fAiToggle status pointo b
will generate the number of events prescribed, with the final forced state of the STS point being what the
AForced valued box indicat e sistimetdghped STS paint state ehbngd f or
events are returned properly through SCADA.
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Hardware Digital Input (DI) Display

== =t =

0 DI_PNT_1 OPEN 0
1 DI_PNT_2 f OPEN 2 10/07/2015 17:45:59 024
2 DI_PNT_3 OPEN 0 e e
3 DI_PNT_4 OPEN 0 S S —
4  DI_PNT_5 OPEN 0 ——/
5  DI_PNT_B OPEN 0 I
6  DI_PNT_7 OPEN 0 )
7  DI_PNT_& OPEN 0 —f—
8  DI_PNT_8 OPEN 0 —i—/
9  DI_PNT_10 OPEN 0 —I—
10 DI_PNT_11 OPEN 0 —/—/
11 DI_PNT_12 OPEN 0 I
12 DI_PNT_13 OPEN 0 ——/
Page 1of1  Go To Go Done
Figure 310. STS point forced.
Once a point is forced, it is highlighted in yellow on all display pages containing that point as shown in
Figure 310. A full descriptim of the status flags is in Secti8rb Point Status Codes
To restore a point from its forced state, click on the highlighted row, then click on the Restore button of the
Force Popup. The restoredimpowill no longer be highlighted and the display will now reflect the natural
stateand flags of th&TSpoint.
P
Hardware DI X
DI_PNT 2
Forced value |OPEW
User Defined Flags
# Online Restart Comm Lost
Remote Forced Local Forced
Chatter Filter
TquIE status point o times | Toggle
Restore point to current value
Figure 311. Restore STS point.
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Accumulator Points
To force the point value change therced Valuet e xt box and clonck the A For
Use the check boxes to set the desired forced flags. Some of the flags are grayed out because they are not

yet supported. As future enhancements to the DNP protocol are implemented, those flags will be available
to force.

Hardware DI
DI_PNT_14

Forced value |1001

User Defined Flags

¥ Online Restart # Comm Lost
Remote Forced Local Forced
Discontinuity

Figure 312. Force Acumulator points popup.

When you click the fiForcedo button, the point wvalu
testing of multiple values per point, the popup will not close until you click the X or Restore. This way you
can testwith multiple values easily

Hardware Accumulator (ACC) Display

Seom | Pomthame | saws | vawe
0 14 fE

DI_PNT_ 1001
1 DI_PNT_15 f 0
2 DI_PNT_16 0

Page 1of1  GoTo | Go | | Done |

Figure 313. Forced ACC point.

Once a point is forcedt, is highlighted in yellow on all display pages containing that point as shrown
Figure 313. A full description of the status flags is in Sect®Bb Point Status Codes
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Hardware DI

DI_PNT_14

Forced value [1001

User Defined Flags

# Online Restart # Comm Lost
Remote Forced Local Forced
Discontinuity

Restore Force
[ Force |

A Restore point to current value —

Figure 314. Restore ACC point.

3.6.3 All Forced Points Display

Click on the flashing red Forced text in the header as shoWwiginme3-15: Poins forced ndication to
dispay a page thashows all of the forced points in the system appe@rsthis pagehe forcedpoints may
be modifiedor you can restore a point Hmtit is no longer forced See above for Force popup help.

Schneider SAGE 2400 Admin. (Logout)

&EI i 10/7/2015, 5:15:03 PM
eciric FORCED

Configuration Data Display Command Up/Download /

References

Analog Inputs
Serial Comm

Applications Ethemet Comm

Analog Outputs

Intemnal Points

T

Figure3-15: Poins forced ndication
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Schneider SAGE 2400 PO s

Tuesday, October 20, 2015 9:03:27 AM
Electric FORCED

RTU Configuration

Forced Points

1 Hardware Analogs ANALOG 1 100.000
DI 1 Hardware DI DI_PNT_2 f CLOSE
DI 2 Hardware DI DI_PNT_14 F OPEN
ACC 1 Hardware DI ACC 1 f 100

Figure3-10: All Forced Points Display
Type
Indicates what type of point is forced.
1 ANA = Analog Input

9 DI = Status (Binary) Input
1 ACC = Accumulator (Counter)

Point

Each point type hasseparate number count so you can see how many of each point type are forced.

Device Name and Point Name

Same as all other display pages.

Status

Shows you the flags which are forced for this point. See SefidPoint Status Codder a full
description of all of the flags.

Value/State

For Analog Input points, this is the Engineering Unit Value which has been forced.
For Status Input points, this is the Open / Closed forced value.

For Accumulato points, this is the accumulator value which has been forced.
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Restore All
Remove all points from their forced states. Events will get generated so master stations will know the new

real value and flags.

3.6.4 Forced Internal Indication Points
To see the Foreklnternal Indication Pointslick Display-> Internal Points> Internal Statusr Internal
Acc buttons. That will bring up the screens below.

Internal Points Display

T Type | Number | View
|

Internal Analogs 7 Wiew
Internal Status 17 Wiew
Internal Accumulators 5 Wiews
Done

Figure3-11: Internal Points Display

The Internal StatuBoi nt named ARTU POI NTS FORCEDO is 1 (CLO
otherwise, it is a 0 (OPEN)This point can be mapped into any slave protocol so your master station will

be know if there are any forced points active.

Internal Digital Input (DI) Display

10/07/2015 16:14:54 867

16 [RTU POINTS FORCED CLOSE

< Page 20f2 GoTo Go Done
Figure3-12: Forced Internal Status Point
The I nternal Accumul ator Point named ARTU POI NTS

currently being forced. This point can also be mapped into any slave protocol so yourstatistewill
know how many forced points are active.
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Internal Accumulator (ACC) Display

Cromt | PomtMame | Saws | Vaue

0 UPTIME 17526
1 SUCCESSFUL LOGINS 1
2 FAILED LOGINS 0
3 USER ACCOUNT VERSION 3
4 FETU POINTS FORCED 4

Page 10f 1 Go To | Go | | Done |

Figure3-13: Forced Internal Accumulator Point

References Data Display

From the Data Display screen, click References. The References will displahevwtame you assigned

under Configuration. Point Status uses the same code used for other analog inputs. See the next section.
3.7 Voltage reference Point Values are in Volts, except for temperature, which will display in either °F or °C,

depending on whitwas chosen during Configuration.

Reference Analog Inputs (Al) Display

| Pont | PointName | Stats | Vaue |

0  bb_gnd ref 0.003
1 bb_+5.0V_ref 5.000
2 bb_+4.5V_ref 4.501
3 bb_-4.5V_ref -4.500
4 bb_temp ref 78723
5  bb_dc_in 26.377

Page 1of 1 Go To

(o]

- 'F'indicates the point is Failed (stale). Its source is not responding to polls.

- ‘'m' indicates that at least some of the quality code flags are manually-entered.
- 'T'indicates that the value of the point has been manually-entered (“forced”).
- 'L'indicates that the point is below its Low instrument rating.

- 'H' indicates that the point is above its High instrument rating.

- '0'indicates that the point is Over-range.

- ‘A’ indicates that the point has exceeded its high alarm limit.

- ‘a' indicates that the point is below its low alarm limit.

= ‘U indicates that the point is in an unacknowledged alarm state.

Note: “A’, ‘& and 'u’ are alarm flags and only apply to points that have been configured as alarm points.

Figure3-14 References Display for SAGE 2X00
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References Display

| Point | Point Name _____[Point Status [Point Value_

1 bb_gnd ref 0.001
2 bb +2 5V ref 2.503
3 bb_-2.5V _ref -2.503
4 bb temp ref &0.970
5 bb_bat in ref 13,624
f bk pwr in ref 15 660

Figure3-15 References Display for SAGE 1X50

References Display

Point Hame Point Status  Point Value
1 bb_gnd_ref 0.004
2 bb_+5.00_ref 5.000
3 bb_+4.5V_ref 4,342
4 bb_-4.5V ref -4.343
5 bb_termp_ref 134.446
& C3830_gnd_ref 0.000
7 C3830_gnd_ref 0.000
8 C3830_aux_in 2,493
Figure3-16 References Display for SAGE C3830
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Point
The physical point number.
Point Name
The point name assigned (or the default name accepted) during Configuration.
Point Status
Not used for References.
Point Value

The engineerig unit value based on internal scaling for references.

Navigation
Click the Back button to go back to the Data Display screen.

Analog Inputs Data Display

From the Data Display screen, click Analog Inputs to view the DC analog inputs. The inputs arinshown
3.8 Figure3-17 and are in the following order:

9 Baseboard inputs

1 Analog expansion bus inputs.
Hardware Analog Inputs (Al) Display

_Point | PointName | status | Vaue |

0 ANALOG 1 1.386
1 ANALOG 2 1.385
2 ANALOG 3 H 2137
3 ANALOG 4 H 5137
4 AMALOG 5 0.000
) AMALOG & 0.000
B AMNALOG 7 -0.001
7 ANALOG & -0.001
8 ANALOG 9 0.009
9 ANALOG 10 0.011
10 ANALOG 11 0.010
11 ANALOG 12 0.012
12 ANALOG 13 0.012
13 ANALOG 14 0.014
14 AMNALOG 15 0.012
15 AMALOG 16 0.014

Page 1of 4 Go To »

(e ]

- 'F'indicates the point is Failed (stale). Its source is not responding to polls.

= 'm' indicates that at least some of the quality code flags are manually-entered.
- ‘T’ indicates that the value of the point has been manually-entered (“forced”).
« 'L"indicates that the point is below its Low instrument rating.

« 'H' indicates that the point is above its High instrument rating.

- 'O indicates that the point is Over-range.

- ‘A indicates that the point has exceeded its high alarm limit.

- ‘& indicates that the point is below its low alarm limit.

= ‘U indicates that the point is in an unacknowledged alarm state.

Note: ‘A, 'a’ and ‘U’ are alarm flags and only apply to points that have been configured as alarm points.
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3.9

Figure3-17 Analog Inputs (Al) Display

Point

The physical point number.

Point Name
The point name assigned (or the default name accepted) during Configuration.

Point Status

An H or L will appear in the Point Status column when the point's input is outside the range of the
configured point as followsf no code is given, thegint is healthy.

Input Range H L

+5VDC / +1mA >+5.0 VDC <-5.0vDC

0-5vVDC /01mA >+5.0 VDC <0.0vDC

1-5VDC / 420mA >+5.0 VDC <+1.0 VDC
Point Value

The engineering unit value based on the Min and Max scaling assigned during Configuration

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Rafa tells you which page (of a

total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16ipts, if applicable. Click the Back button to go back to the

Data Display screen.

STS Data Display

From the Data Display screen, click the STS button to go to the Hardware Status Display. This display
shows only inputs from the baseboard and XTs, mauding the SOE status points. The SOE status points
have their own display. In addition to showing the point number and name assigned during Configuration,
this display shows both a text message (OPEN/CLOSED), a green dot for OPEN and a red dot for
CLOSED, the total number of changes, and the date and time of the last change.
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Hardware Digital Input (DI} Display

| Pont | PointName | status | Value | Changes | ___LastChange

DI_PNT_1
DI_PNT_2
DI_PNT_3
DI_PNT 4
DI_PNT_5
DI_PNT 6
DI_PNT 7
DI_PNT_8
DI_PNT 9
DI_PNT_10
DI_PNT_11
DI_PNT_12
DI_PNT_13
DI_PNT_14
DI_PNT_15
DI_PNT_16
Page 10f 1

RN EER NER NN RN Y
M B WMo ©0 00 eEWNn= O

(“Chattering”).

OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
OPEN
QOPEN
QOPEN
QOPEN

o0 o0 o Mg OO o o o MNMO &M

Go To

(=]

'F' indicates the point is Failed (stale). Its source is not responding to polls.
‘m' indicates that at least some of the quality code flags are manually-entered.
T indicates that the value of the point has been manually-entered (“forced”).
‘C' indicates that the point has been manually disabled because its value is changing for no valid reason

- ‘A’ indicates that the point is in its alarm state.
« ‘U’ indicates that the point is in an unacknowledged alarm state.

10/27/2015 16:57:52.800
10/27/2015 16:58:10.387
10/27/2015 16:58:19.239
10/27/2015 16:58:34 045
10/27/2015 16:58:52.019

e

mefemfrm el e

e e EEEE

10/27/2015 16:50:05.337
10/27/2015 16:50:13.364
10/27/2015 16:50:22 072
10/27/2015 16:50:20.797
e
e
e
e

Mote: 'A" and ‘U’ are alarm flags and only apply to points that have been configured as alarm points.

Point

Figure3-18 Hardware Status Display

The point number.

Point Name

The point name assigned (or the default name acceptady donfiguration.

Point Quality

See sectioB.5Point Status Codedf no code given, the point is healthy.

Point State

Displays either CLOSED or OPENED for the presengstat

1

Displays a green dot for OPEN and a red dot for CLOSED of the present state.

Total Changes

Displays the number of changes since last Reset.
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Last Change

Displays the Date and Time of the last change since reset.

Navigation

Click <<Prev to navigate tde previous 16 points, if applicable. Pagef n tells you which page (of a

total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16 points, if applicable. GhekBack button to go back to the

Data Display screen.

ACC Data Display

From the Data Display screen, click the ACC button to go to the Hardware Accumulator Display. This

screen shows Digital Inputs used as accumulators: Each accumulator regist@?-bésiasigned field.

The maximum value is 4,294,967,295. The next count will force a rollover to zero. Up to 32 bits are
3.10 returned to the MTU depending on the protocol being used.

Hardware Accumulator (ACC) Display

_Pont | PontName | staus | Vae |

0  DILPNT 13 1

1 DI_PNT_14

2 DIPNT 15

3 DILPNT 16 13
Page 1of 1 Go To

(o]

- 'F'indicates the point is Failed (stale). Its source is not responding to polls.

« ‘'m’' indicates that at least some of the quality code flags are manually-entered.
- T'indicates that the value of the point has been manually-entered (“forced”).
= 'O indicates that the counter has Overflowed.

Figure3-19 HardwareAccumulator Display

Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.
Point Status

See sectioB.5Point Status Codedf no code given, the point is healthy.

Count

The maximum value is 4,294,967,295. The next count will force a rollover to zero.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Fafa tells you which page (of a
total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric




Chapter3 - Data Display config@WEB Secure Software Users Guide 124

button. Click Next>> to go to the next 16 points, if applicable. Click the Back button to go back to the
Data Display screen.

Control Data Display

Fromthe Data Display screen, click the Controls button to go to the Hardware Controls Display. This
shows the current state of the Hardware Controls. .

311 RLL Digital Outputs Display

(ot | PontName | Staws |  Vaue |
0] RLL DOO OPEN

1 RLL_DO 1 QOPEN

2 RLL_DO 2 QOPEN

3 RLL DO 3 QOPEN

4 RLL DO 4 OPEN

5 RLL_DO 5 QPEN

B RLL DO B QOPEN

7 RLL DO7 OPEN

8 RLL DO B OPEN

9 RLL_DO 9 QPEN

10 RLL_DO 10 QPEN

11 RLL DO 11 OPEN

12 RLL_DO 12 QOPEN

13 RLL_DO 13 QOPEN

14 RLL DO 14 OPEN

15 RLL DO 15 OPEN
Page 10of 2 GoTo =

(o]

‘F'indicates the point is Failed (stale). Its source is not responding to polls.

‘m' indicates that at least some of the quality code flags are manually-entered.

T* indicates that the value of the point has been manually-entered (“forced”).

‘'C' indicates that the point has been manually disabled because its value is changing for no valid reason
("Chattering”).

= ‘A’ indicates that the point is in its alarm state.

- ‘U indicates that the point is in an unacknowledged alarm state.

MNote: "A" and 'u’ are alarm flags and only apply to points that have been configured as alarm points.

Figure3-20 Controls Display

Point

The point number.
Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status

See sectioB.5 Point Status Codedf no code given, the point is healthy.
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Point State

Displays either CLOSED or OPENED for the present state.

SF Bus Data Display

From the Data Display screen, click the SF Bus. The Special Function Bus Data Display allows you to
break out all the data from the Special Function Bus by typardf then type of point. Two examples are
given below: 1MSSOE and ACI.

3.12 Special Function Bus Data Display
Select 1 1MSSOE 1MSSOE on BUS 1 Display
Select 2 ALCI AClon BUS 2 Display
Select 3 NOMNE - -
Select 4 NOMNE - -
Select & NOME - -
Select 6 NONE - -
Select 7 NOMNE - -
Select & NOMNE - -

Figure3-21 Special Function Bus Data Display

Card Location

Displays the physical position of the XT types cabled to the SFB.
Card Type

Displays the type of XT SFB card for each position.

Card Name

Displays the name of the XT SFB card for each position.

Display XT Data

Click on Display to break out the individual display data for each type of card connected to the SFB, as
shown in thefollowing sections.

Navigation
Click the Back button to go back to the Data Display screen.

3.12.1 1MSSOE Data Display

From the Special Function Bus Data Display screen, click Display (on a 1MSSOE card) to display the
current states of each of the 1IMSSOE points.
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1 MSSOE Digital Input (DI) Display

_Pomt | PontName | staws | vaue |

0 Comm Status OPEN
1 MSSOE_PNTH CLOSE
2 MSSOE_PNT2 OPEN
3 MSSOE_PNT3 OPEN
4 MSSOE_PNT4 CLOSE
5 MSSOE _PNTS CLOSE
6 MSSOE_PNTB OPEN
7 MSSOE_PNTT OPEN
8 MSSOE_PNTS8 OPEN
a MSSOE_PNT9 CLOSE
10 MSSOE_PNT10 CLOSE
11 MSSOE_PNT11 OPEN
12 MSSOE_PNT12 OPEN
13 MSSOE_PNT13 CLOSE

Page 1of 1 GoTo

=3

- 'F'indicates the point is Failed (stale). Its source is not responding to polls.

- ‘'m’ indicates that at least some of the quality code flags are manually-entered.

- f'indicates that the value of the point has been manually-entered (“forced”).

« 'C' indicates that the point has been manually disabled because its value is changing for no valid reason (“Chattering”).
- ‘A’ indicates that the point is in its alarm state.

- ‘U indicates that the point is in an unacknowledged alarm state.

Mote: ‘A" and ‘U’ are alarm flags and only apply to points that have been configured as alarm points.

Figure3-22 1IMSSOE Display

Note: Point 1 is a Comm Status point that shows the health for the SOE channel. When the Point
State is Closed, it means the SOE channel is not communicating. When inigi@pehannel is
communicating.

Point
The physical point number.
Point Name
The point name assigned (or the default name accepted) during Configuration.
Point Status
See sectioB.5Point Status Codedf no code is given, the point is healthy.
Point State
This will be either CLOSED or OPEN.

9 Displays a green dot for OPEN and a red dot for CLOSED.

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter3 - Data Display config@WEB Secure Software Users Guide 127

Navigation

Click <<Prev to navigate to the previous 16 points, if applicablee Rafn tells you which page (of a

total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16 points, if applicable. Click the Back button to go back to the
SpecialFunction Bus Data Display screen.

3.12.2 ACI Data Display

From the Special Function Bus Data Display screen, click Display (on a ACI card) to display the Display
Selection box. Display Selection will pop up, which allows you to choose Analogs, Status, or
Accumuators.

Special Function Bus Data Display

Card Location | Card Type Display XT Data

Select 1
Select 2
Select 3
Select 4
Select 5
Select 6
Select 7
Select 8

1MSSOE 1MSSOE on BUS 1 Display
ACI ACl on BUS 2 Dispia
NOME _ B ACI Display
NOME - -
- Analogs

NOME - - - Status

NOME - _ - Accumulators
NOME - -

NOME - -

[5ea]

Figure3-23 Special Function Bus Data Display

Card Location

The location of the card with a maximum of 8 positions.
Card Type
The type of card: 1IMSSOE, ACI, or DO.

Card Name

The name of the cardlhe name is fixed for ImsSOE and DO, but the name may be changed in
Configuration for the ACI cards.

Display XT Data

Click on the Display legend to display card points. In the case of ACI, there are three types of points as
shown above.

Navigation

Click Display legend to see points. Click the Back button to go back to the Data Display screen.

3.12.2.1 ACI Analog Data Display

From the Special Function Bus Data Display screen, click Display (on a ACI card) to display the Display
Selection Box. Click Analogs ondlDisplay Selection.
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The ACI Analog Display shows all the AC analogs with the name you assigned (or accepted as default)
during ACI Configuration. The point values will be based on the values you assigned (or accepted as
default) during ACI Configuration.

ACT Analog Display

Card #:01
Pagel of 1

Go To

Card Wame : ACl on BUS 1

| Point | Point Name ______[Point Status [Point Value

1 Watts Phase A 0.000
2 Watts Phase B 0.000
3 Watts Phase C 0.000
4 Watts Total 0.000
5 VAR Phase A 0.000
6 VAR Phase B 0.000
7 VAR Phase C 0.000
8 VAR Total 0.000
0 VA Phase A 0.000
10 VA Phase B 0.000
11 WA Phase C 0.000
12 WA Total 0.000
13 Fault Distance -1.000
Figure3-24 ACI Analog Display
Point

The point number.

Point Name

The point name assigned (or the default name accepted) during Configuration.

Point Status

See sectioB.5Point Status Codedf no code is given, the point is healthy.

Point Value

Displays the point value in engineering units.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Fafa tells you which page (of a
total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
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button. Click Next>> to go to the next 16 points, if applicable. Click the Back button to go back to the
Special Funtion Bus Data Display screen.

3.12.2.2 ACI Status Data Display
From the Special Function Bus Data Display screen, click Display (on the ACI row) to display the Display
Selection Box. Click Status on the Display Selection.

The ACI Status Display shows all the A@tsis values with the name you assigned (or accepted as default)
during ACI Configuration.

ACT Status Display

Card #:2 Card Mame : ACT on BUS 2
Pagel of 1 GoTo

Point | Point Name ______[Point Status| * |

1 Comtn Status CLOSED =
2 Fanlt Phase A OFER .
3 Fault Phaze B OPEN -
4 Fault Phaze C DFER .
3 Fault Meutral OPEN .

Figure3-25 ACI Status Display
Point

The point number.
Point Name

The point name assigned (or the default nameted) during Configuration.

Point Status

This will be either CLOSED or OPEN. Please note that the Fault status points will not change state during
a fault. They are used as database place holders to get the information back to a protocol.
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1
Displays a geen dot for OPEN and a red dot for CLOSED.

Navigation

Pagen of ntells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then click the Go button. Click the Back button to go back to the Bpecimn Bus
Data Display screen.

3.12.2.3 ACI Accumulator Data Display
From the Special Function Bus Data Display screen, click Display (on the ACI row) to display the Display
Selection Box. Click Accumulators on the Display Selection.

The ACI Accumulator Dispkashows all the AC accumulator values with the name you assigned (or
accepted as default) during ACI Configuration. Each accumulator register hdstaiBgigned field. The
maximum value is 4,294,967,295. The next count will force a rollover to kfydo 32 bits are returned
to the MTU depending on the protocol being used.

ACT Accumulator Display

Card # 2 Card Mame : ACT on BUS 2
Page of Go To
(Point|  PointName [  Comt |
1 +WH Phase A 0
2 -WH Phase A 0
3 +VAREH Phasze & ]
4 -WAEH Phase A ]
] +%H Phase B 0
& -"WH Phaze B ]
7 +VARH Phase B ]
] -WARH Phase B 0
a +WH Phase C 0
10 -WH Phase 0
11 +VARH Phase ]
12 -WAEH Phase C ]
13 +%WH Total ]
14 -WH Total ]
15 +VAEH Total ]
16 -WARH Total 0

Figure3-26 ACI Accumulator Display
Point

The point number.
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Point Name

The point name assigned (or the default name acceptady donfiguration.

Count

The maximum value is 4,294,967,295. The next count will force a rollover to zero.

Navigation

Pagen of ntells you which page (of a total number of pages) you are on. Go to a specific page by typing in
the page number, then dlithe Go button. Click the Back button to go back to the Data Display screen.

Analog Outputs Data Display

From the Data Display screen, click Analog Outputs to view the analog outputs.

Hardware Analog Output (AO) Display

3.13
[Point | PontName | Status |  Vaue |
0 ANA_OUT 1 F -5.000
1 ANA_QUT 2 F -5.000
2 ANA_OUT 3 F -5.000
3 ANA_QUT 4 F -5.000
4 ANA_OUT 5 F -5.000
5 ANA_QUT B F -5.000
B ANA_OUT 7 F -5.000
7 ANA_QUT 8 F -5.000
8 ANA_OUT O F -5.000
g ANA_QUT 10 F -5.000
10 ANA_OUT 11 F -5.000
11 ANA_QUT 12 F -5.000
Page 10f 1 GoTo
- 'F'indicates the point is marked Failed (point is offling).
+ ‘L' indicates Logic power failure.
= ‘P indicates field Power failure.
Figure3-27 AnalogOutputs (AO) Display
Point
The physical point number.
Point Name
The point name assigned (or the default name accepted) during Configuration.
Point Status
See sectioB.5Point Status Codedf no code is given, the point is healthy.
Point Value
The engineering unit value based on the EGU Min and EGU Max scaling assigned during Configuration
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3.14

3.15

3.16

3.17

Navigation

Pagen of ntells you which page (of a total number of pages) you are orto @aspecific page by typing in
the page number, then click the Go button. Click the Back button to go back to the Data Display screen.

HSPCI Data Display

HSPCI is not supported.

Microsoft Internet Explorer, El

" E Feature Mot supported by this RTU
L

Figure3-28 HSPCI Messag

Annunciator
Please see tHeonfig@WEBApplications manual.

Alarm Data Display

Please see theéonfig@WEBApplications manual.

Serial Comm Data Display

From the Data Display screen, click the Serial Comm button to display the communications port idata. Th
screen shows communications counters and port data for each port.

Exception For S3030X, this colum
displays either Yes or No. See text. Display Communication Port Data

Port Display

Port # 1 K K | Port1 DNPR [ wiew | [ Port Data |
Port# 2 K K | Port2 DNPR [ view | [ PortData |
Port# 3 K K | Port3 DNPM [ wiew | [ Port Data |
Port# 4 K K | Port4 DNPR [ view | [ PortData |
Port# 5 K K Port 5 Mone
Port#6 K K Port 6 Mone
Port#7 K K Port 7 Mone
Port#8& K K Port 8 Mone
Port#9 K K Port 9 Mone
Port # 10 K K Port 10 Mone
Port # 11 K K Port 11 Mone
Port #12 K K Port 12 Mone
Communication Associations
Figure3-29 Display Communication Port Data
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Port Number
The physical port number.
RTS and DTR

RequesiTo Send andDataTerminalReady.

"K" represents Keyed (Radio/Modem).

The RTU firmware asserts/deasserts the signal according to the protocol timing configuration.
Typically, K is used as a Radio/Modem key output (Default Setting).

"H" represents Positive RS232 Voltage.
When the RTU firmvare is active, the output will be driven to the positive RS232 voltage except
when the 285230 (Communications Controller chip) channel driving the output is being reset.
While the reset is occurring, the output will drop to the negative RS232 voltagen the reset is
complete, the output will rise to the Positive RS232 Voltage. This setting can be used to power

RS232 to RS485 converters, RS232 to Fiber Optic converters, or any other device requiring the
Positive RS232 Voltage.

"L" represents Negative RS232 Voltage.

The output will be driven to the negative RS232 voltage at powerup and always be the negative
RS232 voltage.

+5V (S3030X only)

Yes

Provides +5V at approximately 100mA on pin 1 of theZB2 connector to power auxiliary
communications devices

No
Turns pin 1 on the R332 connector to be a Data Carrier Detect (DCD) input.
Name
The port name assigned (or the default name accepted) during Configuration.
Protocol

The protocol assigned to the port. If no protocol is assigned, the legend williE.NPlease see the
Config@WEBProtocols manual for specific protocols.

Comm Counters

Click the View button to see the communications counters for the port of interest. Please see the
Config@WEBProtocols manual for specific protocols.

Display Port Data

Click the Port Data button to see port data. Please sé&mtifiy@WEBProtocols manual for specific
protocols.
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Navigation
Click the Back button to go back to the Data Display screen.

3.17.1 Communication Association

When you click on the Communication Asso@atbutton, you get a display similar to the one below.
This display shows that there is a backup for the channel to the Master. This function may not apply to all
protocols. See theonfig@WEBProtocols manual.

Communication Associations

DNPR Application on Port 1

Priority Primary Backup 1 Backup 2 Backup 3
Comm Channel  Port 1 ( Master to RTU ) Port 2 ( Backup 1) T

DNPR Application on Port 4

Priority Primary Backup 1 Backup 2 Backup 3
Comm Channel Port4(Port4)

<
|

Figure3-30 Communication Association Display

If you click View, you will get a Counters display similar to that shown below. The exact counters depend
upon the protocol.
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Communication Associations Counters Display

Primary - Port 2 { Backup 1) Backup 1 :

CPoint | Counterame | Gounts |l Point| CounterName | Counts |

1 Frames Sent 0
2 Frames Received 0
3 No Replies 0
4 CRC Errors 0
5 Framing Errors 0
6 Overrun Errors 0
7 Data Link rejects 0
8 Transport Layer rejects 0
9 Application Layer rejects 499
10 Application Confirm Timeouts 0
11 Free Frames Exhausted 0
12 Available Frames
Backup 2 : Backup 3 :

Point | CounterName | Gounts [l Point| _CounterName | Counts |

Figure3-31 Communicatbn Association Counters Display

3.17.2 Internal COMM Status Points

A COMM Status point is automatically generated for any active port. Shown below is an example for
DNPM.
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DNP (M) Digital Input (DI) Display

Port#:3 Port Name : Port 3
IED#:1 IED Name : DNPM_IED _1
| Point | PointName | Status | Vae [ Changes [ lastChange |
-1 COMM_STS OPEN 2 10/28/2015 11:30:32.912
0 IED_STS O OPEN 4 10/28/2015 11:30:56.908
1 IED_STS 1 OPEN 5 10/28/2015 11:30:46.983
2 IED_STS 2 OPEN 2 10/28/2015 11:31:07.576
3 IED_STS 3 CLOSE 8 10/28/2015 11:31:38.090

4 IED_STS 4 OPEN 0 e

5 IED_STS 5 OPEN 0 e
6 IED_STS 6 OPEN 0 e —
7 IED_STS 7 OPEN 6 10/28/2015 11:32:43.626
8 IED_STS 8 OPEN 2 10/28/2015 11:32:50.750
9 IED_STS 9 OPEN 6 10/28/2015 11:32:59.074
10 IED_STS 10 OPEN 2 10/28/2015 11:33:05.687
11 IED_STS 11 OPEN 0 e
Page 1of 1 GoTo

[ee]

- ‘F'indicates the point is Failed (stale). Its source is not responding to polls.

- ‘m'indicates that at least some of the quality code flags are manually-entered.

- ‘f*indicates that the value of the point has been manually-entered (‘forced").

- ‘C'indicates that the point has been manually disabled because its value is changing for no valid reason (“Chattering").
- ‘A'indicates that the point is in its alarm state.

- ‘u'indicates that the point is in an unacknowledged alarm state.

Note: 'A’ and ‘v’ are alarm flags and only apply to points that have been configured as alarm points.
Figure3-32 DNPM COMM Status Point

COMM Status points will be open (green) when the comm. Channel or IED is operational, and closed (red)
when the comm. Channel or IED is failed.

3.17.3 Internal Global Freeze Points

These apply only when the Global Freeze has been configured. See the Global Fnégaea@on
section in the Configuration chapter. Below is an example of the Global Freeze Points displayed after they
have been mapped to a Master.

DNP (R) Digital Input (DI) Display

Port# : Port Name : Master to RTU
I T T = e I
RTU Internal Status ~ PRM TIME SRC FAIL OPEN

1 Global Freeze Glbl Frz Lockout 1 OPEN

2 Global Freeze Glbl Frz Event 1 OPEN
nternal Status ~ TIME SRC FAIL 1 OPEN

10f 1 GoTo

(o]

- 'F'indicates the point is Failed (stale). Its source is not responding fo polls.

- ‘'m' indicates that at least some of the quality code flags are manually-entered.

- 'T'indicates that the value of the point has been manually-entered (“forced”).

= 'C'indicates that the point has been manually disabled because its value is changing for no valid reason (“Chattering”).
- ‘A indicates that the point is in its alarm state.

= ‘U indicates that the point is in an unacknowledged alarm state.

Mote: ‘A’ and ‘u’ are alarm flags and only apply to points that have been configured as alarm points.

Figure 333. Global Freeze STS points in DNPR display
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Ethernet Comm Data Display

Ethernet Comm wiltlisplay whatever protocols have been activated for Ethernet. A different protocol may
be configured for each socket. Please se€trdig@WEBProtocols manuals for protoeolerEthernet
details. Everything else on this screen is very similar to thalS&omm Data Display.

Display Communication Port Data

Socket Display
N e | e | Proweo ool | ponpeh

Socket # 1 Socket 1 DNPR [ view | | Port Date |

Socket#2 | Socket 2 DMNPM [ view | | PertDats |

Socket#3 | Socket3 Modbus(M) [ view | | PertDats |

Socket # 4 Socket 4 Mone

Socket# 5 Socket & Mone

Socket#6 Socket 6 MNone

Socket# 7T Socket 7 Mone

Socket # & Socket & Mone

Socket # 9 Socket 9 MNone

Socket# 10 Socket 10 MNone

Socket# 11 Socket 11 Mone

Socket# 12 Socket 12 Mone

Socket#13 Socket13 Mone

Socket#14 | Socket 14 Mone

Socket#15 | Socket 15 Mone

Socket# 16 Socket 16 MNone

Communication Associations
Figure3-34 Display Ethernet Communication Port Data
3.19
Data Trap
At the bottom of Counters displays for all protocols is a function called Data Trap, as shown in the example
below.
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Modbus(M) Communication Counters Display

Socket# -3 Port Name - Socket 3
“Point | CounterName
1 Messages Sent 76
2 Good Replies 0
3 Bad/No Replies 76
4 Write Failures 0
] RX Timeouts 76
B IB Timer Violations
7 Security Errors

Data Trap

IED Comm Counters
Reset Comm Counters

Figure3-33 Data Trap Example
When you click on Configure for Data Trap, you get the display shoWwigimre3-34.

Note: The first time you run Data Trap, the RTU will attempt to send a ClkeBofifiles to your
PC. These files can be large, so there will be a short delay. For a list of these files, see the IE
Settings appendix of your applicable hardware manual.

Data Trap
Port/Socket : Socket: 3

S T taget | cumem |

TX Bytes 0 0

INACTIVE,
RX Bytes 0 COLLECTING, or
State INACTIV COMPLETE

ET S
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Figure3-34 Data Trap

TheData Trap function is always in one of three st
ACOMPLETEGOG. Configure or Analyze will stop an ac
and other GUI functions can be performed while the data is beirectall

Note 1: Only one instance of Data Trap can run at a time.

Note 2: The Data Trap function button appears under the Comm Counters Display for every
protocol.

Click on Configure, then select the port you want to analyze as shown below.

This field can be Data Trap Configuration
from 1 KB to 1024

KB. The default is Port'Socket Socket: 3
8 KB J SiZe[KB] B
[Immediate Start %_[ Start ] [ Stop ] [ Start on Reset ]

X

Figure3-35 Data Trap Configuration

I f you use the AStart on Resetodo function, after t
Trap function will be started with this configuration before any compatians is initiated by the RTU.
This will allow the user to capture startup sequences (initialization opcodes, deadband downloads, etc).

The Stop function is used to cancel the current ¢
When youclick Start, the state is updated to COLLECTING.

Data Trap will stay in the Collecting state until either of the Target values is reached or the user manually
stops the collection.

Data Trap
Port/Socket - Socket: 3

S T et | cumem |
0

TX Bytes 8192
RX Bytes 8190
State Socket: 3 COLLECTING

Figure3-36 Data Trap ©OLLECTING
With the Configuration Target shown above, the results are as shown below.

Data Trap
Port/Socket : Port: 3

| Taget | Current |

TX Bytes 1024 1024
RX Bytes 1020 0
State Port: 3 COMPLETE
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3.20

To analyze
package that will parse the Data Trap capture file and parse the protocol traffic. This program is available

online at:

config@WEB Secure Software Users Guide

Figure3-37 Data Trap COMPLETE

t he

ca

ptured data, a

https://infrastructurecommunity.schneieiectric.com/groups/rtdownloads

GPS Data Display

Under Display Data tab, click GPS. The GPS Display shoulddooktar toFigure3-38if you have
enabled the GPS as explained in the Configuration chapter.

GPS Display Data

RTU/GPS Time Sync Diagnostics

Current BT DatefTime

11142002 Z2:14:21

Date/Time of last sync

11/14/2002 22:14:06

RTU Miliseconds at last sync

S683617

Seconds between syncs

15.000

Antenna Connection

Milliseconds since last Pulse

GPS

202

ealth

Ok

Feceiver Status

Doing position fizes

ITIHd&oy=Z2m= W

Satellites in use

11

26 Z2¥ 28 31 29

SATELLITES

Back |

Figure3-38 GPS Display

Current RTU Date/Time

3.20.1 RTU/GPS Time Sync Diagnostics

140

Notice that the data gathering stage stops when either the TX or the RX hits the izargetwhen you
click on Configure.

utility program

Current RTU Date and Time from the GPS. This is UTC (previously called GMT) time.
SAGE1LSFT-00S02
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Date/Time of last sync
This value is the last time that the time was set using data from the GPS connected to the RTU.
RTU Milliseconds at last sync
This is the value dathe internal 1ms counter of the RTU when the time was last set from the GPS receiver.
Seconds between syncs
This reflects the sync interval set up during configuration.
Milliseconds since last Pulse
This is the number of milliseconds since the lastabthe-second Pulse from the GPS.

3.20.2 GPS Health

Antenna Connection

This line will reveal if the antenna is connected or not, or if there is another problem with the antenna or
lead. Comparé€&igure3-38to Figure3-39. The possible messages are

"OK"
"Short or open"

Receiver Status

Reports the Receiver Status. Comgaigure3-38to Figure3-39. The possible messagare:

"Doing position fixes"

"No GPS time yet"

"Need initialization"

"PDOP too high"

"No satellites available"

"Only 1 satellite available"

"Only 2 satellites available"

"Only 3 satellites available"

"No satellites usable"

"Only 1 satellite usable"

"Only 2 satellites usable"

"Only 3 satellites usable"

"Unknown code"

=A =_ =42 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4
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Satellites in use

142

The GPS module tracks up to eight satellites, giving each satellite's 1.D. nhumber (botwis), ahd

relative signal strength (left side, Y axis). For best results (thtat isack the most satellites with the

highest possible signal strength), your GPS antenna must have an unobstructed view of the sky. If
buildings or trees block the antenna, fewer satellites will be tracked at any given time. This could result in

intemittent loss of time sync.

Navigation

Click the Back button to go back to the Data Display screen.

Figure3-39 GPS Display With Antenna Disconnected
3PS Display Data

RTU/GPS Time Sync Diaghnostics

Current BT DatefTime

11/14,/2002 22:37:45

Date/Time of last sync

11/14,/2002 22:37:13

Antenna Connection

RTU Miliseconds at last sync  BO070614
Seconds between syncs 15,000
Milliseconds since last Pulse 19390
GPS

Short or open

Feceiver Status

Mo usable satellites

Satellites in use

Id@m=mm—wm
i

E [ MY ™ |

Document Versior.3

7 0 11 26 27 28 29 209
3.21 SATELLITES
Back |
3.22
RLL Data Display
Please see theonfig@WEBRelay Laddet.ogic Manual, Part # S2268AA -00003
Applications Data Display
Please refer to theonfig@WEBApplications manual.
SAGE1-SFT-00S02 Baseline

Proprietaryand Confidential t&chneider Electric



Chapter3 - Data Display

Logs

3.23.1 SOE Log

config@WEB Secure Software Users Guide

143

The SOE Log Configuration determines the number of SOE Events stored in the RTU. The SOE Log

Display will display all events ated. In addition, as new events take place, they will show up on the SOE

Display as they are happening. Even as the Event Log in the RTU rolls over according to the number
3.23 configured (first in, first out), the display will retain all events as londnaslisplay is up on your

computer. Therefore, you may see many more events in the display than are Set in Configuration.

1 10/28/2015
2 10/28/2015
3 10/28/2015
4 10/28/2015
5 10/28/2015
6 10/28/2015
7 10/28/2015
8 10/28/2015
9 10/28/2015
10 10/28/2015
11 10/28/2015
12 10/28/2015
13 10/28/2015
14 10/28/2015
15 10/28/2015
16 10/28/2015
17 10/28/2015
18 10/28/2015

Date/TimeWw .

15:17:22.522
15:17:17.508
15:17:08.473
15:17:08.473
15:13:26.576
14:37:04.605
14:35:37.399
14:35:37.398
14:33:16.355
14:31:52.540
14:31:50.523
14:30:20.528
14:30:17.527
14:28:45.724
14:17:52.567
14:15:10.480
12:15:18.708
12:13:14.509

Figure3-40 SOE Log Display

Sequence Of Events Log

Device Name
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status
RTU Internal Status

LOGGED IN
RLL RUN
IED FAIL

SEC TIME SRC FAIL

CONFIG CHG

RLL RUN
LOGIN FAILURE
LOGIN FAILURE

CONFIG CHG

LOGGED IN
RLL RUN

CONFIG CHG
RLL RUN

CONFIG CHG
RLL RUN
RLL RUN

CONFIG CHG
RLL RUN

»

m

O S S o e T Y Y e SV S Y

The default SOE Log Display is sorted by Date/Timith the most recent at the top. You may reverse this
sorting by clicking on the Date/Time header, as shown by the arrow above. You may also sort by Device
Name, Point Name, or State, either in ascending or descending order, by clicking on these headers.

In addition to the SOE Log Display shown above, the SOE Log may be saved as a file by clicking on
Download.

You will be given the choice of opening the log, or saving the log as shown below.
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Figure3-41 File Download

File Download

]

Do you want to open or save this file?

Mame: soelog.bxt

Type: Text Document, 11.2KE

Fram: 172.18.150,51

J |

Open Save Cancel |

|

Yhile filez from the Intermet can be useful, zome fles can potentially

|@ harm your computer. 1f you do fat trust the zource, do naot open or
= zave this file. What's the rizk?

If you save the file, you will get a dialog box as shown.

Save As

-

Recent
F[:
Dezktop

9

by Documents

o

by Computer

«

kM etwark,

Save in: |@' Deszktop

Figure3-42 Save As

144

(LM Documents.

d My Compuker
‘HM';.H Metwork Places
IC2IEPSOM
ILFTP
| Graphics Programs
ICLogs
ICmMTs
|- Shortcuts ko Faolders
|5y Killers
IhUnused Icons

File name: |su:ue|u:ug.t:-:t w | [

Save l

Save as type: | Text Documett o~ | [

Cancel ]

When this file is opened, it will look as shown below.
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Figure3-43 SOE log File

B soelog. txt - Notepad

Ele Edit Format Yiew Help

NextSlot= 84 NextId= 884 Slotl Id= 801 NM=gs=
<REC 601" DT="07/20/2007" TM="07:46:58.001" VAL="1"
<REC §0Z" DT="07/20/2007" TM="07:48:16.043" VAL="1"
<REC g03" DT="07/20/2007" L108"™ vAL="1"
<REC go4" 07/20/2007" . 001" vanL="o"
<REC Gos" 07/20/2007" L 001" vAanL="on
<REC goa" 07/20/2007" .001" vAL="1"
<REC go7" 07/z20/2007" .001" vAL="1"
<REC gos" Dr="07/20/2007" Loz2o" vanL="1t
<REC goor 07/20/2007" L2987 vAL="1"
<REC g10" 07/20/2007" .0o1" vanL="o"
<REC g11" pr="07/20/2007" . 001" vanL="o"
<REC g1z 07/20/2007" L 001" vAL="1"
<REC g13" 07/20/2007" .001" vAL="1"
<REC 814" pT="07/20/2007" . 047" vAL="1"
<REC 815" 07/20/2007" .ooo" vanL="on
<REC g8le" DT="07/20/2007" Looo"™ vAanL="on
<REC 817" DT="07/20/2007" .0o0" vAL="1"
<REC gla" DT="07/20/2007" . 001" vAL="1"
<REC g1o" 07/s20/2007" L4317 vanL="1t
<REC gz0" 07/20/2007" Looo"™ vAanL="on
<REC gz21" 07/20/2007" .ooo"™ vanL="o"
<REC gzz" pr="07/20/2007" .ooo" vanL="1t
<REC 623" Dr="07/20/2007" Looo"™ vAL="1"
<REC gz4" 07/20/2007" .oo0"™ vAL="1"
<REC 825" DT="07/20/2007" . 036" vAL="0"
<REC gza" 07/20/2007" L3747 vAL="0"
<REC gz7" 07/20/2007" Looo"™ vAanL="on
<REC gz8" DT="07/20/2007" .ooo"™ vanL="o"
<REC gz9" 07/z20/2007" .0o0" vAL="1"
<REC g30" 07/20/2007" .ooo" vanL="1t
<REC 831" DrT="07/20/2007" L 024" vAL="0"
<REC g32" 07/20/2007" L8607 VAL="1"
<REC 833" pr="07/20/2007" L8607 vAL="1"
<REC 634" DT="07/20/2007" .BGD" VAL="1"
<REC 835" Dr="07/20/2007" .BE0" vAL="1"

4

100 Maxslots=
PN="RLL RUN
PN="LOGGED IN
EN="CONFIG CHG
EN="PRM TIME SRC FAIL
PN="TIME SRC FAIL
PN="IED FAIL
EN="RLL RUN
EN="LOGGED IN
PN="CONFIG CHG
PN="PRM TIME SRC FAIL
EN="TIME SRC FAIL
PN="IED FAIL
PN="RLL RUN
PN="LOGGED IN
EN="PRM TIME SRC FAIL
PN="TIME SRC FAIL
PN="IED FAIL
PN="RLL RUN
EN="LOGGED IN
PN="PEM TIME SRC FAIL
PN="TIME SRC FATL
EN="IED FAIL
PN="LOGGED IN
PN="RLL RUN
PN="LOGGED IN

EN="ETHERNET LINE
PN="PEM TIME SRC FAIL
PN="TIME SRC FAIL

EFN="IED FAIL
EN="RLL RUN

PH="COMM_STS
PH="TIED_S&TS 0
EN="IED_ST&
EFN="IED_&T&
PH="TED_STS

100

DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal &tatus
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="RTU Internal Status
DHN="RTU Internal Status
DHN="RTU Internal Status
DN="RTU Internal Status
DN="DNPM_IED_1 Stad®

OM="DMPM_IED_1 Stad¥

DN="DNPM_IED_1 Stadd

DN="DNPM IED 1 Stadd

DN="DMPM_IED_1 Stadd

e
"
e
"
">
i
i
"
">
i
"
e
"
i
"
">
i
e
"
">
i
"
e
"
i
"
">
i
e
"
">
i
"
"
"
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3.23.2 User Log

The User Log Configuration determines the number of User Events stored in the RTU. The User Log
In addition, as new events take place, they will show up on the User
Log Display aghey are happening. Even as the Event Log in the RTU rolls over according to the number

Display will display all events stored.

configured (first in, first out), the display will retain all events as long as the display is up on your

computer. Therefore, you may see many more events in flaydtian are Set in Configuration. In

addition, the Date/Time, Events and Text headers may each be clicked on in order to sort the data.
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Figure3-44 User Log Display

/ User Log
Date/Time'®
1 10/26/2015 15:17:21.998 Logged In 172.18.150.12-GUI, Admin
2 10/26/2015 15:16:36.002 Power Up RTU Started Up, Mode: NORMAL
3 10/26/2015 15:15:49.746 Reset RTU Reset, Mode: NORMAL
4 10/28/2015 15:15:38.160  Config Changed File: riusetup.xml, Tag: CPU
5 10/28/2015 15:15:36.353  Config Changed File: time.xml, Tag: TIME
6 10/28/2015 15:15:26.449  Config Changed File: ime.xml, Tag: GPS
7 10/28/2015 14:36:45.874 Logged In 172.18.150.12-GUI, Admin
8 10/28/2015 14:36:23.002 Power Up RTU Started Up, Mode: NORMAL
9 10/28/2015 14:35:41.334 Logged In UIF PORT-COMNSOLE, Admin
10 10/28/2015 14:35:37.399 Login Failed UIF PORT-CONSOLE, reboot 2
The log may be sorted by RATime dther ascending or descending. In addition to the User Log Display
shown above, the User Log may be saved as a file by clicking on Download.
You will be given the choice of opening the log, or saving the log as shown below.
Figure3-45 File Download
File Download E|
Do you want to open or save this file?
E‘j Mame: userlog.log
= Type: Text Document, 24,3KE
From: 172.18.150.51
Open ] [ Save ] | Cancel |
l--"‘~| YWhile filez from the Intemet can be useful, zome fles can potentially
@ harm your computer. 1f you do nat trust the zource, do nat open or
= zave thiz file. What's the risk?
If you save the file, you will get a dialog box as shown.
SAGELSFT-00S02 Baseline Document Versior2.3
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Figure3-46 Save As

Save As
Save in: | @' Desktop v| ¢) T = G-
S IDM';.f Diocurments

,J j My Compuker

Recent \:gl"-“ly Metwork Places
[CTIEPSON
— IFTP
|_ |- araphics Programs

Deszktop CiLogs
IMTs

| Shorkouts ko Folders

J hi'l_Spy Killers

by Documents

by Computer

.g File name: |userlu:ug.|u:ug w | [ Save l

bl Metork, Save as ype: | Text Document w | [ Cancel ]

When this file is opened, it will look as shown below.

Figure3-47 User.log File

B userlog. log - Notepad
Elle Edt Format Yew Help
NextSlet= 16 NextId= 1l S8letl Id= 1 NM=gs= 15 MaxSlots= 200 )
<REC ID=" 1" DT="0&/20/2007" TM="01:22:03.375" TYPE="Logged In T OTHT="User: Admin, IP: 172.18.146.45 "
<REC ID=" 2" DT="06/20/2007" TM="01:2Z:46.148" TYPE="Reset " THT="RTU Reset: Type NORMALO " b
<REC ID=" 3" DT="06/20/2007" TM="01:35:10.002" TYPE="Logged In T THT="User: Admin, IP: 172.18.146.72 "
<REC ID=" 4" DT="06/20/2007" TM="01:35:24.718" TYPE="Reset " THT="RTU Reset: Type MNORMALO s
<REC ID=" 5" DT="06/20/2007" TM="01:46:02.326" TYPE="Logged In " THT="User: Admin, IP: 172.18.146.72 "
<REC ID=" 6" DT="06/20/2007" TM="01:46:23.122" TYPE="Reset " THT="RTU Reset: Type NORMALO "
<REC ID=" 7" DT="06/20/2007" TM="02:37:01.467" TYPE="Logged In " THT="User: Admin, IP: 172.18.150.50 "
<REC ID=" g" DT="06/20/2007" TM="02:37:20.133" TYPE="Reaszet " THT="RTU Reset: Type NORMALO "
<REC ID=" 9" DT="0&/20/2007" TM="02:43:53.145" TYPE="Logged In " OTHT="User: Admin, IP: 172.18.150.50 "
<REC ID=" 10" DT="0&/20/2007" TM="02:45:44.053" TYPE="Reset " THT="RTU Reset: Type NORMALO "
<REC ID=" 11" DT="0&/20/2007" TM="02:48:30.522" TYPE="Logged In " THT="User: Admin, IP: 172.18.150.50 "
<REC ID=" 12" DT="06&/20/2007" TM="0Z:45:48.177" TYPE="Reset " THT="RTU Reset: Type MNORMALO s
<REC ID=" " DT="06/20/2007" TM="02:56:49.949" TYPE="Logged In " THT="User: Admin, IP: 172.18.146.45 "
<REC ID=" 4" DT="06/20/2007" TM—"03:33:41.146" TYPE="Logged Out T OTHT="IP: 172.18.14A.45 ">
<REC ID=" 15" pr="0&a/Z2 IZDDT" TM="04:34:15.115" TYPE="Loggsed In " THT="User: Admin, IP: 172.18.146.45 "
| \ >
Lme
Number Date Time Event Text

3.23.3 System Log

The System Log Display will display all events created by system tasks, informational and system errors.
In addition, as new events take place, they will show up on thter8y og Displayas they are happening.

As with the other logs, the Date/Time may be sorted in ascending or descending order and may also be
downloaded.
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Figure3-48 System Log Display

System Log
| o | patetmew |  Task | Function |  Message ||
519 10/28/2015 15:16:38 mbTcpWrk19 mbm_task19 Unable to connect fo 192.168.10.100 o
518 10/28/2015 15:16:36 dnpRouteUdp dnpRoute No repeated Ports, exiting task
517 10/28/2015 15:16:36 startup startup Time since last restart: 0 days, 0 Hrs 40 Min 12 Secs E
516 10/28/2015 15:16:36 startup startup RTU App starting at: 10/28/2015 15:16:36
515 10/28/2015 15:16:36 startup mA_uif System Log File detected at startup
514 10/28/2015 14:36:25 mbTcpWrk19 mbm_task19 Unable to connect fo 192.168.10.100
513 10/28/2015 14:36:23 dnpRouteldp dnpRoute No repeated Ports, exiting task
512 10/28/2015 14:36:23 startup GPST task GPS not config'd as time server. Task exiting.
511 10/28/2015 14:36:23 starfup startup Time since last restart: 0 days, 0 Hrs 5 Min 7 Secs
510 10/28/2015 14:36:23 startup startup RTU App starting at: 10/28/2015 14:36:23
509 10/28/2015 14:36:23 startup mA_uif System Log File detected at startup
508 10/28/2015 14:31:16 dnpRouteUdp dnpRoute No repeated Ports, exiting task
507 10/28/2015 14:31:16 startup GPST task GPS not config'd as time server. Task exiting.
506 10/28/2015 14:31:16 starfup startup Time since last restart: 0 days, 0 Hrs 1 Min 33 Secs
505 10/28/2015 14:31:16 startup startup RTU App starting at: 10/28/2015 14:31:16
504 10/28/2015 14:31:16 startup mA_uif System Log File detected at startup
500 10/28/2015 14:29:43 startup startup RTU App starting at: 10/28/2015 14:29:43
499 10/28/2015 14:29:43 startup m_uif System Log File detected at startup A

3.23.4 Command Log

To view Command Log ks, go to Display> Logs-> Command Log on the SAGE
Config@WEBGUI. Choose a file from the drop down menu on the left. The file name
corresponds to the Date and Time the file was created. It is in the format logYYYYMMDD_HH,
s0 10g20130228 11 refersadile created on February 28, 2013 at 11 AM. Click View to
examine the file. It should download and you can open it with Microsoft Excel.
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Figure3-49Command Log Display

Command Log File Selection
1cg20151020_10 [ | View | [ Downlosd | | Downlcssall | [ sschgleg |
log20151020_10 [N

log20151020_11 [

log20151020_12
log20151020_13
log20151020_14
log20151020_15
log20151020_18
log20151021_13
log20151022_10
log20151022_13
log20151023_09
log20151023_10 |=
log20151023_13 |~
log20151023_14
log20151023_17
log20151023_20
log20151026_07
log20151026_10
log20151026_11
log20151026_13
log20151026_14
log20151026_15
log20151026_16 —
log20151026_17

log20151027_07

log20151027_09

log20151027_10

log20151027_11

log20151027_13

log20151027_14 ~

Each command has a time and dstamp, the command type, the function performed (select, operate,
direct operate, etc.), the device and point name, the value, and the user or task which issued the command.
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Figure3-50 SampleCommand Log ke

a9~ A ENE 10g20120830.csv - Microsoft Excel »Bl=o = 5=
Home Insert Page Layout Formulas Data Review View Developer & e o P ER
= % . . = = Date M ?j' Conditional Formatting = 5*= Insert = -
—j By - Frutiger-tight n = $ ~ % ¢  [GEFormatasTable - % Delete v E' %‘7 \;a
Paste g B LU~ E= B e S Cell Styles = (&l Format = | 2+ éﬁt:[,af SF;Tff.
Clipboard & Font Fl Alignment F] Mumber Fl Styles Cells Editing
A5 - fe | 8/30/2012 h
[ A ] B [ C | D | E | F < H 7
1 Date Time Cmd Type Function Device Name Point Name Value lssuer []
2 | 8/30/2012 12:50:41.673_ After RTU Reboot (C3414-500-502Working.out
3 | 8/30/2012 12:50:41.724_ 5TS Change Hardware DI DI_PNT_1 0 COs
4 1 8/30/2012 12:50:41.768  STS Change Hardware DI DI_PNT 2 0Ccos
5 |2/30/2012 12:50:42.533_ STS Change RTU Internal Status PRMW TIME SRC FAIL 0 COS
6 |8/30/2012 12:50:42.626_ 5T5 Change RTU Internal Status TIME SRC FAIL 0 COs
7 | 8/30/2012 12:51:49.462_ 5TS Change RTU Internal Status LOGGED IN 1 COS
& 830/2012 12:52:58.993_ CONTROL SBO Select Hardware Controls SBO 1 Trip  HTTP User: a
9 |8/30/2012 12:52:59.058_ COMTROL SBO Operate Hardware Controls SBO 1 Trip  HTTP User: a
10 | 8/30/2012 12:53:00.357_ COMNTROL SBO Select Hardware Controls SBO 2 Close HTTP Useria  |_
11 | 8/30/2012 12:53:00.403_ CONTROL SBO Operate Hardware Controls SBO 2 Close HTTP User:a |
12 1 8/30/2012 12:53:.02.173_ CONTROL SBO Select Hardware Controls SBO 3 Trip  HTTP User: a
13 1 8/30/2012 12:53:02.244_ CONTROL SBO Operate Hardware Controls SBO 3 Trip  HTTP User: a
14 | 8/30/2012 12:53.05.141_ CONTROL SBO Select Hardware Controls SBO 4 Close HTTP User: a
15 83072012 12:53:05.212_ CONTROL SBO Operate Hardware Controls SBO 4 Close HTTP User: a
16 | 8/30/2012 12:55:22.430_ AO Control AQ Execute Hardware AQ AMA_OUT 1 =5 HTTF User: a
17 | 8/30/2012 12:55:22.584_ AQ Control AQ Execute Hardware AQ ANA_QUT 1 -5 HTTP User: a
18 | 8/30/2012 12:55:26.462_ AO Control AQ Execute Hardware AQ ANA_OUT 2 =4 HTTP User: a
19 | 8/30/2012 12:55:26.592_ AQ Control AQ Execute Hardware AQ AMNA_QUT 2 -4 HTTP User: a
20 |8/30/2012 13:17:24.115_ 5TS Change Hardware DI DI_PNT_1 1 COS L
21 873072012 13:17:25.580_ STS Change Hardware DI DI_PNT_1 0 COs
22 |8/30/2012 13:17:27.525_ ST5 Change Hardware DI DI_PNT_2 1 COS
23 83072012 13:17:27.795_ STS Change Hardware DI DI_PNT_2 0 COs
24 |8/30/2012 13:17:29.595_ STS Change Hardware DI DI_PNT_2 1 COS
25 | 8/30/2012 13:17:30.200_ STS Change Hardware DI DI_PNT_2 0 COs
26 |8/30/2012 13:17:32.110_ 5T5 Change Hardware DI DI_PNT_3 1 COS
27 873072012 13:17:32.670_ STS Change Hardware DI DI_PNT_3 0 COos
28 |8/30/2012 13:17:33.905_ 5T5 Change Hardware DI DI_PNT_4 1 COS
29 8/30/2012 13:17:34.430_ STS Change Hardware DI DI_PNT_4 0 COos
30 |8/30/2012 13:17:35.345_ STS Change Hardware DI DI_PNT_5 1 COS
31 830/2012 13:17:35.725_ STS Change Hardware DI DI_PNT_5 0 COos
32 |8/30/2012 13:17:36.420_ STS Change Hardware DI DI_PNT_5 1 COS
33 8/30/2012 13:17:36.800_ STS Change Hardware DI DI_PNT_5 0 COos
34 8/30/2012 13:17:37.815_ 5TS Change Hardware DI DI_PNT_6& 1 COS
35 | 8/30/2012 13:17:38.070_ STS Change Hardware DI DI_PNT_6& 0 COos
36 |8/30/2012 13:17:39.210_ STS Change Hardware DI DI_PNT_7 1 COS
37 8/30/2012 13:17:40.155_ STS Change Hardware DI DI_PNT_7 0 COos
38 |8/30/2012 13:17:40.950_ STS Change Hardware DI DI PNT 7 1 COS =
W A b ¥ log20120830 ¥ Ikl M ] all
Ready | I | Average: 430/1956  Count:7  Sum:8/30/2012 |[EH|OIE] 100% (=) [} (+)

Click on the Sts Chg Log to view the latest 10000 status event entries since the last reboot. Below shows an
example of the status change log.
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@| HE =9~ |5 soelnhlem[1].csv - Microsoft Excel e = =
Home Insert Page Layout Formulas Data Review View Ive & 9 R
E gg Frutiger-Light = lf : f ?% S enenl - pl ) E- A7
page 27| B L UTTANIEE RS- % 0 ol ca - g
- F | EH S A EIE P %o 4 o < @-
Clipboard Font = Alignment = | MNumber = Editing
F9973 - 7] A
A B C D E F £
9967 | 2/27/2013 23:15:24 750_ Hardware DI DI_PNT_1 Close
9968 | 2/27/2013 23:15:24 861_ Hardware DI DI_PNT_2 Close
9969 | 2/27/2013 23:15:24.941_ No Device Spare Close
9970 | 2/27/2013 23:15:37.618_ No Device Spare Open
9971 | 2/27/2013 23:15:37.674_ Hardware DI DI_PNT_1 Open
9972 | 2/27/2013 23:15:37.777_ Hardware DI DI_PNT_2 Open
99735 | 2/27/2013 23:15:37.973_ No Device Spare Openl _|
9974 | 2/27/2013 23:15:38.077_ No Device Spare Close
9975 | 2/27/2013 23:15:38.134_ Hardware DI DI_PNT_1 Close
9976 | 2/27/2013 23:15:38.197_ Hardware DI DI_PNT_2 Close
9977 | 2/27/2013 23:15:38.325_ No Device Spare Close
9978 | 2/27/2013 23:15:51.140_ No Device Spare Open
9979 | 2/27/2013 23:15:51.265_ Hardware DI DI_PNT_1 Open
9980 | 2/27/2013 23:15:51.322_ Hardware DI DI_PNT_2 Open
9981 | 2/27/2013 23:15:51.426_ No Device Spare Open
9952 | 2/27/2013 23:15:51.482_ No Device Spare Close
9983 | 2/27/2013 23:15:51.587_ Hardware DI DI_PNT_1 Close
9984 | 2/27/2013 23:15:51.697_ Hardware DI DI_PNT_2 Close
9985  2/27/2013 23:15:51.799_ No Device Spare Close
9986 | 2/27/2013 23:16:04.707_ No Device Spare Open
9987 | 2/27/2013 23:16:04.763_ Hardware DI DI_PNT_1 Open
9988 | 2/27/2013 23:16:04.867_ Hardware DI DI_PNT_2 Open
9989 | 2/27/2013 23:16:04.924_ No Device Spare Open
9990 | 2/27/2013 23:16:05.028_ No Device Spare Close
9991 | 2/27/2013 23:16:05.085_ Hardware DI DI_PNT_1 Close
9992 | 2/27/2013 23:16:05.195_ Hardware DI DI_PNT_2 Close
9993 | 2/27/72013 23:16:05.323_ No Device Spare Close
9994 | 2/27/2013 23:16:18.135_ No Device Spare Open
9995 | 2/27/2013 23:16:18.242_ Hardware DI DI_PNT_1 Open
9996 | 2/27/2013 23:16:18.302_ Hardware DI DI_PNT_2 Open
9997 | 2/27/2013 23:16:18412_ No Device Spare Open
9998 | 2/27/72013 23:16:18.490_ No Device Spare Close
9999 | 2/27/2013 23:16:18.549_ Hardware DI DI_PNT_1 Close
10000 | 2/27/2013 23:16:18.663_ Hardware DI DI_PNT_2 Close
10001 =
E N aTalTaw]
M 4 » ¥ | soelnMem[l) ¥ 4] 1l | [
Ready | |[EmE 0% =) ! (¥)
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3.23.5 Alarming

These screens may be viewed by a web browser without logging into the RTU by pointing to
http://172.18.150.50/fs/display/summalarmlog.htm

Where 172.18.150.50 is your RTU IP. Use https if http is disabled in your CPU Configuration.
Please see the Alarming chapter in the Applications manual.

3.23.6 Annunciator
These screens may be viewed by a web browgbout logging into the RTU by pointing to

http://172.18.150.50/fs/display/anunctor.htm

Where 172.18.150.50 is your RTU IP. Use https if http is disabled in your CPU Configuration.

Please sethe Annunciator chapter in the Applications manual.
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4 Command Output

This chapter tells you how to Command Output devices on the RTU. Other chapters cover Configuration,
Data Display, Upload/Download, and Administration. See the appendices for hardsearaterface
connections. See Chapter 1 for Comm Port Configuration, Point Mapping, and Scaling.

Only those items that may be commandable will be highlighted. Other buttons that are not commandable
will not be highlighted.

Log in and click the Commandh. You should see a display similafFigure4-1.

Figure4-1 Command Screen

Schneider Config@WEB Admin. (Logou)

. Wednesday, October 28, 2015 3:27:06 PM
Electric

Configuration Data Display Command Up/Download

ACC

Serial Comm

Contro

Applications Ethernet Comm

SF Bus

Analog Outputs

4.1
ACC Command
From the Command screen, click ACC to reset accumulators. The resuléeg 86l be similar to the
one below.
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Figure4-2 Command ACC

Command Hardware Accumulator

Point| ________ Name | CurrentCount |New Count| Operation
0 | Exeaute |

1 DI_PNT_13 1 [ Exeoute |

2 DI_PNT_14 4 0

3 DI_PNT_15 3 0

4 DI_PNT_16 13 0
Reset All Hardware Accumulators
|Reset All Accumulators [ Reset ]|

Status :
Pagel of1  GoTo (o]

Point

The point number.

Name

The point name assigned (or the default name accepted) during Configuration.
Current Count

The count read from theinning ACC register.

New Count

Enter a count for a new starting point (i.e., if zero is entered, the count starts from zero).
Operation

Click the Execute button to begin at the count entered under New Count.
Reset All Hardware Accumulators

This button wil reset Current Count to zero for all hardware accumulators.

Reset All Accumulators

This button will reset the current count to zero for all accumulators, hardware and IED.

Note: IED accumulators will be reset to zero only until the next count is rec&ivedthe IED.

Navigation

Click <<Prev to navigate to the previous 16 points, if applicable. Fafa tells you which page (of a

total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Net>> to go to the next 16 points, if applicable. Click the Back button to go back to the
Command screen.
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Control Command

From the Command screen, click Control to exercise controls. You may choose Execute Time and either
Trip or Close for any SBO. Cliche Execute button to execute.
Figure4-3 Command SBO

BB Controls Command

PPYrorcs]  name |cxecuteTme(ns)| _Pointoperations

1 SBO 1 500 Trip ©) Close
2 SBO 2 500 ) Trip 2 Close
3 SBO 3 500 ) Trip 2 Close
4 SBO 4 500 ) Trip 2 Close
Status :
Page1of1 GoTo (e | [ Bam |
Point
The point number.
Name
The point name assigned (or the default name accepted) during Configuration.
Execute Time (ms)
Accept the default executiene or choose another execute time by typing in the time in milliseconds.
Point Operations
Trip
Click the Trip button to select Trip.
Close
Click the Close button to select Close.
Execute
The Execute button will be active only if either the Trip or thes€ has been selected. Once it is
active, clicking the button will execute the action.
Status
The Status message at the lower left will show the result of your command.
Navigation
Click <<Prev to navigate to the previous 16 points, if applicable. Fafa tells you which page (of a
total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16 points, if applicable. Click the Back button to go back to the
Command seen.
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SF Bus Command

Click on SF Bus, then click on Command, as shown below.

Special Function Bus Command

SFB Card Location SFB Card type Command XT points

Select 1 1DO Command
4.3 Select 2 NONE -
Select 3 NONE -
Select 4 NONE -
Select 5 NONE -
Select 6 NONE -
Select 7 NONE -
Select 8 NONE -

4.3.1 SFB Digital Output Command

Points on a DO XT card on the SFB may be commanded, as shown below. Enter the Momentary Relay
Duration (or accept the default), click either OperlCtose on the point you want to command, then click

Execute.
Figure4-4 SFB Digital Output Command
SFB Digital Qutput Command

Port Name :

N

1 DO_PNT 1 500 2 Close
2 DO_PNT 2 500 ) Open ! Close
3 DO_PNT 3 500 ) Open ) Close
4 DO _PNT 4 500 ) open ) Close
5 DO _PNT 5 500 ) Open O Close
6 DO _PNT 6 500 ) Open ) Close
7 DO _PNT 7 500 ) Open ! Close
8 DO _PNT & 500 ) open ) Close
9 DO _PNT 9 500 ) open ) Close
10 DO_PNT 10 500 ) Open ) Close
11 DO_PNT 11 500 ) Open ) Close
12 DO_PNT 12 500 ) Open ! Close
13 DO_PNT 13 500 ) Open ) Close
14 DO_PNT 14 500 ) open ) Close
15 DO_PNT 15 500 ) open ) Close
16 DO_PNT 16 500 ) open ) Close

Status :

Page1of1  GoTo (s ] [ e |
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4.4

Point

The point number.
Name
The point name assigned (or the default name accepted) during Configuration.
Momentary Relay Duration (ms)
Accept the default execute time or choose another execute time by typing in the time in milliseconds.
Point Operations
Open
Click the Open button to select Open.
Close
Click the Close button to select Close.

Execute

The Execut button will be active only if either the Open or the Close has been selected. Once it
is active, clicking the button will execute the action.

Status

The Status message at the lower left will show the result of your command.

Navigation

Click the Back bubn to go back to the Command screen.

Analog Outputs Command

From the Command screen, click Analog Outputs to exercise analog output controls. The resulting screen
will be similar toFigure4-5
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Figure4-5 Command Analog Outputs
Hardware Analog Outputs (AO) Command

(Point|  Name |  Range | vawe | operation |

1 ANA_OUT 1 -5.000 to 5.000 a5 Execute

2 ANA_QUT 2 -5.000 to 5.000 5.000

3 ANA_OUT 3 -5.000 to 5.000 -5.000

4 ANA_OUT 4 -5.000 to 5.000 -5.000

5 ANA_QUT 5 -5.000 to 5.000 5.000

6 ANA_OUT 6 -5.000 to 5.000 -5.000

7 ANA_QUT 7 -5.000 to 5.000 5.000

8 ANA_OUT 8 -5.000 to 5.000 5.000

9 ANA_OUT 9 -5.000 to 5.000 -5.000

10 ANA_OUT 10 -5.000 to 5.000 5.000

11 ANA_OUT 11 -5.000 to 5.000 -5.000

12 ANA_OUT 12 -5.000 to 5.000 -5.000 Execute

Status :
Page 1of 1 GoTo
Point
The point number.
Name
The point name assigned (or the default name accepted) during Configuration.
Range
The EGU range as determined by the values chosen in the Configuration.
Value
Enter avalue within the Range to exercise the point.
Operation
Click the Execute button to execute the command.
Status
The Status message at the lower left will show the result of your command.
Navigation
Click <<Prev to navigate to the previous 16 points, flegable. Paga of n tells you which page (of a
total number of pages) you are on. Go to a specific page by typing in the page number, then click the Go
button. Click Next>> to go to the next 16 points, if applicable. Click the Back button to goobthek
Command screen.
SAGELSFT-00S02 Baseline Document Versior2.3

Proprietaryand Confidential t&chneider Electric



Chapterd - Command Output

4.5 will be active. Please see tBenfig@WEBProtocols manual to Command Port Data.
Figure4-6 Command Communications Port Data
Command Communication Port Data
Port Command
P ) S N
Port # 1 Master to RTU DNPR Normal [ ]
Port # 2 K K | Backup 1 DNPR Normal [ ]
Port # 3 K K  Port3 DNPM
Port # 4 K K | Port4 DNPR
Port#5 K K | Ports None
Port # 6 K K | Porté None
Port#7 K K | Port7 None mal [ ¥
Port # 8 K K | Port8 None mal [
Port #9 K K | Porto None mal [ ¥
Port # 10 K K | Port10 None mal [
Port # 11 K K | Port11 None mal [ ¥
Port # 12 K K | Port12 None mal [
4.5.1 Test Mode
Test Mode produces either a Mark, Space, or Alt to test a port. ¥Yistihave a protocol assigned to the
port for this test. Please see the appropriate hardware manual for the model of your RTU. (Example:
4.6 SAGE 2400 Operation & Maintenance manual.)
4.7 Ethernet Command
Please refer to the specific protocol in @enfig@WEBProtocols Manual.
RLL Command
4.8 Please see the following manual for further information:
Config@WEBRelay Ladder Logic Manual, Part # S2288A -00003
Applications Command
Please see the following manual for Applications Commands that are supported.
Config@WEBApplications Manual, Part # S22@0AA -00006
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Serial Comm Command

From the Command screen, click Serial Comm to exercise serial comm controls. The resulting screen will

be similar toFigure4-6.

The Command Communication Port Data has tweetsp depending on the protocol: Command Port

Data, and Test Mode. The Port Data button will be grayed out if the port reports to a Master because you

cannot command a Master. If the port is an IED orremhote port, then the Command Port Data button
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5 Secure Administration

This chapter tells you how to set up Secure Usernames and Passwords on the RTU. Certain privileges may
require a SSH Public/Private Key. With the advent of the secure firmware (G881302YZ), the

process of adding users is now a separate program from the RTU interface. All versions of the secure
firmware update sets are located on the Web Site. Please contact RTU Customer Service to get instructions
on how to access this site. Thersion of the User Manager tool must match the version of the firmware

that the Usernames and Passwords are being generated for. You will need this zip file to proceed.

Note: In the rest of this document, YZ is used to indicate a Version and Step d34i4-800-

S02YZ firmware. It may be justaletter(M i r st rel ease version of th
number(Zif i rst release | evel of the firmware is A
| evel (A_P106 or A _ 2. 2dad)nthis document, <DEBC>toirepreserd ther i n g
description (site or group name) for the output files, and <VER>, which is the version number of

the output files.

e
00
S

Note: Microsoft .Net framework 3.5 or later must be present on the client computer to use the
tools (Config Converter and User Manager).

User Manager
51

5.1.1 Introduction

The User Management program is used to create and update one of the three packages that are used to put a
set of firmware into a SAGE RTU running C348@0-S02YZ secure firmware.

This praram outputs two files:
1. <DESC>_<VER>Userstar.gz
2. access_<DESC>_<VER>.cfg.

The access_<DESC>_<VER>.cfg file contains the user name, password, privileges and locations of the
SSH key files entered for this <VER> of the package.

The fus e r<®ESCa VER>gUsers(tar.gz) created by this pragrwill be sent to the RTU using
the Up/Download feature of the GUI.

The package contains the following:
1. C3414500-S02YZi version of program marker
2. bootparams_<DESC>_ <VER>encrypted account and password file
3. Public Folderi SSH Public Key for every account that requires an SSH service
4. RTU Folderi DSA and RSA SSH keys for the SSH server in the RTU
This program can be used in two ways:
1. Load an previously created access configuration file to update with new infonmag.

add/delete users, modify passwords, change priviliges, change SSH keys for users or for the SSH
server in the RTU firmware. This is the typical usage of this program.
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2. Create a new set of Usernames and Passwords for the initial package tallselimsthe RTU
firmware. It is not typically used in this manner. It is suggested you use the baseline file included
with the firmware update zip file as the starting point.

The <DESC> of the package can be used to build unique sets of users upkiage gpdeile names should
NOT be renamed after they are created. If more than one file with same description needs to be generated
they can be organized into folders.

The files generated by the program are encrypted and cannot be viewed with regulaZao®ishould be
taken to secure the access_<DESC>_<VER>.cfqg files as these can be loaded using this program (see
Importing users or Password recovery).

5.1.2 Getting a Copy of User Manager

This program is contained in the RTU update zip file for every versi@8414500-S02YZ. Make sure
that you are running the version that is associated with the version of the firmware you are going to install.

The RTU Update package is available on the Web site. If you need to get a copy of the Update package,
please contaddouston RTU Customer Service so that you can be provided instructions on how to access
the site.

Currently this page is located at:

https://infrastructurecommuniischneideielectric.com/groups/rtdownloads

5.1.3 Before you Launch the Program

SSH sessions need a private and public key to initiate a secure session. The Secure Shell replaces Telnet
and SFTP replaces FTP in the Secure Firmware.

Before you proceed to udleis program, make sure you have access to or have created SSH keys for the
server and every account user that will have a privilege that needs secure functionality.

If you are going to run a truly secure set of the firmware, a set of SSH Keys for theeB8&Hrunning in

the RTU firmware must be generated to include in this package. If you choose to use the firmware in this
manner, youmustgenerate these items using the tools provided by your company or have your IT
department generate theseanigefor you for use with the RTU firmware.

These server public and private keys (four items) must be included in this package, so they must be
generated in advance of their inclusion in the package.

These keys can be unique to or shared among the RTUIfg) dmifigured.

Every user that needs any of the SSH servizasthave a set of SSH keys created for the account to

include in this package. They must be generated in advance so that the users public key can be included in
the package. The usgravate key must be placed on their PC for use in establishing a connection using
SSH or SFTP with the RTU.

SeeSection5.1.10for information on how an SSH key is created, and also the docu@entiy@WEB
Key & Certificate Generation".

5.1.4 Launching the Program

To launch this program, you must have acquired a copy of the filedZ3331
S02XY_Firmware_Update.zignd unzip it ordg your PC.
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Figure5-1 Location of User Manager Program

m . &« J0_Update » Secure » updateGen - ||

p—

File Edit View Tools Help
Organize « Open Burn Mew folder a2+ [ @I
\ 10_Update 0 access_Telvent 1.cfg
. ConfigToExcel CFG File
| Secure 335 KB
| Bootline_XML s Config_Converter_J0_3.1.5.exe
confia converters L 10/25/2013 12:01 PM
oL 504 KB
./ Protolyzer
SsH User_Manager_J0_2.6.exe
= SAGEL-SFT-S01J0
L SSL 2.6.0.0
| updateGen 8

Application

J;

User_Manager_J0_2.6.exe Date modified: 10/11/2013 2:32 PM
Size: 682 KB

Date created: 10/25/2013 12:01 PM

1 itern selected

M Computer

Once you have done this, navigate to the following location on your PC:

A éTelvent_SecuSAGE2400YZUpdatéSecurdu pd at e Gen 0

Select the fileh Us ea n_dg e r Yandlaenctetide program.

Figure5-2 User Manager Program

- I
Schneider
DElectric C3414-500-S02K0 User Access Generator
Version  { Description ~ Schneider_Electric Session Timeout 15
H:(:e Password g:;;zglr d Config Displar Command ggn:;nloa d "T’irlznsl g:::lote "Iglﬁmel ‘;’i’H(ilg)ic Key Description Delete
" D [O0[0] 0 [ B (B8] 0] @ ] I | O |
DSA Keys RSAKeys
SSH Public Key (DSA) SSH Public Key (RSA)
SSH Private Key (DSA) SSH Private Key (RSA)
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5.1.5 Terminating the Program

To terminate the program, click the Axd in the up
Anychanges made since the | ast AGeneratoro wild/ be

5.1.6 Importing an Existing Users Package
The fAl mport Userso box is used to select the file

A good starting point for the package is to use the basstinfiguration by following the directions below.
Once you have your own package, use this feature to update the package.

Userso button and navigate to a

Click the Al mport
click fopeno.

select, then
Torevert to a baseline configuration for the RTU, navigate to:

fi éTelvent SecuSAGE2400YZUpdatéSecurdu pd at e Gen 0
and select:

accessSchneider Electricl.cfg

Figure5-3 Navigateto Template File

-
é? Open

v . %« J0_Update » Secure » updateGen -

Organize « Mew folder = « [ @

. J0RCE - Mame Date modifie

. Telvent_Secure
L SAGE2400
L J0_Update
. ConfigToExcel
| Secure
. Bootline_XML
| config_converters N
. Protolyzer EI
J S5H
J S5L
| updateGen
[E‘ C3414-500-50210_Firmmware_L
0 kd cmdlog test

|| access_Schneider_Electric_1.cfg 11/1572013 10

v |

File name: access_Schneider_Electric 1.cfg - [U’SEI Config File (*.cfg)

| Open | ’ Cancel
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Figure5-4 User Manager After Import

Schneider
PElectric C3414-500-S02K0 User Access Generator
Version 2 Description ~ Schneider_Electric Session Timeout 15
User Conceal | Up/ File Remote |ED SSH Public Key
Name oSS Password Conhg [DenkailCommand Download Transf Shell Tunnel File (_pk2) ERscition Pelete
5 Admin v v v v v v v Admin pk2 | Administrator
* L
Import Users Delete Users
DSAKeys RSAKeys
SSHPublic Key (DSA)  dsa_pubkey Browse SSH Public Key (RSA) rsa_pub key Browse
SSH Private Key (DSA)  dsa_pvtkey Browse SSH Private Key (RSA) rsa_pvtkey Browse
Generate

Now you are ready to add accounts and the RTU server DSA/RSA SSH keys.

Please see the configuration section below for information on how to usdd¢hrsges.

5.1.7 Version <VER>

Version number is an auto generated sequence number to keep track of the Boot Params files. If the import
users feature is used this number gets incremented automatically.

5.1.8 Descripton <DESC>

Use this field to add a description tethenerated file. The description will be part of the file name that is
geneated. ESchneider_Electric_1 Usetar.gz.

5.1.9 Session Timeout

Session timout controls the time tBenfig@WEBsession expires when there is no activity on the GUI.
The max is 180 im.

5.1.10 DSA& RSA Keys

Note: Please seeConfig@WEB Key & Certificate Generation" document for details on Key
generation. (Available on the customer website)

The SSHpublic and private keys for DSA and RSA must be added to the package by browsing to their
location and selecting the file containing the key.

The keys can either be the keys provided with the RTU update package or generated by the user of the
RTU.
The defalt set of keys for the RTU are contained in the RTU Update zip file.
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fi é&Telvent_SecuNSAGE2400YZUpdatdSecurdSSHRT U _k ey s 0
SSH Public Key(DSA) dsa_pub.key
SSH Private Key(DSA) dsa_pvt.key
SSH Public Key(RSAJ rsa_pub.key
SSH Private Key(RSA) rsa pvt.key
User provided keys must have the same names as the keys above.
Each user requiring SSH services must have their public key in the package.
The default public key for the Admin user is:
i éTelvent SecuNSAGE2400YZUpdataSecuréSSHAd mi n _k ey s o
AAdi n. pk20
The default private key for the Admin user is:
AAdmi n. ppko
If your client requires an OpenSSH format key, the default private key is:
AAdmin_OpenSSH_private. key

5.1.11 User Functions

To add a user, click in the blank User Name box and begin editingltbeihg data. The <tab> and
<shift><tab> may be used to move forward and backward on the line and a <SpaceBar> will toggle the
state of the check boxes.

All existing users will show up in the users grid. Any changes required may be made by seletting the
and typing or clicking in the box.

5.1.11.1 Username
The username must be provided, be at least 5 characters in length and cannot have any special characters.

5.1.11.2 Password
Must be at least 8 characters long and have at least one character from the following groups:

1) upper case letter
2) lower case letter
3) number

4) puncuation mark

5.1.11.3 User Privileges:
At least one of the user access rights must be selected. If any of the secure features are selected then a
corresponding SSH public key must be provided.

Conceal Password See $ction5.1.12
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Config - User will have permission to access the configuraton portion of the RTU web GUI application.
Display - User will have access to Display section.
Command- To grant access to the user to send commandstie GUI.

Up/Download - Grants access to the file upload/ Download section. Use this option to grant user the
permission to make user, firmware and configuration updates.

Secure FTP- Needs SSH keySecure Shell File Transfer Protocélso includes FP privelages.
Secure shell Needs SSH keySecure Shell Also includes Telnet privelages.

IED Tunnel - Needs SSH keySecure Shell to SEL tunnel and Tunnel protocols.
Descriptioni Required- use this field to add a description for the user.

Delete- See Sectio.1.13

5.1.12 Conceal Password

When entering or editing a password, it is diplayed in clear text until you tab over to the next field or select
another field with the mouse and then it is displayed as a string of asterisikle it. However, selecting
the password field

Generating a users update package with this box checked will prevent the user manager program from ever
being able to displ ay tUbedhisteatwe carsfullypas thesewswamydo i n cl ea
recover a concealed password.

Figure 55 . Conceal userbés password from being di s

Sdé'}ﬁ'cdﬁf C3414-500-S02K0 User Access Generator

Version |2 Description  Schneider_Electric Session Timeout 15

User Conceal
Password

File Remote  IED SSH Public Key
Name Password

Up/ :
Download Transf Shell  Tunnel _ File (.pk2) Desciipiion bsicte

7 Admin @ M ] ™ M | & v ¥ Admin.pk2 | Administrator

50 1 Lt [ It} LS -

Config Displa: Commanc

Permanently Conceal Password X

This action is permanent! Choosing this option prevents
» password from ever being displayed in clear text!
Do you wish to continue?

Import Users S [ Delete Users

DSAKeys RSAKeys

SSHPublicKey (DSA) ~ dsa_pubkey [ Browse SSH Public Key (RSA) rsa_pubkey | Browse

SSH Private Key (DSA)  dsa_pvikey Browse SSH Private Key (RSA) rsa_pvtkey [ Browse |
Generate

5.1.13 Delete Users

To delete users, select the check box for every user to be deleted and click on the Delete users button.
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5.1.14 Generate
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save the package files.

To Geneate asers update package click on the Generate button. The program will ask for a folder path to

Figure5-5 Generate Users File
E User Access File Generator S —— E‘@%
.
Schneider
LElectric C3414-500-S02K0 User Access (Generator
Version |2 Description ~ Schneider_Electric Session Timeout 15
User Conceal . Up/ File Remote IED SSH Public Key
Name passvand Password Contig IR=pileomaand Download Transf Shell Tunnel File (.pk2) DRSchption Eekeie
* O 0 0| O O |0 0 [ Ee— ]
.
DSA Keys RSA Keys
SSHPublic Key (DSA)  dsa_pubkey SSH Public Key (RSA) 1sa_pub.key
SSHPrivate Key (DSA)  dsa_pvikey SSH Private Key (RSA) rsa_puikey
Camae D
Figure5-6 Navigate to Destination
ra "y
Browse For Folder h | 23 |

Bl Desktop
* =1 Libraries

» & Chris Kerr

418 Computer

[, | »

'y Local Disk (C:)
* oy DVD RW Drive (D)
* e Pemovable Disk (F:)

4]

1} | )
[ Make Mew Folder ]

QK

] [ Cancel
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Figure5-7 Package Successfully Created

s

e

Users Created Successfully I} | |

(B Users package created successfully.
Itis located at
Ch\Telvent_Secure'Users\Bootparams_USERS_Schneider_Electric_2.tar.gz

5.1.15 Password recovery

5.2

If the generated files are archived, a lost user name or passwyittemetrieved from the archive if the
password wasat concealed. If the password was concealed, there is, unfortunately, no way to retreive it.

When the RTU is reset and allowed to boot up, a message is printed on the console in the start up process in
the following format:

User Access File versionStmeider_Electric1"

This string is the <DESC> and <VER> of the file that is currently being used for accessing the RTU. With
this information and the archived package file, the usernames and passwords can be retrieved.

Logging In to the RTU

Note: The nunter of concurrent login sessions is limited to five (5). If multiple windows are
needed to simultaneously view in Display mode the results of an action in, for instance, the
Command mode, please see the "Multiple Window Technique" in the Configuratigtercha

Warning: Each concurrent login session must be logged out properly (i.e., if the browser is killed
without logging out, the session will be active until the session times out).

Create an Explorer window and erdoesaot havehcertifiddatEddrd s | P
place, you will get a window similar teigure5-8.
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Figure5-8 Internet Explorer Window With IP Address of RTU

/" Certificate Error: Mavigation Blocked - Windows Internet Explorer

G@ v |E] rips172.18.150.071) V||E| |£| | £ Live search |2

File Edit ‘“iew Faworites  Tools  Help |x @"

'{; Favorites | '{.3 l] Suggested Sites ~ @ | Web Slice Gallery

|§Certificate Error: Mavigation Blocked | | ﬁ M = @ * Page ~ Safety - Tools - @v

»

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

'@ Continue to this website (not recommended).

@ More information

(_| 11i} ] i|
€D 1nternet dn v Hiomwm v
Click ontdCobhtsenwebsite (Not recommended)d as sho

The address and certificate windows will be red tinted, if the system has no certificate.

The initial default setup is for a Username of @A
Username and Psword fields are case sensitive. As the Administrator of the SAGE RTU, login using this
Username and Password, as showigure5-9. Click Login.
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Figure5-9 Loggingin

Scl&rlEtleiQer Config@w WEB

Username: Admin

Password: FERRBERNN

Sage Firmware
C3414-500-502¥2Z
29-0ct-2015

SAGE 2400

Wamning: This computer program is protectad by coprrizht law and international tresties. Unsuthorized seproduction or distribution of this progrem or any portion of it, may sesult in severs civil and

criminzl penaltisz; and will ba prosscuted to the maximum extent poezibls vnder the law.

If you login incorrectly, you will get a screen as follows.

Figure5-10 Screen for Incorrect Login

SclénEtleiQer Config@ WEB

Username:

Password:

The Username and Password supplied do not match with
arry account. Please reenter Username and Password. Login

details are case sensitive.

Sage Firmware
C3414-500-502YZ
28-0crt-2015

SAGE 2400

Waming: Thiz computer progrem is protected by copyright law znd internations] trestiss. Unsuthorized reproduction or distribution of this progrem or any portion of it, may result in severs civil and

criminsl penalties; and will be prosscuted to the maximum extent possible under the law.
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With the secure firmware, tHeéonfig@WEBinterface has a new look; there is no Admin tab. The secure
interface looks likd=igure5-11.

Figure5-11 The Admin Screen

Schneider Config@WEB Acmin- (Logou S

‘ Wednesday, October 28, 2015 3:53:43 PM
Electric

Configuration Data Display Command Up/Download

Analog Inputs

Senal Comm

Digital Inputs

Applications Ethernet Comm

Analog Outputs

HSPCI

Alarm

C3835 SOE

Notice also in the upper right corner of the page, there is additional information, what userdsiogge
current date and time in the RTU, Sage RTU model

The following example demonstrates how the interface might look with a very limited privileges account:

If you create an account (sBel.11User Functionswith a user name of JoeUser and a password of
Secretl!, it would look liké-igure5-12in the User Access Generator.
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Figure5-12 Joe User Account Creation

H
8 User Access File Generator g X
=
Schneider
PElectric C3414-500-S02K0 User Access Generator
Version 2 Description ~ Schneider_Electric Session Timeout 15
User Conceal | Up/ File Remote |[ED S5H Public Key
Name Password Pa rd Config Displar Commanc D load Transf Shell Tunnel File (_pk2) Description Delete
Admin D Admin pk2 | Administrator D
4 JoeUser ] ] ] ] ] a a Display only ]
#* O 0| o O O ] a a ]
DSA Keys RSAKeys
SSHPublic Key (DSA)  dsa_pubkey SSH Public Key (RSA) rsa_pub key
SSH Private Key (DSA) dsa_pvtkey SSH Private Key (RSA) rsa_putkey

The new users file would have to be downloaded to the RTU under Up/Downlaod tab (see the Up
Download chapter for details).

When JoeUser logs in to the RTU, his only privilege wideg Display, as shown Figure5-13. Moving
the mouse onto any other tab results in showing t
nothing happening if the user clicks on anything but Data Display.
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Figure5-13 Joe User Login

Schneider Config@WEB JosUser - (Logout)

' Wednesday, October 28, 2015 4:06:01 PM
Electric

Configuration Data Display Command (5 __, Up/Download

~

Analog Inputs
Serial Comm STS ACC

Applications Ethernet Comm

Analog Outputs

HSPCI
Internal Points
=
C3835 SOE
o

Session timeout is a security feature. If the user is not submitting a configuration, refreshing the current
page, or accessing any page on the GUI during a login for thendmiotime selected in the User Access
Generator, the session will be automatically logged out.

Warning: If you are configuring points and the session times out, any configuration changes that
have not been submitted will be lost. Be sure to submibaliges in a timely manner.

Two minutes before the session times out, you will get a warning message as shown below.

Note: If your computer is running software that blocks popups, the following Session Timeout
message may not appear, although the sessibstitimeout at the correct time.
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Figure5-14 Session Timeout Warning Message

/> Session Timeout - Wind... |Z||E|[Z|
e 172.18.1... | 'ad Certificate Er... b

Your session on the server will expire
in 2 mimites. In order to avoid loss of
data Submit anv changes to the
configuration at this time. Submitting
the configuration, refreshing the
current page or accessing anv page on
the GUT will keep vour current
session alive.

€0 Internst v Hioow -

When a Session times out, the Login screen looks as shown below.
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Figure5-15 Timed Out Login

N

Schneider SAGE 1410
LPElectric

J0 Update
Username:

Password:

Session Timed out.

JO Release -
C3414-500-502J0
26-Howv-2013

Warning: This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution of
this program or any portion of it, may result in severe civil and aiminal penalties; and will be prosecuted to the maximum extent
possible under the law.

When you are ready to Logout, click the Logout button. You will get a warning window as shown below.

Figure5-16 Logout Warning

Message from webpage
X

:I Are you sure you want to logout

Ok ] ’ Cancel

RS ~

When you click OK, you will be logged out.
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6 Configuration Converter

Note: In the rest of this document, YZ is used to indicate a Version and Step of the-&B#14

S02YZ or-001YZ firmware. It may be just a letter {Yfirst release version of the secure

firmware i s fAHbDfjstreleaskleasd NMutmhbhersé ure fir mware i s
al so have an appended patch |l evel (A_P106 or A _2

Note: Microsoft .Net framework 3.5 or later must be present on the client computer to use the
Configuration Converter and User Manager programs.

Introduction
The configuration converter program is used to:
6.1 1. Modify an existing S02 configuratiaio the revision level indicated in ti@onfigurationConverter
' program name. (BOOSOPEKDODNGohhegdEC8dildn Converter

configuration packges to the KO revision level)
2. Convert aG3 configuration to the S02 secure version

The configuration converter is used to update secure firmware (€BM802YZ) configuration packages
that normally contain the following naming conventi¢@@3414500-SRYZ_config.tar.gz)

This program uses as input existingconfigurationpackage.This packagenay beeitherthe baseline
configurationpackagedelivered with the Firmware Update packagen archivedconfiguration package
designed by the customen anearlier firmware revision, depending on what desired output is.

The configirationpackage (C341800-S02YZ_config.tar.gzyeneratedby this programs whatwill be
uploadedo the RTU using the Upownload feature of the GUI (see the-Dpwnload chapter).

This configuration converter can update the following elements, and package those changes-50G3414
S02YZ_config.tar.gz (to be sent to the RTU):

Elements relating tthe RTU application:

1. Configurationi the XML configuration files for the application
2. Templatesi IED configurations selected for reuse as the root for additional IEDs
3. 1SaGRAF progranii logic program to perform additional functions

Elements relating tthe RTU operating system

script filesi optional Operating system commands

firewall rulesi controls the built in firewall

IPsec Config configuration files for IKE/IPsec

Boot Linei boot up and first Ethernet port configuration

Routingi network routing and the second Ethernet port configuration
SSL Keyi the key used with HTTPS

SSL Certificaei the certificate used with HTTPS

No g MwDdPRE
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Obtaininga Copy of this Program

This program is contained in the RTU update zip file (example: G38004602H1_Firmware_Update.zip)
for every version of C341800-S02YZ. Make sure that you are running the versionishassociated with
the version of the firmware you are going to install.

The RTU Update package is available on the customer web site. If you need an account on the site, please
contact RTU Customer Service so an account can be created for you.

6.2
The RTU ypdate zip file also contains the older configuration programs needed to convert the older model
RTU configurations to the format needed to use with this program.

Currently this page is located at:

https://infrastructurecommunity.schneieiectric.com/groups/rtdownloads

Configuration Converter overview
The Configuration Converter utility is divided into two sections denoted by tabs on the malalgd
6.3 AfBasiand AAdvancedo. The basic configuration tab
' modified elements when updating a configuration. The advanced configuration tab contains less
commonly modified elementbat deal with more technical featurestod RTU firmware.

The following items (listed in the stiieaders) can be changed in the configuration package used in the
RTU. The instructions describe what actions can be done to each of these items.

The following rules apply within the program:

1) Thedd aul t for all iNo Changeo/ 0Repl acedo entri es
2) The default for all FfANo Changeo/ oDel eted/ 0Add,
3) I f the ABrowseo option is not used, the exist]

6.3.1 Basic Configuration Ta

Note: If the configuration is from any firmware other than C346D0-S02YZ, the configuration
must be converted thie G3 revision level first as shown irSection6.6 through6.8.

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric


https://infrastructurecommunity.schneider-electric.com/groups/rtu-downloads

Chapter6 - Configuration Converter config@WEB Secure Software Users Guide 178

& Corfig Converter R =Erse
s
Schneider N
LPElectric C3414-500-S02K0 Configuration Converter
[ Basi | Agvanced| ik 1 comsaing o o Somate R0 10 Soane ) pick

Configuration Package default configuration package from the firmware update zip file

fl 2. Click "Add/Replace/Delete” buttons to modify contents of the
configuration package. Click the RTU Configuration Replace button
to replace RTU Configuration.

RTU Configuration 3. Verify the Primary and Secondary network settings are correct. If
converting from G3414 Non-Secure RTU, replace these with files

I No Change Replace extracted from the RTU by the Initial installer program

Browse

4, Click Convert button to generate a new package with all the

changes

Primary Ethernet Port (J3 / LAN) Configuration

IP Address : | | subnet: Gateway :

Browse

Secondary Ethemet Port (J2 / WAN) and Routing Configuration

IP Address | subnet :|

Browse

Figure6-1 Basic Tab contents.

The items on this tab are the most commonly modified elenb@ats RTU configuratiorand can be one or
several of the following

A Earlier revision Configurion Package. (ex: Converting from J2 to KO)

A G3Configuration XML files containing hardware 1/O, protocol mappings, application setups, etc.
that will be appliednto the defaulB02XY configuration package to create S02XY version of
the G3 configuratn.

A IP addressing for the two Ethernet interfaabefault gateway assignment, and any routing table
information to be folded into the output Configuration Package.

6.3.1.1 Configuration Package
This field is the primary inpub the Configuration Converter anglist be an S02 revision style
configuration package with the naming convention X\&onfig.tar.gz, where the XYZ portion of the
filename can be whatever the usConfigtarig®ohes t o name

Click the Browse button to navigatie the configuration update package to be used as a starting point. This
is the configuration package that will be modified and the final output will contain all modifications and
additions or deletions to make it compatible with the firmware revisigmpttkage was delivered with.

6.3.1.2 RTU Configuration
This sectionis usuallyonly modifiedwhen using the baselir&2configuration as a starting point when
converting an existing G3 configuratitmrunon the SO2 revision levefirmware.
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6.3.1.3 Primary Ethernet Port (J3/LAN) Configuration
This section is filledn automatically when the Configuration Package is specified, but it may not contain
the desired IP address, Subnet mask, and default gateway inforfoatyour installation Enter in the
correct IPand default gateway (if anygddressand Subnet mask if desired to change these defaults from
the specified Configuration Packagé.hi s i nf or mati on i s storamdd in a fi
contains otheparametershatare best changed using the RTuhsole and GUIAnew ficonfi go pa
can then bereated using the GUI and saving a copy on the PC for archiving and later use.

In seldom cases, it is possible modify this information from another bootline file by clicking the Browse
button and navigatinto the bootline.xml file containing the desired information for this section.

I f you have an existing ficonfigd package, you mos

If you used the initial install tool to configure the RTU for C38D0-S02YZ firmwae operation from
C3414500-:001YZ firmware, the file is located in the tree on your PC that you selected to store the
converted configuration created during this process

I f you started from any other set oihthdpackageMdam e, t h
the RTU update zip file will have to be used and the process described above used for the modification of
the file followed.

6.3.1.4 Secondary Ethernet Port (J2/WAN) and Routing Configuration
This section is filled in automatically when t@enfiguration Package is specified, but it may not contain
the desired IP address and Subnet nfiasthe secondary Ethernet interfadenter in the correct IP
address and Subnet mask if desired to change these defaults frordfiedConfiguration Rekage.

This information i s st onhatdlsoicamtairss rofitind table engiesdodndimEt h e r
the Configuration Package (see secBad1.). Therouting table entries are not showrthe

Configuration Converter prograbutthey areincluded in tle output Configuration Package so therefore

we recommend thahte par amet ers in the fethernebrwithiheo fi |l e
Offline Editing utility. Anew @ c o n f icapthenpereatecdugieg the GUI and saito aPC for

archiving and later use.

In seldom cases, it is possible modify this information from another Ethernet file by clicking the Browse
button and navigating to the Ethernet.xml file containing the desired information for this section.
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6.3.2 Advanced Cofiguration Tab

_ _
s (o e S
& Corig Comverter 0 J =@ | BA v es= L -
o
Schneider o
PEleceric C3414-500-S02K0 Configuration Converter
S R 1. Click "Configuration Package" to select an existing configurafion
asic package. If converting from Non-Secure RTU to Secure RTU, pick
default configuration package from the firmware update zip fe
Templates "
. 2. Click "Add/Replace/Delete" buttons to modify contents of the |
I No Change Delete Add/Replace configuration package. Click the RTU Configuration Replace button ||
Fo— o replace RTU Configuration |
sacRAF 3. Verify the Primary and Secondary network settings are correct. If ||
converting from C3414 Non-Secure RTU, replace these with files
No Change Delete Add/Replace extracted from the RTU by the Initial installer program.
Browse 4. Click Convert bution to generate a new package with all the
changes.
Firewal Il
No Change Delete AddiReplace
Browse
IPsec Config
No Change Delete Add/Replace
Browse
Scripts
No Change Delete Add/Replace
Browse
SSL Config
SSLKey Browse .
Convert
SSL Certificate Browse

Figure6-2 Advanced Tab contents.

6.3.2.1 Templates
The templates section is used to attach a new set of templates to or delete an existing set of templates from
the ConfigurationPackage spec#d in section 6.3.1.1

Select from the following functions as required:

1. No Changé existing configuration is OK
2. Deletei Remove the current set of templates from the configuration

3. Replace Replace the current set of templates in the configurationanstt from the folder that |
browse to.

6.3.2.2 1SaGRAF
The ISaGRAF section is used to add a new, replace an existing, or to delete an existing ISaGRAF program
from theConfigurationPackage specified in section 6.3.1.1

Select from the following functions asougred:

1. No Changé existing configuration is OK
2. Deletei Remove the current ISaGRAF program from the configuration

3. Add/Replacé Add or Replace the current ISaGRAF in the configuration with a ISaGRAF
program from the folder that | browse to.

6.3.2.3  Firewall
Select from the following functions as required:

1. No Changéd existing configuration is OK
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2. Deletei Remove the currerfirewall configuration from the configuration
3. Replacei Replace the current firewalbnfiguration with anew fw4.cfg file

6.3.2.4 IPsec Config
The IPsec Config option allows the user to add a new configuration foKE#Psec(VPN) to the
ConfigurationPackage specified in section 6.3.1The folder that you browse to may also contain
certificates and keys for use by IKE/IPsec.

6.3.2.5 Scripts
The scrips files may contain commands to be performed at two different points in the startup phase of the
operating system and RTU application.

The two files that are supported are named startup.scp and vxworks_start.scp. Both must be in the same
folder that is skected with the browse function. The default versions of these files perform no commands.

Select from the following functions as required:

4. No Changéd existing configuration is OK
5. Deletei Remove the current set of templates from the configuration

6. Replace Replace the current set of templates in the configuration with a set from the folder that |
browse to.

6.3.2.6 SSL Key
The file name required for this item is fAserver. Kk

If you are going to use the default SSL Key provided with the RTU firmware, theothisgnto do.

If you are going to run the C348BD0-S02YZ firmware in the most secure mode, you will replace the SSL
KEY with an SSL key specific to this RTU, generated by an external program. You will have to Browse to
where this file is stored and seléle file for inclusion in the package. See the docu@anhfig@WEB

Key & Certificate Generation.PDF' for additional information about how to build the SSLyKe

6.3.2.7 SSL Certificate
The file name required for this item is fAserver.c

If you are going to use the default SSL Certificate provided with the RTU firmware, there is nothing to do.

If you are going to run the C348BD0-S02YZ firmware in the most secureode, you will replace the SSL
Certificate with a SSL certificate specific to this RTU, generated by an external program. You will have to
Browse to where this file is stored and select the file for inclusion in the package. See the document
"Config@WEB Key & Certificate Generation.PDF' for additional information about how to build the

6.4 SSL Certificate.

Conversion Summary

Previous models of the SAGE RTU family ylae updated to the C34B00-S02YZ firmware by using a
series of programs to update the existing configurations.

Section6.5 provide instructions on how to convert from S02 to S02 (update an existing SO2ucatidig

or convert to a newer version) aBdctions6.6through6.8 provide the instructions on how to use older
configuration converter programs to convert the exgstonfiguration to a format compatible with this

program. Once you have performed the steps to update the configuration, the process is the same as if you
were upgrading from a RTU running the C34@0D-001YZ firmware.
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To check the firmware number of yoRTU, look at the CPU block in the GUI under RTU Information, as
shownin Figure6-3 Firmware Identity (Example)

SAGELSFT-00S02 Baseline Document Versior2.3
Proprietaryand Confidential t&chneider Electric



Chapter6 - Configuration Converter config@WEB Secure Software Users Guide 183

Figure6-3 Firmware Identity (Example)

If you are already usp C3414500-S02YZ firmware, go to the following section:
6.5 Converting From existing S02to Same or Newer Version of S02

These sections describe how to convert exgstionfigurations to the C344300-001G3 needed with use
with the S02 Config Converter program.

6.6 Converting From C3414500-001YZ to G3
6.7 Converting From C3413500-001YZ to G3

6.8 Converting From S2200500-001YZ to G3
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